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Getting started
Status and Statistics
Administration

System Configuration
WWAN
QoS
LAMN

Routing

vy | vy¥| vy|*¥| ¥\ ¥\ ¥\ wv

Firewall

etup Wizar
IPSec Profiles

eleworker VPN Client
PPTP Server

L2TP Server

S5L VPN

VPN Passthrough

X CORBOEMRE, RV4OIL—ZDENDTT, 73>k, FNAADEFIICEK
TERVYWET,

ATY7T2[Add| 2O VY ILET,

" IPSec Client-to-Site Groups
Group

(T

AT Y 7°3:[Rd Party Client| 22 UY 9 UL%EY,

3 : AnyConnectidCisco VPN Clientd 5l & '), GreenBow VPN Clientld— R/N—F 1 &
VPN Client® #IT 9,

Client to Site

Add a New Group

Cisco VPN Client OBrd Party Clignt

E:COBTE, Y —RN—FT A1 O0TAT 2 MNFBERENTVET,
AT Y 74:[Basic Settings]X 7 T, [Enable] FT Y UVRY VA&EFICLT, VPNZ7OT 7



ANHFTOTATTHRDEEZRIBELET,

| Basic Setfings | Advanced Settings
Enable @
Tunnel Name: | Client |
Interface: WANT »

AT Y 7°5:[Tunnel Name] 7 1 — )L RICVPNEHED BRI ZALILEF T,

| Basic Settings | Advanced Settings
Enable v
Tunnel Name: || Client l
Interface: WANT »

X ZOBITE. [Client] EABDLTVWET,

AT Y 76 [Interfacel ROY 7RIV JARND S, FRHIZDAMEZ—T I/ AEERLET
o A7°>a Ik, WAN1T, WAN2, USB1., BKTUSB2T, VPNEHZIZIL—X LORIET S
AR —TIARAEFEHALET,

| Basic Setlings | Advanced Settings
Enable v
Tunnel Name: Client
Interface:
IKE Authentication Method:
USE1
*' Preshared Key: USE?
Preshared Key Strength Meter: ] |

E:A72a2i@, FRALTLVRIIL—FOEFIICL>TEBYET, COFITIE,
WANIABIRENTVE T,

ATYITIKERELARZZBIRLET, XOAT3aUrsHy)Ed,
CERREXF— COATT 3 TR, VPNEGKICHEENAD—REZFEATEET,

- [REBAE (Certificate)] : DA 7> 3 E, BFl. PP RLA, JUTIIES, (IAEOEFHH
B, THEORTSOAEF—0IE— A EOBRESCFI A LTRBEEALET.



IKE Authentication Method:

OPreshared Koey:

Preshared Key Strength Meter: I

Minumum Preshared Key Complexity: '« Enable

Show plain text when edit: Enable

J

Certificate: efault

L

X COBITIEE, [Preshared Key| ' iBIREhTVWE T,
AT Y 7'8:[Preshared Key]7 4 — )L RICEH/NAD —REASILET,

IKE Authentication Method:

* Preshared Key:
Preshared Key Strength Meter: 000 ]

Minumum Preshared Key Complexity: ¢ Enahble

Show plain text when edit: Enable

ATY 79 ( F7< 3> ) [Minimum Preshared Key Complexity Enable]F I Y 9Ky U A%
F70ELT, SUTIMNATD—REZFEHATEDELSICLET,
IKE Authentication Method:

*' Preshared Key:

Freshared kKey Strength Meter:
Minumum Preshared Key Cumplexit'_.r:oEnamE

Show plain text when edit: Enable

X : COFITE. [Minimum Preshared Key Complexity]ld BN EXRICLTHEE T,

ATY 710 (AT7232 ) NAD—REZTL—2TFARNTERTRTRICR., RERCTL
—TFARNERRIB|FIVIRYVARZFAVIZLET,

|KE Authentication Method:

*' Preshared Key:

Freshared kKey Strength Meter:

Minumum Preshared Key Complexity: ¢ Epnable

Show plain text when edit: OEname

E:COBITR, MEZEIOERRICLESRICTL—TFARNERTID]ZERLE



AT Y 711:[Local Identifie] ROAY Z7H I ) ARASO—ALIDZBRLET, XOFT
>aAvHFHIET,

-O—AIWANIP: 2OATS 3Tk, VPN —KRITIADITA RIVFTERY ND—2
(WAN)L > Z—T I A ADIPF RLAZFEALFT,

.[IPAddress] : cOAFA T a>zFERTSDE, VPNEHROIPT RLAZFHTAANTEET,
.FQDN: COA7 a3k, T2 RXABFQADN)EEHIENhET, 1 X—FXYNLE
OEENIVELI—ZRICEEB RS/ BEFEATERT,

. [1—YFQDN(User FRDN)] : cOFA 723>z EATDE, A1V X—FXY MNEOBENI—
HICEREB RS/ BRZFEATEET,

Local Identifier:

Femote |dentifier:

FQDN
User FQDN B

X COBITE, [Local WAN IPIYBIRENTVET, COAT>3a>zEAT»E, O—
ALWAN IPA BB ICKREENET,

AF VT2 (F723Y ) UE—NEANOBBIFEBRLET. ROFTS IV K5
£7.

. [IP Address] : COA T3> Tk, VPNISA TV ROWANIPPZ RLAZFEALET,
-FQDN: ZOFAF>a>zERATRE, /1 VFZ—FXYMEOBENIVEI—RICEEBR
XA BRZFERATEET,

. [1—YFQDN(User FQDN)] : SO A7 a > #EATRE, A1V F—%Y NEOBENDI—
HICREEB RSN BZFEATEET,

Local |dentifier: Local WAN IP » ||124.6. 115177

Remaote Identifier: 124 6.177. 118

Fytandad Anthanticatinm:

X ZoBITIE, [IP Address]A BIRE N TWE T,
AT Y 7°13:[Remote Identifier] 7 1 —)L RICUE—KNIDZASLZLET,

Local |dentifier: Local WANIP v | 124 6. 115177

Femote ldentifier IP Address « § 124 6.177.118

X:Z0HITE. 1246115177 AHLET,

ATY M4 (A7 3> ) [HREREE(Extended Authentication)]F T Y 97Ky VA& F I

LT, ez T7OT747ICLET, 7OT1473dE, VDE—RNRI—HYHFVPNADOT It
AERHFUAENBDHICOLTF UYL EANTEIESICERTS, BIMLARILOFEIAENRBHE
nEX9,



Group Mame

OExtended Authentication:

X . Z0HITE. [Extended Authentication]ldZF 7 D EXKIZLE T,

AT Y 715 [Group Name] T, [Add]Z YV UY I LET,

Group Mame

Extended Authentication:

AT Y 7 16:[Group Name] ROAY 7RIV D) ARNN S, HLRBIAZFEATH TN —7ZER
LET,

| «  Group Name

| admin v
1 admin
guest
IPSecVPN

X Z2OfITE., VPNABIRENATVWET,

AT Y 7°17:[Pool Range for Client LAN] G, VPN SA T NZE)H TR ENTED R
HOIPF RL A%Z[Start IP]7 1 =)L RICAHLE T,

Fool Range for Client LAN:

Start IF: l 10.10.100.100 I

End IP: | 10.10.100.245 |

X ZOFITE. 10.10.100.100E AL L ET,

ATYT18ENdIP]7 1 =)L RIZ, VPNOITAT U RNCEIE TR ENTEDREDIPT
RLAZAHZLET,

Pool Range for Client LAM:

Start IP: | 10.10.100.100 |
End IP: 10.10.100.245 |

H:ZoflTiEk, 10.10.100.2458 AHLET,
AFY 719 [Apply]E 2 U Y I LET,



Pool Range for Client LAN:

Start IP: 10.10.100.100 |

End IP: 10.10.100.245 |

ooy _J_cance |

AT Y720 [Save]2 V)Y I LET,

¢ S5ave cisco{admin) Log Out About

Z N T, TheGreenBow VPN ClientBICIL—ZDOTSA T RS A NEZ7O7 74 %255
ETEELL I,

A—HIN—TDER

ATYT7T1: L—R2DOWebR—ADOI1—FT 4 )T 41207 14> L. [System Configuration] >
[User Groups] ZiBIRL £ 9,

F:CORBEOEMRIE, RV4OIL—ZDENDTT, A7>3aik, FNAADEFIICEL?
TERYZET,

Gefting Started

» Status and Statistics
» Administration

Initial Setup Wizard

System

Time

Log

Email

User Accounts

Discovery-Bonjour
LLDFP

Automatic Updates
Service Management
Schedule

ATYZ2Add|ZIUYOLT, A—H¥JII—TZBMLET,



User Groups

User Groups Table
Group Web Login 525-VPM
admin Admin Disabled
Quest Disabled Dizabled
| Apply | | Cancel |

AT Y 7'3:[Overview ( BEE ) 15815 T, [Group Name ( FI—7& )] 71— RICTIL—T
DEBHZEALILET,

User Groups

Overview
Local User Membership List
# Join User Name Joined Groups *
1 L CiscoTest VPN
2 CiSCo admin
3 guest guest
4 L vpnuser VPN

* Should have at least one account in the “admin” group

X CopflTE, VPNAEREATVWETD,

AT Y 74:[Local Membership List ( O—AILXN—=2 9 7T7UARN )T, AUTIL—TIC
BI2XENHDI—HFEOFIVIRYIRAEAVICLET,



User Groups

Overview

Group Name: | VPN

Local User Membership List
# Join User Name Joined Groups

1 o CiscoTest VPN
cisco admin
guest guest

2

3

4 @ vpnuser VPN
*S

hould have at least one account in the "admin™ group

¥ ZOHITIE, CiscoTest&vpnuserMiBIRENTVET,

AT Y 75:[Services (H—ER )T, FIN—TRHAOI—HICHFET2ERZRBIRLET,
ROFATSIaVHFHY)ET,

. [EM(Disabled)] : COATI I, TIL—TOXAVNHETSIHFENL TWebR— R 1 —
TAVTALLT O EATEBRVWIEZERLET,

. [FRAEVYERA(Read Only)] : COATTaviEk, FJL—=TOXN—=HNFOTA&ICOAT
LADAT—RAZHRIMBDCENTEDCEEZERLET, REZRMEITD_EEFTEEXE
Ao

. Administrator : COFA 7 a2k, TFIL—TOXN—ICHEAEY) /EZAXIEREEX, >
ATLAARAT—BRAZRETEET,

Services

Web Login Disabled o Read Cnly Administratar

X ZOBITE, [Read Only] A" BIRE N TVWE T,
AT Y 7°6:[EzVPN/3rd Party Profile Member In-use]7—7 LT, [Add]Z2 2 VY OL £,

EzVPN/3rd EzVPN/3rd Party Profile Member In-use Table
Party # Group Name
Add

AT Y 7T [Selecta Profilel] ROY 7HAIDUARNASTO77AIINEBRLET, 7
AV, VPN =R ITIAICEREENTWVWA7O77AINICE>TERYET,



Add Feature List

Select a Profile:| Clients v |
| Clients |

I Add H Cancel I

X COBITE., [Clients]FBIRENTVET,
ATY78[AAA|Z VYUY IOLET,

Add Feature List

Select a Profile:

Cliemts

[

ATY T[Apply] 20V OLET,

SSL VPN Select a Profile | — v
PPTP VPN | Permit

LZTR I Permit

802.1x L Permit

o]

ATY 710 [Save]Z2 V)Y I LET,

£ Save cisco (admin} Log Out About Help

CNT, RV4xZ)—AN—ZRICA—FITIN—THEEICERENEFETTT,
A—YTFHDO bDOER

ATYT71: L—R2DOWebR—ADI1—FT 4 )T 41207 14> L. [System Configuration] >
[User Accounts] ZiBIR L £,

F:COREBEOEMRIE, RV4OIL—ZDENDTT, A7>3aik, FNAADEFIICEL?
TERYZET,




Getting Started
k Status and Statistics

-FWII In . 1

%#
nitial setup Wizar

System
Time

Log

User Groups

IP Address Group
SNMP
Discovery-Bonjour
LLDP

Automatic Updates
Service Management
Schedule

AT Y 7°2:[Local User Membership List]f8H T, [Add]Z 2V Y OLET,

User Accounts

Local Users Password Complexity

Password Complexity Settings: Enable
Local Users
Local User Membership List
# User Name Group *
1 guest VPN
2 cisco admin

ould have at least one account in the "admin” group

AT Y 73 [User Name]7 1 =)L RICI—HDBFEADILET,



User Accounts

Add User Account
User Name [| CiscoTest ’l
New Password [esnanans . |
New Password Confirm [ wesssess . |
Group VPN ¥

[ pony ] [_conca |

¥ : COBITIE., CiscoTestH AT NhTVET,
AT Y 74 [New Password] 7 41 — )L RICI—H¥/NAT—REZAHLET,

User Accounts

Add User Account

User Name CiscoTest

Mew Password Confirm | ssssssssss

Group VPN v

Apply || Cancel

AT Y 7°5:[New Password Confirm]/RY 9 ATNAT — KEEZLE T,



User Accounts

Add User Account

User Name | CiscoTest

Mew Password | .......

New Password Confirm [| .......

Group YPM

T

| Apply || Cancel |

ATYT76[Groupl RAY TH IV UARD ST I —TZERLET,

ERFsh3dJIL—77TY,

Group

guest

Apply || Cancel

F:ZOPITERE, VPNABIRENATWVWET,

ATY 7T [ApplylZ2 0 )Y

User Accounts

A% 3

chiE, I—%4E

Add User Account

ser Name
Mew Password
Mew Password Confirm

Group

CiscoTest

Apply | Cancel

AT Y 78[Save]2 V)Y IOLET,



z Save cisco (admin) LogOut About Help

ZNT. RVMXxSI =X —RIZI—HTHIY NERENREL =,
IPSecZ7O7 74 ILDBE

AT Y 7T1RVAXIL—FZ DWebR—ANDI1—FT 14 )T 4I\ICOT 4> L. [VPN] > [IPSec
Profiles]2@IRL &Y,

Getting Started

Status and Statistics

Administration

System Configuration

WAN

v | vy | vy| vy ¥\ v©¥|rv¥|\w

VEN Setup VWizarc

Site-to-Site
Client-to-Site
Teleworker VPN Client
PPTP Server

L2TP Server

S5L VPN

VPN Passthrough

» Security

X CORBOESKE. RVMOIL—FZDENDTT, 77232, FNAADEFIICK
TEBYET,

ATYT2IPSec7 A7 7ANT—7IINICBEEOTO77AIFRRENE T, [Add] &5
JwoL, F¥R7O07 74 2ERKLET,



IPSec Profiles

IPsec Profiles Table

Mame Policy
Amazon_Web_Services Auto
Default Auto
Microsofi_Azure Auto
Add

| Apply || Cancel |

3 : Amazon_Web_Services. Default, & &k OMicrosoft AzureldF7 # )N 7O7 7 AT
T,

AT Y 7°3:[Profile Name] 7 1 =)L RICZ7O7 74 INDOBRI ZEKLLET. Z7O77AIA
CIE, EBFERFKRXFOTA—AAT7()DOHZEFEAL TSEZ L,

IPSec Profiles

Add a New IP Sec Profile

Keying Mode *  Auto Manual

X ZOPITE, Cliente ADLET,

AT VT4 ATYAVRRYEOUYILT, TOT7AAFRECEAT DF—RE
RERELET, ROATTAVHBYET,

cAuto : RUS—NSXA—REEBHNICREENET., cOFT>a>rTlR, F—XEEHL
EELF—KBICA 2 Z—FY RF—B(IKE)RI S —%2FEHALET, ChEBIRTD L,
[Auto Policy Parameters]fBE DR EN BEMICBWET, COA T a > #BIRL EEEE.
"EEREDERL ICEXRET,

.[Manual]l : COAFT>a>z2EATRE, VPNRN O RILOF—EABESLEEEHOLEODOF
—ZFHTHRETEET, cnZBRT S &, [Manual Policy Parameters]tBIZ O 5% E A" B &b
CBYWET, COAT2aVEBRLEBEER. "FTEHREVER, ICHAET,




IPSec Profiles

Add a New IP Sec Profile

Frofile Name: Client

Keying Mode 'O Auto Manual

¥ CofITE, [Auto])FIBIRENTVET,
72I—XBELTF7 I —RIDEERE

AT Y 7 1:[Phase 1 Options ( 7 T—X1A 7> 3> ) 158E T, [DH Group (DHZ)IL—7
YIROYZHAOD)ARNDY S, 7T —X10F—THEMA T 2B % Diffie-Hellman(DH) 7' )L
—7 % ERL 7, Diffie-Hellmanid, BRIXEF—tY NEeRRTHL-HOEHRTHERS
NZBEFXF—|7ORNINLTT, PILOAVXLDBEREY NMZK2TREWET, XD
F7arHFHIET,

. Group2-1024 bit : COFA 723> Tk, F—OFERESBZVWERTHN., JIL—T1LkUER
£7TI,
. Group5-1536EY h : COAT> a2k, REEBVF—ZFFELEITN, HELF1TTY

o

Phase | Options

DH Group: roynn  AETE |

. Group2 - 1024 bit
Encryption: ———
Authentication: SHA1 v
SA Lifetime: 86400
Perfect Forward Secrecy: ¥  Enable

#: COBITIE. Group5-1536E Y A BRENTVET,

AT Y 7 2:[Encryption)| RAY 7H 1) ANA S, Encapsulating Security Payload(ESP)#
& UInternet Security Association and Key Management Protocol(ISAKMP) Z B &1t & &k T
BT IESIAREBRLET., ROATIVHFHYET,

. 3DES:Triple Data Encryption Standard ( MU 7 )ILF—XBESHE ) -

. AES-128:Advanced Encryption Standard(AES-128)I&128EY hF¥—%ZFERL £,

. AES-192:Advanced Encryption Standard ( AES-192 ; SERBS{LHRE ) F192EY M+ —%
FERALET,

. AES-256:Advanced Encryption Standard(AES-256)l&256E Y M —%ZFERL XTI,



Phase | Options

DH Group: Groups - 1536 bit
Encryption: | AES-128 \a
Authentication: AEQ..I'
SA Lifetime: AE 3:2 E~

Perfect Forward Secrecy: ¥ Enable

X : AES(E, DESH LV'3DESZN L EESILORENZARTHY ., NT7+—X2VAELE
FirUT1ZALERET, AESF—2ZR<TDE, NTFIXVANMETL, EF21UT
1ABMELET, COBITE, AES-128H"BIRENTVET,

AT Y 7°3:[Authentication] RO Y A U ARH S, ESPE & TISAKMP D SREE 5 5% % 38
RUET, ROAT>arrydHy)xd,

- MD5:Message-Digest Algorithm ( MD5 ; XY =S A AT ATV XL ) I,
128EY ROON\Y 12BN HVY) ET,

. SHA-1:Secure Hash Algorithm ( SHA-1 ; ¥ 217 /\v>a2F7)dVXLA) IZ160EY KD/
VI AENFHY)ET,

. SHA2-256:256E Y RO/N\Y 2 1fgZERALEEF1T7/N\Yv> 217N XA

Phase | Options

DH Group: Groups - 1536 bit
Encryption: AES-128 v
Authentication: | SHAT v |
SA Lifetime: h
Perfect Forward Secrecy: ¥ Enahle '

¥ : MD5ESHARBA EEESH/N\NY S 1BHTT, F—X20—& %MWY, EHEL. B
FBETERV—EZED16EREHEERLET., COBITIE, SHAMINBIRENTVWET,

2TV T4[SA Lifetime] 7  —JL KIiZ. 120 ~ 864000 EEDEEA N LET. Zhik,
Internet Key Exchange(IKE)2F 1 U T4 7Y T —2 a2 (SAN JI—ATCFIT17%
FEXTHHIEFHORETT, F7 7))L MEF 28800 TT,



Phase | Options

DH Group: Groups - 1536 bit »
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime:
Perfect Forward Secrecy: ¥ Enahble

X ZoFITIE, 864008 AHLET,

AT Y75 ( F7°2 32 ) [Enable Perfect Forward Secrecy]F I Y V7 RY VR%ZEFICLT
. IPSechZ 7 1Y VOB ERADEOOFLVWF—EERLET,

Phase | Options

DH Group: Groups - 1536 bit
Encryption: AES-128 r
Authentication: SHAT T
SA Lifetime: 85400

Perfect Forward Secrecy: @ Enable

X : COBITIE, Perfect Forward Secrecy ( PFS ; T2 EENE ) FEMICE>TVET,

AT ¥ 7°6:[Phase Il Options]#&13 M [Protocol Selection)| RO Y AT JARNA S, XIS
I—23 02BB07 1—XICEAYTSA7O0RINZATEBRULES, XOF7> 3>
FHYET,

CESP: 20AT>asik, RETDT—2E2HATEILET, COFTIIavEBRLULE
BEE. ATYTTICEATESHEARNZRRLET,

cAH: ZOATZ IV, BEAY I —(AH)EERENET, F—RFAREATZIAZOT
YFUTLAY—ERERHTZEF1UTTORNILTT. AHE, REEhBPF—&
IILIZEBOIAENTVET, cOFAT2aVEBRUESEAE, ATYTSICHEARET,



Phase Il Options

Protocol Selection:
Encryption:

Authentication: SHA1 b

SA Lifetime: 3600
DH Group: Groups - 1536 bit -
| Apply | | Cancel |

X COBITE, ESPABRENATVET,

ATYTT: AT Y T6TESPEERL BA W, ESPEISAKMPORRIE A RET 3 R4
FREZERLET, ROFTZAVHFHYET,

. 3DES:Triple Data Encryption Standard ( MU 7 )L F— X EES{LIEE )

. AES-128:Advanced Encryption Standard(AES-128)(£128EY hF¥—ZFEAL £ 7,

. AES-192:Advanced Encryption Standard ( AES-192 ; EERBS{LHRE ) F192EY hF¥—%
FRALET,

. AES-256:Advanced Encryption Standard(AES-256)F256E Y hF¥—ZFEAL £ T,

FPhase Il Options

Protocol Selection: ESP v

Encryption: | AES-128 v |

Authentication: AEB-_____EB—_l

SA Lifetime AES-25

DH Group: Group5 - 1536 bit v |
Apply || Cancel |

X COPITE., AES-128H"BIRENhTVET,

AT Y 7°8:[Authentication] RO Y A ) A RN S, ESPH KTISAKMPDEREE R 3% % &
RUET, ROFT>3avHFHIET,

. MD5:Message-Digest Algorithm (MD5 ; XY =S A AT ATV XL ) IZEE,
128EY RON\YZ 1ENFHYET,

. SHA-1:Secure Hash Algorithm ( SHA-1 ; 2% 2 7/\v> 21 7)) XL ) IZ160EY R/
YIAENFBYET,

- SHA2-256:256EY RD/\NY 2 1fEZBEALcEF21T7N\Y>aTIdV XA,



Phase |l Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: | SHAT v |
M5
SA Lifetime: m
DH Group: [ -._'uuup-;_l = TFIUUIL Y|
| Apply | | Cancel |

X ZOfITE., SHAMFBIREhTWET,

AT Y T9[SA Lifetime] 7 « —/)L KIZ, 120 ~ 288000 &HANEEZ ADLE£T., Zhik,
IKESANCHD T I—ATTITATREETHIREAORETT, F77 ) MEWE 3600 T
9,

A7 ¥ 710:DHY L—7'(DH Group)] KO Y 7RIV UARA S, 7T —X20F —THER
TBDHIIIL—TZ2BRLET, #7233 VRBROEBYTT,

- Group2-1024EY N : COAT >3V, F—OFFERESBYETH. Grouplkl)ER2E
T9,

. Group5-1536EY h : COFA 7> a2k, REEBVF—ZFFELETHN, HELF1TTY

o

Fhase |l Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHAT v

SA Lifetime:

DH Group: Groups - 1536 bit «
Apply | | Cancel

X ZOFITE, 3600EAHDLET,
ATY 711 [Applyl 20U Y Y LET,



|IPSec Profiles

Add a New IPSec Profile

Profile Mame: Client

Keying Mode - Auto ' Manual

Phase | Options

DH Group: | Group5 - 1536 bit ¥ |
Encryption: | AES-128 v
Authentication: | SHA1 v
SA Lifetime:
Perfect Forward Secrecy: ¥/ Enable

Phase Il Options

Protocol Selection: |ESP v
Encryption: | AES-128 \a
Authentication: | SHA1 v |
SA Lifetime:

DH Group: | Group5 - 1536 bit v |

ATY 7 12[Save]z V)Y UL, BREZKGEHNICREFELET,

§ Save cisco{admin) LogOut About Help

ST, RV3MxZI U —XN—Z2 O BEEIPSec7O7 7TAIN ERICREEhEL 1
FEEREDR

AT Y 7 1:[SPl-Incoming] 7 4 —JL RIZ, VPNEHEOBENZ 714V 00EF2 VT 14NZ
X—=BALFY I ASPN)ZT D100 ~ FFFFFFFD 16 EHREEZ A DL E T, SPIZT K., &
2tV a>ORNT T4V IORMOEY S IAVORNTTAVIERBTRIEDICERAETNE
9,



Manual Policy Parameters

SPIl-Incoming: OxABCD

SPI-Outgoing: 0x1234

E:COBITE. OXABCDEASLET,

AT Y 7°2:[SPI-Outgoing] 7 « —JL RIZ, VPNEHRORERNT 714 Y IDSPIZTEL T,
100 ~ FFFFFFFD16EHEZ A DL £ T,

Manual Policy Parameters

SPl-incoming: OxABCD

SPI-Outgoing: 0x1234

X COBITE, Ox12dE ABNLET,
ATY73: ROAYTHIV VAR D SBEELEZEBRLE T, ROFT2a2HFHYET

o

. 3DES:Triple Data Encryption Standard ( MU 7 )L F— X BES{LEE )

. AES-128:Advanced Encryption Standard(AES-128)(&128EY hF¥—ZFEAL £ T,

. AES-192:Advanced Encryption Standard ( AES-192 ; §ERBS{LHRE ) F192EY hF¥—%
FERALET,

L s e

3DES -
SPI Outgoing: AES-128

X COPITE., AES256 " BIRENhTVET,

SPI Incoming:

ATYT4[Key-IN|7 4 =)L RIZ, 4A2VINDY RRVS—DF—ZAHLET, F—DORSE
&, ATY7B3TERLAETIIVALICKR>TERYET,

Key-In: 12345678912345678912

Key-Out: 1alalatlatlalatat1212121

X COBITRE., 123456789123456789123... £ AHLET,

AT Y T5[Key-Oull7 1 —)L RIZ, BERIV—OF—ZANLET, F—OREEFE. AT
Y3 TEBRUETILIIVXALAIZE>TEREYET,



Key-In: 123456789123456789123

Key-Out 1alatatatatata121212

X COBITE. 1atalatlalalalal2121212..E AL ET,

AT Y 76:[Authentication) ROY 7H VU ARND SRIAAEZEZERLET, ROFT2 3
HBYET,

. MD5:Message-Digest Algorithm ( MD5 ; XY =R AT ARNTIOU AL ) D,
128EY RON\Y S 1 BHAHYET,

. SHA-1:Secure Hash Algorithm ( SHA-1 ; £¥27/\v> 27OV XA ) I2160EY R/
Y AENFHBYNET,

- SHA2-256:256EY RDO/\NY 2 1fEZBEAL 1T /N\Y>aTIdV XA,

Authentication: ¥ MD5

SHA1 | —
Key-in SHA2-256
Key-Out

X ZOHITE., MDA BIRENhTVET,

ATYTT(Key-In|7 4+ =L RIC, ATV RRUS—ODF—ZADLET, F—ORE
&, ATYT6TERLAETIIVALICI>TERYET,

Key-In: 123456789123456789123
Key-Out lalatlatlatatlatlal212121

X COBITE., 123456789123456789123.. £ AHLET,

ATY T8[Key-Oull7 4+ —JL RIZ, RERIV—DOF—ZAIOLET, F—OREE, AT
YO TBRLETILOVAXLICK>TEEYET,

Key-In: 123456789123456789123

X COFITE. 1alalatlalalalal2121212..E AL ET,

7\7_"y7°9:7é7')‘y7b§3'l Aoty Io

ATY 710 [Save]z V)Y UL, BREZKGHICRELET,




§ Save @ cisco (admin) LogOut About Help

T, RV —ZX N —BRTFHIPSec7O77AIIAELLEEENEL I,
GreenBow VPNY A4 F > NY T NIV I T ORE
7I—X10O&E

AT Y 7°1:[TheGreenBow VPN Client] 7 41 & 4% 1) ¥ ¥ L., [Run as administrator] Z &
RUET,

-~ - ‘
Open
Troubleshoot compatibility

Open file location
Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to k

Cut
Copy

Create shortcut
Delete

Rename

Properties

ATY T2 ERIORA > O[VPN configuration] T, [IKEV1]Z2&2 U Y 2L T, [New
Phase 1]Z8IRLET.



Cunﬁgmﬂiﬁn Tools 7

THEGREEMNBOLW
[E] VPN Configuration IKE V1 |
(== s .
Export
q= V1 Configuration

Ctrl+S

Mew Phasel Cirl+N

BE V1 [Psec tunnel creation wizard

¥ Beportal IKE V1 tunnels

| @ ven Cientready . |

AT Y 7°3:[Authentication] X 7 M[Addresses] T, [Interface]L'J 7 ®IPF7 RL AAH",
TheGreenBow VPN Clienth" 41 AR =)L TVWAOAEI—-ZOWANIP7 RLAEE

bt&%gtﬁﬁwb\bi?o
¥:Z06ITE, IP7RLAK 124.6.177.118 TS,



& TheGreenBow VPN Client e — - Lo | e ]

Configuration Tools ?
THEGREENBOLW
[Z] vPN Configuration | Authenbcabon tﬁd?umd{ﬂuhﬁute:
SHesr KE W
[E] ™E v1Parameters Addresses
[ tgbtestIPyV4 .
o tobtestPv4 mterfac{[m.ﬁ.m.ua .
- £ tghtestIPVe
T tobtestlPve Remote Gateway 124.6.115.177
= TkeviGateway
eV
] sst Authentication
& Preshared Key TIiii 1t
Confem ssssssssss
Certificate

AT Y 74:[Remote Gateway]7 1 — )L RICVE—R S —KRIJIA DT RLAZASLET

o

X ZoplTE, VE—RNRV4XIL—ZDIPT RL AlE124.6.115.177TF,

&p TheGreenBow VPN Client U I— . o | E [ ]

Configuration Tools ?

‘1'::I:‘.':J SEENBOLL

H

[E] VPN Configuration Authentication | Advanced | Cartificate
B KEVL
[f] E v1Parameters Addresses
=-3 tgbtestiPv4
o tgbtestiPv4 Interface | 124,6,177.118 -

O tgbtestiPVE ’
_?.:. tgbtestIPVe Remote Gateway | 1246115177

= TkevlGateway
£ e vz
sa

Authentication

@ Preshared Key SEAERERRE

Confrm ssssssssns

Certificate

AT Y 7’5 [Authentication] T, RIARXA T ZERLET, ROATZIVHFHYET,

CBEHREX— oA TVIvEFEATIE, I—HREVPNT—RIDI A TRESNE/NA
D—REFHATEET, VPNN U RILZEILTHICE, I—FHFNAD—REBETIHLE
FHYNVET,

. [Certificate] : cDATZ a2 iF, ABAEEFEAL T, VPNIZA T MEVPNT—KDU T A
BONRTIAOVRETLERT,




&) TheGreenBow VPN Client

Configuration Tools ?
THEGREENBOLW

IkeviGateway: Authentication

[E] VPN Configuration Authentication | Advanced | Certificate |
B KEVL
(-~ [E] XE V1 Parameters Addresses
=-0 tgbtestIPv4
|0 tobtestiPv4 Interface 124.6.177.118 -

z tgbtestiPve Remote Gateway 124.6.115.177

Authentication

Confem sessssssss
) Certificate

E: COHITE, RV3XVPNT — KT I A DEREL —HT B &S IC[Preshared Key] AR
ERTLET,

ATYVT6: L—BTREENTVARENHREF—ZADLET,

&) TheGreenBow VPN Client

THEGREEMNBOLW

IkeviGateway: Authentication

VPN Configuration Authentcation | Advanced | Certificate
B MEVL
|- [f] I¥E v1Parameters Addresses
3 tgbtestlPv4
T o tobtestiPve Interface (124.6.177.118 .
= tgbtestIPVE
i o tobtestPVe Remote Gateway 1246115177
2 IkeviGateway
-~ mEV2
ss Authentication -
@ Preshared Key sEssREREEN
Confim  sssssssssn
() Certificate

AT Y 7T [Confirm]7 1 —)LRICEUEHHEF—ZAHILE T,



&p TheGreenBow VPN Client

Configuration Tools 7

7\TW78|KEO)T-C )L RXDEEREE —HT B & S IZ[Encryption].
U'[Key Group] DR EZREL £,

[E] VPN Configuration Authentcation Im | Certficate |
B EVL
{[E] IXE V1 Parameters Addresses
0 tgbtestlPyV4
O tgbtestlPv4 Interface |124.6.177.118 v
B 2 tgbtestlPVé
| E tobtestlPVe Remote Gateway 1246115177
0 IkeviGateway
CInEv2
0 sa Authentication
@ Preshared Key T
Cmﬁm[ sEsEEEEREE ]
() Certificate

[Authentication].

B&K




THEGREENBOLW

lkev1Tunnel: IPsec

AT Y 79 [Advanced| 2 7 &2 VUV O LET,

IkeviGateway: Authentication

| |
ATY 710 ( 723> ) [HR#AE(Advanced features)]| T, [E— R D E&E(Mode

Config)lFT v IRY DARE[TIL YT E— R(Aggressive Mode)]F I ¥ VRY U RA%EF
2L, NAT-TOERE Z[B B (Automatic) ICFREL £ 75



" TheGreenBow VPN Client ESgEcl™ )

Configuration Tools ?
THEGREENBOLW

d-

[Z] VPN Configuration | Authentication | Advanced | Certificate
2 KE V1 [ ' ' '
[2] E viParameters Advanced features
1 TkeviGateway Redundant
-0 tgbtestiPY4 Gateway
o tgbtestlPV4
S-00 tgblestPVE I NAT-T [jumﬁc - I
o tgbtestiPVe =
) KEV2
£ sst X-Auth
|| %-Aurth Popup Login  wprnuserl
u Hybrad Mode Password essssssssss
Local and Remote ID '
Type of ID: Value for the ID:
Local ID | 1P Address »| 1246.177.115
Remote ID ([P Address »| 1246.177.18

— -

3 : Mode ConfigZ E#ZF % &, GreenBow VPN Clientld VPN — R T 4 A SERE% B
EHLULTRN O RINOBAUZHAADERBEIC, PTILYSTE—RENAT-TZEMIC TR &8
OB EHRICEVYET,

ATY 71 (A7 32 ) [X-Auth] T, [X-Auth Popup]F I Y VRY JRAZFICLT, ##
EFBRTH EEICEBNICOTA V1 RIVERTLET, Q120142 RIUTRE.
A—HYAOLFUIOYILEADALT, RORILETETTEET,



&) TheGreenBow VPN Client

THEGREENBOLW

IkeviGateway: Authentication

Authentication | Advanced | Certficate

Advanced features

Redundant

E::D tobtestiPV4 ¥ Mode Config
L 0 igbtestPV4 Gatenay
| B0 tgbtestPVE V] Aggressive Mode NAT-T [ Automatic =

X-Auth

@mm Logn  vpnuser

nr | Hybrid Mode Password sessssssns

Value for the ID:
- 124.6.115.177

-| 124.6.177.118 |

X ZOBITIE. [X-Auth Popuplld A ICE2TVWEE A,

ATY 712 AT 4217 1 =)L RICA—HFEBEAHLET., Chid. VPNT—RhDI AT
—HIN—T2ERTRDHICREESNIZI—FETT,



& TheGreenBow VPN Client

THEGREENBOW l

IkeviGateway: Authentication

n[ | Hybrid Mode Passvodd wsesssnsnns

Value for the ID:
v| 124.6.115.177

v| 124.6.177.118 i

AT Y 713:[Password] 7 1 =)L RIC/NAT—RZADHLET,



& TheGreenBow VPN Client

Configuration Tools 7
THEGREEMNBOLW

7] x-Auth Popup Logn  vpruser

n [ Hybrid Mode PM:I T I

Local and Remote ID

Type of ID: Waloe for the [D: ,
Local ID | 1P Address »| 1246.115.177
Remote ID [P Address | 1246.177.118 i
I
@ VPN Glent ready HH

ﬂ{!ll
it

AT Y 7 14:[Local and Remote ID]T, A—AJ)LIDEJE—KNIDZVPNT—KRVIAD
E—HTBRSICEELET,



Password essssssssss

-] 124.6.115.177

Logn  vpruser

Value for the ID:

124.6.177.118 ‘

X :ZoHTE., O—AHILIDEVUE—RNDOMEANIPT RL RAICREE 1, RV34x VPNY*

_I\'jl'fa)gﬁit_ﬁbi?o

AT Y 715 [IDDOE(Value for the ID)|DE 7 4« — )L RICO—AILIDEVE—RNIDZASLLE

EE



& TheGreenBow VPN Client

THEGREENBOLW

IkeviGateway: Authentication

Advanced features

(V] Aggressive Mode

A-Auth

Redundant
Gateway

NAT-T | Automatic -

7] X-Austh Popup
D [ Hybrid Mode

Local and Remote 1D
Type of ID:

Logn  vpnuser

Password sessssssss

Local ID | P Address

»| 1246115177
| |

Remote ID | P Address

~| 1246.177.118

REZRFELET,

viGateway: Authentication

entcaton | Advanced | Certifcate

Advanced features

Wy w—_— <5 F
=1 st

|| O tgbtestPY4
B0 tghtestiPVé
0 ightestlPVE
-~ nEV2

7 I —X20D’E

[V Made Config
[7] Aggressive Mode

L Y

Redundant
GatewaY

NAT-T | Automatic -




AT Y 7 1:lkevl Gateway| s 5O VYUV LET,
&) TheGreenBow VPN Client
ion Tools 7

THEEFIEEI'IEDI.U

IkeviGateway: Authentication
Advanced | Gertficate

Advanced features

[¥]Mode Config

(V] Aggressive Made

X-Auth

AT Y T3 [IPsec]Z2 T &2 OVY O LET,



& TheGreenBow VPN Client (= E S

Configuration Tools 7
THEGREEMNBOLW
Ikev1Tunnel: IPsec

Elmmunum {Psec
EHEY IKE V1

[~ ®e v1Parameters Addresses
3 IkeviGateway

?'--al | VWClentaddress 192 .18 . 10 . 3 [ .

|:1r1--|:_| tgbtestiPv4
O tgbtestPV4
3 tgbtestiPve
O tgbtestPVE
] KE V2

@ VPN Clent ready e 1l

AT Y 74:[Address type] ROAY 7H TV 1)ARD S, VPN ClienthAA 7 O 2ATED T RL
ABRATZBRLET,



IPsec lmlmlmw

Addresses

VPN Clentaddress 192 . 168 . 10 . & [

mt“”w

X : ZOfHITIE, [Subnet address]BIREhTVET,

AT Y 7°5:[Remote LAN address] 7 41 —JL RIZ, VPNRRIA ST IV ELRTBIRHEN H B
XYRNI)—DOFRKLRAEADLET,



& TheGreenBow VPN Client

Configuration Tools 7

THEGREENBOLW 1

[E] vPH Configuration
| By pEVL
[&] mE v1Parameters

= eew lGateway
o ThewiTunnel

-0 tobtestiPve

X COBITE.

Immlumm]nmhm]

Addresses

Remote LAN address 192 . 168 .100 - 1

VPN Chentaddress 192 . 168 . 10 . 3 [} ‘

Address type | gubnet address -

Subnet mask £33 . 235 . 255 . 0

192.168.100.1E AL L E T,

AT Y 76:[Subnetmask] 7 1 —)LRICVE—RJFY ND—ODOHTZY NIATEADL

x9,

¥ ZOfITR. 255.255.255.0 AL ET,

" & TheGreenBow VPN Client

(2| B b

Configuration Tools ?

LJE] &E v1Parameters
=0 kew lGateway
o TheviTunnel

-3 tobtestiPyv

ATYTTESPT, VPN —KDJIAD

B LTFModeZRELE T,

Femote LAM address 192 . 168 . 1 . @0

ﬂgll
it

VPN Clentaddress 192 . 168 . 10 . 8 [} ‘

Address type | subnet address -

Subret mask 435 . 235 . 2% . 0

Z—3 9 % & S I|ZEncryption, Authentication,



&# TheGreenBow VPN Client | B s

Configuration Tocls ? EE—

THEGREEMNBOW !

_ Ikev1 Tunnel: IPsec

Psec | Advanced | Automation | Remote Sharng|

E] Brn:Ew
- [£] E v1Parameters Addresses
E |:| ]hr.rlﬂ.luww
f o ThevlTunnel VPN Chent address 192 . 163 .
E|-|:| u:muﬁrq
é - o tgbtestIPy4 Address type IEM‘#“
o |:_1 tgbtestIPVS
L@ tobtestIPVE Remote LAM address 192 . 163 .
LI Ev2
£ ssL Subnetmask 255 . 255 . 255 .

AFYT8 (ATS32 )PFSOTT. PFSFI Y IRYIREAICL T, Perfect
Forward Secrecy(PFS)ZBXMICLE T, PFSIE, v avzlBSLTdLEHNDT R A
- F—EERLET,



E] Emr_vi

—[£] & v1Parametars
E1:| TkeviGateway

5 -0 ThewlTunnel
@-:I tgbtestiPv4

| 0 tobtestlPv4
E-O tgbtestIPVs
“- O tgbtestlPVE

- MEVZ

Fsa

Lmlmlm:ml

AT Y 79Groupl ROY FH IV UARNASPFSTIL—7TREZBRLE T,

X

9o

COBITRE. L—2ODHTIIL—T

BEE—HTBESICDH5(1536) M BRE TV E




[Z] VPN Configuration
= pEVL

-] KEV1Parameters
EH:I e 1Gateway
o IkeviTunnel
| B0 tgbtestlPv4

L o tgbtestlPve

IPsec | Advanced | Automation | Remote Sharing |

Addresses

VPN Clent address 192 . 168 . 10 . 8

Address type [u-ﬂ'ﬂ -r]
Remote LAM address 192 . 168 . 1 . 0

Subnetmask 255 . 235 . 255 . 0

S —

Authentication | SHA-1 -

AT Y 710:[Configuration]2 52 )Y U L, [Save]ZEIRL £,



& TheGreenBow VPN Client SRS

Configuration (| Tools 7
Save Chrl+5

Import

k[ Advanced | Automation | Remote Sharing | 6 ]

ESP
Encryption |AES123 b
Authentication
Mode |Tunnel -
]
Fil 3

ZhT, VPNENL TRV34xS ) — X)L —RIZEH T B &S CTheGreenBow VPN Client%
FEULLERETEEXL L,

VPN##E 0 Bt
AT Y 7'1:[TheGreenBow VPN Client]Z2 &% ') ¥ 2 L. [Run as administrator]Z®RU £ 3

o



Open

Troubleshoot compatibility

Open file location

o (mmrmnna)
Pin to Taskbar
Pin to Start Menu

Restore previcus versions
Send to »

Cut
Copy

Create shortcut

Delete

Fename

Properties

ATY T2 EATBHVPNELRZZIRL, [OPEN]ZV U Y I LET, VPNEGRN BER ICHT
BENhET,



VPN Connections X

tgbtestIPV6-tgbtes

tgbtestlPV4-tgbtes

lkeev1Gateway-lkev G

! =

X COBTE., BREEhLEKeVIT— R I IAHFBREATVET,
VPNAT—Z ADHRRE

ATYTINPNS—R I I A OWebR—ADI—FT 4 )F4ICOTA4>LET,
AT ¥ 7°2:[Status and Statistics] > [VPN Status]ZiZRL £ ¥,



Systerm Summary
TCPAP Services

Port Traffic

WAN QoS Statistics
Application Statistics
Connected Devices

Routing Status
DHCP Bindings

Mobile Network

View Logs

AT Y 7°3:[Client-to-Site Tunnel Status] . [Connection Table]®[Connections]%! % &2 L
F£¥9,

X COBITER. 1DOVPNEEABIEATVET,

Connections
1

T, RV34xZ =X)L —RDOVPNERAT—RAZEEICHERTEELE, ZhT,
GreenBow VPN Client A VPNRBHETIL—ZRICEHKITDEIDICEREEThEL =,
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