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MEBEF—Z1D2077TANHETIBENHYET,

A AEZOTFANIFARZFEALT, 774/ LZRAVTRETER T, R BZZEHIT.

AR—=A, FERFYIIYDVR-—UHFTEZHEFEESYICRTLBEVRSICTRENE
BETY,

LA DRSS

A5 Y 71:RV320.pem%EBE . 2BEOIHE ()— NIHE ) LIBEOIHRE (FHIT
BE)2IE—L, BRRTAYE—SE2HET,

X COBITRE, BRARTEIATWVWATFANFSAIL—NERETT,



| RV320 - Notepad =[]
File Edit Format View Help

Bag Attributes E
JocalkeyID: 01 00 00 0O o
friendLiname: {00000 — 3000 - 2000 - X000 - 300000 T
Microsoft €SP Name: Microsoft EnhNAced

Cryptographic Provider v1.0

Key Attributes
X509v3 Key Usage: 10

————— BEGIN PRIVATE KEY-----

MIIEVQIBADNABgkghkiGOw0OBAQEFAASCEKCWIQSjAQEAAOIBAQC JEOQ

sv3IRH,/T5HUP
+NAyTgYHipxQDcobIF1LhYOUzD/cgz7 f7BdKzC 0T QPTEIASD=
————— END PRIVATE KEY-----
Bag Attributes

localkeyID: 01 00 00 00

friendLiName: StartCom PFX Certificate
subject=/description=0000X,/C=US/ ST=20000 L=XX XXX /0=XX
MCN=Xx¥x. ¥x¥. net,/emai Taddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKgAWIBAGINAGEDMAOGCS5qGSIb3DQEBBQUAMIGNNQSWCQY

m

M14i¥Dx3G6L117gKkZOFAWLunIvcootwl3IB7 AMGh/ /IFNIWgFNpuXtulg
OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiName: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate signing/CN=5tartCom Certification Authority
155uer—fc ILfﬂ Startcnm Ltd. fﬂu sdcure D1g1ta1

F: 0T, BERTENTVRTFANXFIAPBIARETT,



| RV320 - Notepad = [ | (3]
File Edit Format View Help

————— ENDIPRIVATE KEY--—-- |3
Bag ATttributes

localkeyID: 01 00 00 0O

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000¢/ L=20000 /0=XX
M CN=Xxx. ¥xxx. net,/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKGAWIBAGINAQEDMAOGCSQGSIb3DQEBBQUAMIGNNQSWCQY

M14i¥Dx3GL117gkZOFAWdunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtulg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiname: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification authority
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate Signing/CN=5tartCom Certification Authority
————— BEGIN CERTIFICATE-----
MIIHYTCCEbGQAWIBAQIBATNAEgkghkiGOwW0IBAQUFADEIMQSWCQYDVQ

m

BEEyEkDQGdewaf?HAf1wr
+bMEKXNOP/F1UQQNNGQz9Ig0ogAa3Bcorogld=

————— END CERTIFICATE-----

BaE Attributes

subject=/C=IL/0=5tartCom Ltd. /OU=S4cure Digita1
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA

issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5t3 om Certification autho
————— BEGIN CERTIFICATE-——---
MIIGNDCCEBYgAWIBAQIBGiNABgkghkl GOw0BAQUFADESMQswWOQYDVQQ

WZPEPIPXLrQs|ldiL98 rHIEH9LMF / TENGCONKQXBP 7 dC UA
Zx/Q=

J
L=l

[ CApem - Notepad) - O

File Edit Format View Help

-----BEGIN CERTIFICATE-----
MITHyTCCBbGgAwIBAgIBATNABgkqhkiG9w0BAQUFADBIMQswCQYDVQ

-----BEGIN CERTIFICATE-----
MIIGNDCCBBygAwIBAgIBGjNABgkqhkiGO9wOBAQUFADBOMQswCQYDVQQ

WZP8P3PXLrQsldiL98]/ydrHIEH9LMF/TtNGCbnkqXBP7dcgqhykguAzx/Q=
~--END CERTIFICATE---

AT Y 73RV320.pemZzHE, MEBEF—LI IV ERVOIRE (BB TAYE—D

Z2C ) ZJE—-LET,



E:ROBITE, BBRTIENTLBTEFANIFINBEF—OEIS 3 TT,

| RV320 - Notepad o | 3 |-
File Edit Format View Help
Bag Attributes B

10ca1KeyID: 01 00 00 00 =
friendLiName: {X000000K- 10000 - 30000 - 20000 - 2000000 ¢
Microsoft CSP Name: Microsoft EnhNAced
Cryptographic Provider w1.0
Key Attributes
() 0 =

————— BEGIN PRIVATE _——
IIEVQIBADNABQK

X ROFITIR, BARTENLETFANNFIFKYOAAETT,

| RV320 - Notepad o[ [E]
File Edit Format Wiew Help
Bag Attributes

localkeyID: 01 00 00 00 ol
friendLiName: §XCOOOO0— OO — RO — KOO0 - X000
Microsoft C5P Name: Microsoft EnhNAced
Cryptographic Provider v1.0
Key Attributes
X509v3E Key Usage: 10
————— BEGIN PRIVATE KEY-----
MIIEVQIBADNABgkqhkiGOwWOBAQEFAASCEKCWIQSJAQEAADIBAQCIED] |-
Te 3

Sv3IRH,/TSHUP
+NAayTgYHi pxQDcobIF1LhYOUzD/ cgz7 f7BdKzC 0T QPTEJASD=
————— END PRIVATE KEY-——-——-
Bag ATLributes
localkeyID: 01 00 00 0O L5
friendLiName: StartCom PFX Certificate
subject=/description=>000000/C=US /ST=00000/ L =20000¢ /0=XX
WS CN=xxx. Xxxx. net /emai lAddress=xx. xx@xx. com

END CERTIFICATE

ATY 74 ATV EHLVT 7 A ILICBEY {FF. cer_plus_private.pem& W\ S B I TR
FLET



mlcer_EIus_Erivate.Eeml- Motepad —

File Edit Format View Help

----- BEGIN PRIVATE KEY----
MIIEvQIBADNABgkqhkiG9w0BAQEFAASCBKcW]gSjAgEAACIBAQCIEOqTe

Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOfqPTEJA90=
----- END PRIVATE KEY-—-

3 : RV320/RV3257 7 —LJITON—23 N1 11.06KWEIDOHEERK, 7714ILOKRE
(229TM 7 1 — R(cer_plus_private.pem)A"®H 3 Z &£ 2R L TS EE WV, 1.1.1.06 0D 7
T—ADJITTRE, ESIC200EKRT7 1 —RZEMITZDHEREH)ELA. COBITE,

AMAEOCEBN—aA N TFEERTOARTENET,
4 >7R— BN CA.pem & cer_plus_private.pem RV320 (- ##i/RV325

AT Y 7T1:RVI20FK 2 ERV3I25OWebR— AN 1—FT 4 D F4COT A
Management] > [My Certificate] 28R L £ 7.

Getting Started
Setup Wizard

System Summary

» Setup

» DHCP

» System Management
» Port Management

» Firewall
» VPN

b

;rus;e; ;;E !ertiﬁcate

Trusted IPSec Certificate
Certificate Generator
CSR Authorization

» Log
User Management

AFY72Add|E YUY 2 L TIHEHEEE S R—NLET,

My Certificate
My Certificate Table
Used | Type Subject Duration Details Export
- 3 =iEge

Add

AT Y 7' 3:[Rd-Party Authorized| Z 7> 32Kz 21y ZL T, i

> L. [Certificate

RAEZAR—HML



£9,
My Certificate
3rd-Party Authorized

Self-Signed

Import Full Certificate Set

(®  Import from PC
CA Certificate: C:\Users\zhenwan2\Desktop\certs\CA pem| Browse...
Certificate + Private Key: wan2\Desktop\certs\cer_plus_private.pem | Browse...
Impaort from USB Device

USB Device Status: No Device Attached

| Save | | Cancel |

AT Y 74:[Import Full Certificate Set(E£KEHELY MO A 2 AR—N)JEET, 7> 3
VIREREODVYOLT, RELLEMHENY —RAZEBRLET, ROFAT>arrsHy)E
ED

cPCASAAR—RN . TT7AINHAIAVEI—RTRON 2 HEEE. chZBRLET,

- ImportfromUSB : 75 YA RSATHST7A4IN AV R—NTDHEIBIRLET,

X : COBITE. [Import from PCIA BIRENhTVWET,

My Certificate

®  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set

Impaort from PC

CA Ceriificate; CUsers\zhenwan2\Deskiop\certs\CA.pem  Browse...

Ceriificate + Private Key. wan2\Deskiop\certs\icer_plus_private pem  Browse_.

Import from USB Device
USB Device Status: Mo Device Attached Refresh |

| Save | | Cancel |

AT Y 7'5:[CA Certificate]#81% T/Browse...]Z 7 J Y UV LT, CApemZHRL£T, HHZR
HELTEEL,

E 110607 7—LDITZRITLTVWREEE., BRREAZVUYOLTHELR
774LZIRLET,



My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
(®  Import from PC

CA Certificate: C:\Users\zhenwanzmesktopkcerts\CA_pe FPE
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... FPE
Import from USB Device

USB Device Status: No Device Attached | Refresh |

| Save | | Cancel |

AT Y 7°6:[Certificate + Private Key]?8 13 T, [Browse...]J€27JY L.
er_plus_private.pem7 P A )LEZRDOWH &Y,

FE 11060077 —LTITERTLTVEHER. BRRZRDZIVYILTHELR
774N EHRLET,

My Certificate

(@ 3rd-Party Authorized
Self-Signed

Import Full Certificate Set
®  Import from PC

CA Ceriificate; C\Users\zhenwan2\Deskiop\certs\CA. pem | Browse... PE

Certificate + Private Key. wan2\Deskiop\certs\cer_plus JJI"i\fatE.pE FPE

Import from USB Device
USB Device Status: No Device Attached | Refresh |

| Save | | Cancel |

ATV JT:[Save]2 VY UOLET,
My Certificate

(@)  3rd-Party Authorized
Seli-Signed

Import Full Certificate Set
®  Import from PC
CA Ceriificate: ChUsers\zhenwan2\Deskiop\certs\CA pem|  Browse__. PE
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... PE
Import from USB Device
USB Device Status: No Device Attached | Refresh |

AABHNERICAVR—NENET, HTTPST VA, SSLVPN, F/FIPSec VPNIZfE



ATER&LSICRY KL L,

AFY 78 (A7 3 )HTTPSE /- IESSL VPNEOIIHEEFEA TSIk, TRED A
72avRE%EDVY UL, [Select as Primary Certificate] R > 2O UY I L ET,

My Certificate
My Certificate Table
Used Type Subject Duration Details Export
srspes  SLETEOak  fmaEeRT o EHEA
o o .:.l .:_I ~

Add | | Deiete | [ Select as Primary Certificate |

ChT, EIABHNERICAR—hENELL,

CSRZ{ERA L I-AIFARER

AT Y 71:RV320/RVI25 T EBZ ER(CSR)IZEERL TF. CSROERFEICDOVT
., SCEIUYILTLEEZD,

ATY 72 fHEZE A VR—BNTBICIE, [Certificate Signing Request]ZiEiR L, [Import
SignedCSR|1Z27 VYV L&ET,

My Certificate
My Certificate Table
Used Type Subject Duration Details
CN=6c:20:56:c5:cadc  From: 2014-10-27
Ee e OU=RV320 To: 2024-10-24 o

. g
e

AT Y 73[Browse.. ]2V Y OL. CAAIRE7 7ML ZBIRLET, ChiZlk. IL—h
CA+FRECAIIRAEN BENE T,

E:COFITE, CSREFEAL TAIAENERET D10, WEF—RBYXEHEEA,

My Certificate

. Authorize CSR

Import Full Certificate Set
© Import from PC

CA Certificate: C:1.Users\zhenwanZNDesktop‘m:ertsiC&pe
Certificate: Browse...

Import from USB Device
USB Device Status: No Device Aftached | Refresh |

| sae || cancel |

ATY 74 [Save]Z2 VY OLET,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4409-generate-certificates-on-rv320-and-rv325-vpn-routers.html

My Certificate

( Authorize CSR

Import Full Certificate Set
&  Import from PC

CA Ceriificate: C:\Users\zhenwan2\Desktop\certs\CA pem Browse._.

Certificate; Browse...
Import from USB Device
USB Device Status: Mo Device Aftached | Refresh |

(EET T

CNT, CSREFEAL CAEAEZERICT7Y JTO—RTEXL L,
i

RV320.pemD XA

Ny TDEM

localKeylD:01 00 00 00

friendLiName: {{XXXXXXX-X XXX XXX K -XXXXK-XXXX XXX}
Microsoft CSP® : Microsoft Enhanced Cryptographic Provider v1.0
F—EMH

X509v3F—DFERAE : 10

—BEGIN PRIVATE KEY—

MIIEvQIBADNABgkghkiGOWOBAQEFAASBKcWJgSJAgGEAACIBAQCJEOQqTe

Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOPTEJA90=
- MBE—DKT -

Ny T DEM

localKeylD:01 00 00 00

friendLiName:StartCom PFXZEEA &

subject=/description=XXXXXX/C=US/ST=XXXX/L=Xxxxx/O=XX
XX/CN=xxx.xxx.net/emailAddress=xx.xx@xx.com

issuer=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom Class 2
Primary Intermediate S4rver CA



MIIG2jCCBcKgAWIBAgINAGBbMAOGCSqGSIb3DQEBBBQUAMIGNQsWCQY

MI4iYDx3GLii7gKZOFAW4unJvcoOtw0387AMGDb//IfNIWqFNpuXtuUqOEsc

Ny T DEMN
friendLiName:StartComz2EE /&

subject=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom
Certification Authority

issuer=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom
Certification Authority

MIIHyTCBbGgAwIBAgIBATNABgkghkiGOWOBAQUFADBIMQswCQYDVQ

Bj6y6koQOdjQK/W/7HA/Iwr+bMEKXNIP/FIUQGNNGqz9IgOgA38corog14=

Ny T DB

subject=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom Class 2
Primary Intermediate S4rver CA

issuer=/C=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signing/CN=StartCom
Certification Authority

MIIGNDCCBBygAwIBAgIBG]NABgkghkiGOWOBAQUFADBIMQswCQYDVQQ

WZP8P3PXLrQsldiL98I/ydrHIEHILMF/TINGCbnkgXBP7dcgghykguAzx/Q=
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