RV34x ) =X —BRTDODIOZATF>NTFAD
WRETSAR—NZY ND—9(VPN)EH DR
E

HEY

DZAT 2V RDSH A MDRETZAR—KZY RT=J(VPN)ELE TR, 1>2—FY
RESODIVZATYRNEY—NICEREL T, Y—NOBRICHDEERY ND—TKREZREO
—HLIVTRY RID=DJ(LAN)ICTVEATEEXRTN, XY KND—D&EZTDVY-ADE
FAVTARFHFENETT, COBEERE, FILWPNRRILZERKL, VPNI T AT
RYTZRDITZERLT, 724N —EEF1VT12BRICTREBL, TLD—
A—PHERENF RY RD—DICTIOEATEDLSICTR IS, EEICERNTT,

CORFIXNODBWIE., RVMXZ)—ZAIN—BRTITAT > MDY S5H A M DVPNESR
ERETDHEERTETT,

ZHTDITNAA

. RV34x3 1) —X

[Software Version]

- 1.0.01.16

VAT M SH AL M OVPNORTE

AFYT1: L—BDWebR—RAI1—F 4 UF 404 4> L. [VPN] > [Client-to-Site] % &
RLET,

AT Y 7°2:[IPSec Client-to-Site Tunnels] 22> 3> O DA RZ>Z OV Y OLET,
IPSec Client-to-Site Tunnels A

Vi)

0 Group/Tunnel Name WAN Interface 3 Authentication Method #

AT Y 7°3:[Add a New Tunnel|#81% T, [Cisco VPN Client]Z > ZAREA>EZ VDY I LET,



Add a New Tunnel

@) Cisco VPN Client O 3rd Party Client

AT Y 74[Enable] FTYIRY VRZFAICLT, REZBMICLET,

Enebe: v

Group Name: ‘ Please Inout Group Name

Interface: IVANT

ATYT5: RRENETA—IRICTIL—TEEAILET, ChiF, 12—V hF
—FH(KE)ZISI—2avdic, COTL—TOFTRNTOXN—OBBFE L THEE
LT,

Enable: O
Group Name: TestGroup
Interface: WAN1 v

FA~ZFERO ~ IDEONFEZANLTLKEETVY, TIL—TRBICEAR—AERFKRNX
FREERATEXREA. COHITIE, TestGroupHERAEATWVWET,

ATY76: RAYTHIVVARNEIIYILT, A VR—TIA AZERLET, RD
F72avHFHIET,

- WAN1
- WAN2
- USB1
- USB2

Enable: v

Group Name: TestGroup

Interface: WAN1

X COBITE. WANIABRENATWET, ChHFTFT7FILRRETT.

AT Y 7T[IKE Authentication Method[$81# T, IKEX—AD RV ZIDIKEXIS I — 3
VCHERTRRASEEBIRLET, XOAFT a2 FHV)ET,

- BEHEF—  IKEET R, BRIHEF—Z23CT—20F—{E/N\VZ1ZHELT
EETBCLET, HEICRRELEXT, ZEAETHFEHABF—Z£AL TR ICAL



NY D 1%ZERTERHE, MAOETHFRUS—IL Y NEHRETIHLEN HBD L
ERBLTVBR LS, EOETHRIAENET, FIPSecET Ik, £y a> il
TRIMODINTOETNEGNHEXF—ZFEALTHRETILEN BB, BaiLEF
—(FEIICIERE N EFR A

CFERRE  FORIIAHER., KT SOIAREDEENERZSL/NYIT—2TT, Bl
FEEIPPRLA, SEAEO U7 IIESOREMER, SIAEXRTZO0/MF—0IE
— BEDFIRIIAEHERERE., X509EETERES N TVET, X.509 version 3l&
 EAENTF—ABEZEEZELE T,

IKE Authentication Method

®) Pre-shared Key: [ }

Pre-shared Key Strength Meter: - |

Minimum Pre-shared Key Complexity: [ Enable

Show Pre-shared Key: (J Enable

O Certificate:

X 0BT, [Pre-shared Key] M BIREhTVWET, cATFT7AILRERETT,

ATYVT8: RRENETA—)LRIEBHHBEF—ZANLET, chiE, IKEETDT)L
— 7 EOREF—IC&R KT,

IKE Authentication Method

® Pre-shared Key: LYY Y Y

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key Complexity: & Enable

Show Pre-shared Key: 0 Enable

O Certificate:

ATV (A723r ) BaREF—OBKNMEMEDEnableF T Y VRY VRZEFICL
T, BRI HBEF—DEEX—F—ZXRTL, T—0REZRELEFT., F—0HREFADK
SICEEENET,

KB NADT—RAME T,
CALTT NAD—RADEY) BV,
& INAT—RABAITY,

IKE Authentication Method

® Pre-shared Key: 000000000000

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key Complexity: (&) Enable

Show Pre-shared Key: (J Enable

O Certificate:



3 : [Show Pre-shared Key]7 1 —J)L KD[Enable]F T Y VRY VU RZFICL T, /N XT—
KREFXTHRTEET,

IKE Authentication Method

® Pre-shared Key: CiscoTest123

Pre-shared Key Strength Meter: -

Minimum Pre-shared Key Complexity: & Enable

Show Pre-shared Key: ¥ ) Enable
O Certificate:
ATY 10 (A7 ar ) TI—7=EMTSIZE. "I—H¥JI)L—7", (User Group)T
—TINOTSAHTAA'RIIYILET,
User Group Table

e

0 Group Name %

ATV (A7>ar) RAVYFEIVIVARNY S, 1= T I —7"HadminAH
guests AN ZBIRLET, I—HT7HI N EFERALTHRBOI—FIJIL—TZERL 235
B, TOIA—HIIN—T%BIRTEET, COHITEE, [TestGroup]ZiBIRL £,

X : TestGroupld. [ AT LADERTE(System Configuration)] > [1—% 9 JL— 7 (User
Groups)| C¥ER L 1 —5 T I —7TF,
A

7 Group Name £

uuuuuuuuu

X Z0BITE, TestGroupMBIRENhTWET, I—HJI—72HIBrRTZHEEF. 1—
HIN—TOBICHZDFIVIRYIDAZEFICL, [Deletel RRA &V IV VTDEE
TEFET,

ATYT12: F723 VKRR 20UV ILT, E—REZERLET, XROFT7>a2H
HV)ERY,

.Client: 2OFA723a>vzERATdE, VAT MEIPFRLAZERTE, H—N
BFEREENLET RLAGEHENSIPT RLAZEBRLET,

- Network Extension Mode(NEM) : COF 7> a2z ERATRIE. VTA4T U MNE, H—
NOBRICHBLANEISA T U NCR>TREENLEHTRY NEAOKNS 714 v DL
VPNHY—ERZEATIVENHBDHTRY NERRETEET,

Mode: ©) Client O NEM



X ZofITE., [Client]FBIRENTVET,

AT Y713 [Start IP]7 4 — )L RIZBBIPT RLAZASILET., chld, 9F4T NI
EVEHTRZENTEDRT—IHNORADIPT RLATT,

Pool Range for Client LAN

Start [P: 192.168.100.1

End IP;

X COBITE. 192.168.100. 1 AT TVWET,

27 Y 714[End IP]7 A —)L KICKTIPT KLAEASLE Fo Shid, U5 T2 MCE
TR ENTEDT—LHOBEDIPT KLATT,

Pool Range for Client LAN

Start IP: 192.168.100.1

End IP: 192.168.100.100

X COBITE,. 192.168.100.100 A EAENE T,

AT Y 715 ( #7232 ) [Mode Configuration|$B# T, RRE N7 1 =)L RICTZ4 X
UDNSH—/NDIP7 RLAZADLET,

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server:
Primary WINS Server:

Secondary WINS Server:

E:COBITE, 1921681 AEAENTVET,

ATY 16 (AT>ay ) RRENLET A= RIZEAZUDNSH—NDIP7 RL A%
ABLERT,

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.2
Primary WINS Server:

Secondary WINS Server:



. COBITE, 19216812 FEAENTVET,
ATYTIT(AT>32 ) 74— RIETZAIVIWINSH—NNDIPT RLAZAHDLET

o

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.2
Primary WINS Server: 192.168.1.1

Secondary WINS Server:

X ZofITE, 19216811 FEHAENATVET,

ATY T8 (AT2aV ) RRENET A= RIZEAVHAIUWINSHY—NDIPF RL A%
ABLET,

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.2
Primary WINS Server: 192.168.1.1
Secondary WINS Server: 192.168.1.2

X ZOBITE, 19216812 FHENhTVET,

ATY T (AT72aY ) RRENLETA—IIRIE, VE—RFYRND—OTERATDTF
T7HFLRNRXALA 2 ZADLET,

Default Domain: sample.com

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)

X COBITIE, sample.comNMfERENTVET,

ATYT0:(FA72a2)YINVOTYTH=/V1]71—)LRIC. NV OTYTH—)\D
IP7 RLAEEGERXSABZAILET, ik, 754X JIPSec VPNY—/NICFEEED
RELEBEIC., TFINA AN VPNEHREZRKB TEDBATT, Xnend 7 1—)L RICE,
BAIDDODNY DT Y TH—NEBANTEELET, NV IOTYTH—=/NME32OH—/NOFT
BEBEENEL., NV IOTYTH =N BREBEENEL,



Default Domain: sample.com

Backup Server 1: example.com (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3; (IP Address or Domain Name)

E:COBITE, Ny OTYTH—/V1ICExample.comAfERE W E T,
ATY T2 (A7232V ) ATVY MR RILZBRHIZTRICRK, [RTUY MM XILF

IVIORYDREFAVIZLET, ATUY R RUDITR, T7ZA4R—KZYRDT—7
EAVE—ZFYNOVY—-ALCLRAKRICTIVEATEXRT,

Solt Tugf Y

ATYT22( ATV Y ATVY RN RLT—=TADTT, Z7ZAFPALA &I )Y
20T, AZVY MR ZRILDIPT RLAZEMLET,

Split Tunnel Table

==

(J 1P Address =

ATY 723 (A72aV ) RRENLETA—IIRIZ, AZUYRNRMRILOIPT RLAE
XY RYRAVEAHNLET,

Split Tunnel Table A
+ @ W

@ IPAddress & Netmask #

¥ 1192.168.1.0 255.255.255.0

X COBITE., 192.168.1.0£255.255.255. 0 FEAE N TVWET, CORY I RAZEF I
L. [Add]. [Edif]. & &V[Delete]RZ>ZEFThEhI)YILT, ATUY MR RILZE
. #mE. FLRBHIBRIBZEETEERT,

ATYT24:(A7232 ) [AZVUYKRDNS|[FIY IORYDREFICLT, ATUY K
DNSZBMICLEX T, ATV Y RDNSZFEATRE, XY NT—TJUY—ADEF1 )T
1ETTAND—ZHEBETRIEHIZ, ABSROATERY NT—7AICEBRODNSH —/\
ZERTEERT,



Split DNS: G

ATYT25: (#7232 ) RATVY NDNST—TANDOTOTSARARBETFTA A= I UY D
L. A7 Y RDNSO RX A EZZBINLET,

Split DNS Table
-

() Domain Name -

ATYVT26: (A7232 ) 74—=)LRICATVY RDNSORX A EZANLET,
Split DNS Table

-+ (= 1wy

&~ Domain Name %

&~ labsample.com

X COBITE. labsample.comAEAE N TVWET, CORY VREFICL, [Add]. [
Edit], & &k [Delete] RXx>Z0 Y ILT, A7UY RDNSZZhEhEM. mE. £/
FHIBRT D CEETEET,

ATY 72T [Applyl2 7Y OLET,

Add a New Tunnel Apply Cancel
Split Tunnel Table ~
+ W
& IP Address % Netmasl k <
& 192.168.1.0 255.255.255.0
Split DNS: &
Split DNS Table ~
+ W
& Domain Name @
&  labsample.com
ﬁ -iia

T, RV —AN—BTIOTZATREH A NEOEBAERICREENE LI,
RORNEY VOFMBICOVTEE, ROREBEZIVYILTLEEWL,

cRVAXZ ) —=AN—BTODTLIT—H—VPNIZAT > b DERE

. GreenBow VPN ClientZ# A L =RV34x> U =X)L —Z A\ O Ekx
. RV34x)L—XZ TOVPN Clientzy hZYZ7HI—YT7HO > N DER

- RV34x)L—R TOVPNEREA DI —H T I —T DER



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5752-create-user-accounts-on-the-rv34x-for-vpn-client-setup.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5853-create-user-group-vpn-setup-rv340-router.html
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