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Basic Settings

MNetwork Address Translation
Static NAT

Port Forwarding

Port Triggering

Session Timeout

DMZ Host

AT Y T2(PVAE 1= 1XIPv6 7 7 2 A )L—JL(IPv4 or IPv6 Access Rules)]T—7 LT, [E&I(
Add]Z 2V Y OLTHLWIL—-ILZERLET,

X RVMxT V=X)L —Z T, BR202OIIL—ILERETEET, COFITIE, IPVANE
BAEhTLVET,

Access Rules

IPv4 Access Rules Table
Priority =~ Enable Action Service
201 v Allowed IPv4: All Traffic
202 v Denied IPv4: All Traffic

T

AT Y 73:[Enable Rule Status] F T Y IV RY VRZFICLT, L= ZB#ILET,

Rule Status: @ Enable

ATY7T4Action (FO232 ) IRAYTH I A Z1—T, RUS—AF—2%ZFAT
PHEBITZHZERLET,

X ZofITE. [Alow]FBIRE N TVET,

P o3

‘ Deny
Services: ceoarve VB



AT Y 75 [Services| ROAY 7RI X_1—H5, L—ZNHFAELEEETIBNT T 1
YONEREZEBIRLET,

X Z0fITE., [Altraffic] MBIRE A TVWET, IXNTORT T 1Y IFFTENET,

Senices WIS  AlTatic

 BGP
o e *  DNS-TCP
Source Interface: WAN1 s E;‘?-UDF’

- & & = | rrn

ATY76[logl ROY 7H I XZ1—h5, FAFLEREFENLENT T4V 07 —&
FOTICRBIINESHZHMTEIA TSI EBIRLET, ROAT>3aUNHYET

o

- Never: L—&F, FABICEBENLENT 7Y 0207 CRBRLEE A
cTrue : L—RBRVS—IC-—HIBZRNZ 74V 02O ICRELET,

X Z0BITE, [NeverlFBIREhTVET,

True !
Source Interface: R =

AT Y 77:[Source Interface] ROY 7ZA I X _1—H8, PORARVS—%2BHAITIE
BRZTAVIELRREBEBRNZ T4V IDA U EZ—T I RAEEIRLET, A7 3R
NEBYTTY

- WAN1 : RUS—FEWANIAS DO RS T4 v OICOXKMBERAEIET,
-WAN2 : RUS—REWAN2A SO RS 71 Y JICORKBRENAET,
- USB1: 7 RUZ—EUSBIAS DR T4 v IICOIKBERENET,
-USB2: ARUZ—EUSB2AS D RS 714 v JICOIKBRHENET,
VLANT : RS —E RS 74 Yy OVLANIE FICEAS hET,
cAny ARV —RBEEOA 2 RX—T I AICERAETNET,

X EMOREO—AILIVFTZRY RT—J(VLANAREENTVRHEE, JANC
VLANF 72 3aVARTENET, COFITE. WANIHFBRREATWET,



Source nertace: (AN

WAN2 "
Source Address: USB1 v
Destination Interface: usBz2 #

VLAN1
Destination Address:  Any v

AT Y 7°8:[Source Address]| ROY A I X_1—h5, RUI—%BHATZDY—A%E
RUETS, XOAT2arHFHyIET,

CHEEANY)] RV —BRY NI EOEEQIPT RLALCEBRAEhET, ChEBIRL
BaRk. ATYT12ICHEAET,

. Single IP : RV —k, 1DDKRARNELERFIPZRLACEAEhET, ChEBRLEBE
. ATYTIUEXRET,

- [IPEEE(IP Range)] : R —k, IPPRLADEY NELRFERAICEBAEhET, chii@
RUEBEEF., ATY710ICHEARET,

CHTERYN RV —RBYTRY RD—02EKICERAENET, ChEBRLEBEE. R
FYTIMICERET,

X COBITE., [Any|FBIRENATVET,

Source Address: EJ
ingle IF L

Destination Interface; IP Range
Subnet

4k |

Destination Address:
ATYTUATZAVVATY 78 TE—DIPZREIRL, HATH RIS —DOE—-QIPT RL
AZANL, ATYT12LEHXRFET,

X COBITE. 200.200.22.52EAENTVWET,

Source Address: Single IP v 1200.200.22.52

ATYT710:(AT >3 )ATY 78TIPEEZEBIRL 258, ThETIADIPPRLAT 14
— I RICEABIPT RLAERTIPP RLAZADLET,

X COFITEF, 200.200.22. 228 RIKIPT RLAE L TEAZ . 200.200.22.34 5K T
TRLAELTEAZNTVWET,

Source Address: IP Range 401 200.200.22.22 To | 200.200.22.34

ATYTM(ATS I V)ATY T8T[Subnet] iBIRL BEE., XY RD—VIDEFITE




NOYTEY RYRAIEADLT, KUS—%BALET,
X BTk, 7 %Y MDELT200.20022.14°, H7 XY RXARVELTUNERE
nTVWERT,

Source Address: Subnet +  1200.200.22.1 [ 24

AT Y 712: [Destination Interface] RO Y 7RI XZ1—H5, PO AR —%EA
FTRDRENTTAVIELERIRRBERNS 74V IDA U R—TIARAZBRLET, #7723
&, WAN1, WAN2, USB1, USB2, VLAN1, & & U'AnyTT,

X ZOBITE, WANIABRRENTVET,

Destination Interfa

WAN2 |
Destination Address: USB1 :

USB2
VLAN1

Any
Schedulina

AT Y 713:[Destination Address] RAY 7’H U XZ1—h5, RU—%Z2HEHAT L%
BIRLET, 7> a3k, [Anyl. [Single IP]. [IP Range]. [Subnet] T3,

X Z0fITE, [AnyIFBRENTVET, ATY T 17T ICEHEARET,

Destination Address:§"2".1,)
Single IP
IP Range
Subnet

Crhadulina

ATYT14: (AT 3> ) AT Y 7T13T[Single IP|ZBIRL 5481, BHEATZRIS—0
IP7RLAZ1DAHDLET,

X COBITE. 210.200.22. 52 FERAE N TVWET,

Destination Address: = Single IP + [210.200.22.52

ATY 5 (A7232 ) ATY T13TIPEHRAZRIRL 58, ThTEhOIP7RLA
74— RICEHBIPZ RLAEKTIPPRLAZADLET,

X COFITE., 210.200.27. 228 FRKBIPT RLAE L TEAZT 1, 210.200.27.34 4K T
IPPRLAELTEAZTATVET, ATV T 17T ICEXRET,



Destination Address: | IP Range s 1210.200.27.22 To | 210.200.27.34

AFYT16: (AT 32 ) AT Y 713 T[Subnet] 38R L =581k, XY RI—2F KL
AEFTNFhOYTRY NYXAVZAHNLT, RUP—Z2EBRALET,

¥ 26T, 21020027 A0 T XY RFRLAEL T, @S TZYRNIARTIELT
FRENTVWET,

Destination Address: = Subnet + 1210.200.27.1 /| 24

ATYNC[AT 2 1—=)LBIROAYTEIVARNDS, CORVS—%BERAITZIATD1
—LEBIRLET, ATP1—I)OREFEICOVTE, &2V OLTLEEZL,

Scheduling
ANYTIME

Schedule Name: v BUSINESS lic
| EVENINGHOURS .

| WORKHOURS

Apply Ca

AFY 718 [Apply]E 2 VY I LET,


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5385

Access Rules

Rule Status: Enable

Action: Allow -

Services: . IPvd IPve | All Traffic
Log: True 5

Source Interface: WAN1 =

Source Address: Any =

Destination Interface:  WAMN1

Ak

Destination Address: | Any

L

Scheduling
Schedule Name: | BUSINESS + | Click here to configure the schedules
Apply | Cancel |

T, RVZU—ZXN—BIETIEAL-AHFERCERENEL I,

T oA OimE

ATY T1IPVAER ERKIPV6 7 VAN —ILTF—TIL T, BRETDT7IVEAIL—ILOEILLHS

FIVIRYDAREFVICLET,

X : COBITEE. [IPv4 Access Rules Table] T[Priority 1] BIRE N TVE T,

 IPv4 Access Rules Table

| Priority ~ Enable Action  Service

@ 1 Allowed  IPv4: All Traffic
2 Denied IPv4: BGP
3 Allowed  IPv4: FTP
201 v, Allowed  IPv4: All Traffic
202 Denied  IPv4: All Traffic
Add | | Edit | | Delete

AT Y T2EdEIVY I LET,

Source Interface
WAN1

WAN1

WAN1

VLAN

WAN



IPv4 Access Rules Table

Priority  Enable Action Service Source Interface
1 v Allowed  IPv4: All Traffic WAN1

2 v Denied  IPv4: BGP WAN1

3 ", Allowed IPv4: FTP WAN1

201 v Allowed IPv4: All Traffic VLAN

202 7, Denied  IPv4: All Traffic WAN

o] (e ) [ ous

ATY T3 (A7 3 ) [Configure]dI T, BROT IEAIL—IDITICHDEdRR> %

22Uy OLZET,

Schedule Configure

BUSINESS Delete | | Up | [ Down
BUSINESS Edit | | Delete Up Down
ANYTIME Edit | | Delete | | Up | | Down
ANYTIME

ANYTIME

ATV T4 BEBNFA—REZBEHLET,



Access Rules

Rule Status: Enable

Action: Allow =

Services: «  IPv4 IPve  All Traffic v
Log: True =

Source Interface: WAN1 A

Source Address: Any =

Destination Interface:  USB1

4k

Destination Address: | Single IP 4 192.168.1.1

Scheduling

Schedule Name: BUSINESS ¥ Click here to configure the schedules
Apply l Cancel

AT Y 75 [Applyl 20 )Y OLET,



Access Rules

Rule Status: Enable
Action: Allow 4

Services: - IPva  IPv6 Al Traffic R
Log: True =

Source Interface: WAN1 A

Source Address: Any &

Destination Interface:  USB1

4k

Destination Address: = Single IP = ' 192.168.1.1
Scheduling
Schedule Name: BUSINESS ¥ Click here to configure the schedules

==

ATYVT6 (AT ) [REFIOTVEANL-NOBERIENZEETDICIE, BETD
TOCALN=LADEANIRE DKL [TANIREZZI )Y ILERT,

FE:T7O0ERAIN-—INEZLFLEFTICBE TS E, TOBREVIATY 7 LEELEFTICBEL
£9, cOBITE, TSAAFVTAINTICBBLET,

IPvd Access Rules Table
Priority = Enable Aclion  Servica Source Interl... Source  Destinal... Destination  Schedule Configure

1 Allowad  IPv- AN T WANT Aty LEEE1 182.1688.1.1 BUSINESS | Edit | | Dedsia | | Up | | Down |
L!_m—mmn : ! o L BT | Dot _uu—m__Up_|w|_
3 Alowed  IPWi:FTP  WANT Arry USBZ  Amy ANYTIME [ Ecit | [Detets | [Up | [Down |
2M Allowed  IPwd-ANT... VLAN Ay WAN  Amy ANYTIME
202 Dented  (Pwi: ANT,.. VAN Ay WLAN Aay ANYTIME
[ Ada |

X COBITIE, Priority 14 Priority 2IC& 2 TVWE T,



 IPvd Access Rules Table
Prioity  Enable Action | Service Source Infer... Source  Destina... Destinalion Schedule  Configure

1 Denied  IPvd: BGP  WANI Any WANT  Any BUSINESS | Edit | [ Detete | [ up | [ Down |
| =2 . Aiowed  IPvd: AR Tr,.. WANT Any USE1 15216811 BUSINESS | Eoit | | Delete | | up | | Down [}

3 ¥ Allivwed  [Pwd: FTP WAN1 Any UsSB2 Arry ANYTIME Edit | Deleta | _ULI Dawn

2m : Allowed  |Pvé: ABTL.. VLAN Any WAN  Any ANYTIME

02 Denied  IPwd: ANTr.. WAN Any VLAN  Any ANYTIME

ATY 7T [Apply]Z2 0 VY OLET,

Access Rules

| IPva Access Rules Table
Priority  Enable Action Service Source Inte
1 W Denied IPvd: BGP WARN1
2 7 Allowed  IPvd: All Traffic WaAN1

Allowed |IPvd: FTP WaAM1
201 v, Allowed  |Pv4: All Traffic YLAN
202 ¥, Denied IPvd: Al Traffic WAN
i Add |

' IPV6 Access Rules Table
Prigirity Enable Action Senvice Source Inte
201 g Allowed  IPvE: All Traffic VILAN
202 J Denied IPwi: All Traffic WAN

[ A

| Restore to Default Rules I | Service Management |

SNT, RV U—ZN—ROT I AL — A ERICRES hELE,
FOAN—IILOHEIER

ATY T1IPVAEZRIPV6 T V£ ALN—IT—7IILT, BIRTZDT7 I EAL—ILOEICHS
FIVIORY DAREAIZLET,

X : COBITE. [IPv4 Access Rules Table] T[Priority 1A BIRE hTVE T,



~ Priority  Enable Action Service | Source Interface
@ 1 v Allowed IPv4: All Traffic WAN1
1 2 v Denied IPv4: BGP WAN1
- 3 v Allowed IPv4: FTP WAN1
201 v Allowed IPv4: All Traffic VLAN
202 v Denied IPv4: All Traffic WAN
Add Edit Delete

ATYT2: T—7ILOTICHBHEIRIZOVY VFBH, [REFIOHEIBRIRZR > ZI)Y
A3

~ Priority Enable Action Service | Source Interface
1 v Allowed IPv4: All Traffic WAN1
- 2 v Denied IPv4: BGP WAN1
3 v Allowed IPv4: FTP WAN1
201 ” Allowed IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edit _Detete ]

ATY 73 [Applyl 2V VYILET,



Access Rules

| Priority = Enable Action Service Sourc

) 1 v Denied  IPv4: BGP WAN1

) 2 v Allowed IPv4: FTP WAN1
201 7 Allowed  IPv4: All Traffic VLAN
202 v Denied  IPv4: All Traffic WAN
Add Edit | Delete |

~ Priority = Enable Action Service Sourc

201 v Allowed IPv6: All Traffic VLAN
202 v Denied IPvG: All Traffic WAN
Add Edit | Delete

IIIHHIII Restore to Default Rules Service Management

CNhT, RV —ZAN—BZOT A= INEEICHKBRE EFETTT,

CHOREICRHRETIETHAZERT...
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