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ATY T 1: WebilREI—T1 VT 4O 4> L, Firewall > Access Rules®D JEIZiEIR L
£F9, POVERAIN—IAR=DHFEEET,



Access Rules
Default Qutbound Policy

Palicy: 9 Allow © Deny

Access Rule Table
Filter: Action matches All
Action Serice Status Connec tion Type Source IP Destination IP Log
No data to display

Add Row
[ o | o |

AT Y 7" 2 : Default Outbound Policy LU 7 T, BOAFA 7 a KRR =# DUV OLT,
RENZT7T14VIORI—ZEBRLET, RUP—R., PFO0RAIL-ILFLEEFAE2—X
YRTIOEARVD—HFRETATVEVEZRGVOTEERAEAET, 7727 MNRER
AllowT, 1 V2 —FXY RADOIRNTORST71YINBBEHFTLET,

Access Rules

Default Outbound Policy

[jﬂnﬁ‘:rr: @ Allow Den‘_-,r)

Access Rule Table

ERARELEAT>AVE, ROLSICERENET,

- Allow.LANA S A B —ZY NIEEETNBDIXRTOEZATORNRST 714 ORFALE
9,

Deny —LANA'S A4 V2 —XY NZEFENZIRNTORATONZ 74y 0%70OY
JLFT,

ATY 7 3:[Save] 2V Y OLT, BREZRTFLET,



Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches Al
\ Action | Senice | Status | Connection Type | Source IP
| No data to display

M| Edit || Enable H Disable H Delete || Reorder

TOEANL—IDOEM

ATY 7 1: WebslREI—T 1T 4O 4> L., Firewall > Access Rules® JE(Zi#IR L
x99, "7UOERAIL=IL D1 RIOFREEXT,

Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches Al -
\ Action \ Senice \ Status | Connection Type | source IP | Destination 1P | Log |
O MNo data to display

“| Edit H Enable || Disable H Delete || Reorder

ATFYT2:#HLOWTFOEAIL—I%ZEMT SI(CIF. Access Rule TableTAdd Row% & 1)
vOLEY,

Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches Al
\ Action \ Senice \ Status I Connection Type | Source IP
| No data to display

W| Edit H Enable || Disable H Delete || Reorder

TOEAN—INOEMR—DHAREXT,



Add Access Rule

Connection Type:  Outbound (LAM = VWAN) -

Action: Always block -

Schedule: | Configure Schedules |

Senices: All Traffic - | Configure Senices

Source IP: Any -

Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -

Start:

Finish:

Log: Mever

Rule Status: 1 Enable

Save H Cancel || Back

AT Y 7 3:Connection Type ROY 7RIV UARNDS, =N ERENB T 71V
IDRATZBRLET,

Connection Type: | Outbound (LAN = WAN) n

Outbound (LAN > WAN)

Action: Inbound (WAN > LAN)
Inbound (WAN > DMZ)
Schedule: L0 edules
Semices: All Traffic - Configure Senvices
Source |P: Any -
Start:
Finish:

ERTREEAT>IAVE, ROLSICERENET,



- PIORNTYRLAN>WAN) : cOJL—=J)LIE. O—AHILFY NT—J(LAN)A SEEL
TAVR—%Y NWAN)ICEEEhDNNT Y NCHELET.

cAVNTZ RWAN>LAN) : COL—=ILIE, 12 F2—%Y MWAN)ASO—AIILERY b
D—O(LAN)ICEREIANTY NMIEEBLET,

- AVINTY RWAN>DMZ) : 2OL—)Lik. 41> 2—FY NWAN)A SR TIERE T
(DM2)HTZY RD—=DICABNT Y NCEELET,

ATY 7 4 ActionROY THIVUARAES, L= —HLIEBEICRITENDT I
IVEERLET,

Connection Type:  Cutbound (LAN = WAN) -

Action: rr»’-‘ulm.r;sl‘_-,rs block |
Schedule: Always allow
Block by schedule
Semices: LA”UW by schedule - | Configure Senices
Source |P: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever -
Rule Status: Enahle

ERTURELEAT>AVE, ROLSICERENET,

- Always Block : &N —HIT2EERBICTIVEAREEFLE T, ATY T 6 ICHEAKE

ER

- Always Allow : RN —HT I HEREICT I ELRAEZHFALET, ATV 6 ICEARE

ER

CATD1-)ICkBTOYVY  BRIREENLEAT D 1) TREN —HLIEBE. 7
TEAZERLET,



ATV 1)L BHFA  BRIREETNLEAT D 1) TREN —BIBEEICT I
AZEFFALERT,

AT Y 7 5: F|E4TBlock by schedule® 7= Ik Allow by schedule &R L 1=354 &,
Schedule ROY 7RIV UARNNSHEYBATD 21— )LEERLET,

Connection Type:

Action:
Schedule:

Senvices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

E ATV 21—

Outbound (LAN = WAN) -

Allow by schedule -

test_schedule |= | Configure Schedules |
test schedule
tEST_SChEdU|E_1 - ‘ anﬁgure Senices ‘
test schedule 2

Any -
(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

MNever -

Enable

NEERTEEWETSICE, [ATZ1-)LOEXR|ZIVYILEXT, &#F

HBROCAARTAVIEDVTE., TRVIBOBLTRVIBOWTDAT D 1 —)LDEEL &5
BLTLSEZL,

FIE6 : ServicesROYTHIZVARNES, TUOERAN—IANERAEIhD Y —EADRA
TEEBERLET,


ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004

Connection Type:

Cutbound (LAM = VWAN)

-

Action: Allow by schedule =
Schedule: test_schedule - | Configure Schedules |
Services: if’-\ll Traffic t? Configure Senvices ‘
Source IP: DMS
FTP
Start: HTTP (Hint: 192.168.1.100)
HTTP Secondary
Finish: HTTPS (Hint: 192.168.1.200)
HTTPS Secondary
Destination IP ITI‘uE-.E
. MMNTP
Start POP3
— SHMP
Finish: SMTP
) TELMNET
Log: TELNET Secondary
) TELMET S5L
Rule Status: VDICE(SlF'} )

i H—EAZEME R HEETSHEE. Configure ServicesZ2 7Y I LET, il
HARZAIZOVWTIEE, TRVIOB LUTRVISOWTOH—EAEENEES 25HBL TL
ZEW,

BERNT 71V IDEELBLVTREEIPOIRE

FOLRZN=INDEIMDATY TITEELATELTT I RNT R(LAN > WAN)A'EIR
ENTVRBER. COEIVIVOFIBICRVET,

ETIOERAIL=INOEBMOATY T3TAUNT REGRA T ZIEIRL A, XD
U2 aAVICEATLSEEY, BERNS 74V IDRERERB LV RBEIPOEREL 2SHBL
TLEEL,

ATY 7 1:Source PROAYZTHIVIARNDYS, RERIPOERSZEZIBIRLET, H
BENZT14YvODBE., BERIPK77AT70x—)LRANBEREND 7 RL A (LANA
) ZELET,


ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005

Connection Type:  Outbound (LAM = WAN) -

Action: Allow by schedule -

Schedule: test_schedule | Configure Schedules ‘

Senices: WOIP - ‘ Configure Senices |

Source IP: Any -

Start: [Single Address (Hint- 192.168.1.100)
Address Range

Finish: (Hint- 192.168.1.200)

Destination IP Any -

Start:

Finizh:

Log: MNever =

Rule Status: Enable

FRTREEAS AV, ROKSICEREENET,

- Any : O—HALRY RD—OROEBEDIPT RLAASREENENT 74V JICEAR
ENFET, LENF>2T, TRl 714—ILRE TRT1 74— )LREZHDERICLET
o COFATTAVEBRUILBER. ATYTAUEILET,

-+ Single Address : A—ALRY RD—JHODE—QIPP RLAASKEENLNT T4
YOILHEHAENET, Start7 1 —)LRICIPP RLRAZABDLET,

- PRLAEHE : O—HDILRXYRNT—IUDIPT7 RLAQEBELSRKRKEEhIENT T4V
CEAShET, SEZRETSICE. SEORAKBIPY RL A%ZStart7 1 —JLRICAHL
. MTIP7 RLAZFinish7 41 —)LRIZABZLET,

ATV 2: AT Y 71TSingle AddressZ&IRL I2BE . 7OV ERAIL—IILICERAEIhS
IP7 RLRA%&Start7 1 —J)LRIZAHAL, ATYT4IHERET, AT Y 71 TAddress
RangeZBIRU B, 7ORAL—IIICEAENBEBRIPT RLAZStart7 1 —)L RIC
ABLET,



Connection Type:

Action:

Schedule:

Senvices:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Fule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test_schedule - | Configure Schedules |

VOIP - | Configure Sernvices |

Single Address ||

[10_10_14_100 (Hint: 192_153_1_100}]

(Hint: 192.168.1.200)

Any -
Mever =
Enable

ATV 3: AT Y 71TAddress RangeZBIR L 258k, 7IOEAIL—ILDIPT RLA
BEEZEHDTEIILTEETIPY RLAZFinish7 1 =)L RIZAHZLET,

Connection Type:

Action:
Schedule:
Services:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Qutbound (LAM = WAN) -

Allow by schedule -

test_schedule v| Configure Schedules ‘

VOIP - ‘ Configure Sernvices |

Address Range «

10.10.14.100 (Hint: 192.168.1.100)

[1[].1[].14.1?5

(Hint: 192.158.1.200ﬂ

Any -
Mever -
Enable

AT Y7 4 : Destination I PROY Z7ZA IOV D)ARNDS, BEIPODEEFEZZBRLET, X

BERZT71YIDBE,

BEIPE. O—AILRY RD—=IODLSORZT74Y INFAXRER

EEEND (WANRD ) TRLAZELERT.



Connection Type:  Outbound (LAN = WAN)

Action: Allow by schedule

Schedule: test_schedule - | Configure Schedules |

Senices: VOIP - | Configure Sernvices |

Source |P: Address Range -

Start: 10.10.14.100 (Hint: 192_168.1.100)
Finish: 10.10.14.174 (Hint: 192_168.1.200)

Destination [P

Start: Single Address
Address Range

Finish:

Log: Mever =

Rule Status: Enable

ERTUREEAT>IAVE, ROLSICERENET,

cAny NTVYOALR—ZY NAOFEEQIPFRLAICAAS NS 714y JICERAE
NEF, LIEANST, "B 71—IILRE T&T1 74— REZADERFRICLET,

Single Address : N7 VY U042 —%Y NAODE—QIPF RLABTORNZ 714V Y
ICERAEThERT, Start7 1 —)LRICIPPRLAZADLET,

- PRLAEE : NTUYOALAEZ—ZFY ROIPFRLAGEHRICAAD NS 71V DI
BRHENIhET, SFZXETZICE. SEOBEBIPT RLA%ZStart 7 1 —J)LRICAHL,
BTIP7 RLAZFinish7 1 —JLRICABLET,

ATV 5: AT Y 74TSingle AddressZ&#IRL I23BE ., 7OV EARIL—IILICERAEIhS
IP7 RL RA%&Start7 1 =)L RIZAALET, AT Y 74 TAddress RangeZiBRL 155 1F
 TPORAL=INICHEHAZEWSDHEBIPT RLAZStart7 1 —)LRICABLET,



Connection Type:

Action:
Schedule:
Semnices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test_schedule = |

Configure Schedules

VOIP v|

Configure Senices

Address Range -
10.10.14.100
10.10.14.174

Single Address -

(Hint: 192.168.1.100})

(Hint: 192.168.1.200})

(192_158.1.1[][]

)

Mever =

Enable

FIE 6 : AT Y F4TAddress RangeZiBIRU =B &FE. 7O2ERIL—ILDIPT7 RL AEH
BO7TEINILTEDHETIPT RLAZFinish7 1 —J)LRIZABALET,

Connection Type:

Action:

Schedule:

Semnvices:
Source |P:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

Cutbound (LAM = WAN) -

Allow by schedule -

test_schedule - | Configure Schedules ‘

VOIP - | Configure Senices

Address Range -
10.10.14.100
10.10.14.175
Address Range -

192.168.1.100

[192.158.1.1?[]

Mever =

Enable

BIENZ 74V VDEEABRVPRELIPORE

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)




T ZII—=ILOEMD AT Y F3TEE(WAN > LAN)E = (E&FES(WAN > DMZ) ZE #i X A
TELTBRULEBEE., COEIVaVORATYTIZRHVET,

ATY 7 1:Source PROAYTFHXIVIARDYS, ERERIPOERSZEEZBIRLET, &
BERNTST714YIODFE. RETIPE. 774T704—)LBANBRE B 3WANKROT RL
AZELET,

Connection Type:  Inbound (WAMN = LAN) -

Action: Allow by schedule -

Schedule: test_schedule - ‘ Configure Schedules ‘

Senvices: All Traffic - | Configure Senices |

Source |P: Any -

Start: [Snge Address (Hint: 192.168.1.100)
Address Range

Finish: (Hint: 192.168.1.200)

Destination [P Any -

Start:

Finish:

Log: Mever -

Rule Status: Enable

ERTREEAT>IAVE, ROISICERENET,

Ay NTVY AL BR—FY NOEBEDOIPT RLANSREEhIENT T4 v UICHE
BAEhFEd, LEN>T, BRI 71—J)LRE TRRT, 74 —)ILREZADKRRICLE
T cOATAVEERLIEBERE. ATYTAUERET,

- Single Address : N7 U Y OA4 22—V NOE—DIPFRLANSREETChENT T
1Y OICBERAENET, Stat7 1 —J)LRIZIPPRLAZADLET,

- PRLAEE : NTVYIA422—FY NOIPT RLAQGEEANSREENIZNT T 4
YOILBERAEIhET, SEZREITSICE. BEOHEKIPT RL A%ZStart7 1 —JL RICA
B, BTIPT RLA%ZFinish7 1 —=)LRIZAHDLET,

ATY 7 2: AT Y 71TSingle AddressZiZBIRL B8, 7OoRAIL—IILICEHAEThS
IP7 RLA%ZStart7 1 —)LRIZAHL, ATYT4HIEXRET, AT Y 7 1TAddress
RangeZBEIRLU B Ak, 7OV EAIL—IIICERENSDERIPT KL A%ZStart7 1 —)L RIZ
ABLET,



Connection Type:

Action:

Schedule:

Senices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Inbound (WARN = LARN)

Allow by schedule -

-

test_schedule

v |

Configure Schedules

All Traffic -

Address Range -

Configure Semvices

(192_158.1.100

J (Hint: 192.168.1.100})

Single Address

Mever =

Enable

(Hint: 192.168.1.200)

ATV 3: AT Y 7 1TAddress Range &R L =54
HEEENTEILILTDETIPT RLAZFinish7 1 —J)LRIZAHDLET,

Connection Type:

Action:

Schedule:

Senvices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Inbound (WAN = LAM)

Allow by schedule -

-

test_schedule

T |

Configure Schedules

All Traffic
Address Range -

192.168.1.100

 POERAIL=ILDIPT RLA

T |

Configure Sernvices

(Hint: 192.168.1.100)

[1 92.168.1.200

) (Hint: 192.168.1.200)

Single Address

Mever

Enable

ATY 7 4:Start7 41 —)L RMDestination IPROY A 1) A NDOTIZ, Destination
IPMSingle AddressZ AN LET, BENZ 71V VDFE, BEIPE. NTVYI(42R




—RXYRMDSDORZTAY INFAREFEBTETNDTRLA(LANR ) 28 L KXY,

Connection Type:

Inbound (WAN = LAN) -

Action: Allow by schedule -

Schedule: test_schedule - | Configure Schedules |

Senvices: All Traffic - | Configure Senvices |

Source |P: Address Range

Start: 192.168.1.100 (Hint: 192.168.1.100)
Finish: 192.168.1.200 (Hint: 192.168.1.200)

Destination IP

Single Address

Start: (1010142 )
Finish:

Log: Mever -

Rule Status: Enable

T ORAL—LOBMORT Y 73TEER AT ELTA /NI RWAN > DMZ)#'5R
RENTVBBA, SEPOE—F RLAK, AMHBEDMZKARNDIPF KL ATHBHICH
EENET,

ToOERANL=)IoOFxF>J /ML

ATFYT1:INTY ML= —HTBECICIIL—FRTATNIERENDEDIZTBICIE
. LogkOY 7’A D1 ANTAwaysZBIRLUET, IL—IA—HLEEECOFIHNT
DhBEVWKRSICTBHESIE. NeverZiBIRLF T,

Start: 192.1686.1.100
Finish: 192.168.1.170
Log:

Rule Status:

ATV 2: TFTORAIN=INZEZHZTSICE, EnableFI Y IORY JRICFIYHIOI—Y
ZRFTET,



Add Access Rule

Action:

Schedule:

Senices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

Outbound (LAN = WAN) -

Allow by schedule -

test_schedule
VOIP
Address Rang
10.10.14.100
10.10.14.175

Address Rang

v |

Configure Schedules |

2 w

e w

hd |

Configure Semvices |

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Start: 192.168.1.100
Finish: 192 168.1.170
Log: MNever =
Rule Status: Enable
Save || Cancel | | Back |

ATY 7 3:SaveZx V)Y O LTHREZRELET,

Add Access Rule

Action:

Schedule:

Senices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

COutbound (LAN = WAN) -

Allow by schedule -

test_schedule

VOIP

v |

Configure Schedules |

Address Range

10.10.14.100

10.10.14.175

Address Range ~

hd |

Configure Semvices |

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Start: 192 168.1.100
Finish: 192.168.1.170
Log: MNever =
Rule Status: Enable
[ Save [l Cancel || Back |

TORAN=ILT—=TILH, #FLL

=1 ]

ax k&

TNETIVEAIN-ILTEHELET,



Default Outbound Policy

Policy. @ Allow © Deny

I Status \ Connection Type | Source IP | Destination IP I

HHE

Log
Enabled Outbound (LAN = WAN) 1010 14 100 ~ 10 10 14 175 192 168 1100 ~ 192 168 1170 Never

Enable || Disable H Delete ‘“
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



