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ATY 7T1:WebfREI—T4 )T 12O 4> L., [VPN] > [Client to Gateway]ZiBIR L £
o [Clientto Gateway]X—ZABH&E £,



Client to Gateway

Add a New Tunnel

P Address W

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly W
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Remuote Security Gateway Type: P Cnly W

ATY 72 [Tunnell #7°23a>RE>&2 DUV OLT, 9547 NDE—KNY

ROITAVPNIZIEMLUET,

-~
~

Ne7T—



Client to Gateway

Add a New Tunnel

m () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame:

Interface: WAN1 ™
Keying Maode: 'IKE wifh F'reshared key_ v |
Enable: o

Local Group Setup

Local Security Gateway Type: I.F' only

IP Address: 0.0.0.0

Local Security Group Type: Subnet w
IP Address: 192.168.1.0

Subnet Mask: 255.255.255.0

Remote Client Setup

Femote Security Gateway Type: P Cnly

P Ad'dress W

MmLWRRIL DB



Client to Gateway
Add a New Tunnel
® Tunnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT W
keying Mode: |[KE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Tvpe: P Cnly (¥
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Femote Security Gateway Type: IF Only (¥
IP Address W

M RILES . NOZRILOBESZXRLET, COESEEBNICERETIAET,
AT Y 71 Tunnel Name] 7 1 =)L RICKN >V RI OB EAILET,

ATY 7 2nterface] ROAY Z7H IV D)ARND S, UE—RNITFAT 2 RNFVPNIZT VR
T2 >X—T7 I/ RZBRLET,



Client to Gateway

Add a Hew Tunnel

Subnet Mask:

255.255.255.0

® Tyunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: "."‘.fANﬁ ; W
Keying Mode: WARNZ
SB1
Enable: UsB2
Local Group Setup
Laocal Security Gateway Type: P Cnly
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IF Address: 192.168.1.0

ATY T3[F—4 2T E— R(Keying Mode)| RAY Z7H IV ) ARD S, BYBF—EETE
—RZERL, EF2UTrZHRLET. F7AILNE—RE, BEaitEF—2z2£ALL
IKET 9,

Client to Gateway
Add a New Tunnel
® Tunnel O Group YPM O Easy VPN

Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key vl

_ | Manual |
Enable: IKE with Preshared key

L IKE with Certificate 3}

Local Group Setup
Local Security Gateway Type: IP Only )
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 182.168.1.0
Subnet Mask: 255.255.255.0

A7 RO ESICERENET,



- Manual - ARARLtF1UT4E—REZFEALT, ILLEFIUTF—ZBHTERL
VF—EORODI—23arzTVERA, chlk, RSTND2—FT 10 T0BEEGENE
BBREAZRTAVIRBETCHERIDIONRETT,

BRI REXF—EFEALULIKE : ESRHEF—ZBBHNICERL TRBL., M RILORFEE &
BIEZMIUTD-HIZ, Internet Key Exchange (IKE ; 41 &2 —% v NEXR ) 77Ol
FEREhET,

.EIRAEEFEALUKIKE  SEAEEFEAL LA 2 —% Y MF—B(KE) 7O ML, =H5
HEFXF—ZBEBHWICERL TRBL, FORILICHULTRIYZEBBEERITHLHO,
KV BREBFETT,

AT Y T4 [Enable] FIVIRYVAZFVIZLT, 9FAT RS YT—RIIAA\D
VPNZEMICLET., 74NN TREVCE>TVWET,

Client to Gateway

Add a Hew Tunnel

® Tunnel ) Group VPN () Easy VPN
Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: WAN v
Keying Mode: |[KE with Preshared key W

Gnahle: -J)

Local Group Setup

Laocal Security Gateway Type: Dynamic IP + Domain Mame(FQDM) Authentication W
Domain Mame: domain_1

Laocal Security Group Type: P W

IP Address: 192 168.2.1

ATYVT5: CNETORELZREIZDHER. TICRAIJO-ILLTIREFZIUYILT
REZFREFLET,

A—ALTIL—7 OE
FHEEEENAAF—2EALLKEC&ZO-HLTL—T ORE

F: THLULKRXILOEM, 92320 ATFTY F3T,. "Keying Modes ROY 7H
V) ARNNDS "Manualy £7& TIKE with Preshared keys %#3ZRL 8B4k, XOFIEIC
HVET,

AT Y 71:[Local Security Gateway] RO Y 7’H 2 ) AN SR — R BRI % ZZER
L. VPNNZRILZBILET,



Client to Gateway

Add a New Tunnel

® Tunnel ) Group VPN (O Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: VAN W
Keying Mode: |[KE with Preshared key (¥
Enable: o
Local Group Setup
r B
Local Security Gateway Type: P Cnly (¥

IF Address: 1P + Domain NamELFGDN -*-‘xuth-ﬂntn:ath:un
) { IP + Email Address(LUSER FQDM) Authentication
Local Security Group Type: Dynamic IP + Domain Name(FQDN) Authentication
Dynamic IF + Email Address{USER FQDMN) Authentication
IP Address: ey
Subnet Mask: 255258525850

A72AVRBRORSIZERENET,

IPOnly : RZEIANDTIVLRARG., AZTAYIWANIPASOIKAIGEETT, cDAT> 3
. W=BREFICAZT 1Y OWAN IPAH B BEICBIRTEET, AXT 1Y IWAN
IP7 RLANFBEWICERENET,
P+ RXAFZ(FQDN)RREE : R RIADT IR, 1974 YIIPT7 RLAEEEEH
RXAZFERLTARETT, cOFAT>Ia>EBRULESEE, [RXA2UR] 71— RIC
BERERRXADEHEADILET, AZXT 1Y IWANIPT I\be‘ﬁEE’JLEEZ‘c‘S#’Li
P
- IP + E-mail Addr(USER FQDN)ZREE : AZT 1 Y JIPTF I\‘l/7\<‘:%-7->( LT RLAZFEH
LT, RRIVCTOVEATEES, COFT7 a2V aBRLESG [BFX=ILTRL
A7 A=) RICEFA=INTFRLRAEAALET, ARZT A /7WAN IP) RLAN BEH
CEHRENET,
BAFIZVIIP+RAALB(FQDN)GREE : HA4FIVIIPTRLAEEFER RXAS & E
BALT, NORIICTIVEATEERT, cOATIIVEBRUEBERE. [RXA VBT 4
— I RICEREZEHARRXSADOEZEFHEADILET,
AALFIYIIP+EX—)LT KL A(USER FQDN)SREE : 44+ 3 Y VIPF RLAEBEF X —
LT RLAEZBFEALTIRN VRIICTIVEATEET, COATaVEBRLEEER. [B
FA=ILTRLAI7A4—=ILRIZEFXA=INFRLRAZAALET,

ZRLA:WANA VR —TIAADIPFRLAZRLET, ABYWERA71—JILRTT

AT Y 7 2:[Local Security Group Type] ROAY 7HDJARNA S, VPNRRIIZT V&

ATEDEYAO—NDIILANI—HFERLFI—TFOIIL—TZBRLET, F7AIILKNE
[Subnet]T¥,



Client to Gateway

Add a New Tunnel

Tunnel Mo.

Tunnel Mame:
Interface:

Keying Maode:

Enable:

Local Group Setup

Local Security Gateway Type:
Domain Mame:
Local Security Group Type:

|IP Address:

Subnet Mask:

® Tunnel ) Group VPN () Easy VPN
1
tunnel_1
WANA W
|KE with Preshared key W
of

Cynamic IP + Domain Mame(FQDM) Authentication

domain_1

Subnet W
IP

IF Range

LSS -

AP BEDIDOLANTFNA ARG N ZNICTIORATEET, COA7>a>wERL
=BAE, [IP Address]7 1 —J)L RIZLANTFNA ADIPP RLAZASILET, T72ILMD

IP(*192.168.1.0T79,

CHTZRYN BEOYTRY NEOTXRTOLANFNA AN RN RIICTOEATEET,
COAT AV ERBIRLEBEE. LANFNAADIPT RLRAEYTZRY NRYXRAVZETNTE
N[IP Address]7 1 — )L R &[Subnet Mask] 7 4 —)L KIZABLET, F7FIKIARIE

255.255.255.0T 9,

CIPEHE : RORIWICTIVEATEBLANTNA AQER, COATarwBRL EEESE
 FARIP7 A —=)ILRERTIPFRLAZEFNTFNERKRIP7 1 —/L REKRTIPZRLAIZCAD

LET. 72 NOEEIK192.168.1.0 ~ 192.168.1.254TF,

ATYT3: ChETORE

REZREFELET,

ZRETRERRE. TCAZ7O0-ILLTRFZIUYILT

RZIVPNOFEFRBREFEALUEIKECERAO—HINIIN—TDEE

E: THLLORRILOEM 9232 0ATY 7 30DKeying Mode KO Y 7° R0 1) A

N A S CertificateZFHA L IKEZBIRL B EE. RO FJEICFEVE T,




Client to Gateway
Add a New Tunnel
® Tunnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA W
Keying Mode: [KE with Certificate (¥
Enable: o
Local Group Setup
- : - N
Local Security Gateway Type: P + Cerificate
IP Address: 0.0.0.0
Local Cerificate: 01, lssuer: 6c:20:56:c6:16:52 - Subject 6C:20:56.06:16.52 | w
self-Generator | | Import Cerificate
. y,
Local Security Group Type: P (¥
IP Address: 19216821

CO—ALEFIVFAF—RITA 247  ARBEEALTPEAL TRV RILET VL
ATEET,
(PP RLRA : WANA Y B—7 I ADIPT KLAZELE Y. BAMIEAT 1 —ILKTT

[o]

AT Y 7’ 1:[Local Certificate] ROY A UARD S, I—2ZEBET2ENHO—-H/L
MAEZBRLET, [ELT7DPIRL—R]ZIVVY I LTAHEZBEBNICERT S,
REAEDA VR—RNZIIVYILTHLUVIEHEEZ A VR—KLET,

AR EZAENCERTAAZEOFMCOVTRE, TRVI20/L—X THDIIHED LR
EFZELT, FREQSAVR—RNEREICODVWTWE., "TRV320/—XTHDEFEAEDRE, £
BLTLEE,



Client to Gateway
Add a New Tunnel
® Tunpnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA (¥
Keying Mode: IKE with Cerificate W
Enable: o
Local Group Setup
Local Security Gateway Type: IP + Cerificate
IP Address: 0.0.0.0
Local Cerificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6c:20:56:C6.16:52 | w
| Self-Generator | | Impornt Cerificate |
Local Security Group Type: P (¥
IP Address: Subnet
IF Range

AT Y 72:[Local Security Group Type] ROAY 7’H IOV ARNA S, VPNRRIIZT O+
ATERO—AILANI—HEKLERI—HIILN-—TOEYERZATEZERLET, 77/
N & [Subnet] T 9,

AP BEDIDDLANTFNA RAEFA N ZRIICTOEATEES, COAFAT>ar&iBRL
=35 &F. [IP Address]7 1 —J)L RIZLANTNA ADIP7 RLAZAALET, 74 KD
IPl£192.168.1.0 T,

HTZRYRN  BEOHTZRY NEOITXRTOLANTFNA AN RN RICTOECATEET,
AT AV EBIRL EHBAE. [IP Address] 7 41 — )L R &[Subnet Mask] 7 1 —J)L RIZZ
NENLANTFNA ADIPT RLAEYTZRY RYATEANLET, F7FILRNIATE
255.255.255.0C 9,

- PEEE : NORIICT OEATESBLANT/NA AQEH, CcOATT 3> &BIRL EHEE
. [StartIP]7 1 =)L RE[EN IP]7 4 =)L RIZZFNRFNBBIPT RLAEKRTIPZ RLAZA
HLET, F7AIINNDOERIE192.168.1.0 ~ 192.168.1.254TF,

ATYVT3: ChETOREZRFEITZHEEF. TICAZO-ILTRFZIVYILT
REZREFLET,

JE—NDTZATFT> NDORE
FEHFR-FEIHEFXF—EFEALUEIKECKRDVE—NITSGATFTONOEYRNTFY S
¥ THLLRXRILOBMN, 92320 ATY 3T, [F—aA 2 JFE—RIROY TSR

7> 1) A NA 5 [Manual] & = [ [IKE with Preshared Key]Z 2R U =54, XOFIEICREVE
7,



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT W
keying Mode: |KEE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Type: IF Cnly ]
IP Address: 0.0.0.0
Local Security Group Type: IP W
IP Address: 192.168.2.1
Remote Client Setup
Remote Security Gateway Type: IP Cnly W
IF Address W IP + Domain Mame(FQDM) Authentication
IP + Email Address{USER FQDM) Authentication
Dynamic IP + Domain Mame(FQDM) Authentication
IPSec Setup Dynamic IP + Email Address(USER FQDM) Authentication
Phase 1 DH Group: Group 1-768 bit ]

AT Y 7°1:[Remote Security Gateway]| RAY 77X I U ARA S, VPNR RN ZFHIULTS
EOOBUNBRIZAT Y NBAGZEBRUET., 7 FI)LNE[IP Only]TY,

IPOnly : V54T RDAZT A4 Y IWANIPASDH, RRIADTIEANTAEETT

o COATTAVE, 9SATURDARZTAYIWAN IPERFE RXSAVEFDA>TVS
BEICOKMERTEXRT, ROVIEVUARNDS[IP Address]ZBIRL . BEETSD 7 1 —
LRIEISATURORERT A Y IIPEANT DA, ROYTEI2 1 ARNAS[IP by DNS

Resolved]|ZiZIRL, BHEZETD 71 —JILRICZIPPRLADRX AV BEANILET, IPPRL
AOO—AIDNSH—NENL T, L—REIPFRLAZEBHNICRETEEY,

3 : [Add a New Tunnel Through Tunnel or Group VPN] 29> 3a> O A7 Y 7°30
[Keying Mode] RO Y A2 1) ANA S [Manual] &R L =BGk, ChFE—OF
723rTd,

IP+RXABAFQDN)ZREE : VAT RDAZRTAY IIPFRLAEEBFRERARXA %
FRALT, NRIVICTIVEATEERT, cOAT> a2 zBRL EHEEF. [Domain
Name]7 4 =)L RICEFEEHR RXS/ > OZFZADLET, ROVIFEIUARNDS[IP
Address|ZBIRL, BHZET D 71— I RIEOTATUORDAZTAY JIPEANTEH. R
Oy 77X 2>21) ANNDS[IP by DNS Resolved] Zi#IR L, B T2 7 1 —I)L RIZIPZ RLAD
RXLABZADLET, IPZFRLAOO—AIDNSH—NZNL T, I—FEIP7RLA



ZEHBNICHRETERT,

- IP + E-mail Addr(USER FQDN)ZBEE : VAT RDARXRT A Y VIPPRLAEEFX—)L
TPRLAZFEALT, NORIICTIVELATEET, cOFTa>EBRLESEE. [
FA=LTRLRI7A=ILRIZEFA=ILTRLAZAALET., ROVTEIUARND
S[IP7 RLAIZBIRL, BEET7 1 —ILRICOZATNOBNIPEZALTS A, ROYTH
7> 1) ANNDS[IP by DNS Resolved]ZiZIRL ., IPPRLAODODEZZANLET, IP7RL
ADO—AIDNSH—NZNL T, L—RBIPPRLAZEBVICEREBTEET,
AAFIYVIIP+RAABFQDN)GREE : VAT MODEAFZIY VIPT RLAEBRFEE
A RAXLEBLUT, RRIVIZTOVEATERT, cOFT>a>EBRUEGEE.
[Domain Name]7 4 — )L RIZEEEA RX A DB ZEADLET,

AL FIYIIP+EX—ILT RLA(USER FQDN)EREE : 9547 DAL F I v JIPF R
LAEBEFA=NLNTRLAEZNLTRNRIWVICTIOEATEES, COFT7T a2 &BRL
=586k, [Email Address]7 1 —)L RICEFX—=ILT RLAZADLET,

AFYT2: ChETOREERETIHAR. FCAYO—LLTREIEIUYILT
BEERELET,

B EFEALUEIKEC KD VE—RNIIL—TEYNTFYS

E: THULVLKRXILOEM €932 0DATY 73TKeying Mode KO Y 7% 1) A
NASTEHEEMFERAL CIKEZIBIRL 2HE8E., ROFIEICHE 2> TEEL,

Local Group Setup

Local Security Gateway Type: |F + Cerificate

IP Address: 0.0.0.0

Local Cenrtificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6C20:56:c6:16:52 | w
Self-Generator | | Import Certificate

Local Security Group Type: Subnet W

IP Address: 192.168.3.1

Subnet Mask: 255 2655 2550

ri_iemute Client Setup h
Remuote Security Gateway Type: | IP + Cenificate
IP Address Ll B 192.168.3.2
Remote Certificate: 01.Issuer: 6c20:566:c6:16:52 - Subject 6C:20:56:Cc6:16:52 | w
\ | Import Remote Certificate | | Authorize CSR |
y

- Remote Security Gateway Type : 774 7> hOFERIE, FIAZEZFERAL LIPZTLT
VPNEZRZBILTEET,

AFY 71 ROYZTH I UARRNDS[IP Address]E 1= [Z[IP by DNS Resolved] % &1R L &
E



IPPRLAR: 9SATRDART A Y IWANIPASDHR, RRIADT VAN TEET
o cOAT2AVR, VAT 2RDART 4 Y JWAN IPADA > TVBHEIZDHKIER
TEET, [IPaddress]7 1 =L RICOZA T NOEBHNIPEALILET,

. IPBy DNS Resolved = 724 7> RDIPT7 RLANFDASEVY, TOIPTRLADRXA
DA IDTVBRBEILERTT, PPRLADRXASBZZANLET, IPPRLANOO
—AIDNSH—NZENL T, L—REIPPRLAZEBNICEREBTEET,

ATY 72 [UE—RNEHEEIROYFAI VAN SEBYNEUE—AEHEZBIRLET
o MILWEEHEZ AV AR—MNTBICEK[VE—RNIEBAEOA > R—NZIUYIL, TFOR
IERERTIHHBEZRI TS ICIECSROER ]| ZIVYILET,

E HULVBRERAVR—NITBDHFZEOFHMICOVTIE., "TRV320/L—XTDEHETES
SSLEFEFED KR TF/EM, ZSBLTLKEEW, £, REBENECSROFMICOVTIE,
TRV320/l —X THFIHEELZER(CSR), ESHBL TS EE (),

ATYT73: ChETORELZRFEIZDHERF. TICAIJO-ILLTIREFZIVYILT
REZREFLET,

IPSecD % E
FBHFxX—(CkDIPSeczy NPV

E:FLLRRILOEMESS 3 DATY T3TKeying Mode KO Y 77X 72 1) A KD
SManualZiBR LU I23BEE., ROFIREICHZ > TSEE L,

Remote Client Setup

Remaote Security Gateway Type: | IP Only v

IP Address vl 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac : 100-FFFFFF Jefault 100
Outgoing SPI: 1023ch ge -F Defal
Encryption: DES v

Authentication: MDa v
Encryption Key:

Authentication Key;

AT Y 71 [Incoming SPI|7 1 =)L RIZ, BEEEFIVFTFANFX—=Z2AL42FY I A(SPI)D

—EN16EBIEZEZA L F9, SPlIkEncapsulating Security Payload Protocol(ESP)A ¥ &

—ATEREh, CHICKYBENTY NOEFIUTAFYST—2 3 (SAFREE h
£9, #HEEK100 ~ fffffff T, TF7 I KE100TT,

AT Y T2RESPIT A =)L RIS, REEFIUFANSX—RAUFY I A(SP)O—E
ND16EBEZE AL FT, SPlIkEncapsulating Security Payload Protocol(ESP)A Y & —T
EEEN, EHEICRENTYNOEFIVFATYIII—3a 2 SAZRELET, EER
100 ~ ffffffff ¢, 77 #J)L NE100T T,



FEEBEEINETFNAADBRFBSPIER 2 RILDES —FDROFREEFSPIUE, BEVIC—HL
TR RINZBAUTDIHBENHYET,

Remote Client Setup

Remote Security Gateway Type: | IP Only v

IP Address v 192 168.3.2

IPSec Setup

Incoming SPI; 1023ac { Range: 100-FFFFFFFF, Default: 100 )

Outgoing SPL: 1023ch ( Range: 100-FFFFFFFF, Default: 100 )

Encryption: 'DES' v

Authentication: [F]

Encryption Key: ( HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key; ( HEX Number, MD&: 32hits, SHAT: 40bits )
| Save H Cancel |

AT Y 73 [Encryption)| ROY 7H IV U ARND SHEYBESEEZBRLET, #HREE
NBES{LEFIDESTT., VPN XILIE, M TRIVEBSILAREFEATILEN SV E
£

. DES:Data Encryption Standard ( DES ; F—XBES#H# ) &, 56EY hoHV, &KV TNE
BHEOHZIBEEILARNT, ThEELZELTEDYEEA,

. 3DES - Triple Data Encryption Standard(3DES)l&168E Y N DB &S {LFX T, DES&
NEEFIVTFAAFVF—XZ3ABSKTEIET, F—F1XZ2REKLET,

Remate Client Setup
Remote Security Gateway Type: | IP Only v
IP Address wl: 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac { Range: 100-FFFFFFFF, Default 100 )

Qutgaing SPI; 1023ch ( Range: 100-FFFFFFFF, Default 100 )

Encryption:; DES v

Authentication; DS v

Encryption Key: P { HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key: ( HEX Number, MD5: 32bits, SHA1: 40bits )
| Save H Cancel ‘




AT Y 7' 4[Authentication)| RO Y 7H I U ARND SEYBRIAF ZZEBIRLE T, #HRE
NBREALEFESHAIT T, VPNR R, MR TEURBAARNZEATIHLEN BN ET,

- MD5:Message Digest Algorithm-5(MD5)l&. FI Y VLG EICIDEBEEDHDHEHL ST
— 2 ZREITD2HTD16ER/\Y > 1B ERLET,

SHA1 : 227 N\v2aF7IdVAXL/N—2 3 1(SHANIKE, MD5& V) £2£%%160E Y
DN\NYZ1EETT,

Remote Client Setup

Remote Security Gateway Type: |IP Only v
IP Address W 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac

Qutgoing SPI 1023ch

Encryption: DES W

Authentication: SHAT v

Encryption Key: adbc234987be nber, DES: 16bits, 3DES: 48bits

[Authemicatiun Key: 2334450cfacfi| HEX Numbe )5 32bits, SHA1: 40bits ]

Save || Cancel |

AT Y 7’5 [Encryption Key]7 1 =)L RIZ, F—RZBSILBERVESILTEF—ZFZALL
£F9, ATYTITHEEIAREL TDESEIBIRL FAE. 16MD16EHREZANLET
o AT Y 73THEF{LARNE L TIDESEIEIRL miH5E K., 40 D16EREZA DL FT,

AT Y 7'6:[Authentication Key] 7 1 — )L RICEBRIHRBEF—ZADLTNT 7 1Y U ZFREL
F9, ATYTATRIAARNE L TIMD5)ZIBIRL =556, 2HTD16EBEZADLET
o AT Y TATRIAMARE L T[SHAIZRIRL B4 1F. 40MD16EBEZA DL ET,
VPNRZILIEE, MR TCRUSIAET—2FEATIXEN BYVET,

ATYTT . ChETOREEZREFTZHBEE. TICRAIO-ILTREFIZIVYILT
REERELET,
By X —%2EFALEKEXREGIHEEEFEAL LIKECKSIPSechtEY NP Y/

3 : Add aNew Tunnelz 2> 3> ORATY 73TKeying Mode KO Y 77X TV ARNDSE
MHEFXF—ZFEALLIKERERIIAEZEAL LIKEZBIRL 258, ROFIEICHL
£9,



Remaote Client Setup

Remaote Security Gateway Type: IP Cnly v
IP Address vl 19216832
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Group 1-768 bit
Phase 1 Encryption Group 2 - 1024 hit
Group 5- 1536 bit
Phase 1 Authentication: e v
Fhase 1 SA Lifetime: 28800 gec(F
Perfect Forward Secrecy:
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MDs v
Phase 2 SA Lifetime: 3600 sec(Rs

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i [

AT Y T 1[7 T—XK1DHT I —T(Phase 1 DHGroup)|] RAY 7A I UAKNS S, EH%E
7I—X1DHIN—T7%&BRLET, 71—K1E, NORILOBEEOEICSTLY VA
WEBEFXF1VFATYII—2a2SAZHEIAL, X 1T7HRIABEEYR—KTDLED
ICEAE NET, Diffie-Hellman(DH)l&, 7 I —X1EHR THRBEF—2HEBL TEEERIT
BPEHICFEAETNZIBESF—|7ONILTT,

cTL—=T1-768EY b REBVEBEF—EBEXZL2TRVERRLEIIL-—TZRLET. LA

L. IKEF—OFBEICXESKBFrEHEhET. XY NT—J0EENMBVEEICHES
x9,

I —=72-1024EY N i BEOFBVF—E &) EF1THBFBHAIN-—TERLET, LAHL
. KEF—Z2FHE I3 CREREAIrSBETT,

- JIN—75-1536EY N REBEF—CHREEFITLHFEAIN—TZRLET, IKEF—
EHEIIREANIR<LED, RYRND—JDRENAGVEEICHEELET,



IPSec Setup

Preshared Key:

Preshared Key Strength Meter: o i B

Phase 1 OH Group: Group 1-768 bit v
r ™\
Phase 1 Encryption DES W
Phase 1 Authentication: 3DES
AES-128
Phase 1 SA Lifetime: AES-192 Bec ( Range: 120-364
huerS -256
Perfect Forward Secrecy: . /
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-285(0

Minimum Preshared Key Complexity: Enable

AT Y 72:]Phase 1 Encryption| ROY 7ZAI ) ARND S, F—%

EF{tTHENET T —

A1ESILEBERLE T, AES-256R REREBIESHLARNTHI o, HEREhFT,

VPNRZZILIE, Wiw TR U

. DES:Data Encryption Standard ( DES ; &—%&

SILFREFEATIZENHYET,

EE/ME ) F56EY T, HVESHKAEXT

FHhELZLEBESILARATRESH)ELA.
- 3DES - Triple Data Encryption Standard(3DES)(&168E' Y N DR ARES{LHX T, DES&

WEEFI1IUF4FEVTF—2%3E
. AES-128 : EEREE{LERKAES)E,

128 Y NEES{L AR TT,
. AES-192 : BERSLRKAES)E.
%192y RNEEE{LAIR T,
- AES-256 : S ERES{LRE(AES)IE.
256 Y NEES{LEX T,

ST BET, F—HAXEAELET,
PXERVBELIOYA VL OBEEFFANCERTD

FXER)BEL D12 A VI THESTFANIERT

EXZEVBRLIAT A VIILOBESTFANCERTS



IPSec Setup

Phase 1 DH Group: Group 1- 763 bit W
Phase 1 Encryption : AES-128 W
Phase 1 Authentication: MD5 v
MDs |
Phase 1 5A Lifetime: [SH_H ]sec Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit W
Phasze 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phasze 2 SA Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity; Enable

Preshared Key:

Preshared Key Strength Meter: =mEE

AT Y 7'3:[Phase 1 Authentication| RAY A1) ARND SHEY SR EZBIRLET
o VPNR X IE, METRLURIASFREFERATIHEN HYET,

. MD5:Message Digest Algorithm-5(MD5)ld&. FI Y VHAFEICLDEEDHBDHEHL ST
— R ZRETHR2HO16ER/\Y > 1BEHZERLET,

SHAT : X217 N\Yv2aF7)IdVXLN—2 3 1(SHAE, MD5&K VW £Ze160E Y N
DNYZ1IRBTTI,



IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Group 1-768 bit
AES-128

SHAT

Fhase 1 SA Lifetime:
Perfect Forward Secrecy:

2870

sec ( Range: 120-86400, Default 2830 ]

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 54 Lifetime:

Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter:

Group 1-768 bit
DES

MD5

3600

Enable

sec ( Range: 120-283(

ATY T4 : 7T —AX1T, VPNRZILH[Phase 1 SA Lifetime]7 1 —)LRTTF O T4 7D

FETHIREMEWEMNLTAILE T,

77 # )L~ O F288008 T 9

AT Y 7'5:[Perfect Forward Secrecy]F I Y I9RY VRA&ZFICLT, F—0HEEZALL
F9, cOAT2IAVEFRATRE, FHDNREENEESICHLLVF—ZEERTEET,
EElbenNiETF—2FE, BESIEF—ICL>TOHRBEEENET, TOLH, F—HEE
TNTEMOF—ZREBETD LD, K ZLETRIAEThEBEEZREHLEFT, Chik, &F
A)TAZEBTREOICHRENEZTIIVTTY,



IP5Sec Setup

Phase 1 DH Group: Group 1- 768 bit W
Phase 1 Encryption : AES-128 W
Phase 1 Authentication: SHA W
Phase 1 SA Lifetime: 2870 sec [ Range: 120
Perfect Forward Secrecy:
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: Grnup Z- 1024 bit
Group 5- 1536 bit
Phase 2 Authentication: e g
Phase 2 SA Lifetime: 3600 sec { Range: 120-28800, Default: 36

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: [==Y =Y e |

AT Y 7°6:[Phase 2 DH Group] ROAY 77XV ARND SEY & 7T —X2DHI ) —7"%

BRULET, 71—X1&, EF21T7LHRABEETR—RNITILEHIC, RORILOTEHED
BIc 7 LYVAOREBEFIVFTATYII—23 2 (SAERITHEHICERAEIhE
9, Diffie-Hellman(DH)l&, 7 I —A1#EH#THREXF—Z /B L TEEZRIETSHICFEA
ThBESF—XB!’ORNIILTT,

-'7)L 71-768EY b ZREBVBREF—EHERLTRVRAIIL-TZRLET, LD
 IKEF—OFMBEICAESKBNIrEREhET. XY NIV 0ERENMBEVBEICHRES L

ﬁ?o

O —=72-1024EY N :BBEOFSVF—E &) EFATHBFEHAIIN-TERLET, LHL
N IKE=\=—E§'|'"§3“%>L:Liﬂ—rF'EJb‘",lZ\E'C?o

- JIN—75-1536EY N REBEF— RV EFITEFIAIN—TZ2RLET., IKEF—
Eﬁfﬁ?%ﬂ%ﬁnﬁb‘"5<7260 XYRND—VDOREENSVEECHEENET,



IPSec Setup

Phase 1 DH Group:

Phase 2 DH Group:

Group 1-768 bit

Group 2 - 1024 bit v

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: SHA1 v

Phase 1 SA Lifetime: 2870 sec { Range: 120-36400
Perfect Forward Secrecy:

= ™)
Phase 2 Encryption: DES v
MULL
Phase 2 Authentication:
3DES
Phase 2 SA Lifetime: AES-128 Bec ( Range: 12
AES-192
Minimum Preshared Key Cnmplexiw:LAEs_%a )
Preshared Key:
Preshared Key Strength Meter; == EE

ATYTT[7I—R2BSHROYTHE IV VAR S, BYET7 I —R2B5{LZ=RBIRL
TF—ZBEILLET, AES-256RBF BREREBESLARTHZ LS, HREhFT,
VPNRZILEE, MimTRUBESILARNEZERTIZLENHY KT,

. DES:Data Encryption Standard ( DES ; F—ZBE&Hi# ) F56EY T, HVES{LEFRT
BHFEYWRLBESLAXTEDYEHA,

- 3DES - Triple Data Encryption Standard(3DES)(:168E' Y N DR ARES{LHX T, DES&
NEEFIVTFAAFVF—XZ3AESKLTEET, F—FA1 XZ2RKEKLET,

. AES-128 : BERSLRKAES)E. 7L—2TFARNEI0Y A VI OZEVIRL THESTF
ANCZE#RTB1288Y NEBLARTY,

. AES-192 : BERSLRKAES)E., 7L—2TFARNZ12HA VI OKVIRL THSTF
ANCE#RTZ192EY NBEBILARTT,

. AES-256 - Advanced Encryption Standard(AES)l&. 7L —>FTF AR Z14T5 A4 V)L D&V IR
LTHRETFANCERTZ256EY NOBEBILAERTT,



IPSec Setup

Phase 1 DH Group: Group 1-768 bit W

Phase 1 Encryption : AES-128 W

Fhase 1 Authentication: SHAT v

Phase 1 3A Lifetime: 2870 sec { Range: 120-86400, Default 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 2- 1024 bit W

Phase 2 Encryption: AES-128 W

MDs
MULL

Phase 2 Authentication:

Phase 2 A Lifetime:

Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter: ==

AT Y 7°8:[Phase 2 Authentication| RO Y 77HA I 1) ANA SHEY S RAEZBIRLUET
o VPNRZILIE, METRIURAEARNZERATEILEN HYET,

- MD5:Message Digest Algorithm-5(MD5)l&. FI Y VG AFEICIDEBEEDHDHEHLN ST
— R ZRET B2 O16EL/\Y > 1BEHERLET,

SHA1 : X2 F7/N\v 2 aF7IdVXLIN—2 3 21(SHA) I, MD5& V) £Z4£7%5160E Y
DODN\YZ1EHTT,

- Null : BBEEFREFEAEhEE A



IPSec Setup

Phase 1 DH Group:

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: SHA1 v

Phase 1 SA Lifetime: 2870 sec(Ra
Perfect Forward Secrecy:

Phase 2 DH Group:

Group 1- 768 hit

Group 2 - 1024 hit

Phase 2 Encryption: AES-128 "]
Phase 2 Authentication: MD5 W
(Phase 2 SA Lifetime: 350 sec ( F )]

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

Preshared Key Strength Meter: mmmEC]

\

ATYT9: 7T —RX2T, VPNR>XJLH[Phase 2 SA Lifetime]7 1 —)LRTTFOT47 D
FRTHIRBERELTAHILET. F7 A NOREEEE3600WTY.

ATY 710 BRHEF—0HREX—X—ZBMIZTSEEE. [Minimum Preshared Key
Complexity| F T Y VRY VJRA&EAIZLET,

AT Y 711 [Preshared Key]7 1 —JL RIZ, IKEE7RBTUBIICRBLEF—ZALLET
o BAIRHAF L LTHRARIONFOEBFEZFEATEE T, VPNNXRILIEF, AWIHTRELU
ENHREF—ZFEATILENf BVET,

X VPNAREBREZMIFTH O, KEE7BTEIRAT—2HEIEETDI L
ZR<HERELET,

. Preshared Key Strength Meter : {fZ DO/N—&ZBL -EaREFXF—0EEEZRLET, KiF
FLEEAERL, BEREFEENDIEETZRL, REFBEVEESERLET, IPSec Setuptz ¥
> 3> 0O AT Y 7"10TMinimum Preshared Key ComplexityF LY V7 RY JAICF I Y I —
V%3 &, Preshared Key Strength MeterZ (T A" R RENE T,

X : AT Y T30 Keying ModeROAY 7RI ARND SERHEF—ZFEAL LIKEZIER
L T, AddaNew Tunnelt20 > 3> &ZIRL =B5E8E, XT7v 710, X7Y711&E8REL
, B REF—BEX—R—ERRTDA T3> LAabEEA,

ATYT12: CNETORELZREITZHEERE. TICAIZO-IILTRFZI7VYILT
REEZREFLET,

Hi A+ —2EAUEIKER LGB ZEALU EIKECLP2EEZREY NTY S
IREEER., BRI EXF—ZH OIKELRIAF—ZEF DIKETOAARKETT, [FE]F— 0%



EICE, FHARENHYERA,

IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 5A Lifetime:

Perfect Forward Secrecy:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 SA Lifetime:

Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter:

Group 1-768 bit
AES-128

SHAT

2870

Group 2 - 1024 bit
AES-128

MD5

350
Enable

abcd1234ght

mmmECC]

sec ( Range: 120-86400, Default: 28800 )

sec ( Range: 120-28300, Default 3600 )

| Save H Cancel |

AT Y7 1:[Advanced|Z 7)Y O LT, BRIHEF—ZFEAL LIKEOFMEREZREL &

9o



Advanced

([ ] Aggressive Mode

[] Compress (Support IP Payload Compression Protocol{IPComp))
[ Keep-Alive

AH Hash Algorithm | SHAT | w

[] MetBIOS Broadcast
[] MAT Traverzal

L Dead Peer Detection Interval |15 sec

Extended Authentication
®) |PSec Host
User Mame:
Password:

Ciefault - Local Database

[] Mode Configuration

Save || Cancel |

ATYT2: XY RNID—ORENFBRVEER., [FILYITE—RIFIVIRYIRES
JICUET, SABGERICAN RILOI RRANDIDEVITTFANTRBRTS 20
 RBICHEZRBBREIEVSY., X1 0T1FE<BEYET,

ATYTIPTF—RITLDY A XEEMHT HHE S, [Compress (Support IP Payload

Compression Protocol (IPComp))]F T Y VRY VRZFVICLET, IPComplkIPF—&RY
TLADHA X ZEMI A LHICEATABIPER7ORILTT, XY NDO—ORENEL
AU HEERERY ND—OFZN LU TEABLKARICT—R2EEBLEVEESICEALET

o

AT Y TAVPN RS XL OBBERICT VT A 7OEFCT5BAE, [Keep-Alive]F T v
R HRRAVCLET, BEFETIT 1T AL BAR. T<CEREBERYTE
x7,

AT Y75 BIAANY X —(AHERET 2 BE. [AHN\YZATFLIVXALIFIY IRY Y
AREFAVICLET, AHET—ZORXETICRAZRMHL, FIvIoHLZBLUTTF—20
BEMEERL., IPAYVA—ICREZIRLET, NOoZRILNOTAITRALUTZILO) X LD %
ETY,

- MD5:Message Digest Algorithm-5(MD5)l&. FI Y VG AFEICIDEBEEDHDHEHL ST
— 2 ZRET D128 D 16ER/\Y > 1B ERLE T,

SHAT: EF2F7N\Y2aF7)IdVXLN—2 33 1(SHAN K, MD5&K VY £Z2160E Y N
DN\NYZ1BEHTT,

ATYT6: N—TFTAIRAEBRNTTAY INVPNR RN EBBTEDRDIZTSIC
(&. [NetBIOS Broadcast] 274/ ICLE T, F7FIBMEFTTT, NetBIOSIE, RY KD
—JAQTIEARAVEI—BZBEOXRY ND—DVVY—R%E, —BOVYTITNDITTT
DF—232 Y NIT—=DFXAIN—=T Y RIEEDWindows#gEZ T L THRIET D =HICHE
AEh%xd,



AT Y TTINAT Traversall] F I Y 9RY VAEFICTDE, TTAR—KNLANAS/NT L)
YIOIPFTRLAZFEALTA 2V R—RY NITIOEATEET, NATRS/N—H)LIE. AP
SAFLADTSAR—KNPPZRLAZNTUY IIPPRLAELTRRL, EBEOHDHE
REASTSAR—=KNPF7RLAZZRETDLEHICEAETNET,

AT Y 7°8:[Dead Peer Detection Interval]ZF T Y U L, HelloFx ZIFACKZ EHH BB
BVPNR R OREZFIVILET, COFIVIRYIREFAVICLESEER. BE
ZheloXy t—C OHBEECEERZADLET,

Advanced

[ ] Agagressive Mode

[ ] Compress (Support IP Payload Compression Protocol{IPComp))
[] Keep-Alive

AH Hash Algorithm | SHAT | w

[] MetBIOS Broadcast

[ ] MNAT Traversal

Ciead Peer Detection Interval 15 SEC

([¥] Extended Authentication
®) |PSec Host
lser Mame: user_1

Pascsword:  |eessssessns

Default - Lacal Diatabase

LD Mode Configuration

Save || Cancel |

AT Y 79:;[Extended Authentication]Z2Z > ICL T, VPNEHZEOF 1) 7 1 LR Z &1L
LET. ZHITB A3 RE>Z20)Yy LT, VPNEGORIAZILRLET,

- IPSeciRA N : IPSec R A NI KB ILIREREE, cOAT> 3> ZiBIRL BEE. [User
Name]7 4 — )L RIZIPSec/ R A RO 1—HE, [Password]7 1 —)L RIC/NAD—RZAHLE
9,

CTIVDFNAR TV DFINA AR D HLRFREL <_0)7.|'7/E|/E§TRL7L Bk, Iv
STENAARAZELT—ER—AZRAVTFHAIV) AR SEBRLET, F—EXR—A%E
MEERFEETZHEEE. "EBINEE EV9VYILET,

F:O-DNTF—ER—AZEMR-EHFEITZFEOFMCOVWTE, TRV320/L—%D
A—YBLPRX A EBDRE, ESHL TSEE L,

AT Y 710 : [Mode Configuration]Z AL T, BEN RV ITIAZDIP7 RLA%
EBELET,

¥:ATY79 ~ 11E. NRILVPNOIKEEBGIREF—A T E—RTHEATEET,
ATY 711 [Save]2 V7 UV O LT, REZREFELET,



# o

ZNT, RV32xZU—AVPNL—ZEDF—RNIIAVPNIZE—DISA TV NERET
BZFIEFFFEhELL

CHREBICHETIETAERTR...
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