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ATY 7T1:WebBRI1—T 4 VT 42O 4> L, [Firewall] > [Access Rules|ZiRIRLET., ©
TOBIME, "R—HFHAEET,

Access Rules
IPv4 | IPvE
Access Rules Table ltems 1-50f5 5
Priority Enable Action Senice Sourcelnterface Source Destination Time Day

Allow All Traffic [1] LAN Any Any Always

Deny All Traffic [1] uUsB1 Any Any Always

Deny Al Traffic [1] Usez Any Any Always

Deny All Traffic [1] WAMNA Any Any Always

Deny All Traffic [1] WANZ Any Any Always
Add ‘ Restore to Default Rules | | Senice Management... ‘ D D Page 1 ~ of1 D D

TORAL=MAT—TILICRE. ROBHRIEENET,

. [Priority] : PO EAIL—IOBEEEZRRLET

- [Enable] : 7O EARIL—=IHNBMH EXIMHA ERRLET

- [Action] : PO AN —IAFAELEFEBTEIATVSREEZRLET,

. Service : Y—EANZRA TEZRRLET,

. Sourcelnterface : 7O AL —IFBERAENTVER A EZ—TIA AZRTLET,
- Source : EELT/INA ADIPP RLAZRRLET

- Destination : AT /N1 ADIP7 RLAZRRLET

-Time: 7O EAL—IIHERAENZKEZRRLET

. [Day] : PO A=A EREAE1BEOBICRRENET

Service Management


https://www.cisco.com/c/ja_jp/support/routers/rv320-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
https://www.cisco.com/c/ja_jp/support/routers/rv325-dual-gigabit-wan-vpn-router/model.html#~tab-downloads

ATV FHLWH—ERXZEMTSICE, [P—EAEEB|ZIVYILET, "H—ERAEE
J (Service Management) 7 — 7 R— N BEET,

Service Management Table tems{-50f24 5 ~ perpage
_ Semnvice Mame _ Protocol Port Range
All Traffic TCP&UDP 1-65535
DME UDP 53~53
FTP TCP 21~21
HTTF TCP g0-~80
HTTP Secondary TCP 2080~2080
Add [4][#] Page 1 = ofs DD
| Save || Cancel |

ATV 72 HLLWY—ERZEMTZICE, BmZzIUYILET,

Service Management Table ltems1-50f24 5 ~ perpage

. Senvice Mame Protocol Port Range

All Traffic TCPEUDP  1~65535

DME UDP 53~-53

FTP TCP 21~21

HTTP TCP 80~80

HTTP Secondary TEP 8080~8080

(Database TCP - 520 ~520 )
| "Ada [4][4] Page 1 ~ of5 [2][»]
| Save || Cancel |

ATYVT3:RODT74—)LRERELET,

. [Service Name] : BEHICET VT, Y—EANDBRZILELET

. [Protocol] : #—EAOZ7’ARNIJILTCPE/ZIFUDPZEIRLFT

. [[R—N&EBE(Port Range)] : EHICESVTR—NESOEHEZADLET, R— ESEEH
BR(1 ~ 65536)THBBEN BN ET,

ATY T4[Save]2 V)Y VL TCEBEZREFELET
IPVAD T VAL —ILERTE



Access Rules
| Pt | 1pus |
Access Rules Table
Priarity Enable Action Sernvice Sourcelnterface Source Destination
Allow All Traffic [1] LAN Any Any
Deny All Traffic [1] use1 Any Any
Deny All Traffic [1] sgz Any Any
Deny Al Traffic [1] WANA Any Any
Deny All Traffic [1] WAN2 Any Any
Add ‘ Restore to Default Rules | | Service Management... |

items 1-50f5 5 ~ perpage
Time Day
Always
Always
Always

Always

Always

DD Page 1 ~ of1 DD

ATY71AAd|Z 2 Y oL T, HILWIZOEAI—IZEREL FT, [Edit Access Rules]V 1

2 ROUARRENTT,

Edit Access Rules

Services

Action: W

Senvice: CP&UDPM~65535] -

Log: -

Source Interface:  LAN @ -

Source P ANY *

Destination IP: ANY *

Scheduling

Time: Always -

From: (hh:mm)

To {(hh:mm)

Effective on: Everyday Sun Mon || Tue || Wed || Thu Fri
| Save | | Cancel | | Back |

Sat

ATY 72 [Acton| ROAY T7H IV ARNN SEYBRAT S a2 ZERL,

HELLDSELTVS

L=IOKRZ 74y OEHFARLEREHRLET. 7OERAIL—LE, TETEBZEICEIVTE

YRID=IONDTIEAZFIRLET,

-Allow : IXTORNS 71V O RFALET,
.Deny: IXTOKRZT 71V UZFHRLET,



Edit Access Rules

Services

Action: Allow -

Senvice: All Traffic [TCP&UDPM~G65535] -
All Traffic [TCP&UDPM~65535]

Log: DMS [UDPS3~53]

FTP [TCPIZ1~21]

Source Interface: JHTTP [TCP/B0~80]

HTTF Secondary [TCPE080~3080]
Source P HTTPS [TCPid443~443]

HTTPS Secondary [TCP/B443~3443]
Destination IP: TFTF [UDP/G3~69]

IMAP [TCP/M143~143]

MMNTP [TCPM18~119]

POP3 [TCPM10~110]

_ SHMP [UDPMG1~161]

Scheduling SMTP [TCP/25~25]

TELMET [TCPi23~23]

Time: TELNET Secondary [TCP/8023~8023]
TELNET S5L [TCP/992~992]
From: DHCP [UDP/G7~E7]
L2TP [UDPH701~1701]
To: PPTP [TCPMT23~1723]
IPSec [UDP/G00~500]
Effective on: Ping [ICMP/255~235] A | Thu [ Fri ] Sat
Save Cancel Back

ATV 73 [Senvicel ROY THIVUARNDES, 714N RV T TRUEN DB EH—ER
ZERLET,



Edit Access Rules

Services

Action: Alow -

Service: All Traffic [TCP&LIDPHM ~65535] -
Log: Lng packets matching this rule -

Source Interface:

Source IP:

Destination 1P: AMY -

Scheduling

Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday Sun Mon || Tue || Wed || Thu Fri Sat
| Save | | Cancel | | Back |

ATY Z4Logl RAY T7Z I ARND SHEYNK[Log)A 7> 3V ZBIRLET, logH 7> 3>
. FOBRAIL=—ILNOEBEILCHBETDINT T4y o0OOQ7&8FINA AN RETEIHLESIHERE
LET,

DT IEAL=NIC—BITHOTNTY R =2, BREhEH—ERXZERTSO
TJEREFELET,
- NotLog : L—2RBT7OoEAIL—-ILoOJTZREFELELA,



Edit Access Rules

Services

Action: Alow -

Service: All Traffic [TCP&LIDPM~65535] -
Log: Log packets matching this rule -

Source Interface:  LAM -
Source |P:

Destination 1P:

Scheduling

Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday Sun Mon || Tue | | Wed || Thu Fri Sat
Save Cancel Back

AT Y 75Interfacel ROAY A IV ARD S, BYIBEBRAVEX—T7I/4 AZBRLET,
CODAVER—TIAATR., PUORAIL—IFERENET,

AN 7OHEAL—=ILEELANRS 714V DICOXRFEELET,

-WAN1: FOEAIL—ILEWANTIRS 71V IICOXRTELET,

WAN2: POtEAIL—ILEWAN2RS 714V JICOXEELET,

CAny T ORAL=ILE, FNAADEEDA L EZ—TIAADINTORNTTAYIICE
ZLF7,



Edit Access Rules

Services

Action: Alow -

Senvice: All Traffic [TCP&LUDPH~65535] -
Log: Log packets matching this rule -

Source Interface:  LAM -

Source |P:

Destination IP:

Scheduling

Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday Sun Mon || Tue | | Wed || Thu Fri
Save Cancel Back

Sat

AT Y76 [Source IPIROYZHAIVIARNAS, PUORAIN—IINZERTZENEEETIPR

17 ZERLET,

c[Any] : FINAADZRY RD—DUDOEEDIPT RLAIEZ, IL—IIABRAEIhET,
- [Single] : FINAADZERY RD—T LTEESNIE1DDIPT RLAILZ DK, IL—ILABRE

NET, BEIZ 7 —IILRICBNDIPTRLAZAALET,

. [EBF(Range)] : T/INAM ADXRY ND—U L TIEEENEEHADIPT RLAICO K, IL—ILAH
BRAEIhET, [BEHZBRLEBEAE., SEORIERBOIPTRLAZBETZ 71—l

RIZADTRDHLEN BT,



Edit Access Rules

Services

Action: Allow -

Senice: All Traffic TCP&UDPH~65535] -
Log: Log packets matching this rule -

Source Interface:  LAN -

Source P Range ~ 192.168.1.10 To 1921681100

Destination IP: AN -

Scheduling

Time: Always -

From: (hh:mm)

To: {(hh:mm)

Effective on: Everyday sun Mon || Tue | | Wed | Thi
| Save || Cancel || |

ATYIT7  ERAAEAROY A ICVARNDYS, PRI Z2EBRAITHEVEREIPEA

TEBRLET,

Any  EEOREIPT RLAZIL=INFBERENET,

. Single : =LA BRAENZDEF, BEENEI1DDIPPRLAEEFTY, BETd 71—
RIZCBEWDIPPRLAZAHILET,

. [EiF(Range)] : T/NAM ADRY RNDO—UADEEENLERDIPT RLAIZOK, IL—ILH
HRAEIhET, EEZEBRLLEEEE. EEORNERRBRDIPTRLAZBETISZ 71—

RICADTDHENHYET,
Scheduling
Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday Sun Mon Tue Wed Thu Fri Sat
Save | | Cancel | | |

BAALY—=)N:FT7AI)IKNTE, BEF[Aways]ICRREESNTVWET, 7I7EAL—IIZHBEDE
AELFAMICERATZESE. ATVYTSHSATFYSIMICEAET, BALAVESRE. A



TYT12ICEKZET,

ATY78: ROVIHIVUARNDS[Intervall ZBIRLET, TOERAL—ILNBEREORKRET D
TATTY, PUORAIN-INZERATHHEBEBEANTEIHENF HYET,

Scheduling

Time: Interval -

From: 300 (hh:mm)

To: 700 (hh:mm)

Effective on: W Everyday Sun Mon || Tue || Wed || Thu Fri Sat
Save | | Cancel | | Back |

ATYZOFrom7 1 —I)LRIZ, PUVERAVANOERAZRBIZFHANEADLET, BZOF
R lEhh:mmT T,

ATY 710 [To] 7 1 —ILRIZ, PUVOELAVANZHEHALBVEZRZADLET., BZFOER I
hh:mmT 9,

Scheduling
Time: Interval -
From: 3:00 (hh:mm)
To: 7:00 (hh:mm)
o i _‘
Effective on: (.v" Everyday sun Mon || Tue | | Wed || Thu Fri Sat
y
Save || Cancel || Back |

ATYT7TM : TORAVANZERAIZABEOHOFIVIRY VRZFIZLET,
FIg12: [Save] 20V YV L TEERNRZRELET,

Access Rules
IPv4 \F'VE.
. Access Rules Table items 1-50f6 5 ~
| Priority Enable Action Senice Sourcelnterface Source Destination Time Day
G 1 - V] Allow
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] USB1 Any Any Always
Deny All Traffic [1] usB2 Any Any Always
Deny All Traffic [1] WAN1 Any Any Always
| Add | | Edit | | Delete | | Restore to Default Rules ‘ | Senice Management... | DD Page 1 ~ of2 DD

ATYT13(AT7232 ) F7ALRNDIL—IINZERTRERE. "T7FILROIL—ILICER
1 ZOVYOLET, - FHARELEIXNTOTIVEAIL—IFEDIAET,



IPv6DF 7t AIL—ILEE

Access Rules
P4
Access Rules Table ltems 1-50f5 5 ~ perpage
Priority Enable Action Service Sourcelnterface Source Destination Time Day

Allow All Traffic [1] LAN Any Any Always

Deny All Traffic [1] use1 Any Any Always

Deny All Traffic [1] usez Any Any Always

Deny All Traffic [1] WAN1 Any Any Always

Deny All Traffic [1] WAMN2 Any Any Always
Add ‘ Restore to Default Rules | | Senvice Management... | I:H:‘ Page 1 ~ of1 I:H:‘

ATYT1LIPVEIZR T &2 OUYOLT, IPV6FIOEAIL—IZRELET,

Access Rules
IPv4 || IPv6 |
Access Rules Table ltems 1-50f5 5 ~ perpage
Priority Enable Action Service Sourcelnterface Source Destination Time Day
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] use1 Any Any Always
Deny All Traffic [1] usez Any Any Always
Deny All Traffic [1] WAN1 Any Any Always
Deny All Traffic [1] WAMN2 Any Any Always
| ‘ Restore to Default Rules | | Senvice Management... | I:H:‘ Page 1 ~ of1 I:H:‘

ATY72Add| 22 )Yy oL T, IILWIPVG6T VAL —IILZEMLET, [EditAccess Rules]
T4 RUASRRENET,

Edit Access Rules

Services

Action: W

Semvice; m CP&UDPM~G5535] -
Log: Molog -

Source Interface: LAN -

Source IP [/ Prefix Length: AMNY -

Destination IP / Prefix Length:  ANY -

| Save || Cancel || Back |

AT Y 7 3[Action (P93 ) |ROY THIVYRARD SHERBEATS 3 £BRL, RET
BPREFBDN—NEHFAXLEHRLET, TI/ERL-ILE. BEOY—ERRLET/NA
ANSDORNT T4V OF UL ARHARLRIEEFTDEL LT, XY RT—IADTI£R
EHRLET,

-Allow : IXTORNT T4V O &RFALET,



.Deny: IXTOKRZT 71V IVZFHRLET,

Edit Access Rules

Services

Action:

Semnice:

Log:

Source Interface:

Source IP [ Prefix Length:

Destination IP / Prefix Length:

Allow -

All Traffic [TCP&UDPMA~65535]

All Traffic [TCP&UDPM~65535]
DNS [UDP/53~63]

FTP [TCPi21~21]

HTTP [TCF/30-~80]

HTTP Secondary [TCP/8080~3080]
HTTPS [TCP/443~443]

HTTP:S Secondary [TCP/2443~8443]
TFTP [UDP/G9~69]

IMAP [TCP/143~143]

MMTP [TCPMA19~119]

FOP3 [TCPM10~110]

Save

|| Cancel H_

SMMP [UDPME1~161]
SMTP [TCPi25~25]

TELMET [TCP/23~23]
TELMET Secondary [TCP/E023~8023]
TELMET S5L [TCP/992-992]
DHCP [UDP/&T~67]

L2TP [UDPAT01-1701]
FPTP [TCRMT23~1723]
IPSec [UDP/S00~500]

Fing ICMP/255~255]

data [TCP/520~521]

ATV 74 [Senvicel ROY TH IV UARNDS, 74N RVTTRUXENHRDEINEH—ER

ZIBRLEXT,

E:IXNTORNZ 74V IUZFATBRICRK., 7O 3aVHRAICHKE
ADRAYTHIVI)ARNDS[ITNTORNT T 1Y J[TCP&UDP/1 ~65535]Z BIRLET, D
JARNCE, 7120 BTR2H—EADINTORATHEEATVET,

Edit Access Rules

Services
Action: Alow -
Senvice: All Traffic [TCP&UDP/M~E65535] -
Log: W
INn Log
Source Interface: \Enabled )
Source P / Prefix Length: ANY -
Destination IP / Prefix Length:  AMNY -
| Save | | Cancel | | Back |

ThTVBRHEER. ¥—E

ATY T5[logl ROY FZ I D) ARND 5B E[LoglA 723> ZBIRLET, logA7’>ra>
F. FORBAIL—ILOEBREILCHBETEDRNT 714y o007 &8F/N\NA AN RETIHLEDHZRE



LEY,
- [E%(Enabled)] : BRU I —ERAOOT RS YF T ZIIN—EHARETEDLSICLET

- [T LU(NotLog)] : AT RNZYF 2 V2T T2 LHICI—RE2EMILEXT,

Edit Access Rules

Sernvices

Action:
Senvice:

Log:

Allow -
All Traffic [TCP&UDPH~65535]

Enabled -

Source Interface:

Source IP [/ Prefix Length:

Diestination IP / Prefix Length:

| Save || Cancel || Back |

AT Y 76[nterfacel ROAY 77XV UARNZOD)YOL, BYBEERA > X—T7 T4 A%ZER
LET, COAVE—TIAATR, TOERAIL-IFERAEIET,

<LAN : PTOEAIL—ILNBELANRZ 7 1Y JICOHEELET,

-WAN1: 7OEAIL—ILEWANIRZ T4V DICOHTELET,

-WAN2 : 7OEAIL—=ILBEWAN2RZ 714V JICOHTFELET,

ANy TOEAL=IILE, FNAADEBEDAVE—TIALADINTORNT T 1Y IICE
2LF7.

Edit Access Rules

Source P / Prefix Length:

Destination IP / Prefix Lenagth:

Services

Action: Allow -

Senvice: All Traffic [TCPEUDP/M~B5535]
Log: Enabled -

Source Interface: LAN -

| Save || Cancel ||

AT Y 7T:[Source IP/Prefix Length) ROY 7ROV UARNAS, PORAIL—IANBRAENDE

URBEETIPRA T EERLET,




ANY : FNAADZRY RD—=ORSREENENTY MCE, L—IILFBRAEIET,

Edit Access Rules
Services
Action: Allow =
Service: All Traffic [TCP&LUDP/M1~65535] -
Log: Enabled -
Source Interface: LAM -
Source IP / Prefix Length: (Single - 2607:f0d0:1002:51::4
Destination IP / Prefix Length:  ANY -
| Save || Cancel || Back |

- [Single] : FNAADERY RD—UVATHEEENLZI1DDIPT RLAICOA, IL—IFERE
hET, BHET7 A —)LRICENDIPV6T7 RLAZABLET,

Edit Access Rules
Services
Action: Allow -
Sernvice: All Traffic [TCP&UDPM~65535]
Log: Enabled -
Source Interface: LAN -
Source P/ Prefix Lenagth: (Subnet - 2607-f0d0:1002:51::4 45
Destination IP / Prefix Length:  ANY -
| Save || Cancel || Back |

HTRYN  HTRYRNDIPPRLAICODHK, =D BREIhET, BiETD 71— KR
2, IPV6RY RD—OF RLAEBHNOYTZYRNDTLT71O9ARZANLE T,




Edit Access Rules

Services

Action: Allow -

Service: All Traffic [TCP&LUDPH~65535] -

Log: Enabled -

Source Interface: LAN -

Source [P/ Prefix Length: Subnet - 2607-f0d0:1002:51::4 I E

Destination IP / Prefix Length:  ANY

| Save || Cancel |

AT Y 7'8:[Destination IP / Prefix Lengthl ROY 7# VU ARAS, PORAIL—IAERE L
DHEVBEEIPRATZBIRLET,

cAny  FEOEEIPT RLACIL—IILFBRAEINET,

. [Single] : FNAADZRY RD—DU ETHEEENE1IDODIPPRLAICOH&, L= ERE
nNEJI, BHOIPV6 T RLAZASZLET,

HTRYRN  HTRYRNDIPTRLAICOHK, =N ERENET, BiEITD 71— R
2. IPV6RY RDT—OF7 RLAEBHOYTRY NOTLT7 A VAREZEADLET,

ATY79[Savel2 VY UL, BEEEEMICLET,
cHRRECHETIETFHEZERR...

SAROADEDRMDT IV _HILN—VERFEIRICE, ccZ2OVYOLTLEZWY
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