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C2G(ITAT RS T—RTIA )k, NAT-TAZ I UNBEETDTS—RNIIA(ED
RENR—TZMFEAL T, TheGreenBowV 54 7 N TRRES NE T, TheGreenBowldk, 5T
2ICEFITBAMN—NCEIKIVE—T A4 AEF1UTFAVIRNIITORBIZIER
ZEBEVEYTRNIITTY, TheGreenBowldk, JE—KRT7OVEARZZV7IIZL, UE—
NI—HYHABEXYNI—DICELICTIEATERLSICTRIVRX—TS4 A+
TAVTRNIITERARLEL

CORFIXPNTIE, RV0O16, RV042, RV042G, B KLU'RV082 VPNIL—AR T
GreenbowV 7 NI 7% ERAL TIPSec VPN C2G%Z R ETH AZEICODVTEHBALET,

BAABELET/INA A
- RVO016
- RV042
- RV042G
- RV082

[Software Version]
- v4.2.1.02
C2GHB L V'GreenBowY 7 NI I 7 MERE

AT ¥ 7" 1 : Router Configuration Utilityl_ 44 > L T, VPN > Gateway to Gateway® &
CBRLET., "T—RNIIADST—RIIANIR=DHIBEXT,



Gateway To Gateway

Add a New Tunnel

Tunnel Ma. 2

Tunnel Mame :

Interface - WANT B

Enable :

Local Group Setup

Local Security Gateway Type : IP Only E|
IP Address : 0.0.0.0

Local Security Group Type : Subnet E|

IP Address : 192.168.1.0

Subnet Mask : 28R 205 2550

Local Group SetupmEiEETFICAVO—ILLET,

Local Group Setup

Local Security Gateway Type : IP Only i
IP Address : 59.105.113.180

Local Security Group Type : Subnet w

IP Address : 192.168.1.0

Submet Mask : 255.255.255.0

AT Y 7 2 : Local Security Gateway Type RO Y 7H IV ) ARASIPOnlyZEBIRLET

o

AT Y 7 3 : Local Security Group Type ROAY 77H 1) AN A SSubnetZ#IRL £7,

ATY7 4:IPAddress7 1 —J)LRIZ, L—ZDIPFRLAZAALET,



ATY 7 5:SubnetMask7 1 —J)LRIZ, L—ZDOHTZY NIRIZAILET,

FIEG6: FICAZO—ILL T, R—Z MORemote Group SetupfBIFICBEIL £,

Remote Group Setup

Remote Secunty Gateway Type : IP Only

IP Address e |2 59.105.113.148
Remote Securty Group Type : P w
IP Address : 192 168.2 101

F)E 7 : Remote Security Gateway Type ROY A2 ARNSIP OnlyZiEIRL £,

AT Y 7 8 : Remote Security Gateway IP Address Type RO Y A I ARNAS, IP
Address X 1 7 ZBIRL £,

ATY 7 9:IPAddress7 41 =)L RIZ, UE—KRIL—ZOWANIP7 RLRAZAHILET,
AT Y 710 : Remote Security Group Type RO Y 7ZIJ ) ARNDSIPEREIRL F T,

ATY 7 1P Address7 1 =)L RIZ, L—RDIPVAT7 RLAZADLET,



IPSec Setup

Keying Mode IKE with Preshared key -
FPhase 1 DH Group : Group 1 - 768 bit hd
Phase 1 Encryption : DES= -
FPhase 1 Authentication : MD5 -
Phase 1 3A Life Time : 28800 saconds
Perfect Forward Secrecy : o

Phase 2 DH Group Group 1- 768 bit -
Phase 2 Encryption : DES -
Phase 2 Authentication : MD35 -
Phase 2 SA Life Time : 2600 seconds

Preshared Key :
Minimum Preshared Key Complexity : J| Enahble

Preshared Key Strength Meter :

Advanced +

AT Y 7 12Keying Mode RAY 7A 7> 1) A N A SIKE with Preshared keyZiZIR L £ 7,

AT Y 7 13Phase 1 DH Group RO Y 777> 1) A N A 5Group 1- 768 bitZ#IRL £,

AT Y 7 14 : Phase 1 Encryption RAY 77X UV 1) ANH SDESZEIRL T,

AT Y 7 15 : Phase 1 Authentication ROY AU ARNASMD5ZIEIRL T,

AT Y 7 16 : Phase 1 SA Life Time7 1 —)L RIZ, 28800 & AHDLET,

AT Y 7 17 : Phase 2 DH Group RO Y 7D 1) A KA 5 Group 1- 768 bitZiBIRL £ 9,



AT Y 7 18 : Phase 2 Encryption RAY 7H UV I) ANH SDESZERL T,

AT Y 719 : Phase 2 Authenticaton RO Y A U ARNA SMD5ZEIRL £,

AT Y 7 20 : Phase 2 SA Life Time7 1 =)L RIZ, 3600 &E A DL ET,

AT Y7 21 :Preshared Key7 1 — )L RIZ, BFEXPXFZFOEEDOHAEDLEZALLET,
CDFEF 71234678, T,

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))
Keep-Alive

AH Hash Algorithm | KDS  +

LIS IS 1 ]

MetBIOS Broadcast

(<]

MNAT Traversal

-

Dead Peer Detection Interval 10 seconds

ATY 7 22 : Advanced +&2 0 )Y O LET, AdvancedR—IHNBHEET,

ATY 7 23 :NAT TraversalF I Y 9RY DRAICFITYIOI—I%FHFET,

ATFY 7 24 Q2 1—2TIPSec VPN Client GreenbowV 7 R I 7 #R£EBL £ T,



" ITheGreenHow YPN Client

EE Cornechons |r'i:-H|:bt-b|.ﬂ|.r'¢l' ﬂ
= & oot Remocte Gabeway |59.105.112 180
- E aberwayl
= Tonesll & Prad IH-H' | --------
Cerdier | --------
™ Centiicate : |
IKE
Ercyption  [DES -] F1 Advanced.. ]
Autherticalion  (MD5 Ea
Koy Gioup |DH1(768] =]
Save & Apply |
0 VPN ready Tunrel @

AT Y 7 25: Remote Gateway7 1 —J)L RIZ, UE—KIL—XOWANIP7 RLAZASLL
7,

pp— (Pl Advonced.. |
. : DES = F1 Advanced, |

Augharfcabon | MDS -
Loy Gioup  |DH1 [7B5) -




ATV T 26 :

o

P1 Advanced’RZ>%&201) Y O LE T, Phasel AdvancedR—I HFBHEXRT

S Theaifpps =B TBME F~1loas

Fhiisel Advaneed

.E'U'F'hlm—lﬂn-lﬁ

™ MeAuth Pogup Logn | P
[~ Hybrid Mode Pasiwend |
Local amd Remobe 1D
Choose the type of ID;  Se the value for the 1D ped... |
Local i [IP Address B R EERLCARERTT
Remote 1D [IP Addess =] (59105112180

[ Ok ]| Coel | o |

ATFY T 27 :

ATV T 28:

ATV T 29:

ATY730:

ATV 7 31

NAT-TROY A7 1) AKND SForcedZiBIRL £,

Local ID and Remote IDROY A0 1) A N TIP AddressZ&IRL £ 9,

Local ID7 1 =)L RIZ, LI—ZDODWANIP7 RLAZABDLET,

Remote ID7 4 —JLRIZC, UE—KI—FZDOWANIP7 RLAZAALZET,

' [OK] 20y OLET,



" TheGreenBow TPH Client

Fle YFN Configuration ¥ew Jook 7

5 Conus Phase2 (IPSec Config

& Paameters Mame |Tunrell
€2 Cormmction: VPN Clert addiess | 192 . 168 . 2 . 100
= &= Root Addiess ype | Subnet addiess -
= &2 Gatewnyl
SubnetMask | 265 255 . 255 . 0
ESP
Autherbication | MD5 | Scripts
Mode | Tuneel =
¥ PFS  Gow [DH17E8) x| Open Turnel |
Save & Apple I
= |VPH ready Tunel B

ATY 7 32 : TunnelZ 21 Y LT, Phase2® R EZITVET,

ATY7 33 :VPNClient7 RLAZ 4 —=J)LRIC, L—ZDIPvAT RLAZABL KT,

AT Y 7 34 : Address type RO Y 77XV 1) A N A 5 Subnet address Zi#IRL £9 .

AT Y 7 35: Remote LAN address 7 1 =)L RIZ, UE—RNIL—ZOLANZ RLAZADL
£7,

AT Y7 36 :SubnetMask7 1 —J)LRIC, UE—RIL—FDOHTZRYRKNIARATEANLE
9o

AT Y 7°37:Save and Apply2 VY I LET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



