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TOEAIL—IDERE

AT ¥ 7 1 : Router Configuration UtilityZ A L T, WizardZ#IRL £F, WizardR— A"
HEET,

Wizard
Basic Setup

Launch "Basic Setup” Wizard : To help you quickly setup the router to access internet, you may launch the Basic setup wizard.

Access Rule Setup

Launch "Access Rule Setup” Wizard : To help you easily setup the security policy for router, you may launch the Access Rule setup wizard.

Launch Mow|

AT Y 7 2 : Access Rule Setuptz 92 3> MLaunch NowZ 2 1) Y 2 L T, Access Rule
Installation WizardZf&8ELETo cOR—I TR, L—Z2OTF7IEAIL—ILEFTAIE
IL=ILICDOWTEHBELET, Welcome to the Access Rules Installation Wizard™J 4 > R A"
MEET,




Welcome to the Access Rules Installation Wizard

Metwaork Access Rules evaluate network traffic’s Source IP address, Destination IP address,
and IP protocol type to decide if the IP traffic is allowed to pass through the firewall. Custom
rules take precedence, and may averride RV042G"s default stateful packet inspection.

The ability to define Metwork Access Rules is a very powerful tool. Using custom rules, itis
possible to disable all firewall protection or block all access to the Internet. Use extreme
caution when creating ar deleting Metwork Access Rules.

RWV0423 has the following default rules -

* All traffic from the LAM to the WAN is allowed.
- All traffic from the WAR to the LAMN is denied.
 All traffic from the LAM to the DMZ is allowed.
- All traffic from the OMZ to the LAM is denied.
 All traffic from the WaAMN to the DMZ is allowed.
- All traffic from the DMZ to the WARN is allowed.

Zustom rules can be created to override the BV042G default rules.

Back I et Zancel

ATY 7 3:NextZ22 )Y OLTHEY NTY T Z25HTLET,




Select the Action.

Select Allow or Deny depending on the intent of the rule. For example, to configure the Raouter
Log to allow all FTP traffic access from the LAM to the Internet. Thus select Allow. Or, to restrict all
FTP fraffic access from the LAM to the Internet. Thus select Deny.
Source Interface

action: | | Allow | v
Source P

Allow
Destination IP
Schedule
Summary
Finish

Back R [=¥as Cancel

ATY 7 4: ActionROY 7RI UARNDYSBYBRATSaVREEBIRL T,
LAN/WANA S A4 2 Z—FY RADFTPRNZ 74 v O BFAEEEHIRLET,

Allow : IXTOFTPRZ 7 4 Y JHFLANWANA S A2 Z—FY NCTIVEATD L
ZHFALET,

Deny:.LAN/WANA' S A 2V B —FY NZFT IV EATBDINTOFTPRS 714 Y U &ZFHIRL
£7,

ATYT5: NextZ#I )Y OLTEY RTYTEFHEITLET,



v Action Select the Service.

m Selectthe service that will be allowed or denied from the Service menu.

Log F. N
Service: All Traffic [TCP&LUDPM~65535] [w

. .
R All Traffic [TCP&UDP/1~65535] =
S DNS [UDP/53~53]

FTP [TCRI21~21]
Destination IP HTTP [TCP/a0~80]

HTTF Secondary [TCPE080~8080]
Schedule HTTPS [TCPid43~443]

: HTTF3 Secondary [TCP/3443~8443]

Summary TFTP [UDP/69~69]
Finish IMARP [TCPM43~143]

MMTF [TCF/MA18~119]

FOP3 [TCFA10~110]

SHNMP [LUDPHG1~161]

SMTP [TCP/25~25]

TELMWET [TCP{23~23]

TELMET Secondary [TCP/B023~8023]
TELMET S5L [TCR/992~882]

DHCP [UDPIET~67]

L2TF [UDPATO1~1701]

FPTP [TCPHATZ23~1723]

IPSec [lUDPMS00~500] o

Back I et Cancel

FIEG : Service ROAY TAIVARNDS, FUFERFIERTHIHEN H2EN Y —E
AZBERLET,

FIE7: Next22UYOLTEY N7 YT &2EITLET,



v Action Select the Log.

" Serivce

Source Interface

You can select Log packets match this rule or Not log.

Log: Lag packets match this rule :v1

Log packets match this rule
Source IP Mot log

Destination IP
Schedule
Summary

Finish

Back M et Cancel

ATY 78 :LogROY TR IV VARNDSE BLogA 723 &BIRLET,

- AINTY R ZOTORAIL-NLVCE-EHTS  L—2H, BR&EhiY—EA0OY
RZYFUTZRETEDLSICLET,

NotLog : L—RAFOTVDEHZRGETERVRSICLET,

ATYT 9 [Next] ZUYOLTRICEARET,



+ Action Select the Source Interface.
' Serivce . o

Select the source, either WARN, LAM, DMZ or Any from the Source Interface menu. For example,
v Log allow all FTP traffic access from the LAN to the Internet. Thus selectthe LAN as source.

Interface:

Back R [=¥a Cancel

AT Y F10:nterface ROY X I AR SBYBREERA > EF—T7 I A AZEIRLE
9,

LAN : EERA 2V R—T7 IAARO—AINIVTRY RDTD—0TT. 7ORAIL-ILE
LANKRZ 74V T ICOKELELET,

WAN1: EEXA >V R—T7 IAAEDA RIVTRY ND—01TY, 77tAIL—)
BWANIRS 7 14v OEFICHELET,

WAN2 : IAERA >V B—T7 T4 ARRTDA RIVT XY NT—92TF, TOEAIL—)
FEWAN2RZ 714V DICOXREELET,

ANy CEERAVE—TIAALLRK, FEORY ND—JZEETEXRT. 7TU/LAL
—ILiE, INTORZTAYIICRKELRY,

AFY 7T 1M[Next] 22U Y I L TRICERET,



" Action
" Serivce
v Log

+ Source Interface

Select the Source IP type and enter the IP address.

For example, allow all users an LAM side fo access the Internet. Thus select Any. Allow certain
uzer(s) on LAM side to access the Internet. Thus select Single or Range and enter the IP
address.

ATY 7 12Source IPROYZHIVVARNAES, TUORAIN-IINZERTZEEEET
IP7 RLAXRLEZFIP7 RLADEHZRRL KT,

Any : FEDIP7 RLAZFODEEQI—HYHF A2 EX—FRY NITIEATERT,

Single: 1 D2DIP7 RLAZFEIADLI—FEGHFA 2 RX—FXY NITIOEATEERT,
SingleZBRL 1258, BWEDIPF RLAZANTIHBEN HYET,

- EREIPTRLAGEHEZF DI—HEFFr MV EZ2—XYNITIELATEFRT,
RangeZ BN L 1258k, RBIPT RLAEKRTIPPRLAZANTIBENHYVET,

ATY 713 TFICAZO0—-)LLTNextZ22 v oL, Y NT Y72 HETLET,

+ Action

v Serivce

v Log

+ Zource Interface

" Source IP

Select the Destination IP type and enter the |P address.

Select the destination, either Any, Single or Range * from the Destination IP pull-down menu.
Far example, allows Internet can access the DMZ port, thus select Single or Range and enter
the IP address of DMZ port.

AT Y7 14 : Destination IPROY 77X I UARNDE S, FORAIL—IISEYZEEELIPT
RLAFELERIPZ RLADEHZRBIRLET,

Any : BBREAZVE—T I A AREEDIPT RLAZFHOCENTEET,




© Single : BEAX—TIA ARG, BEDE-IPTRLAILTDZENTERT,
SingleZBRUL 2358, BEDE—IPTRLAZANTIXEN HYET,

Range : BEA 2 RX—T7 I AR, BREDHFMOESDIPT RLAICTDCEHNTER
¥, RangeZBRL 3BEE. BRBIPT RLAEKRTIPTRLAZANTIRBEN HV &
ER

ATYZ715: FICA2O0—)LTNext2 7YY UL, EY N7 YT ZHEITLET,

v Action When it works
' Serivce
Selectthe scheduling for this rule to be enforced.
v Log ~
r'. Always:
' Source Interface Select Always from the Apply this rule menu if the rule is always in effect.
« Source IP ) Interval:
Select Interval to define the specific time and day of week range for this rule to be
" Destination P enforced.
. A

ATYZ 16 BYBATZAVREVEZIVYIOLT, L—BETIOAL-ILNZEARY
P ZBRLET,

- Aways : TV ERAL—IIBECIL—RCERAEAET, COFT>a2zBRIBZEE
. ATY TR S ATYTI9RTZAF YT LTLKEE V., 7 # ) M EAwaysTT,

Interval : 77 EAI =i, RETQEBEICISUTEENREE TERAEhET,
COAT A ERBIRLEBER. 7oA 2 BRI >HEBREALDTIHREN
HYET,



¥ Action Enter the Scheduling
' Seri

g Time Setting
v Log Enter the time of day (in 24-hour format) to begin and end enforcement.
v Source Interface

From: (03:10 (hh:mm) To:  [10:10 (hh:mmy}

v Source IP
v [Destination P

Summary Enterthe day of week to begin and end enfarcement.

Finish L] Everyday [ Sun Man Tue [ wed [ Thu Fri [ sat

ATV TOERAVARNDODAT D 12— ) %2 BRI 2HBEZZFrom7 1 —J)L RICAD
LET. BHOFKXIEhh: mmTT,

ATYT18: FTUORAVARNDAT D 1 =) 2 BRAIZEBEEEEE] 71 —IILRICADLE
9, BZROEKXEhh: mmTT,

ATYT19: FTORAVARNDATD 1— )2 BRAT3HEE. BEOFIVIRY IR
Z2AICLET,

ATY720: TICAZO0—-)LLTNext22 UYL, EY RTYTEZHITLET. 7O
A= OFMEBRESCHY V-1 RINSHEET,

v Action Summary
' Serivce
Action: Allow
v Log
Service: All Traffic [TCP&UDPM~65535]
+ Source Interface
J i e Loa: Log packets match this rule
v Destination IP Source Interface: LAN
v Schedule Source |P; Any
Destination IP:  Any

Lol Schedule: From 03:10to 10:10, Mon , Tue , Fri




ATY7 21 TICAZ20-)L, Installz VY OLTEYRTYTZAVARN—ILET

o

ATV 22 : 0K D)Y O LTHREEZREL, VA Y—RR=JICRYET,
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