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#Powershell Cisco IMCTJava KVMZREITH ATV TN :

ScimcIP = "XX.XX.XX.XX"
ScimcUsername = "admin"
ScimcPassword = "password"
[System.Net.ServicePointManager] : :ServerCertificateValidationCallback = {$Strue}
[Net.ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]::Tlsl2
$Auth = @{uri = "https://$cimcIP/nuova";

Method = 'POST';

Body = "<aaalLogin inName='$cimcUsername'
inPassword="'S$cimcPassword'></aaalLogin>";
}
[xml] SAuthXML = Invoke-WebRequest @Auth -UseBasicParsing $AuthCookie =
SAUthXML.aaaLogin.outCookie $GetComputeAuthTokens = @{uri = "https://$cimcIP/nuova";
Method = 'POST';
Body = "<aaaGetComputeAuthTokens cookie='S$SAuthCookie'/>";
}
[xml] $GetComputeAuthTokensXML = Invoke-WebRequest @GetComputeAuthTokens -UseBasicParsing
SToken = $GetComputeAuthTokensXML.aaaGetComputeAuthTokens.outTokens -replace ",", "&tkn2="
SKVMurl = "https://$cimcIP/kvm.jnlp?cimcAddr=$cimcIP&cimcName=KVM&tknl=$Token"
javaws "https://S$cimcIP/kvm.jnlp?cimcAddr=$cimcIP&cimcName=KVM&tknl=$Token"
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C-Series-III# scope cimc
C-Series-III /cimc# scope firmware
C-Series-III /cimc/firmware# update tftpl72.16.10.29 /cimc.bin

Format :- update protocol IP /Path/Filename

ATY T4 RIC, OX> R#Show detailzEFERAL T, 7Y 7L —RAT—RXAZRBLET,

C-Series-III /cimc/firmware # show detail

Firmware Image Information:
Update Stage: DOWNLOAD <<<<<<<<<<<<<========

Update Progress: 5 <<<<<<<LK<<K<< —=========
Current FW Version: 2.0 (13n)<<<<<<<<<<<<<===============

FW Image 1 Version: 4.0 (2h) <<<<<<<<<<<<<===============

FW Image 1 State: BACKUP INACTIVATED

FW Image 2 Version: 2.0(13n)

FW Image 2 State: RUNNING ACTIVATED

Boot-loader Version: 2.0(13n).36

Secure Boot: ENABLED

ATYT5: A0 O0—RATETULES, #showdetail X REZEBEETLE T,

C-Series-III /cimc/firmware # show detail

Firmware Image Information:

Update Stage: NONE <<<<<<<<<<<<<===============
Update Progress: 100 <<<<<<<L<L<L<L<L<L<===============
Current FW Version:

FW Image 1 Version: 3.0(3f) <<<<<<<<<<<<<=============== (This is the new image which is added
by the TFTP server)

FW Image 1 State: BACKUP INACTIVATED

FW Image 2 Version: 2.0(13n)

FW Image 2 State: RUNNING ACTIVATED

Boot-loader Version: 2.0(13n) .36

Secure Boot: ENABLED

AT Y76 Tactivate; EAHDULET,

C-Series-III /cimc/firmware # activate
This operation activates firmware 2 and reboot the BMC.
Continue?[y|N] Y

ATYTT: 2T, Y—NHAUT—h&Eh, s5RICEENERENET, ALV REFER
LT, PY7IL—REHBTEET,

C-Series-III /cimc/firmware # show detail
Firmware Image Information:

Update Stage: NONE

Update Progress: 100

Current FW Version: 3.0(3f) <<<<<<<<<<<<<=============== (Firmware got update from 2.0(13n) to
3.0(3f).

FW Image 1 Version: 3.0(3f)

FW Image 1 State: RUNNING ACTIVATED

FW Image 2 Version: 2.0(13n)

FW Image 2 State: BACKUP INACTIVATED
Boot-loader Version: 3.0(3f) .36

Secure Boot: ENABLED

C-Series-III /cimc/firmware #
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