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VTERBRELET, COREICKY, ABANDAZ—FXYN KRS TA4VIICRLTR=-KNT
RLAZH (PAT ) ZITDCENTEET,

> NZII Y4 MO PIX Firewall TRIEDEREZITSICE., TARAZ—FY K VPNona
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COETE, CORFIXYNTHATIHENREICLAEZRERERHEL KT,

ECOEVDIAVTHEAEATVSIONY ROFMZFANXSICIE,. Command Lookup Tool ( &
BRI-TER) ZEALTLEZL,
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VPN#tshow run Bui | ding configuration... Current
configuration : 2170 bytes ! version 12.4 service
ti mestanps debug datetime nsec service tinestanps |og
dateti me msec no service password-encryption ! hostnane
VPN ! boot-start-nmarker boot-end-marker ! ! I--- Enable
aut hentication, authorization and accounting (AAA) !---
for user authentication and group authorization. aaa
newnmodel ! !--- In order to enable Xauth for user

aut hentication, !--- enable the aaa authentication
conmands. aaa authentication |ogin userauthen local !---
In order to enable group authorization, enable !'--- the
aaa aut horization conmands. aaa authorization network
groupaut hor local ! aaa session-id conmmon ! resource
policy ! ! I--- For local authentication of the |Psec
user, !--- create the user with a password. usernane
user password O cisco! ! I 1--- Create an Internet
Security Association and !--- Key Managenent Protoco

(1 SAKMP) policy for Phase 1 negotiations. crypto isaknp
policy 3 encr 3des authentication pre-share group 2 !---
Create a group that is used to specify the !'--- WNS and
DNS server addresses to the VPN Client, !--- along with
the pre-shared key for authentication. crypto isaknp
client configuration group vpnclient key ciscol23 dns
10. 10. 10. 10 wi ns 10. 10. 10. 20 donai n ci sco. com poo

ippool ! !--- Create the Phase 2 Policy for actual data
encryption. crypto ipsec transformset nyset esp-3des
esp-nd5-hmac ! !--- Create a dynamic map and apply !---

the transformset that was created earlier. crypto
dynam c-map dynmap 10 set transformset nyset reverse-
route ! !--- Create the actual crypto map, !--- and
apply the AAA lists that were created earlier. crypto
map clientnmap client authentication |ist userauthen
crypto map clientmap i saknp authorization |ist
groupaut hor crypto map clientrmap client configuration
address respond crypto map clientmap 10 i psec-i saknp

dynamic dynmap ! ! I I I--- Create the | oopback
interface for the VPN user traffic . interface LoopbackO
ip address 10.11.0.1 255.255.255.0 ip nat inside ip
virtual -reassenbly ! interface Ethernet0/0 ip address

10. 10. 10.1 255.255.255.0 hal f-duplex ip nat inside !---
Apply the crypto map on the interface. interface
FastEthernet1/0 ip address 172.16.1.1 255.255.255.0 ip
nat outside ip virtual-reassenbly ip policy route-nap
VPN-C i ent duplex auto speed auto crypto map clientnap !
interface Serial2/0 no ip address ! interface Serial2/1
no i p address shutdown ! interface Serial2/2 no ip
address shutdown ! interface Serial2/3 no ip address
shutdown !--- Create a pool of addresses to be !---
assigned to the VPN Cients. ! ip local pool ippoo
192.168.1.1 192.168.1.2 ip http server no ip http
secure-server ! ip route 10.0.0.0 255.255.255.0
172.16.1.2 '--- Enabl es Network Address Transl ation
(NAT) !--- of the inside source address that natches
access list 101 !--- and gets PATed with the
Fast Et hernet | P address. ip nat inside source list 101
interface FastEthernet1/0 overload ! !--- The access
list is used to specify which traffic is to be
translated for the !'--- outside Internet. access-list
101 permit ip any any !--- Interesting traffic used for
policy route. access-list 144 permt ip 192.168.1.0
0.0.0.255 any !--- Configures the route map to match the




interesting traffic (access list 144) !--- and routes
the traffic to next hop address 10.11.0.2. ! route-nap
VPN-Client permit 10 match ip address 144 set ip next-
hop 10.11.0.2 ! ! control-plane ! line con O line aux O
line vty 0 4! end

VPN Client 4.8 D58 E

VPN Client4.8 ZRETBICIF. XROFIEZERITLET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZ#IRL £,
2.[New] 22 1)v 2L T, [Create New VPN Connection Entry] "7 12 I\"D’Elaaﬁ%‘-f E B

# status: Disconnected | ¥YPN Client - Yersion 4.8.01.0300 E Aﬂjﬂ
Connection Entries _Status Certificates Log Options Help
ol £ = _ 5 a Cisco Svsvems
Connect M ew Impioet bl cuckify Delate :
Connection Entries | Cerificates | Log I
Connection Entme ° Huost Transport

4 | 2
| Mok connacted. |

3. HiBA & —#&(C Connection Entry D& BIZ AL, [Host] ARY U AIC)L—R O Outside IP 7
RLAZAALT, VPNIIL—TODBBMENAT—READLET, [Save] 20UV UL



# ¥PN Client | Properties for "vpn™ El

Connection Entry: [

Description: | vphclient

Host: |172.16.1.1

Authentication ITranspDrt Backup Servers | Dial-p I

f* Group Authentication 7 Mutual Group Authentication
M arne: wphclient
Pazzword: B

HEHMEENEE

Canfirmn Password:

™ Certificate Authentication

N amme: I ;I

[T Send C& Certificate Chair

S Eraze [lzer F'asswnru:ll Save Cancel
A ERITFEHEI)VYIL, VPNClent DXA> 74> RN S [Connect] 27 JY UL

£9,

# status: Disconnected | YPN Client - Version 4.8.01.0300 = i I:II_EI

Connection Entries  Status  Certificates Log Opbions Help

o, = £:2 = ﬁ Cisto Srstins |
Correct Mew [ gt I aclify Dalete -
Cornection Enlries Itutificatez. | Log I

Trarsport
IPSec/UDP

Connection Enky

172.16.1.1

4|

5. 84 FOT RY VAN RRENES, Xauth DI—HRBENAT—RIBEHREREA DL, [OK]
BOVYIOLTVE—NZXYRNDT—DICEHELET,



# ¥PNClient | User Authentication for “¥pn™ x|

The zerver has requested the following information bo complete the user
authentication,

Cisco SYSTEMS  |nrame:

LIzl

. Password: [

Ok Cancel

6. VPN Client A" RY 4 DI —RIZEHENET,

Conneckion Entries  Status  Certificates Log  Options  Help

Dizconnect Few Imgort b oy Delete
Caonnectian Entries IEertiic:ates | Log I

# status: Connected | YPN Client - Yersion 4.8.01,0300 =10] x|

é‘ ;@ = ~
{ﬁ ﬁl 5 B4 Cisco Svsrems

Tranzport

Connection Entry

: 2 " "1"_1"

1721611

~ IPSec/UDP

=}

E;:Eﬂed to "v:"b Connected Time: 0 day(s), 00:01.36

K.

7. Status > Statistics D JEIZ;EIRL T. VPN Client O M ZILFEHEHREZHEELET,



# ¥PN Client | Statistics x|

Tunnel Details: IFI::.ute D etails I Firewall |

e e e i

Address Information Connection Information

Clignt; 192.168.1.2 E ntry: aly

Server 1721611 Tirne: 0 day[=). 00:01.43
Bytes Crypto

Recerved: 2016 E ncryption: 163-bit 3-DES

Sent: 137 By thentication: HMALC-MD5
Packets Tranzport

Encrypted: 71 Tranzparent Tunneling:Inactive

Decrypted: 36 Local LAM: Dizabled

Dizcarded: 21 Comprezsion: Hone

Bypazzed: 37

Reszet |
Cloze I

j 7

cOtv2a Tk, BRENERCEBELTVWRAESH ZBRFIIBRICKRIOBERERLTL
£9,

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) T, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show X REIDOBEMZERRTEET,

- show crypto isakmpsa : E7DRED IKE ¥ 1UFT4 PYSI—>32 (SA) ITNT%E

13_%73[/?3'0 VPN#show crypto i psec sa interface: FastEthernetl/0 Crypto nmap tag: clientmap,
| ocal addr 172.16.1.1 protected vrf: (none) local ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0) renote ident (addr/nmask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer 10.0.0.2 port 500 PERM T, flags={} #pkts encaps: 270, #pkts encrypt: 270, #pkts
di gest: 270 #pkts decaps: 270, #pkts decrypt: 270, #pkts verify: 270 #pkts conpressed: O,
#pkts deconpressed: 0 #pkts not conpressed: 0, #pkts conpr. failed: O #pkts not
deconpressed: 0, #pkts deconpress failed: O #send errors 0, #recv errors 0 |local crypto
endpt.: 172.16.1.1, renote crypto endpt.: 10.0.0.2 path ntu 1500, ip ntu 1500, ip ntu idb
Fast Et hernet 1/ 0 current outbound spi: OxEF7C20EA(4017889514) inbound esp sas: spi:
Ox17EOCBEC(400608236) transform esp-3des esp-nd5-hmac , in use settings ={Tunnel, } conn
id: 2001, flow.id: SW1, crypto map: clientmap sa timng: remaining key lifetine (k/sec):
(4530341/3288) |1V size: 8 bytes replay detection support: Y Status: ACTIVE i nbound ah sas:
i nbound pcp sas: outbound esp sas: spi: OxEF7C20EA(4017889514) transform esp-3des esp-nd5-
hmac , in use settings ={Tunnel, } conn id: 2002, flow.id: SW2, crypto map: clientnmap sa
timng: remaining key lifetime (k/sec): (4530354/3287) |V size: 8 bytes replay detection
support: Y Status: ACTIVE outbound ah sas: outbound pcp sas:

. show crypto ipsecsa : BED SAHFFEAL TWVWBEREEZRTLE T, VPNEshow crypto i saknp
sa dst src state conn-id slot status 172.16.1.1 10.0.0.2 QVL.IDLE 15 0 ACTIVE

ST aA-—F142T
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Output Interpreter Tool (OIT ) (BRI —HYEHA ) TR, BE®D show IX > RAFFR—KEh
TVWET, OITZEAL T, show X REIDOBEHER R TEET,

¥:debug AN REMFEATSHEIC., Tdebug AN ROEEREF, 25BL T LEEV,

- debug cryptoipsec : 7I—X 2 M IPSec x> I —>a>&aXRRLET,
. debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—> 3 %#XRRLET,

BYE1H ¥R

. IPSec x> I—> 3 /IKEZOMIL

. Cisco VPN Client : R ICBAT D HR—K R—D
.CiscoL—Z - MBICHETIHR—N R—=D
TO_AILYR—BE REI XD - Cisco Systems
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