NATNZ/)S—Y )L &AL #=Cisco VPN 3000 J
v NL—ZFZADOEBRVPNI SA T MERTE

A&

BE

BIE&R MY
2%
FRIBIR—F b

XY BRI—=TOK
Fack
E=HH

PIX DE&TE
VPN 3000 AVt RL—RDERE
VPN OSAT > NDERE

=

PIX 5% & O H&REiE
VPN 254 T7 > ~hD&FEHER
VPN Ot R L—ZDEEHER
N e Bl
VPN 254 TF >~ OJ
VPNt RL—20OY
ZTOMONT TN IA—FT 1425
B E B R

Bz

DX ETIF, Port Address Translation ( PAT; R— k~ 7 KL AZ# ) /Network Address
Translation ( NAT; Y KD —20 P RLAZEH ) F*NA ADERICEREE /- Cisco VPN 75 A
7h&, UE—KCiscoVPN Ot ML —XBET®O NAT Traversal ( NAT-T ) DEREREIC
DWTHBALET, NAT-TI, VPN OISA TP RNEVPN I RL—2E, &

NAT/PAT FNAADEROIE ML —RBTERATEXRY, iz, NAT-T &, Cisco IOS®
V7 KNJITTFE PIXFirewall 258179 % Cisco L —RICEHKEITDEEIFEATEXRT, LLEL
CNESDREFCDORFIXNIERBEEINTVEREA,

LI Sua

B
CORFIXINCHBOEHESY EH A,




FAIRIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco VPN 3000 J>+> ML —% 4.0(1)B

. Cisco VPN 954772 ~3.6.1 8 KT 4.0(3) Rel

. CiscoPIX 77 AT #4—=) (PAT N4 A ) /N\—2 3> 6.3(3)
CORFIXMNOEBEHRE. BENDTFAREBILHZTNAAICETVTERENELE, ZOR
FAXRNTERAIZINTOT/NA AR, I (FT7 2N ) REORELSEEBHLTVET
o WROXY ND—INEBRBFTHIEBEEICE., EOXSBIATNRICOVTE, TOEBEMN

FECODVTHERICEMRL THEKMLENHYET,

XY RNDO—OR

CORFIXVRNTR, RORY RND—U Y NTYTZFERALET,

197, 16l 20024

T =

PX77AF7IA4—=)LOEHD2AEDPC (10.10.10.2 & 10.10.10.3) T, VPN IS A T "H
BEENTVET, COTFUAOPIXIFEICPATENARAELTHERE N, 171.69.89.78 D

PATZETLET. EROANBELEPATTE B2 7/V( AlF172.16.172.50T ¢, VPN 30000
ERNL—=B2ONTVYOFTRLAETE, XOBITE., NAT-TAOOOZXIASI—3>00
FEREFERFEALET,

D 3
KF1XY NEROBME. (YR FINL T4 Y TAOREE, ESRLTI L,
BRBLHA

NAT-T X2 I—23a AT E, BEAIES A LK User Datagram Protocol ( UDP; 1

— B F—RIJSALAT7ORIN)R—=—KN(Y)ZFERATEET, 3ER— KK, UDP (Y, 4500) I
HBDELSIC, UDP 4500 THEILENHV), RZMlE UDP (4500,Y) Z2FALET., UEOTAN
T O Internet Key Exchange ( IKE; 41 > 2 —% v NBXR# ) XD I —2 a2 ERBO0BERE,
NSOR—RNTEITENET, NAT-TROSI—>3 >, AD IPSec E7H UDP 7R— K%

ZO>I—KUL., E7H NATIPAT FNA ADEEICHIDNESHEREESNET, NAT/PAT 7
INAADBEED IPSec ET 1. IPSec-over-UDP NAT ¥—7" 7547 N7y M %&, NAT/IPAT 7

NAADERIZEV IPSec ETICEFLET, NAT-TFR—D 4500 ZFE>TIPSec RS 7 1V
D% UDP BATISLIZATEILILL, NAT FINA RAICR—NEHRERBLUET, NAT-TICK
2T NAT FNA AN BEBREE N, BEBZBEET., IPSec NS 714 Y O h7EIbLENET

o

VPN 3000 >t ML —2ZIC IPsec over NAT Z#iZR&K L =54, IPSec over TCP /' RE %L
V) RA NAT-T, TDOXRH IPSecover UDP £V ET, F7FIILRNTIENAT-TEAT7IZ%
V) &9, Tunneling Protocols M T IZ& % IPSec configuration ® NAT Transparency Ic® 2 F I v
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'771"‘V DABE>T, NAT-TEAR—TINIZTBBENHET. £, LAN-to-LAN RV X)L
NDiFE. LAN-to-LAN configurations IPSec NAT-T 7 1 =)L ROTICH S NAT-T ZF > ICT B %
ENFHYERT,

NAT-T ZEATBICRE. ROATYTZRITIDHBENHY KT,

1.VPN It ML —ZRDOFICRERELET 7PATIA—=IDOR—K 4500 2F—T > LET,

2.7R— I 4500 & {FE> T, Lj\HUGDIPSGC/UDPn EZROR—RKNCBRELET,

3. [Configuration] > [Interfaces] > [Ethernet] D MEICi®IR L . [Fragmentation Policy]/NZ X—&2 0
2EBHELEFIBROAFA T a>aBRLET, chsnFAT>avaERTRE, IP75Y
XT7—=2a2 2 HYR—FLULTVBEVONATFNARZNT 71V ONBBTEET, P75
IXT—=2a B HR—RNITBINATFNA ADEEZHFRDEDOTRED Y EH A,

PIX OFE

PIX ICEETRRENDHDZXICRLET,

PX7FATFO#4—=)

pi x501(config) #
. Saved

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 171.69.89.78 255. 255. 254. 0
i p address inside 10.10.10.1 255.255.255.0

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 171.69.88.1 1
http server enable
http 10.10. 10. 2 255. 255. 255. 255 i nsi de

Crypt ochecksum 6990adf 6e0e2800ed409ae7364eecc9d
: end

[X]

VPN 3000 >t L —2DRETE

DFREHI TR, VPN3000 A NL—ZNTTIC IPEFRHICEREES ©, ZED (NAT-TIC
iimb'c\,\fxb\ ) VPN BN BIULEZEATHRIENDELERT,

N—=23241K)BIOVPN 300002 RL—F D) —ATNAT-TZEICT B ICIEF
Configurations > System > Tunneling protocols > IPSec > NAT Transparency® JEIZEIRL ., XD
BICRTRSICOAE ML —2TIPSEC OVERNAT-TA 7> 3> & &EZFIYILET, NAT-T
F723aEFT7AILNTRERAT T,

VPN ML —2N—2 34 1L TNAT-TEEMIZ T2 IZE. Configuration > Tunneling
and Security > IPSec > NAT Transparency® JHICi#iR L T, [ UNAT Transparency™> 4 > RJ(C
BEBLEY,



gl men Systemms, Ine. VO HHH Ceecentrator [ E92. 0682251 ] - Micrnsal® bntemet Enplersr — 11 L : 3
||t gt s Fgortm oo e

| ek - = - D) A Pyseosh St (ettory | Th- o i - (o] T
I e O e R =] oo
[unks @jcustoncelnis @)Freevomel @JMN @JResblnver  @Web Everrs @ Windoes Meda 2] Windos:
VPN 3000

Concentrator Series Manager

Cordigipadion | Alménisiration | Maniloridg

Coniguration | Syatam | Tenmaling Protecols | IPSag | NAT Toanspasssns ¥
5 e

Thax sechon bets you configure system-wade [FSec HAT Transpeaency

IP&ee um'll'_"PF: Cherk to enable [FSac aver TCE
'I‘C'PPm[s}hI:II:IIJIJ Enter up t6 10 comana-pepagaied TOT peate (1 - 65535

Check to enable TFSec ower HAT-T, which detects the pead for TDF encapailasion o

PSe T
¢ over HAT-T MATPAT environments, using TDF port 4500,

[ agpre | concel |

] Event Cions Configrston R
We| | @ Flo. cod B | B-fa0lHEAEERIATDD (T T EASNE T~ [ WEC Ts

VPN 254 T~ hDEE

NAT-T ZEH 33 (k. Enable Transparent Tunneling 24 IZLET, XOFlE, N—2 3>
40 LABBD VPN VZ5A T RTOHIZRLET,

3 : VPN Client/N\—> 3 >3 xTERUREA S a2 EATEEXT,



# ¥PNClient | Create New ¥YPN Connection Enkry

Connection Entry: INAT-T Sample Configuration

LD escrption:

Hosk (172 16.172.50

futhentication | iTransport; IEIan::kup Servers I Dial-Up |

v Enable Transparent Tunkeling
' IPSec over UDP [ MAT /A PAT )
" IPSec aver TCP TCP Bart: I'I Q0o

™ Allow Local LAN Access

Peer responze timeout [seconds): IEIEI

Eraze zer Paszword |

Save

Caricel

TR

CCTR, BENELKHELTVWARCELZRIBITDLHICFEATIERERLET,

—&B®D show ANV RETF7IRTY RN AV BE=T VR V—)ICLI2THR—RENTVWET (E

BI1-—HER), COV—IEFERTHEICET. show AX Y RENDPHREREERLRT

XY,

BMORNS TN 1a—F1420088EF. "PEFaUTF1ORNSII)N>a—F 1424 -debug O

RROEMEFER 2ZRBLTEETW,

PIX 3%5E D #REE

KON REFELT, PIXREEZERIELET,

. showxlate : XOHBHICRTEDIZ, PIXIF2DDVPN ClientiC 252 % ETR—NEFEAL
TVWEITH., BER—NEIELUTT, IXNTD IPSec F—& /N7 v Ni&k., UDP 7R— N 4500
BEX>TTVTENRTVET, UR, BOBEROZXOA>I—>3a > aETLTE, ALE

ERR—BNERAER—MNFEAENET,
pi x501(confi g)# show xlate
3 in use, 4 nost used

PAT d obal 171.69.89.78(1025) Local 10.10.10.3(4500)
PAT d obal 171.69.89.78(1026) Local 10.10.10.2(4500)
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PAT G obal 171.69.89.78(4) Local 10.10.10.2(500)
.showarp: COOXY Y REFHALT, PRLAFBRZOMNIILARP) T—TILERRL,
ARPERAMBENTVEIHAESH ERELET,

pi x501(confi g)# show arp
outside 171.69.88.3 00d0. 0132. e40a
out side 171.69.88.2 00d0.0133. 3c0a
outside 171.69.88.1 0000.0c07.ac7b
i nsi de 10.10. 10. 3 0050. dabb. f 093
i nsi de 10.10. 10.2 0001. 0267. 55cc

pi x501(config) #

VPN 254 F > bD&sHER

VPN N RILDOFENLER, BEROEEHI Y UL, Status ZBIRLET, AILKDIBETA R
BRICRULET, ORI R—KNEUDP 4500 THHEVWSRIDEEZELTLKEEVW, 2Ol ED
5, NAT-THAEREhTVWBRZENDAYET,

Cornexiion Erlar choo?
o Dl |E kst 401111
e T kg ool Eainesi 1P sdduees: 1721617250
E ey YE3ba JDES
Authanheadon HRAD M5
Dianipaient |amedng Sl
T e P LIDS 2000
Doy sen M or
Local LAK gccait D ralind
Przons Fagasd Plors
Pl Pislicsy. B o

HMide: Sranids Figeall |Edvadnst O csbos it el reprabeniid sbaree. T waseths disk
righd click: om the prrtee hew Eom, || cheched, thin uncionsily ir snablsd

T connected 001479

o | (1 I Mot

;ﬂil-l:l i ER | S sstevao . ! A5jCmen Sy 15ec Log .. | -l_."n;t-h:lq-ut? H:l;r:qnl,. A - N T T

VPN >t b L—2 Qi 18ER

RDATY TE#RITLET,

1. VPNt KL —A T, [Administration] > [Administrator Session] D JE(CiEIRL £9 .
VPN O2SA4TF >N Y232, Remote Access Sessions D FICKRIRENET, ROHIE
VPN ERL—FZAD IPSec N RILZBIALEED2EOIVTZATRNOEY S
AVERLTVET, ChSDITZAFTNERAEEENTVY U IPFRLA



171.69.89.78 ZEAL TH ), 40.1.1.1 £ 40112 HF"EFNTIE)FTSHTVWET,

TR men Sywterms, Inr. ¥ M Ceecentrator [ 192.068.2,251] - Hirrmsalt intermet Euplarer =] x|
| smpak - = - @) ] Y Qhsearch  SiFavortes (Pstory | The b W - [o]
[ Adkdwn (] bitpuf172.56. 472, S access.bond . . =l e
(|Unks @)Customizelnks @ ]Freevomal @M BIResFine  EwWebEvents  @]Wndoss Meds 8 Windows
4 VPN 3000
Concentrator Series Manager Logged in: admin
Copfigiupstion | Albmdnb=irafios | MenBoping
LT :[ LT T =] :I
m Logout All: PETE User | LETE User | ESee User | o LAN to.LAN
[—EHE Ruling
—Eananant Promcoly Sesslon Sumunary
Bl Active LAN. | Active Hemete Actve [ Peak _— Total
|-Eent g te-LAN Arcess Management o inians | Comcurrent Sisabans Lbmik Curmularive
ool Bsdsraing Ressinns Sassians Seesinns * LY E R ot Bessiong
—Siase Cioun 0 ' i 3 4 100 g2
L
Ty
i hmdniiration LAN-to-LAN Sessians [ Eemcte Accers Sesmems | Management Sessions |
oL Connection Name | IF Address  Protocel | Encryption | Lugin Time | Duration | Bytes Tx | Byres Fox | Actions
—Swaler Fetoo| Mo LAN-pa-LAM Sesneo:
—sim
[—ordoding Redresh.
ERALCEES ROty
i Nansgerenl Remote Access Sesshons [ LAM-2o-LAM Seszeoms | Management Sezziong ]
-FHpbndinring « Assigmed 1P Address | Frotocol Login Time | Clhest Type | Eytes Ix .
o e Tedie Parmaie Public [P Address fireug Entryptivn [rur-arion Version | Bytes Bx Actions
oo N 40111 v PSeEMATT (O 20201335 | WalT L1
i Pl | miessere [TPR| aDES-162 | 00404 | 361(RaD L —
EERsmng L | . a1z : PEeclTAT-T | e 20 201402 | WnddT SE| i
e x) (eoiienle 1meeaeTe (U ahEs 168 00337 36 2 {Fel) 51 [ Lbbet [ ]
1 IR—
] Admawrer Sansions [ I et

Mot | _io| @ [[oic. B2 B-nuliEédNERIARAOD PP D@ o num
2.9SATF N A—HYEEZETINIVYOLET, XOBFDOKSIC, IPSec/IKE FiHEHRA &
RENEKT, 94T NN ERTS UDP EETAR— NI 1029 T, BER—BNIE 4500 T

EE



g: mon Syeterms, jnr, WS N Ceecentrator [ 1920682 251 ] - Hicrosad® infermnet Euplerer

=18 %]

| Ehe Edt Wew Faories  Tooks Hep -
[ doBack - = - T [ Y Dyseach SjFavortes Cfhory | Th- o 0 - (o]
| Agremsn LY hiotp 172 56 172, 50 access. bl =] e
|Links @) Customize Lnks @ |Fresviotved @M @ResFloe @ ]wWeb Everts @] Wirdoms Moy @ Windows
a B VPN 3000
3 © 8 Concentrator Serics Manager Loggad In: admin

Configuiadion | Alminisratios | Menilorieg

Ime _.'I. ﬂ'ﬂ. -".'rl.‘sﬂl'.ll'l il
Session ID | Encryprien Algerithm JDES- 1468
| Fssneg et Frotacols Hashing Algerithan DTS Diffie- Hellman Croap | Growp & (1024 -5i)
B Agthentic ation Mode Fre-Shared Fevs CLATTTH) IEE Megotiation Mode Apmesnve
Bt Ligeiais Rekey Time Interval 86400 seconds
- B IPS e/ NAT-T Session
e Groap Seagion I 2 Remate Address 400 1 1
L 1 TE1E 17250 itbari 3DES- 18
e oeeal Address (1T 16 172 50 Encryprisn Algeritkan 3DES- 168
— Ty HMeeTTant Hashing Algerithm b5 Tddbe Tieae (0017
| abrageter Epucions Emcapsulation Mode Tl
[ aaituats Lol UDF Sowree Por (1025 UL Dreestimation Port 4500
. Fekey Time Interval 22000 seconds
[——Akmroning Redresh " Zr - =
a " Bytes Beceived 256 Bytes Transmatted 256
- e ey [PSecNAT-T Session
—adifcaln Warsgement ¥ .
EoT S — Besson ID 3 Reawore Address 407 11
[ Cha i Tabie Lol Address 00,0 (255 255 255 255 Eneryprion Algerithan ITES- 168
e i Hashing Algorithun 14L'5 Tdle Time [1:030%
——Samiern Shahys
L Encapsulation Mode Ticpel .
i Ay = UDP Sowce Pory | 1025 UTAF Drestimation Fort 4500
W Rekey Time Interval 25800 secands
: Bytes Beceived 512 Bytes Transmitted 512 =
] Admrester Sessons [T [ nbemat '
B | _io| @ [[5ic. B2 B-fnolHeaEEBIAMOI RS D@ EeN 1w

N | R Rl

ZCTR, BEORNS TNV 1—FA VI ERATEBRERLET.

¥ 1 debugd Y REHKTITBEIC, FdebugdN Y ROBEHXEHKY 2SR T EE L,

¥ BNMOPIXORNZ TN 1—F 14 JE®IE. TIPSecurityD RSN a—F429 -
debugdN ROEBMEFEHL, 2SRBLTLSEETL,

VPN 924 F> b OT

VPN Clienth" 41 Y AR—)LENTWBPCT, VPNIY £V hL—RADEEERI T S §ICLog

Viewer2BEEd., COOJTENEF. NAT-TEABOX Y E—A#BARTLUET,

1 21:06:48.208 10/18/02 Sev=Info/6 Dl ALER/ 0x63300002
Initiating connection.

2 21:06:48.218 10/18/02 Sev=Infol/4 CM 0x63100002
Begi n connection process

3 21:06:48.218 10/18/02 Sev=Info/4 CM 0x63100004
Establ i sh secure connection using Ethernet

4 21:06:48.218 10/18/02 Sev=Infol/4 CM 0x63100026
Attenmpt connection with server "172.16.172.50"

42 21:07:42.326 10/18/02 Sev=Info/6 |KE 0x6300003B
Attenpting to establish a connection with 172.16.172.50.
43 21:07:42.366 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, VID, VID VID, VID, VID)
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to 172.16.172.50

44 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x6300002F
Recei ved | SAKMP packet: peer = 172.16.172.50
45 21:07:42.716 10/18/02 Sev=Info/4 |KE 0x63000014

RECEIVING <<< ISAKMP OAK AG (SA, KE, NON, ID, HASH, VID, VID, VID,

VID, NAT-D, NAT-D, VID, VID) from 172.16.172.50

46 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

47 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer is a G sco-Unity conpliant peer

48 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 09002689DFD6B712

49 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports XAUTH

50 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

51 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports DPD

52 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 90CB80913EBB696E086381B5ECA27B1F

53 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports NAT-T

54 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 4048B7D56EBCE88525E7DE7FO00D6C2D3C0000000
55 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000001
Peer supports IKE fragmentation payloads

56 21:07:42.716 10/18/02 Sev=Info/5 |KE 0x63000059
Vendor | D payl oad = 1FO7F70EAA6514D3BOFA96542A500306

57 21:07:42.757 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OQAK AG *( HASH, NOTI FY: STATUS_I NI TI AL_CONTACT,
NAT-D) to 172.16.172.50

58 21:07:42.767 10/18/02 Sev=Info/5 |KE 0x6300002F

Recei ved | SAKMP packet: peer = 172.16.172.50

59 21:07:42.767 10/18/02 Sev=Info/4 |KE 0x63000014
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.16.172. 50
60 21:07:42.767 10/18/02 Sev=Info/4 CM 0x63100015
Launch xAuth application

61 21:07:42.967 10/18/02 Sev=Info/4 |PSEC 0x63700014

Del eted all keys

62 21:07:59.801 10/18/02 Sev=Info/4 CM 0x63100017

xAut h application returned

63 21:07:59.801 10/18/02 Sev=Info/4 |KE 0x63000013

SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 172.16.172.50

64 21:08:00.101 10/18/02 Sev=Info/5 |KE 0x6300002F

Recei ved | SAKMP packet: peer = 172.16.172.50

65 21:08:00.101 10/18/02 Sev=Info/4 |KE 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 172. 16.172. 50
66 21:08:00.101 10/18/02 Sev=Info/5 |KE 0x63000071

Automatic NAT Detection Status:
Remote end is NOT behind a NAT device
This end IS behind a NAT device

67 21:08:00.101 10/18/02 Sev=Info/4 CM 0x6310000E
Established Phase 1 SA. 1 Phase 1 SA in the system

68 21:08:00.111 10/18/02 Sev=Info/4 |KE 0x63000013
SENDI NG >>> | SAKMP QAK TRANS *(HASH, ATTR) to 172.16.172.50
69 21:08:00.111 10/18/02 Sev=Info/5 |KE 0x6300005D
Client sending a firewall request to concentrator

70 21:08:00.111 10/18/02 Sev=Info/5 |KE 0x6300005C

Firewal | Policy: Product=Ci sco Integrated Client, Capability=
(Centralized Protection Policy).

71 21:08:00.111 10/18/02 Sev=Info/4 |KE 0x63000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.16.172.50
72 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300002F

Recei ved | SAKMP packet: peer = 172.16.172.50

NAT- D,



73 21:08:00.122 10/18/02 Sev=Infol4

| KE/ 0x63000014

RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.16.172. 50

74 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x63000010

MODE_CFG REPLY: Attribute = I NTERNAL_|I PV4_ADDRESS: , value = 40.1.1.1
75 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000D

MODE_CFG REPLY: Attribute = MODECFG UN TY_SAVEPWD: , val ue = 0x00000000
76 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000D

MODE_CFG _REPLY: Attribute = MODECFG UNI TY_PFS: , value = 0x00000000

77 21:08:00.122 10/18/02 Sev=Info/5 |KE 0x6300000E

MODE_CFG_REPLY
/ VPN 3000 Concentr at or
18: 34: 44
78 21:08: 00
MODE_CFG_REPLY:
0x00001194
79 21:08:00.132 10/18/02 Sev=Infol/4
Mode Config data received
80 21:08:00.142 10/18/02 Sev=Info/5
Recei ved a key request fromDriver for IP
172.16. 172. 50
81 21:08: 00.142 10/18/02 Sev=Infol/4
SENDI NG >>> | SAKMP QAK QM *( HASH, SA, NON,
82 21:08:00.142 10/18/02 Sev=Info/5
Recei ved a key request fromDriver for IP
172.16. 172. 50
83 21:08: 00.142 10/18/02 Sev=Infol/4
SENDI NG >>> | SAKMP QAK QM *( HASH, SA, NON,
84 21:08:00.172 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
85 21:08:00.172 10/18/02 Sev=Infol/4
RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOT
172.16. 172. 50
86 21:08:00.172 10/18/02 Sev=Info/5

Version 3.6.1. Re

.122 10/18/02 Sev=Info/5
Attribute

Attribute = APPLI CATI ON_VERSI ON, val ue

Recieved and using NAT-T port number , value

Cisco Systems, Inc.

built by vnurphy on Aug 29 2002

| KE/ 0x6300000D

CM 0x63100019

| KE/ 0x63000055
address 172.16.172.50, GWIP

| KE/ 0x63000013
ID, ID) to 172.16.172.50
| KE/ 0x63000055
address 10.10. 10. 255, GWIP =

| KE/ 063000013
ID, ID) to 172.16.172.50
| KE/ 0x6300002F
50
| KE/ 063000014
FY: STATUS_RESP_LI FETI ME) from

| KE/ 0x63000044

RESPONDER- LI FETI ME notify has val ue of 86400 seconds

87 21:08:00.172 10/18/02 Sev=Info/5
This SA has al ready been alive for
seconds from now

88 21:08:00.182 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
89 21:08:00.182 10/18/02 Sev=Infol/4

RECEI VI NG <<< | SAKMP QAK QM *( HASH, SA, NON,

from172.16.172.50
90 21:08:00.182 10/18/02 Sev=Infol5

18 seconds,

| KE/ 0x63000046
setting expiry to 86382

| KE/ 0x6300002F
50
| KE/ 0x63000014
ID, 1D, NOTIFY: STATUS_RESP_LI FETI ME)

| KE/ 0x63000044

RESPONDER- LI FETI ME noti fy has val ue of 28800 seconds

91 21:08:00.182 10/18/02 Sev=Infol4

| KE/ 0x63000013

SENDI NG >>> | SAKMP OAK QM *(HASH) to 172.16.172.50

92 21:08:00.182 10/18/02 Sev=Info/5
Loading IPsec SA (Message ID 0x347A7363
SPT 0x5BEEBB4C)

93 21:08:00.182 10/18/02 Sev=Info/5
Loaded OUTBOUND ESP SPI: 0x02CC3526

94 21:08:00.182 10/18/02 Sev=Info/5
Loaded INBOUND ESP SPI: 0x5BEEBB4C

95 21:08:00.182 10/18/02 Sev=Infol/4
One secure connection established

96 21:08:00.192 10/18/02 Sev=Info/6
Connection established.

97 21:08:00.332 10/18/02 Sev=Info/5
Recei ved | SAKMP packet: peer 172.16. 172
98 21:08:00.332 10/18/02 Sev=Infol/4

RECEI VI NG <<< | SAKMP OAK QM *( HASH, SA, NON,

from172.16.172.50
99 21:08:00.332 10/18/02 Sev=Infol5

| KE/ 0x63000058
OUTBOUND SPI

0x02CC3526 INBOUND
| KE/ 0x63000025
| KE/ 0x63000026
CM 0x6310001A
DI ALER/ 0x63300003
| KE/ 0x6300002F
50
| KE/ 0x63000014

ID, 1D, NOTIFY: STATUS_RESP_LI FETI ME)

| KE/ 0x63000044

RESPONDER- LI FETI ME notify has val ue of 28800 seconds



100 21:08:00.332 10/18/02 Sev=Infol/4

SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.16.172.50
101 21:08:00.342 10/18/02 Sev=Info/5 | KE/ 0x63000058

Loadi ng | Psec SA (Message | D = Ox2F81FB2D OUTBOUND SPI = 0x3316C6C9 | NBOUND
SPI = 0x6B96ED76)

102 21:08:00.342 10/18/02 Sev=Info/5
Loaded OUTBOUND ESP SPI: 0x3316C6C9

103 21:08:00.342 10/18/02 Sev=Info/5
Loaded INBOUND ESP SPI: 0x6B96ED76

104 21:08:00.342 10/18/02 Sev=Infol/4
Additional Phase 2 SA established.

105 21:08:01.203 10/18/02 Sev=Infol/4
Del eted all keys

106 21:08:01.203 10/18/02 Sev=Infol/4

| KE/ 0x63000013

| KE/ 0x63000025

| KE/ 0x63000026

CM 0x63100022

| PSEC/ 0x63700014

| PSEC/ 0x63700010

Created a

107 21:

Added key

108 21:

Created a

109 21:

Added key

110 21:

Created a

new key structure
08: 01.203 10/18/02
wi th SPI =0x2635cc02
08: 01.203 10/18/02
new key structure
08: 01.203 10/18/02
wi t h SPI =0x4cbbeeb5b
08: 01.203 10/18/02
new key structure

Sev=Infol/ 4

into key list

Sev=Infol/ 4

Sev=Infol/ 4

into key list

Sev=Infol/ 4

| PSEC/ 0x6370000F

| PSEC/ 0x63700010

| PSEC/ 0x6370000F

| PSEC/ 0x63700010

111 21:08:01.203 10/18/02 Sev=Infol4
Added key with SPI =0xc9c61633 into key |ist
112 21:08:01.203 10/18/02 Sev=Infol/4
Created a new key structure

113 21:08:01.203 10/18/02 Sev=Infol/4
Added key with SPlI =0x76ed966b into key |i st
114 21:08:10.216 10/18/02 Sev=Info/6
Sent a ping on the Public | PSec SA

115 21:08:20.381 10/18/02 Sev=Infol/4 | KE/ 0x63000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, NOTI FY: HEARTBEAT) to 172.16.172.50
116 21:08:20.381 10/18/02 Sev=Info/6 | KE/ 0x63000052
Sent a ping on the |KE SA

| PSEC/ 0x6370000F
| PSEC/ 0x63700010
| PSEC/ 0x6370000F

| KE/ 0x63000054

VPNt NL—%2 OY

VPNI > ML—20O7ZFKRRTSICIE. Monitoring > Filterable Event Log® JIE(ZEIR L |
Event Classes IKE, IKEDBG, IKEDECODE, and IPSECDBG with Severities 1 ~ 13.

2835 10/ 20/ 2002 20:22:42.390 SEV=8 | KEDECODE/ 0 RPT=8190 171.69.89.78
Exchange Type : Gakl ey Quick Mde

Fl ags 01 ( ENCRYPT )
Message | D 1b050792
Lengt h . B2

2838 10/ 20/ 2002 20: 22:42.390 SEV=8 | KEDBG 0 RPT=9197 171. 69.89. 78
RECEI VED Message (nsgi d=1b050792) with payl oads :
HDR + HASH (8) + NONE (0)
total length : 48
2840 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 0 RPT=9198 171.69.89. 78
Group [ciscovpn] User [vpnclient?2]
processi ng hash
2841 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 0 RPT=9199 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
| oading all |PSEC SAs

2842 10/ 20/ 2002 20: 22:42.390 SEV=9 | KEDBG 1 RPT=793 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Quick Mde Key!



2843 10/ 20/ 2002 20:22:42.390 SEV=9 | KEDBG 1 RPT=794 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Qui ck Mbde Key!
2844 10/ 20/ 2002 20: 22:42.400 SEV=4 | KE/ 173 RPT=41 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
NAT-Traversal successfully negotiated!
IPSec traffic will be encapsulated to pass through NAT devices.
2847 10/ 20/ 2002 20:22:42.400 SEV=7 | KEDBG 0 RPT=9200 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Loadi ng host:
Dst: 172.16.172.50
Src: 40.1.1.2
2849 10/ 20/ 2002 20:22:42.400 SEV=4 | KE/ 49 RPT=63 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Security negotiation conplete for User (vpnclient?2)
Responder, |nbound SPI = 0x350f 3cbhl, CQutbound SPI = Oxc74e30e5
2852 10/ 20/ 2002 20: 22:42.400 SEV=9 | PSECDBG 6 RPT=309
| PSEC key nessage parse - nmsgtype 1, Len 704, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 320, | abel 0, pad 0, spi c74e30e5, encrKeylLen 24, hashKe
yLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 21, lifetine2 0, dsld
0
2856 10/ 20/2002 20: 22:42.400 SEV=9 | PSECDBG 1 RPT=1137
Processi ng KEY_ADD mnsg!
2857 10/ 20/ 2002 20: 22: 42. 400 SEV=9 | PSECDBG 1 RPT=1138
key_msghdr 2secassoc(): Enter
2858 10/ 20/ 2002 20: 22: 42. 400 SEV=7 | PSECDBG 1 RPT=1139
No USER filter configured
2859 10/ 20/2002 20: 22: 42. 400 SEV=9 | PSECDBG 1 RPT=1140
KeyProcessAdd: Enter
2860 10/ 20/2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1141
KeyProcessAdd: Addi ng out bound SA
2861 10/ 20/2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1142
KeyProcessAdd: src 172.16.172.50 mask 0.0.0.0, DST 40.1.1.2 nask 0.0.0.0
2862 10/ 20/2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1143
KeyProcessAdd: FilterlpsecAddl keSa success
2863 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 6 RPT=310
| PSEC key nessage parse - nmsgtype 3, Len 376, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 32, label 0, pad 0, spi 350f3cbl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O
2866 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1144
Processi ng KEY_UPDATE MsGE
2867 10/ 20/ 2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1145
Updat e i nbound SA addresses
2868 10/ 20/2002 20: 22:42. 400 SEV=9 | PSECDBG 1 RPT=1146
key_msghdr 2secassoc(): Enter
2869 10/ 20/2002 20: 22:42. 400 SEV=7 | PSECDBG 1 RPT=1147
No USER filter configured
2870 10/ 20/2002 20: 22:42.400 SEV=9 | PSECDBG 1 RPT=1148
KeyProcessUpdat e: Enter
2871 10/ 20/ 2002 20: 22:42. 400 SEV=8 | PSECDBG 1 RPT=1149
KeyProcessUpdat e: success
2872 10/ 20/ 2002 20:22:42.400 SEV=8 | KEDBG 7 RPT=63
| KE got a KEY_ADD MSG for SA: SPI = 0xc74e30e5
2873 10/ 20/ 2002 20: 22:42.400 SEV=8 | KEDBG 0 RPT=9201
pitcher: rcv KEY_UPDATE, spi 0x350f 3cbl
2874 10/ 20/ 2002 20: 22:42.400 SEV=4 | KE/ 120 RPT=63 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
PHASE 2 COWPLETED (nsgi d=1b050792)
2875 10/ 20/ 2002 20:22:42. 430 SEV=8 | KEDECODE/ 0 RPT=8191 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47
Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A
Next Payl oad :HASH (8)
Exchange Type : CGakl ey Quick Mde



Fl ags 01 ( ENCRYPT )
Message | D : ¢f9d1420
Lengt h : 52
2882 10/ 20/ 2002 20:22:42.430 SEV=8 | KEDBG 0 RPT=9202 171.69.89.78
RECEI VED Message (nsgi d=cf9d1420) with payl oads :
HDR + HASH (8) + NONE (0)
total length : 48
2884 10/ 20/ 2002 20: 22:42.430 SEV=9 | KEDBG 0 RPT=9203 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
processi ng hash

2885 10/ 20/ 2002 20: 22:42.430 SEV=9 | KEDBG 0 RPT=9204 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
| oading all |PSEC SAs
2886 10/ 20/2002 20:22:42.430 SEV=9 | KEDBG 1 RPT=795 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Quick Mbde Key!
2887 10/ 20/ 2002 20:22:42.440 SEV=9 | KEDBG 1 RPT=796 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Generating Quick Mbde Key!
2888 10/ 20/ 2002 20: 22:42.440 SEV=4 | KE/ 173 RPT=42 171.69.89.78
Group [ciscovpn] User [vpnclient2]
NAT-Traversal successfully negotiated!
IPSec traffic will be encapsulated to pass through NAT devices.
2891 10/ 20/2002 20:22:42.440 SEV=7 | KEDBG 0 RPT=9205 171.69. 89. 78
Group [ciscovpn] User [vpnclient?2]
Loadi ng subnet:
DST: 0.0.0.0 nmsk: 0.0.0.0
Src: 40.1.1.2
2893 10/ 20/ 2002 20: 22:42. 440 SEV=4 | KE/ 49 RPT=64 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Security negotiation conplete for User (vpnclient?2)
Responder, |nbound SPI = 0x2a2e2dcd, CQutbound SPI = Oxf1f4d328
2896 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 6 RPT=311
| PSEC key nessage parse - nmsgtype 1, Len 704, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 320, | abel 0, pad 0, spi f1f4d328, encrKeylLen 24, hashKe
yLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld
0
2900 10/ 20/2002 20:22:42.440 SEV=9 | PSECDBG 1 RPT=1150
Processi ng KEY_ADD MsS@
2901 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 1 RPT=1151
key_msghdr 2secassoc(): Enter
2902 10/ 20/2002 20: 22:42. 440 SEV=7 | PSECDBG 1 RPT=1152
No USER filter configured
2903 10/ 20/ 2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1153
KeyProcessAdd: Enter
2904 10/ 20/2002 20: 22:42.440 SEV=8 | PSECDBG 1 RPT=1154
KeyProcessAdd: Addi ng out bound SA
2905 10/ 20/ 2002 20: 22:42. 440 SEV=8 | PSECDBG 1 RPT=1155
KeyProcessAdd: src 0.0.0.0 mask 255.255.255. 255, DST 40.1.1.2 mask 0.0.0.0
2906 10/ 20/2002 20: 22:42.440 SEV=8 | PSECDBG 1 RPT=1156
KeyProcessAdd: FilterlpsecAddl keSa success
2907 10/ 20/ 2002 20:22:42.440 SEV=9 | PSECDBG 6 RPT=312
| PSEC key nessage parse - nmsgtype 3, Len 376, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 32, label 0, pad 0, spi 2a2e2dcd, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O
2910 10/ 20/2002 20: 22:42.440 SEV=9 | PSECDBG 1 RPT=1157
Processi ng KEY_UPDATE MsGE
2911 10/ 20/2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1158
Updat e i nbound SA addresses
2912 10/ 20/ 2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1159
key_msghdr 2secassoc(): Enter
2913 10/ 20/ 2002 20: 22: 42. 440 SEV=7 | PSECDBG 1 RPT=1160
No USER filter configured



2914 10/ 20/ 2002 20: 22:42. 440 SEV=9 | PSECDBG 1 RPT=1161
KeyProcessUpdat e: Enter
2915 10/ 20/ 2002 20: 22: 42. 440 SEV=8 | PSECDBG 1 RPT=1162
KeyProcessUpdat e: success
2916 10/ 20/2002 20:22:42.440 SEV=8 | KEDBG 7 RPT=64
| KE got a KEY_ADD MSG for SA: SPI = Oxf1f4d328
2917 10/ 20/ 2002 20: 22:42.440 SEV=8 | KEDBG 0 RPT=9206
pitcher: rcv KEY_UPDATE, spi 0x2a2e2dcd
2918 10/ 20/ 2002 20: 22:42. 440 SEV=4 | KE/ 120 RPT=64 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
PHASE 2 COWPLETED (nsgi d=cf 9d1420)
2919 10/ 20/2002 20: 22: 44. 680 SEV=7 | PSECDBG 1 RPT=1163
| PSec | nbound SA has received datal
2920 10/ 20/2002 20: 22:44.680 SEV=8 | KEDBG 0 RPT=9207
pitcher: recv KEY_SA ACTI VE spi 0x2a2e2dcd
2921 10/ 20/2002 20: 22:44.680 SEV=8 | KEDBG 0 RPT=9208
KEY_SA ACTIVE no old rekey centry found with new spi Ox2a2e2dcd, ness_id 0x0
2922 10/ 20/ 2002 20:22:47.530 SEV=9 | PSECDBE 18 RPT=828 171.69.89. 78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2923 10/ 20/ 2002 20:22:47.530 SEV=9 | PSECDBG 18 RPT=829 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2924 10/ 20/ 2002 20: 22: 48. 280 SEV=9 | PSECDBG 17 RPT=668
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2925 10/ 20/ 2002 20: 22:52.390 SEV=9 | PSECDBG 17 RPT=669
Received an IPSEC-over-NAT-T NAT keepalive packet
2926 10/ 20/2002 20:22:52.720 SEV=7 | PSECDBG 1 RPT=1164
| PSec | nbound SA has received datal
2927 10/ 20/ 2002 20:22:52.720 SEV=8 | KEDBG 0 RPT=9209
pitcher: recv KEY_SA ACTI VE spi 0x19fb2d12
2928 10/ 20/2002 20:22:52.720 SEV=8 | KEDBG 0 RPT=9210
KEY_SA ACTIVE no old rekey centry found with new spi 0x19f b2d12, nmess_id 0x0
2929 10/ 20/ 2002 20:22:56.530 SEV=9 | PSECDBG 18 RPT=830 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2930 10/ 20/2002 20:22:56.530 SEV=9 | PSECDBG 18 RPT=831 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2931 10/ 20/2002 20:22:58. 300 SEV=8 | KEDECODE/ 0 RPT=8192 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E
Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3
Next Payl oad :HASH (8)
Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D . d4alec25
Lengt h 1 76

2938 10/ 20/ 2002 20:22:58.300 SEV=8 | KEDBG 0 RPT=9211 171.69.89.78
RECEI VED Message (nsgi d=d4a0ec25) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

2940 10/ 20/ 2002 20:22:58.300 SEV=9 | KEDBG 0 RPT=9212 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

2941 10/ 20/ 2002 20:22:58.300 SEV=9 | KEDBG 0 RPT=9213 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

2942 10/ 20/ 2002 20: 22:58.300 SEV=8 | KEDECODE/ 0 RPT=8193 171.69.89. 78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

2948 10/ 20/ 2002 20: 22:58.300 SEV=9 | KEDBG 41 RPT=336 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type



2950 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDECODE/ 0 RPT=8194 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : dl96c721
Lengt h . 84

2957 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDBG 0 RPT=9214 171.69.89.78
RECEI VED Message (nsgi d=d196c721) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 80

2959 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9215 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

2960 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9216 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

2961 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDECODE/ 0 RPT=8195 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message :DPD R-U- THERE (36136)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 132

2967 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 36 RPT=92 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Sendi ng keep-alive of type DPD R-U THERE- ACK (seq nunber 0x2d932552)
2969 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9217 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
constructing bl ank hash
2970 10/ 20/ 2002 20:22:58.310 SEV=9 | KEDBG 0 RPT=9218 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
constructing gm hash
2971 10/ 20/ 2002 20:22:58.310 SEV=8 | KEDBG 0 RPT=9219 171.69.89.78
SENDI NG Message (nsgi d=d678099) with payl oads :
HDR + HASH (8) + NOTIFY (11)
total length : 80
2973 10/ 20/ 2002 20: 23:02. 400 SEV=8 | KEDECODE/ 0 RPT=8196 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47

Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 317b646a
Lengt h 1 76

2980 10/ 20/ 2002 20:23:02.400 SEV=8 | KEDBG 0 RPT=9220 171.69.89.78
RECEI VED Message (nsgi d=317b646a) w th payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

2982 10/ 20/ 2002 20:23:02.400 SEV=9 | KEDBG 0 RPT=9221 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

2983 10/ 20/ 2002 20: 23: 02. 400 SEV=9 | KEDBG 0 RPT=9222 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

2984 10/ 20/ 2002 20: 23:02. 400 SEV=8 | KEDECODE/ 0 RPT=8197 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)
Pr ot ocol 11 SAKMP (1)
Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A



Lengt h 128
2990 10/ 20/ 2002 20:23:02.400 SEV=9 | KEDBG 41 RPT=337 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
2992 10/ 20/ 2002 20:23:02.410 SEV=9 | PSECDBG 17 RPT=670
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2993 10/ 20/ 2002 20: 23: 05.530 SEV=9 | PSECDBG 18 RPT=832 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2994 10/ 20/ 2002 20: 23: 05.530 SEV=9 | PSECDBG 18 RPT=833 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2995 10/ 20/ 2002 20:23:08.310 SEV=9 | PSECDBG 17 RPT=671
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2996 10/ 20/ 2002 20:23:12.420 SEV=9 | PSECDBG 17 RPT=672
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
2997 10/ 20/ 2002 20: 23:14.530 SEV=9 | PSECDBG 18 RPT=834 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2998 10/ 20/ 2002 20: 23:14.530 SEV=9 | PSECDBG 18 RPT=835 171.69.89. 78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
2999 10/ 20/ 2002 20:23:18.330 SEV=8 | KEDECODE/ 0 RPT=8198 171.69.89. 78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 6457474
Lengt h 1 76

3006 10/20/2002 20:23:18.330 SEV=8 | KEDBG 0 RPT=9223 171.69.89.78
RECEI VED Message (nsgi d=f 6457474) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3008 10/20/2002 20:23:18.330 SEV=9 | KEDBG 0 RPT=9224 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

3009 10/20/2002 20:23:18.330 SEV=9 | KEDBG 0 RPT=9225 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

3010 10/20/2002 20:23:18.330 SEV=8 | KEDECODE/ 0 RPT=8199 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

3016 10/20/2002 20:23:18.330 SEV=9 | KEDBG 41 RPT=338 171.69.89.78
Group [ciscovpn] User [vpnclientl1]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3018 10/ 20/ 2002 20:23:18.330 SEV=9 | PSECDBG 17 RPT=673
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3019 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDECODE/ 0 RPT=8200 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47

Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D . 358ae39e
Lengt h 1 76

3026 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDBG 0 RPT=9226 171.69.89.78
RECEI VED Message (nsgi d=358ae39e) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3028 10/ 20/ 2002 20:23:22.430 SEV=9 | KEDBG 0 RPT=9227 171.69.89.78
Group [ciscovpn] User [vpnclient?2]



processi ng hash

3029 10/ 20/ 2002 20:23:22.430 SEV=9 | KEDBG 0 RPT=9228 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

3030 10/ 20/ 2002 20:23:22.430 SEV=8 | KEDECODE/ 0 RPT=8201 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A
Lengt h 128

3036 10/ 20/ 2002 20:23:22.430 SEV=9 | KEDBG 41 RPT=339 171.69.89.78
Group [ciscovpn] User [vpnclient?2]
Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3038 10/ 20/ 2002 20: 23:22.430 SEV=9 | PSECDBG 17 RPT=674
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3039 10/ 20/ 2002 20:23:23.530 SEV=9 | PSECDBG 18 RPT=836 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3040 10/ 20/ 2002 20:23:23.530 SEV=9 | PSECDBG 18 RPT=837 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3041 10/ 20/ 2002 20:23:28.340 SEV=9 | PSECDBG 17 RPT=675
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3042 10/ 20/ 2002 20: 23:32.440 SEV=9 | PSECDBG 17 RPT=676
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet
3043 10/ 20/ 2002 20: 23:32.530 SEV=9 | PSECDBG 18 RPT=838 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3044 10/ 20/ 2002 20: 23:32.530 SEV=9 | PSECDBG 18 RPT=839 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3045 10/ 20/ 2002 20: 23:38.360 SEV=8 | KEDECODE/ 0 RPT=8202 171.69.89.78
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E

Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3

Next Payl oad :HASH (8)

Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : faB597e6
Lengt h 1 76

3052 10/ 20/ 2002 20: 23:38.360 SEV=8 | KEDBG 0 RPT=9229 171.69.89.78
RECEI VED Message (nsgi d=f a8597e6) wi th payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3054 10/ 20/ 2002 20: 23:38.360 SEV=9 | KEDBG 0 RPT=9230 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

3055 10/ 20/ 2002 20: 23:38.360 SEV=9 | KEDBG 0 RPT=9231 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

3056 10/ 20/ 2002 20:23:38.360 SEV=8 | KEDECODE/ 0 RPT=8203 171.69.89.78
Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3
Lengt h 128

3062 10/ 20/ 2002 20:23:38.360 SEV=9 | KEDBG 41 RPT=340 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3064 10/ 20/ 2002 20: 23:38.360 SEV=9 | PSECDBG 17 RPT=677

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3065 10/ 20/ 2002 20: 23:41.530 SEV=9 | PSECDBG 18 RPT=840 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success

3066 10/20/2002 20:23:41.530 SEV=9 | PSECDBG 18 RPT=841 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success

3067 10/ 20/ 2002 20:23:42.470 SEV=8 | KEDECODE/ 0 RPT=8204 171.69.89.78



| SAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): C5 AO FO 8B 69 60 D7 47
Responder Cookie(8): 48 65 Bl 6F 36 1F 9D 3A
Next Payl oad :HASH (8)
Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )

3073 10/ 20/ 2002 20: 23:42. 470 SEV=8 | KEDECODE/ 0 RPT=8204 171. 69. 89.
Message | D : ¢892dd4c
Lengt h 1 76

RECEI VED Message (nsgi d=c892dd4c) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3076 10/ 20/ 2002 20:23:42.470 SEV=9 | KEDBG 0 RPT=9233 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

processi ng hash

3077 10/ 20/ 2002 20:23:42.470 SEV=9 | KEDBG 0 RPT=9234 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Processing Notify payl oad

3078 10/ 20/2002 20: 23:42.470 SEV=8 | KEDECODE/ 0 RPT=8205 171. 69. 89.

Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :C5 A0 FO 8B 69 60 D7 47 48 65 Bl 6F 36 1F 9D 3A
Lengt h 128

3084 10/ 20/ 2002 20:23:42.470 SEV=9 | KEDBG 41 RPT=341 171.69.89.78
Group [ciscovpn] User [vpnclient?2]

Recei ved keep-alive of type Altiga keep-alive, not the negoti ated
3086 10/ 20/ 2002 20:23:42.470 SEV=9 | PSECDBG 17 RPT=678

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3087 10/ 20/ 2002 20:23:48.370 SEV=9 | PSECDBG 17 RPT=679

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

78

78

type

3088 10/ 20/2002 20:23:50.530 SEV=9 | PSECDBG 18 RPT=842 171.69.89.78

Xmt | PSEC-over- UDP NAT keepal i ve packet: success

3089 10/20/2002 20:23:50.530 SEV=9 | PSECDBG 18 RPT=843 171.69.89.78

Xmt | PSEC-over- UDP NAT keepal i ve packet: success
3090 10/ 20/ 2002 20:23:52.470 SEV=9 | PSECDBG 17 RPT=680
Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3091 10/20/2002 20: 23:58. 380 SEV=8 | KEDECODE/ 0 RPT=8206 171.69. 89.

| SAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): B6 92 24 F4 96 OA 2D 9E
Responder Cookie(8): 76 FE F6 55 1F 9D 49 F3
Next Payl oad :HASH (8)
Exchange Type :Qakl ey |nformational

Fl ags 01 ( ENCRYPT )
Message | D : 943c¢7d99
Lengt h 1 76

3098 10/ 20/ 2002 20:23:58.390 SEV=8 | KEDBG 0 RPT=9235 171.69.89.78
RECEI VED Message (nsgi d=943c7d99) with payl oads :

HDR + HASH (8) + NOTIFY (11) + NONE (0)

total length : 76

3100 10/ 20/ 2002 20:23:58.390 SEV=9 | KEDBG 0 RPT=9236 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

processi ng hash

3101 10/ 20/ 2002 20:23:58.390 SEV=9 | KEDBG 0 RPT=9237 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Processing Notify payl oad

3102 10/ 20/2002 20: 23:58. 390 SEV=8 | KEDECODE/ 0 RPT=8207 171.69. 89.

Noti fy Payl oad Decode :

DO ;1 PSEC (1)

Pr ot ocol 11 SAKMP (1)

Message Al tiga keep-alive (40500)

Spi :B6 92 24 F4 96 OA 2D 9E 76 FE F6 55 1F 9D 49 F3

Lengt h 128

78

78



3108 10/ 20/ 2002 20: 23:58.390 SEV=9 | KEDBG 41 RPT=342 171.69.89.78
Group [ciscovpn] User [vpnclientl1]

Recei ved keep-alive of type Altiga keep-alive, not the negotiated type
3110 10/ 20/ 2002 20:23:58.390 SEV=9 | PSECDBG 17 RPT=681

Recei ved an | PSEC-over- NAT-T NAT keepal i ve packet

3111 10/ 20/ 2002 20:23:59.530 SEV=9 | PSECDBG 18 RPT=844 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success

3112 10/ 20/ 2002 20:23:59.530 SEV=9 | PSECDBG 18 RPT=845 171.69.89.78
Xmt | PSEC-over- UDP NAT keepal i ve packet: success
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