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B
CORFIXZNCHBOEHESY FH A,

FATRIR—Fb

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-IIVICETVTVET,



- CiscolOS V7 ko7 V=X 12.2(3)

. Cisco VPN 5000 >t RL—& Y 7RI TF N—T 3> 6.0(19)
CORFIXYNOERE. BEDTRREICLHDTFNAAICETVTEREhELLE, COR
FIAXNTERTZINTOT/NA A, *Dﬁﬁ(7'77f)|/|\) BREDRELSEBLTVWET
o WROXY ND—INEBREBFRTHIDEHEEICE., EOXSBIANRIZODVTE, TOEBEMN

E‘@L_O\,\'Cﬁﬁitﬁﬁﬁb'cd‘s<%Eb‘"&Ui@'o

393
REIXDMNREOFHME, "YRAIATFI_NILTAYTAORER 2FRLTLEE W,

COtEI23VTR, CORFIXNTHATIMEBEREI S LOICLERFRERMLT
WET,

X CONBTHEATATVWAIOYY ROFMAEFAXNSICEK, "Command Lookup ¥ —JL, &fE
ALTLEEV (BRRI-—HFO&k ).

XY BND—IR

CORFIAIXNTR, RORTRENDZRY ND—OREEZFEALTVET,
Hetwork
10.1.1.% 1n1 1.2 172. 15 172.39/28

172.16. 1?2 33728

1l] 1.2.x
10.1.3.% GREAPSec

Router 1 1720-1 Router ~ 1unnel 1721617217128
running Cisco
105
- 172.16.172.21/28
2“ e 20141
R R
20.1.2.%
20.1.3.% %
Router 2 VPH 5002

GRE over IPSec &, CiscolOS V7 NI I T7ZE1TTS 1720-1 )L—X&E VPN 5002 O ~
L—REDEICREENET, LI—REVPNIVEVRL—ZOERIZEEROZY ND—7
HFHY), ChsDxRY NT—72F Open Shortest Path First (OSPF ) IC& 2 TT7 RINZA X&Eh
£¥9, OSPF &, I—2& VPN IENL—Z2B®O GRE RXIATHEHELFT,

cROZFRY NID—=TE1720-1 DIIL—Z2DONY JIZH V) FF. 10.1.1.0/2410.1.2.0/2410.1.3.0/24

CROFRY RD—TE VPN5002 AV RL—R2DOFRICHYET,
20.1.1.0/2420.1.2.0/2420.1.3.0/24

RRIE
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CORFIXVNTRROREZFEALET,

- 17201 )L—&

- VPN5002 >t L —&
¥ 1 Cisco IOSY 7RI T T U—R12.2(13)TEHME ( & REABEOTRL 4> O— R, 12.35
BEOI—R) Tk, REENEIPSeclEBSY Y J72YBA U RXA—T IAALETICHATIHEN
HYWET, GREM RN AVER—TIAAIBESIV T ZEATIHXEREHV) EE A, Cisco
IOSVY 7RI T7 U)—R122.(13)T LARRZFERHT2EE. BEXNY T EZYBA O X—TI(4 A
EGREMNRILNAVE—TIAAOHAICHEAL TEMEEL £, Cisco Systems Tl ¥3E
AVBR—TIAAEFICESY Y 72 ERATHEEHBLTVET,

1720-1 )L—%&

Current configuration : 1305 bytes
!

version 12.2

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption

|

host nane 1720-1

]

no | oggi ng buffered

no | oggi ng nonitor

enabl e secret 5 $1$vl zl $RqDOLgl gbSFCG VELFLf H
]

menory-size i onem 15

i p subnet-zero

no i p domai n-1ookup

]

ip audit notify | og

ip audit po nmax-events 100

ip ssh time-out 120

ip ssh authentication-retries 3

]
crypto isakmp policy 1

hash md5

authentication pre-share
crypto isakmp key ciscol23 address 172.16.172.21
]

!
crypto ipsec transform-set myset esp-des esp-md5-hmac
mode transport

]
crypto map vpn 10 ipsec-isaknmp

set peer 172.16.172.21

set transformset nyset

mat ch address 102

!
cns event-service server

]

]

]
interface Tunnel0

ip address 50.1.1.1 255.255.255.252

tunnel source FastEthernet0

tunnel destination 172.16.172.21

crypto map vpn

]

interface FastEthernet0




speed auto
crypto map vpn
|

interface SerialO

encapsul ati on ppp
!

ip
ip
ip
ip
no
!

cl assl ess

ip http server

172.16.172.21
!
line con O
line aux 0
line vty 0 4
password ci sco
l ogin
!
no schedul er allocate
end

ip address 172.16.172.39 255.255.255.240

i p address 10.1.1.2 255.255.255.0

route 0.0.0.0 0.0.0.0 172.16.172.33
route 10.1.0.0 255.255.0.0 10.1.1.1
route 20.1.0.0 255.255.0.0 Tunnel O

access-list 102 permit gre host 172.16.172.39 host

VPN 5002 Ot ML —4&

[ General ]
VPNGat eway

Et her net Addr ess
Devi ceType
Confi guredOn
Conf i gur edFrom

[ IKE Policy 1
Protection
Protection
Protection

[ Tunnel Partner VPN 1 ]
KeyLifeSecs
KeepaliveInterval
TunnelType
InactivityTimeout
Transform

BindTo

SharedKey
Certificates

Mode

KeyManage

Partner

[ IP VPN 1]

Hel | ol nt erval
Subnet Mask
IPAddress

Di rect edBr oadcast
Nunber ed

Mode

[ P Ethernet 1:0 ]
Mbde

172.16.172. 17

00: 05: 32: 3e: 90: 40

VPN 5002/ 8 Concentrat or

Ti meserver not configured
Command Line, from Console

SHA DES_G1
MD5_DES_G2
MD5_DES_G1

3500

120
GREinIPSec
120

ESP (MD5, DES)
"Ethernet 1:0"
"ciscol23"
Off

Main
Reliable
172.16.172.39

10

255. 255. 255. 252
50.1.1.2

Of

On

Rout ed

Rout ed




Subnet Mask
| PBr oadcast
IPAddress

255. 255. 255. 240
172.16.172. 32
172.16.172.21

[ P Ethernet 0:0 ]

Mbde = Rout ed

| PBr oadcast = 20.1.1.255
Subnet Mask = 255.255.255.0
| PAddr ess =20.1.1.1

[ Logging ]

Level = Debug
LogToAuxPor t = On

Enabl ed = O

[ Ethernet Interface Ethernet 0:0 ]
DUPLEX hal f
SPEED 10neg

[ IP Static ]

0.0.0.0 0.0.0.0 20.1.1.5 1
10.1.1.0 255.255.255.0 VPN
10.1.2.0 255.255.255.0 VPN
10.1.3.0 255.255.255.0 VPN

R R R
R R R

Configuration size is 1696 out of 65500 bytes.

j 2

CCTR, BENELKHELTVWACLZRIABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY h (Y B—FUR Y=L THR=—AEhTVET (B
B1-—YER ), COV—LERATH LI EOT, show IR KHNORTERERRT
EES

L RMOIAN RIFE, Cisco lOS L—R TRHRITTEE T, show cryptoisakmpsa : RENDTANT
® Internet Security Association and Key Management Protocol ( ISAKMP ) E¥1 5«1 7
Y I—232 (SA) ZRRULET, showcryptoipsecsa: RENDT X TN IPSec SA £
R~ ULE T, show crypto engine connection active : IPSec SA Z & MO/N Y NEB{L/EELH
VOB ERRLET,

CXOOXR Y REF, VPN5002 Ot ML —RTRITTEE T, show system log buffer : &
AR 7 Syslog 5 ERRLUET,. vpntracedump : VPN 7O AN HMAERERRLET

NN | 2 Rl

CCTR, REODKRS TN 1—FT14VIJIERATERBERERLET,

NSTIN21—F4200EHOIANV R

% :debug OV REEATSHEIIC, "debug AV RICEHETHI2EERER, 22RBL TS
W


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

RDOIAX > R, CiscolOS I —ZRTEITTEET,

. debug cryptoisakmp : 1 >V BZ—XY N F—TIORAFIVIY (IKE) 7I—=XI( XLV E—
k)RS I—2a>CHTHHMERERTLET.

. debug cryptoipsec : IKE 7T —X I (94 Y9 T—R ) x> I—>3 2 ICBET50EHR
ZERRALET,

. debug crypto engine : /N7 Y NEEB{L/RESL#RBR S & T Diffie-Hellman (DH ) 7Ot A% 7
NYITULET,

TNy T OH DB

LTI, =328 VPN At RL—Z2O0FNYTOHBIBIZRLET,

. Cisco 10S JL—%&
-.VPN5002 Ot RL—&

Cisco I0S L—2 LD T/IXv T

LLRIZ, JL—%& L To debug crypto isakmp & & T debug crypto ipsec A > ROWHHHZERL
=7,

5d20h: | SAKMP (0:0): received packet from 172.16.172.21 (N) NEW SA

5d20h: | SAKMP: | ocal port 500, renote port 500

5d20h: | SAKMP (0:81): processing SA payload. nessage ID =0

5d20h: | SAKMP (0:81): found peer pre-shared key matching 172.16.172.21
5d20h: | SAKMP (0:81): Checking | SAKMP transform 1 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash SHA

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 1

5d20h: | SAKMP (0:81): atts are not acceptable. Next payload is 3
5d20h: | SAKMP (0:81): Checking | SAKMP transform 2 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash MD5

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 2

5d20h: | SAKMP (0:81): atts are not acceptable. Next payload is 3
5d20h: | SAKMP (0:81): Checking | SAKMP transform 3 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash MD5

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 1

5d20h: | SAKMP (0:81): atts are acceptable. Next payload is O

5d20h: | SAKMP (0:81): processing vendor id payl oad

5d20h: | SAKMP (0:81): SA is doing pre-shared key authentication

using id type |1D_|I PV4_ADDR

5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} MV SA SETUP
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} MV_SA SETUP
5d20h: | SAKMP (0:81): processing KE payl oad. nessage ID = 0

5d20h: | SAKMP (0:81): processi ng NONCE payl oad. nmessage ID =0

5d20h: | SAKMP (0:81): found peer pre-shared key matching 172.16.172.21
5d20h: | SAKMP (0:81): SKEYID state generated

5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} MV KEY_EXCH
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} MV _KEY_EXCH
5d20h: | SAKMP (0:81): processing |ID payload. nessage ID =0

5d20h: | SAKMP (0:81): processi ng HASH payl oad. nmessage ID =0



5d20h: | SAKMP (0:81): SA has been authenticated with 172.16.172.21
5d20h: | SAKMP (81): 1D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

5d20h: | SAKMP (81): Total payload |length: 12

5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} QVL.IDLE
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} QVL.IDLE
5d20h: | SAKMP (0:81): processi ng HASH payl oad. nmessage |ID = 241
5d20h: | SAKMP (0:81): processing SA payl oad. nessage ID = 241

5d20h: | SAKMP (0:81): Checking | PSec proposal 1

5d20h: | SAKMP: transform 1, ESP_DES

5d20h: | SAKMP: attributes in transform

5d20h: | SAKMP: SAlife type in seconds

5d20h: | SAKMP: SAlife duration (VPI) of 0Ox0 Ox0 OxD OxAC
5d20h: | SAKMP: SAlife type in kil obytes

5d20h: | SAKMP: SAlife duration (VPI) of 0Ox0 0x10 0x0 0xO
5d20h: | SAKMP: encaps is 2

5d20h: | SAKMP: aut henticator is HVAC MD5

5d20h: | SAKMP (0:81): atts are acceptable.
5d20h: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nmsg.) dest= 172.16.172.39, src= 172.16.172.21,
dest _proxy= 172.16.172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
src_proxy= 172.16.172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x0
5d20h: | SAKMP (0:81): processi ng NONCE payl oad. nmessage |ID = 241
5d20h: | SAKMP (0:81): processing |ID payl oad. nessage ID = 241
5d20h: | SAKMP (81): 1D | PV4A_ADDR src 172.16.172.21 prot 47 port O
5d20h: | SAKMP (0:81): processing |ID payl oad. nessage ID = 241
5d20h: | SAKMP (81): 1D | PV4_ADDR dst 172.16.172.39 prot 47 port O
5d20h: | SAKMP (0:81): asking for 1 spis fromipsec
5d20h: | PSEC(key_engi ne): got a queue event..
5d20h: | PSEC(spi _response): getting spi 895566248 for SA
from172.16.172.21 to 172.16.172. 39 for prot 3
5d20h: | SAKMP: received ke nessage (2/1)
5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R) QVLIDLE
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} QVL.IDLE
5d20h: | SAKMP (0:81): Creating |PSec SAs

5d20h: i nbound SA from 172.16.172.21 to 172.16.172. 39
(proxy 172.16.172.21 to 172.16.172. 39)

5d20h: has spi 0x356141A8 and conn_id 362 and flags O

5d20h: lifetinme of 3500 seconds

5d20h: lifetinme of 1048576 kil obytes

5d20h: out bound SA from 172.16.172. 39 to 172.16.172.21

(proxy 172.16.172.39 to 172.16.172.21 )

5d20h: has spi 337 and conn_id 363 and flags O

5d20h: lifetinme of 3500 seconds

5d20h: lifetinme of 1048576 kil obytes

5d20h: | SAKMP (0:81): deleting node 241 error FALSE reason
"qui ck nmode done (await()"

5d20h: | PSEC(key_engine): got a queue event..

5d20h: I PSEC(initialize_sas):

(key eng. nmsg.) dest= 172.16.172.39, src= 172.16.172.21,
dest _proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
src_proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3500s and 1048576kb
spi = 0x356141A8(895566248), conn_id= 362, keysize= 0, flags= 0x0

5d20h: I PSEC(initialize_sas):

(key eng. nmsg.) src= 172.16.172.39, dest= 172.16.172.21,



src_proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
dest _proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3500s and 1048576kb
spi = 0x151(337), conn_id= 363, keysize= 0, flags= 0x0
5d20h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.39, sa_prot= 50,
sa_spi = 0x356141A8(895566248),
sa_trans= esp-des esp-nd5-hmac , sa_conn_i d= 362
5d20h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x151(337),
sa_trans= esp-des esp-nd5-hmac , sa_conn_i d= 363
5d20h: | PSEC(add_sa): peer asks for new SAs -- expire current in 120 sec.
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x150(336),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 361,
(identity) local= 172.16.172.39, renpte= 172.16.172. 21,
I ocal _proxy= 172.16. 172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
renote_proxy= 172.16. 172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1)
1720- 1#

1720- 1#show crypto isakmp sa
dst src state conn-id sl ot
172.16.172. 39 172.16.172. 21 QM | DLE 81 0

1720- 1#show crypto ipsec sa

interface: FastEthernetO
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255.255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)
current _peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1514, nedia ntu 1514
current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:
| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.16.172.21/255. 255. 255. 255/ 47/ 0)
current_peer: 172.16.172.21

PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 34901, #pkts encrypt: 34901, #pkts digest 34901

#pkts decaps: 34900, #pkts decrypt: 34900, #pkts verify 34900
#pkts conpressed: 0, #pkts deconpressed: 0O



#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21

path mu 1500, nedia ntu 1500
current outbound spi: 151

i nbound esp sas:
spi: 0x356141A8(895566248)

transform esp-des esp-nd5-hmac

in use settings ={Transport, }

slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn

sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)

transform esp-des esp-nd5-hmac

in use settings ={Transport, }

slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn

sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

interface: Tunnel O
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal

ident (addr/mask/prot/port): (172.16.172.39/255.255.255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)

current _peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conmpressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21

path mu 1514, nedia ntu 1514
current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:



| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.16.172.21/255. 255. 255. 255/ 47/ 0)
current_peer: 172.16.172.21

PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 35657, #pkts encrypt: 35657, #pkts digest 35657
#pkts decaps: 35656, #pkts decrypt: 35656, #pkts verify 35656
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1500, nedia ntu 1500
current outbound spi: 151

i nbound esp sas:
spi: 0x356141A8(895566248)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

1720- 1#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt

81 FastEthernetO0 172.16.172.39 set HWVAC MD5+DES 56_CB 0 0
362 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 0 23194
363 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 23195 0

VPN 5002 >t L= LOFINY T

LRI, VPNt ML —R ET0 Syslog HAHlZERLET,

VPN5002_8_323E9040: Main# VPN 0:1 opened for 172.16.172.39 from 172.16.172. 39.
User assigned |IP address 50.1.1.2

VPN5002_8 323E9040: Mai n#show vpn partner verbose

Por t Par t ner Partner Default Bindto Connect
Nurnber Addr ess Por t Part ner Address Ti me



VPN 0: 1 172.16. 172. 39 500 No 172.16.172. 21
Aut h/ Encrypt: MD5e/ DES User Auth: Shared Key
Access: Static Peer: 172.16.172.39 Local : 172.16.172.21

Start: 14518 seconds Managed: 15299 seconds State:immt_mai nt enance

00: 00: 13: 26

| OP slot 1:
No active connections found.

VPN5002_8_323E9040: Mai n#show vpn statistics verbose

Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 81 81 1 158
Tot al 1 0 1 81 81 1 158
Stats VPNO: 1
W apped 79733
Unw apped 79734
BadEncap 0
BadAut h 0
BadEncr ypt 0
rx IP 79749
rx I PX 0
rx O her 0
tx IP 79761
tx | PX 0
tx O her 0
| KE r ekey 0
I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O
I10OP slot 1:
Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners O 0 0 0 0 0 0
Tot al 0 0 0 0 0 0 0
Stats
W apped
Unw apped
BadEncap
BadAut h
BadEncr ypt
rx IP
rx I PX
rx O her
tx IP
tx | PX
tx O her
| KE rekey

I nput VPN pkts dropped due to no SA: 0

I nput VPN pkts dropped due to no free queue entries:

2RI E—ROFEESR




VPN 5000 Ot hL—2%I&. GRE over IPSec DERABIZETF7FIINTRT U AR—KN E
—RERBRLET, CiscolOSIL—ZFZD KRR E—RICEHREZIANHDE, ROIT—NFRE
LET,

BLTFIZ, CiscolOS L—ZETOFNYTHOERLET,

2d21h: | SAKMP (0:23): Checking | PSec proposal 1

2d21h: | SAKMP: transform 1, ESP_DES

2d21h: | SAKMP: attributes in transform

2d21h: | SAKMP: SA life type in seconds

2d21h: | SAKMP: SA life duration (VPI) of Ox0 Ox1 0x51 0x80

2d21h: |1 SAKMP: SA life type in kil obytes

2d21h: | SAKMP: SA life duration (VPI) of Ox0 0x10 0x0 0xO

2d21h: | SAKMP: encaps is 2

2d21h: | SAKMP: authenticator is HVAC MD5

2d21h: | PSEC(val i date_proposal): invalid transform proposal flags -- 0x0

VPN5002 Ot ML—2EOOTICRENDIRNIE, COHDEFBKTT,

lan-1an-VPNO: 1:[172. 16.172.39]: received notify from partner --
notify: NO PROPOSAL CHOSEN

BEE 15 ¥§

. Cisco VPN 5000 =X Ot RL—B2OBRTRTOBHS
. CiscoVPN 5000 >t RL—RICBHT D HR—KIR—D

. Cisco VPN 5000 25 A F > MCBIT B YR—K R=D

. IPSec BT B HR—K R—=D

- TOZHAIYR—Db - Cisco Systems
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