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Cisco VPN 5000 Concentrator 527

"RAT VAN T AV TADREE 2ZRLUTSEEL,

VPN5001_4B9CBAS80

Enter Password:

[ General ]

EthernetAddress =
DeviceType =
ConfiguredOn =
ConfiguredFrom =
EnablePassword =
Password =

[ IP Ethernet 0 ]

Mode =
SubnetMask =
IPAddress =

[ IP Ethernet 1 ]
Mode =

[ IKE Policy ]
Protection =

[ VPN Group "rtp-group" ]

BindTo =
Transform =
LocalIPNet =
MaxConnections =
IPNet =

[ RADIUS ]

BindTo =
ChallengeType =
PAPAuthSecret =
PrimAddress =
Secret =
UseChaplé6 =
Authentication =

[ Logging 1
Level =
Enabled =

Configuration size is 1065
VPN5001_4B9CBA8O#

VPN5001_4B9CBAS80O> show config

Edited Configuration not Present, using Running

00:02:4b:9c:ba:80

VPN 5001 Concentrator
Timeserver not configured
Command Line, from Console

Routed
255.255.255.0
172.18.124.223

Off

MD5_DES_G1

"ethernetO"
esp (md5, des)
10.1.1.0/24

10

0.0.0.0/0
"ethernetO"

PAP
"pappassword"
"172.18.124.108"
"radiuspassword"
Ooff

Oon

7

Oon

out of 65500 bytes.
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Microsoft Windows 2000 IAS RADIUSH—/NDE&E

IXROFIEICHE> T, fEEZMicrosoft Windows 2000 IAS RADIUSH —/NEEEZTTVE T,

1. Microsoft Windows 2000 IAS® 7°0/\N7 4 T, [Clients]Zi®#IRL., ILVWISA T h&E
BLUET, cOFITE, VPN5000EWSBEIOILY MUAMERKEhET, Cisco VPN
50000t RL—ZDIP7 RL AF172.18.124.223T 9, [Client-Vendor] KO Y A >
RY JAT, [Cisco]ZBIRLE T, HAEMFR, VPNI 2 ML —RDOERED [ rap1us ]

AVICHIDMETT,

Settings |

Friendly name for clent:

¥PN3000 Properties

2=

YPHE000

— Client addrezz
Addresz [IP or DMS]:

17218124 223

Werify...

Clent-vendar: Cizco

[ Client must always zend the signature attibute in the request

Shared zecret:

Bt

Canfirm zhared zecret:

Bttt

OE.

Cancel

Apply
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[WE—RT7I7EAHAATONEIZRRL., [TO77MLOwREIZTIYILET,



AN s

Allow access if dial-in permission is enabled P

opertie 7 x|

Settings |

Palicy name: Allow access if dialin permizsion iz enabled

Specify the conditions to match:

D ay-and-Time-Restrictions matches ""Sun 00:00-24:00: b on 00:00-24: 00;

« | i

tod. | Remove | Edi.

— If a uzer matches the conditions
{* Grant remote access permission
™ Deny remate acces: permission

Access will be granted with the praofile you specify, unless access
iz ovemdden on a per-user basis.

Edit Prafile...

Q. Cancel iy

3. "#RfE, 27 & VUV UL, TIERESILFREL(PAP, SPAP); D& BIREhTWACL%:



Edit Dial-in Profile : 2| x|

Diskin Constraints | P | Multiink
Authentication | Encryption I Advanced

Check the authentication methods which are allowed far this connection.

I Estenzible Authentication Protocol

Select the EAP twpe which iz acceptable for thiz policy.,

|MD5-EhaIIenge j [Eontigure...

[T Microzoft Encrypted Authentication version 2 [MS-CHAP +2)
[T Microsoft Encrypted Authentication [M5-CHAP)

[T Encrupted Authentication [CHAP)
W Unencrypted Suthentication [PAP, SPAF)

Unauthenticated Access

Allow remote PPP clientz to connect without negatiating
any authentication method.

k. I Cancel £pplp

BELEY,

4. [Advanced]® 7 &R L. [Add]Z V)Y U L. [Vendor-Specific] 2 BIRL £ ¥,



[ dit Dial-in Profile 20 x|
Dighn Constramnts | P | Mudtiiri | | order |
Austhentication | E nciyplion Advanced f
Specily addibonal conrechion atinbubes to be retumed to the Remcte
Access Serval
p Addaributes L E
arameters:
Hame | Vendo To sdd an tribuse to the Profie, select the atibute and click Add
RADIUS aftrbubes:
| Name | endor | Descrghon ]|
Repl-Message RADILIS Standard  Message to be deplayed bo user when sutherc sl
Sennce-Type RADIUS Stendard  Type of service uses has requesshed =l
Tunrel-&ssonmeant-D RADIUS Standard  Tunnel bo which & sesson iz 1o be atsgned
Tunrnel-Lhent-fut b FAUS Standard  Mame wred by the lunned inhator dunng the authen
Tunrel-Chent-£ noot RADIUS Standard 1P address of the mtiator end of the unnel
TunreHedium-Type RADILUS Standard  Transpoil medum 10 use when ciesing & hinnel fo
Tumnel-Passweord RADIUS Stendard  Passwond for suhenbcating bo 4 semobe serasl
Tunrel-Pistererce RADIUS Standard  Felstive predersnce assigned to each lunnsl when
| Tumrel-Pyet-Group 0 RADIUS Standard  Gaowp [D hor 2 parcula unneled sezmon
TumrelServerdafdl RaliUs Standard  Mame ured by the lunned terminsion durng the st
Add. | Femove | Tunnel-ServesrEndpt RADIUS Standard 1P addvess of the serves end of the turmel
= | Tunne-T RADIUS Standard  Tunneling protocals 10 be wsed
RADIUS Standard  Lised bo support peopnetany MAS leahurnes
Chzco-i'Par Cisoo Cizeo AV Pas VEA
USR-ACCHM-Type U5, Robobes., | Dretcnpion mnob avalshie
USHAT L all-d nput-Fiter U5, Hobotics, ..  Descoplion not avalable
LUSH-AT-Call-0utput-Filtes U5, Aobobes, ..  Descoplion nol avalable:
LSR-AT Anput-Fiber 5. Robghcs. |, Descrpiion not svalable
OF | USRAT Quiput Fiter 5. Robotics, |,  Dhescrpion not avalable
— | USRATATMPiroutFikes  US5 Robolics. | Desciiphon rol svalsbls -
| | 0
add | Cow |

5. Vendor-Specific/& 1% M [Multivalued Attribute Information] 4 7 QY 7Ry U AT, [Add]%& ¥
1)w 2L T, [Vendor-Specific Attribute Information]¥ 4 7O RY Y AICEBEHL £,
[Enter Vendor Code]ZiBIRL . BORY VAIL255E AN LET, RIZ, [FVW]ZBIRLE
T —HL, BEOER]ZIVYILET,

,,I,i'__jﬂl ¥endor-Specific Attribute Information ETEY
S Attbute name:
[Verdee Speciic [Verede Spocii
: Sipecily nebeol acomts tenen vendor
ra ™ Selact om st l"l-ﬂ 15 Siandand Ll
sy @ EnieVerdor Code |25
[DetstStnng
Altibute vl mﬂqhhﬁ‘mmm-nmm:mmh
| Wersdor ["I"-l_.! Aoree LI R

™ Mo It doss not confoem.

i |

Concel |

6. [Configure VSA (RFC compliant)]® 4 7O 7R Y U AT, [Vendor-assigned attribute
number]lC4& AL, [Attribute format](CString& A L. [Attribute value]lC rtp-
group ( Cisco VPN 50000 > RL—ZOVPNTIL—TOOTIL—T0E ) £TF,



OK|ZO2VYOL, FIESZKRWIRLET,
Configure ¥54 {RFC compliant) =y il_:ﬂ

Yendaor-azzigned attribute Aunmber:;

4

Attribute format;
Strinig j

Attribute value:

rtp-grn:uud

] 4 Cancel

7. [Configure VSA (RFC compliant)]& 4 7AYJ R Y U AT, [Vendor-assigned attribute
number]lC4& A L., [Attribute format]lCString& A L. [Attribute value]lZ cisco123 (client
shared secre) EABTLET, [OK|ZTUYILET,

Configure ¥S& (RFC compliant)

Yendor-aszigned attribute number:
|5

Attribute format;
I String j

Attribute value:;
|n:i3n::n:|'| 24

] Cancel

B.ARYA—BEERBMEIC2DDE (TIL—TEVPNNAT—R ) FEENATVBRZENFDAVE



Edit Dial-in Profile =3 el

Dial-in Constraints | P | bulilink; |
Authentication I Encryption Advanced

Specify additional connection attibutes to be returned to the Remote
Aooess Server.

Farameters:
Hame Yendar Walue
Yendor-5pecific RADILS Standard  rtp-group, cizocol23
4| | i
Add. Aemove | Edi. |

(] Cancel Apply
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Generall Meml:uerl:lfl Prafile  Diakin |

—Hemote Accezs Permizzion [Dialin or YPM)

" pllow access

" Deny access

™ Verify Caller-ID:
- Callback Options

(* Mo Callback
™ Set by Caller [Fouting and Femote Access: Service only)

" Alwaps Callback to:

[T Aszsign a Static IP Address

1 Apply Static Routes

D efine routes to enable for this Dial-in Crapie ot |
connechion,

k. I Cancel | Apply

fies R DT

cOEV>a>TR, RENELKEELTWR L Z2HRIDLHOICEATEDFEWMERMEL
TVWEY,

—#0 show IXY KEZIRTY b AV Z—FUR Y=L THR=RENTOET (B
B1—YEH ). COY—LERATHLILEOT, show AN KN OFTERERRT
EES

- show radius statistics:VPN1> > NL—X ERADIUSE V> 3> TRAE DT 7FILND
RADIUSH—/\NEIQOBEICET3/\NT Y MEFHERZERRLE T,
. show radius config:RADIUS/NAZ X —Z DIREDREEZRTLET,
R\, show radius statistics 1Y ROBHERLET,

VPN5001_4B9CBA8O>show radius statistics
RADIUS Stats

Accounting Primary Secondary
Requests 0 na
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Responses 0 na
Retransmissions 0 na
Bad Authenticators 0 na
Malformed Responses 0 na
Packets Dropped 0 na
Pending Requests 0 na
Timeouts 0 na
Unknown Types 0 na
Authentication Primary Secondary
Requests 3 na
Accepts 3 na
Rejects 0 na
Challenges 0 na
Retransmissions 0 na
Bad Authenticators 0 na
Malformed Responses 0 na
Packets Dropped 0 na
Pending Requests 0 na
Timeouts 0 na
Unknown Types 0 na

VPN5001_4BSCBA8O>

R\Z. show radius config AN > ROHHERLET,

RADIUS State UDP CHAPl6
Authentication On 1812 No

Accounting Off 1813 n/a

Secret 'radiuspassword’

Server IP address Attempts AcctSecret
Primary 172.18.124.108 5 n/a

Secondary Off

VPN 954 F > N DERE

CHFIETIE. VPN Client®EREICDODVWTEHBLE T,

1. [VPN Client]® 4 7O 7R Y 2 AT, [Configuration] 2 7 &i#IRL £9, XIZ. [VPN Client-
Prompt for Secret]X 4 7O 7RY 2 AT, VPN Server® FICHEWZEZAILET, VPN
ClientO £B#ZE, VPNI 2 RL—ZXTEBMHSOVPN/NAT—RICADULEHETT,



VPNClient x|

Configuration I Logging | Gereral | Certificates | about |

Login Configuration -

M arme Fartrer Login Method Bdd...
arnar 17218124215 Manual
17218124223 Shared Key Remoivs
Edit...
Login Mame: omar Ok I
YPH Server: 17218124 223 Eakicel |
Shared Secret: |.|
< | | ﬂ Advanced...

[T futo-Connect to Default when Opened
[T Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide E wit

HEBMBEANTDE, NAD—REFAMEODANZROBSNET, NAT—REZEOI
—HDORADIUS/NATD—RT, BRI —2L Y MEVPNIO 22 RL—& D[ ravtus [ 2T S
AICHBDPAPRREES —VL Y NT T,



¥PN Client

Configuration IL::nggingI Eenerall Eertificate&l About I

Login Configuration

Mame Farther Login Method Add...
arnar 17218124215 Manual
omar 17218124.223  Shared key Remove
Edit...

RADIUS Login

i

d

Password: [| Ok I
Authentication Secret; I Cancel |
| ] Advanced...

[T Auto-Connect ta Default when Opened

I Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223

Hide | it

A& bL—2 07

Notice
Debug
Debug
server
Notice
Debug
Notice
Info

4080.11 seconds New IKE connection: [172.18.124.108]:1195:0mar
4080.15 seconds Sending RADIUS PAP challenge to omar at 172.18.124.108
4087.52 seconds Received RADIUS PAP response from omar at 172.18.124.108,

4088.8 seconds VPN 0:3 opened for omar from 172.18.124.108.
4088.8 seconds Client's local broadcast address = 172.18.124.255
4088.8 seconds User assigned IP address 10.1.1.1

4094.49 seconds Command loop started from 10.1.1.1 on PTY2

N | 1 Rl
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(il
ANT

SR

- Cisco VPN 5000 V=X A2t RL—2OBFTRTOEHS

- Cisco VPN 5000 At RL—RICBT DY R—bIR—D

contacting


//www.cisco.com/en/US/prod/collateral/vpndevc/ps5743/ps5749/ps2301/prod_eol_notice09186a008032d3bc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav

. Cisco VPN 5000 25 A F7 > MBI D HR—K R—D

. IPSec LB T B HR—K R—=D
- T ZHIYHR—D - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	外部認証を使用する Cisco VPN 5000 コンセントレータを Microsoft Windows 2000 IAS RADIUS サーバに設定する方法
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	Cisco VPN 5000 Concentrator 設定
	Microsoft Windows 2000 IAS RADIUSサーバの設定
	結果の確認

	VPN クライアントの設定
	コンセントレータ ログ
	トラブルシュート
	関連情報


