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Logi n: admin

!--- The password must be "admin". Password:***** \We| come to Ci sco Systenms VPN 3000 Concentrator
Series Command Line Interface Copyright (C) 1998-2005 Cisco Systems, Inc. 1) Configuration 2)
Admi ni stration 3) Mnitoring 4) Save changes to Config file 5) Help Information 6) Exit Main ->
1 1) Interface Configuration 2) System Managenment 3) User Managenent 4) Policy Managenent 5)
Tunneling and Security 6) Back Config -> 1 This table shows current |P addresses. Intf Status IP
Addr ess/ Subnet Mask MAC Addr €SS --------mmmmmmmm oo oo oo
--------------- Et her1-Pri| DOM | 10.1.1.1/255.255.255.0 | 00.03. AO. 89. BF. DO Et her 2- Pub| Not
Configured| 0.0.0.0/0.0.0.0 | Ether3-Ext|Not Configured| 0.0.0.0/0.0.0.0 | ---------------------
---------------------------------------------------------- DNS Server(s): DNS Server Not
Configured DNS Domai n Nane: Default Gateway: Default Gateway Not Configured 1) Configure

Et hernet #1 (Private) 2) Configure Ethernet #2 (Public) 3) Configure Ethernet #3 (External) 4)
Configure Power Supplies 5) Back Interfaces -> 1 1) Interface Setting (D sable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Management 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 1 1)
Di sabl e 2) Enable using DHCP Client 3) Enable using Static |P Addressing Ethernet Interface 1 ->
[ 1] 3 This table shows current |P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----
--------------------------------------------------------------------------- Et her1-Pri| DOWN |
10. 1. 1. 1/ 255. 255. 255. 0 | 00. 03. AO. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 | Ether3-
Ext| Not Configured| 0.0.0.0/0.0.0.0 | ------mmmmmmmm oo oo
--------------------- DNS Server(s): DNS Server Not Configured DNS Domai n Name: Default Gateway:
Def ault Gateway Not Configured > Enter | P Address Ethernet Interface 1 -> [ 10.1.1.1 ]

172.16. 124.1 20 02/ 14/ 2007 09:50:18.830 SEV=3 IP/2 RPT=3 IP Interface 1 status changed to Link
Down. 21 02/14/2007 09:50:18.830 SEV=3 IP/1 RPT=3 IP Interface 1 status changed to Link Up. 22
02/ 14/ 2007 09:50:18.950 SEV=3 IP/1 RPT=4 IP Interface 1 status changed to Link Up. > Enter
Subnet Mask 23 02/14/2007 09:50:19.460 SEV=3 IP/2 RPT=4 IP Interface 1 status changed to Link
Down. Ethernet Interface 1 -> [ 255.255.255.0 ] 1) Interface Setting (Disable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Managenment 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 11
This table shows current | P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----------
--------------------------------------------------------------------- Ether1-Pri| Up |

172. 16. 124. 1/ 255. 255. 255. 0 | 00. 03. AO. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 |

Et her 3- Ext | Not Configured| 0.0.0.0/0.0.0.0 | ------m-mmm oo oo
---------------------------- DNS Server(s): DNS Server Not Configured DNS Donmai n Nane: Default
Gateway: Default Gateway Not Configured 1) Configure Ethernet #1 (Private) 2) Configure Ethernet
#2 (Public) 3) Configure Ethernet #3 (External) 4) Configure Power Supplies 5) Back Interfaces -

D490 A2 74F1L—>32ICVPNIEY RL—EAKRREN, ROBEEFREETLE
ERD

- BFME/ B
- Configuration > Interfaces TA > 2 —7 I A4 A/X A% ( public=10.0.0.1/24,
private=172.16.124.1/24 )
- Configuration > System > IP routing > Default_Gateway T+ 7 # )LD — KO T A
(10.0.0.2)
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1. Configuration > 1-Interfaces > 2-Public > 4-Select IP Filter > 1. Private ( Default ) ® JIEIZi#1R

LEXY,

2. Administration > 7-Access Rights > 2-Access Control List > 1-Add Manager Workstation O J[E
CEBRL, ABIZR—YOIP7RLAZEMLET,
CNSOFIENFYEICEDOE, VPNI Y RL—2ZABASEERLTVBRBEETTTY,

NS 2DO20FEARETLES, BYDOFIEGE Web 75 0HEFERALT, SERELEAVZ—
J7IAADIPICEKELTGUI TEITTEXRT, COBITEZOEET, VPNIEVNL—&
. AEBRY RNT—IODLS HTML ZNLTT I EATEET,

1.GUI DEEER, 12 —7 T4 AZBHEZETSHIC. Configuration > Interfaces ZiEIR L

x5

Save HHHrIHIiE He

This section lets you configure the VFET 3000 Concentrator's network interfaces and power supples

In the table below, or m the picture, select and chck the mterface you want to conhgare:

Interface | Status | IP Address Subnmet Mask MAC Address Defanlt Gateway
Ethernet 1 (Private) | TP 172.16.124.1 255.255.255.0 00.03 A0 8% BF.DO
Bthemet2 (Publicy | TP 10001  [2552552550(00.03 A0 89 BF.D1[10.0.0.2

Ethernet 3 (External) [Mot Configured 0.0.0.0 0.0.0.0

DNS Server(s) |DNS Server Mot Configured
DINE Domain Mame

2. NS NDFEZEITL T. Cisco Secure ACS for Windows RADIUS #—/\% VPN 3000

EVRML—2DOREICEML ET, Configuration > System > Servers > Authentication ®
JEIZEIRL, EAOXZ1—H S Add ZBIRL £,

Configure and add a user authentication server.
Selectng Internal Server wall let you add users tc

hd database, If you are usmng EADITTS authentcahor
¥ g
additonal authonzaton check, do not configure ar

Server Type I RADIUS

Authentication
Server

Used For | User Authentication = |

Server Port I[I_
Timeout Iﬂ_
Retries IE_
Server Secret |
Verify [===={

Add Cancel |

H—/NDRA47& LT RADIUS Zi#IR L. Cisco Secure ACS for Windows RADIUS H—/\
BILRXRONTGA—=Z2ZEBMULET, TOMO/NTAXA—RE, IXTFT7FIINREDEFEIC

|1?E1E.1245 Enter IP address or hostname

Select the operation(s) for whuch this EADIUS ze
Enter 0 for default port (1643).

Enter the timeout for this server (seconds)

Enter the number of retries for thus server.

Enter the EADTE server secret.

Ee-enter the secret.




L THEE T, Authentication Server : Cisco Secure ACS for Windows RADIUS H—/X® IP
7 RLAZAHDLET, ServerSecret : RADIUS H—/N 2 —OLYKRZEAHILET, D
—2L Y M. Cisco Secure ACS for Windows :8E T VPN 3000 >t NL—2 %&5&
ELEELEEERUEDZEETDILEN HYET, Verfy : BERAICNAD—RZHBANL
F9, CchlZ&KY, VPN3000 At ML —20JO—/NILEREICRRIEY—/\AEBME h
T3, cOY—NE. RIAY—N\PEAPICERENTVWRIESERE, IXTOTIL—7
THEAESIhET, $2TIIN—TICRIAT—N\FRETATVWEVGEE, JO—/VN)LEREEY
—NICRENET,
ROFIEZETLT, VPN3000 I ERL—RTRRIL TIL—T2ZELET, £
O X_1—7H 5 Configuration > User Management > Groups ® JEIZEIRL, Add z0 ) v
2 L% T, Configuraton 27 TNSONTA—2EZETDH., EMLET, chso/N
FX—=BRBEFNXNTEETDET, Apply BV U Y OLBVWTLEEV, E: chsn/\5 X
—RF, VE—RMNT7 IV 2AVPNERICHKERSBLEBZNTX—ZTT, £, chsn/NTX
—A&&, VPN3000 At ML —ZOR—RA TIN—TOFT7 ) FEENEBEEES A TVE
W EZzRIIRELTVERT,
Identity

Thiz zection lets you add a group. Checle the Inherit? box to set a feld that wou want to default to the base group valne.
Thicheck the Inherit? box and enter a new walue to override base group wahies

Identity Parameters
Attnbute Value Description
;I:I:E |Insev:|:_1n:u.p Enter a unique name for the group
Password |"'"""'"""““ Enter the password for the group.
Verify |"""""‘"‘"""| Venfiy the group's password,
External groups are confmred on an external authenticaton server (e g BADITIS).
T || temel | ’ .
ype||memal T Mtersad groups are confipured on the VER 3000 Concentrator's Internal Database.
[ add | cancel |

Group Name : I —7EZAHDLET, L&EXWEF. IPsecUsers ZFERALET,
Password : JIL—7" ONAD—RZAHALET, CchIFIKEEYZIVOEFHREF—T
9, Verify : BERAIC/NAT—RZBADLET, Type: COfER. *7FILLD T
Internaly DFRHRICL T EZ L,

IPSec



Check the Inherit? box to set a field that you want to default to the base group walue, Uncheck the Inherit? box and enter

Identity | General IPSer  Client Config | Client FW | HW Client | PPTP/LZTP | WebWPN | NAC

IPSec Pararneters

Inhent? Dies

Atinbute Value
IPSec SA| ESP-3DES-HDS |

Fl Select the group’s IPSec Secunty Aszociat

IEE Peer Ident
alidatio

||f suppored by l:EI"IifIEEI‘tE:J

[v Zelect whether or not to vahdate the identst

IKE Keepalives| ¥

i Check to enable the uze of [FE keepalves

{seconds) Enter how long a peer 15 permith

Confidence JMEI-Wlll3[":I = checks te see it iz sull connected.
T | Type | P —— 3 v Select the type of tunnel for tus group. Tps
needad
Hemote Access Parameters
Group Lock| ™ ¥  |Lock wgers into thiz groug
e —r— Zelect the authenncaten methed for membs
ﬂ“ﬂ‘m‘“@’.‘fl[ Ll H D SIS S 5 Th e el e e! Arrhassi alon
Tf tnembers of this group need authonzanor
Authorization Type | Mone 'I ¥  |awthorzabon method, I wen configure thos |

Server

Tunnel Type : Remote-Access Zi#iR L ¥ 9, Authentication : RADIUS, C DFXEICK ),
I—HORAICERATZHEEN VPN I ML —RIZERENET, Mode
Config : Mode Config Z#Z2L &£ 9. [Apply]l 20V Y UV LET,

4. ChSOFIEZETLT, VPN3000 At ML —Z2 TEBORIAET—NZRELE T,
TIN—TOEZEER., COTI—7%&IRL T, Modify 7135 LD T T Authentication Servers
ZOVYOLET, JO0-NIL H—NIZFELBEVWT—NTH>TE, BEROFEIT—/N

ZRIN—TICHULTERTEET,

Configuration | User Management | Group

S

This section lets you configure groups. A group 1z a collechon of users treated as a single entity.

Clek the Add Group button to add a group, or select a group and chck Delete Group or Modify Group. To
group parameters, select a group and click the appropnate button

Artions

1secgmoup intzmalk Confiqurad)

Add Group |

Modify Group |

Delete Group I

Current Groups

MModify

o
. Authentication 55@

Authonzation Sensers

Accounting Servers
address Fools

Banchwidth Assignment

“y'ebWFM Servers and LIRLs
YWebY PN Port Forwarding

|
|
|
Client Update |
|
|
|

H—ND% 47 &L TRADIUS %#iEIR L. Cisco Secure ACS for Windows RADIUS H—/\
BIRXONSA—2EZEBMLET., TOHEONTAXA—RIE, IXTFT7FIILNMNREOETEIC



L THEE T, Authentication Server : Cisco Secure ACS for Windows RADIUS H—/X® IP
T RLAZAHDLET, Server Secret : RADIUS H—/N>—JL Y RNEAHDLET, D
<—2L Y Mi&. Cisco Secure ACS for Windows ET VPN 3000 >t ML —2 % 5%
ELEELEZELERLUEDZBETDHLENHYET, Verify : BFERAIZNAT—RZBADL
£9,

5. Configuration > System > Address Management > Assignment M JEIZi#IR L T, Use
Address from Authentication Server ICF I Y VZ ANETET, cnlckVY), 94T MDOFR
fF%. RADIUS H—/NICHERE i IP 7—ILH® IP 7 RL A% VPN Client ICE|V) 4TS
Nd&SICRV)ET,

= sechon presents Address Assignment ophions, Each of the tollowmg methods are tned, m order, unhl an addresz 12 boun

Checl: to use the [P address suppled by the chent, This can be overndden by
user/group conbmrabon

W Checlk to use an IF address retneved from an authenbcaton server for the client

Use Clhent Address [

Use Address from Authentication
server

Use DHCP [T Checl: to use DHCP to obtam an [P address for the client

Checl te usze internal address peol confipuration to oktan an IF address for the

chent

[I' Reuse I— Eater the length of hme m mnutes (0-480) that a released mternal
address pool [P address wall be held before beng reassigned,

Use Address Pools [

Delay

Apphy | LCancel |

RADIUS H#—/YDERTE

cOto>3>TlE, CiscoVPN3000 =X Dt NL—R -AAA D TA T N SEIE
& iz VPN Client 1—HF2EEA ® RADIUS H—/Y& L T Cisco Secure ACS ZERET B =8
VEZFIEZHBLTVWET,

ACS Admin 74> %=X 7 )2 Y oL T, Cisco Secure ACS for Windows RADIUS H#—/\ A"
BEL TV PC LTEEBEEY 3 EZRELET, BEICISLUT, BYKRI—HRE/NADT—
RTOJA4>LET,

1. CnSOFEZRITL T, Cisco Secure ACS for Windows H—/YMERE - VPN 3000 1>
v NL—2%ZEIL ET, [Network Configuration] %Zi2iR L T [Add Entry] 22U Yo L,
RADIUS H—/NIC AAADSA T NEBMULET,

tsce Siewt Network Configuration

|

User
Setup

Eroup =
| S ‘Cﬂ{l AAA Clients ?
e |?u:-m“ | AAA Client Hostname | AAA Client [P Address | Authenticate Using

| RADIUS (Cisco Alronet)

RADIUS {Cisco Airespace)

a Metwark | N 19, 164,11, 24
Configuration

== | | WILC 172.16.1.30
gl- % | mmral'im

Interfaoe
B Configuration

Add Entry Search J




chsO/NTX—2%Z VPN3000 At ML—XICEMLET,
Network Configuration

Edit

Add AAA Client

Adah Client Hostname |VF'N3IIIIIIEI
172.16.124.1 -]
Adh Client IP Address
Key ciscol23
Authenticate Using RADIUS {Cisco YPMH 3000/ASA/PLL 7.1+ j

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure),

[T Log Update/watchdog Packets from this ass Client

[T Replace RADIUS Port info with Username from this AaA Client

Submit Submit + Apply Cancel |

AAA Client Hostname : VPN 3000 >t RL—ZDRARNBZZADLET ( DNS ##RHA
) o AAA Client IP Address : VPN 3000 >t RL—ZDIP 7 RLAZAHDLET,

Key : RADIUS H—/N>—JL Y hZABDLET, I, VPNIERL—ZAD
WAL —/NOEMERICHRELEEDERUS—ILY NZEETIHENf HYET,
Authenticate Using : RADIUS ( Cisco VPN 3000/ASA/PIX 7.x+ ) ZBIRL ETF, —hiZ&klV)
. VPN 3000 VSA T Group iRETV 1V RINFRRENDKRSICBEVYET, [Submit) 20 1
Y 2 LET, [Interface Configuration] ZiER L . [RADIUS] ( Cisco VPN 3000/ASA/PIX
7x+) Z21) Y 2L T, [Group [26] Vendor-Specific] IcF I Y IN—TVZANET,



Interface Configuration

RADIUS (Cisco VPN 3000/ASA/PIX 7.x+)

User Group

[026/3076/001
[026/3076/002] Simultaneous-Logins
[0z6/3076,/005
[026/3076/006] Secondary-DNS
[026/3076/007] Primary-\WINS

] Access-Hours

]

]

]

]
[026/3076/008] Secondary-WINS

]

]

]

]

Primary-DMS

[026/3076,/009
[026/3075/011] Tunneling-Protocols
[026/3076/012
[0z26/3076,/013
[028/23076/015] IPSec-Bannerl

[026/32076/016] [IPSec-Allow-Passwd-Store
Subrmit Cancel

3 : TRADIUSEM26. . TINXTORVA—EEEMHZIELET, &2 E. Interface
Configuration > RADIUS ( Cisco VPN 3000 ) QJEICEIRT D &, FRATEZINTOELED
KN 026 ICBE2TVWET, COZENS, CNSIRNTORIA—EERBHEN IETF
RADIUS 26 BRIGICEIE T B ENDHAVET, CchsOEME., 77 ) NTE User
Setup X° Group Setup IR RENEL A, oSN I —7 Setup TRRENDKSICT
%(Zl&, RADIUS TRRREZITD AAAUTSA TN (ZDFEWE VPN 3000 Ot ML —
X)) EFRY NID—UREICERLET, RIC. User Setup. Group Setup, FFZEFDMA
ICRREBEVEHRZAVRA—TIAARENSEY, FIVIN—VZANET, AT
BEABMETORRICOVWTIE, TRADIUS DEM. Z#5BL TS EE W, [Submit) 29 1)
YILZET,
.ChS5DOFIEZEREITL T, Cisco Secure ACS for Windows DEREC T IL—T%#BMLET
- Group Setup ZiBIRL TH S, Group 1 BEWThADTUTL—KN TI—T%ZBRL,
Rename Group 27 Y VL &7,

SEP-Card-Assignment

[PSec-Sec-Assaciation

[PSec-Authentication

HL I e s I N (O B A
< XX IR R R R K



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/3.3/user/guide/ad.html

Group Setup

Group |1 Group 1 ~]
Users in Group Edit Settings |

Fename Group

ZHlZ, 8
(2B L 7= Tipsecgroups D& S BEBHNCEELE T, chsoJIIL—7IC@EI—¥HENE
N3, TOIIN—T0ORBOREERBRLETIN—TBEFFTLEEV, IXTD1
—HEBLIIL—7ICEBMNTDEEE. "VPNI—H JIL—7", LB TEET, [Edit
Settings] 27y LT, ILKUZR—ALLETIL—TONFXA—2Z2RELET,




Group Setup
Jump To

Group Settings : ipsecgroup :I

Access Restrictions

Group Disabled E
- Members aof this group will be denied access to the
netwoaork.
Callback 2]
# Mo callback allowed

" Dialup client specifies callback number

Use Windows Database callback settings (where
possible)

=

Cisco VPN
3000 RADIUS Z#V Y UL, ChSsOHREMHERELET. chil&ky, Z0JIL—7
BV H TS5 TWBI—HIZ Cisco VPN 3000 RADIUS BN AT ND =, INTDH
Jd—H% MR —% Cisco Secure ACS for Windows TEFREETEET,

Submit Submit + Restart Cancel




Group Setup
Jump To

Cisco ¥YPN 3000/ ASA/PIX v7.x+ RADIUS E
Attributes

| s

I [30764001] Access-Hours

™ [3076%002] Simultaneous-Logins

0

™ [20764005] Primary-DMS

0.0.0.0 -
[T [207640068] Secondary-DNS

0.0.0.0
™ [30764%007] Primary-WINS

0.0.0.0
[T [20764008] Secondary-WINS

0.0.0.0

™ [30764009] SEP-Card-aAssignment
| &ny-SEP |
Submit Submit + Restart Cancel

| 4

y- 31 il
ICi&, VPN 3000 U—AOAVE NL—ZDOBREDATY T3TR U RILNIIN—T%2&ET
BPRHENZL, VPNV ERL—BROR—=ARTINL—=THFROF T2 NREHNSEEETh
ZWERY) . VPN 3000 RADIUSEM R HEH ) EE A, #HREHhD VPN 3000 Kt
: Primary-DNS : 754XV DNS H—/\® IP 7 RLAZABLF T, Secondary-
DNS : £AYA U DNS H—/XD IP 7 RLAZANLET, Primary-WINS : 7SIV
WINS H—/ND IP 7 RLAZAHNLET, Secondary-WINS : =H> A1) WINS H—/XD
IP 7 RLA%ZAHDLFET, Tunneling-Protocols : IPsec ZiZIRL FF, <hiZkl), IPSec
DSAT > NEHBDAEADNHFAETNDKRSICHKYYET, PPTP X L2TP EFFAThEB A
IPsec-Sec-Association.ESP-3DES-MD5&E AN L &E T, Cnlc kY, IXTDIPsecV 74T
YRNEATREEREEVESLTERENE T, IPsec-Allow-Password-Store : Disallow
ZIBRL, I—YH VPN Client C/NAD—REZREFETELZVESICLET, IPsec-
Banner : 1—HOEGERFICRRENDVIINAL XY= NF—ZAHLET, T
MyCompany ¥ EH VPN PO EAANKS T, BEDXYE—JFANLET, IPsec-
Default Domain : 2O RXA2EFZAHNLET, "mycompany.coms DESIZLET,
COEMEY NE, HEATEDYEBA, L, VPN3000 It NL—F2DODXR—AR J



L—TBUENFEEENTVRILNESHDLASHEVEEGR., ChoNEBMERETD L&
WU ET, Simultaneous-Logins : 1—H AU 1I—YETRAKICOT A TEIH*%E
ABDULET, #HRMEK 1 £ 2 T, SEP-Card-Assignment : Any-SEP %#iZRL £ 7,
IPsec-Mode-Config : ON %ZiEIR L £ 3, IPsec over UDP : IPSec over UDP Z’ O N )L Z
ALTZOIIINL—T701—HZ2E RT3 EEERE, OFF ZBRLFT, ON ZERL L
/BETE. VPN Client I& IPSec over UDP Z2O0—ALTF1E—7)LICL, BEES Y ER
ITBENTEET, IPsec over UDP Port : UDP 7R— N ES % 4001 ~ 49151 QEHERN T
BIRLET, COFESIE. IPSecover UDP A" ON DBEICOIKFEAETNET, XOBEML
YRNEFRATERDLSICTDEHICEK, VPNV EY NL—ZTASHADREN DEIZE
WET. ChiF BRI —FOKICHRLUET., Access-Hours : COBEMEFR TR LHICE
. VPN 3000 Ot~ b L —2& T Configuration > Policy Management ® JEIZ:EIRL., 7
T AREOHBAZRETDIHEN HVYET, HB W, Cisco Secure ACS for Windows T
REARZT VEARBZFERALTCOBEMZEEL T<EE ., IPsec-Split-Tunnel-

List: COBMZFERAT S0k, VPN It ML —%& T Configuration > Policy
Management > Traffic Management QO JEIZZEIRL, XY RD—0 UAREZREL TS
Wo RYRD—D UAMER, 9472 MIRUTEBENLERYRNT—TDOUARNT
HY), JARADORY RD—=IOANDTF—RNDIEESILTEDEIICITA T MNIRFL T
A~ U E T, IPassignment in Group setup Zi#iR L T Assigned from AAA server Pool |[CF T
YOI —U%Z AN, VPNClient I—HOFRIARICCASOI—HFIZIP P RLANEN)HT
SNBDKDICLET,

Group Setup
Jurap To

IP Assignment ﬂ

" Mo IP address assignment
" Assigned by dialup client
" Assigned from AA4 Client pool

*  Assigned from AsA server pool

Pwrailable Pools Selected Fool=

FI ong | 1

g | Crownn I

System
configuration > IP pools M JEIZi&IR L T VPN Client I—%H® IP 7’—)L&Z4#EK L. Submit



ZVVYOLET,
System Configuration

MNew Pool E
Mame poall
Start Address 10.1.1.1
End Address 10.1.1.10

Submit I Cancel |

System Configuration

AAA Server IP Pools

i

Pool Name

Start Address

End Address

In Use

poall

10.1.1.1

10.1.1.10

0%

Restart 23R L., :&XE

TR, ChonFIEZRYVIELET,

3. Cisco Secure ACS for Windows T1—HZ&EL &7, [User Setup] Z:#IRL, 1—HE%
ABALT, [AdAEdit] 20Uy OLET,

Submit >

ERFLTHLWIN—T 2707147 CLET, JIL—T7%EM



User Setup

User: lipsecuser]
Find | [ add/edit |

List users beginning with letter/number:
A BCDEFGHIJELH

List all users |

Femove Dynamic Users |

1-FREOEI
22 TIhSONIX—RERELET.



User Setup

User: ipsecuserl {(New User)

"

T Account Disabled

Supplementary User Info ? |
Feal Name [useri
Dascription |u:-,erl
User Setup hd

Password Authentication:

|.&CE [nternal Databasa E|

CiscoSecure PAP (also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

Passyord |1-4-1f1--|-1-4¢-1--|-

|:|-++c:nc::u-+4c:c:¢

Confirm Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password |

Confirm Password |

When a token server 15 used for authentication, supplying a separate CHAP
password for 3 token card user allows CHAP authentication. This is especially useful
when token caching 15 enabled.

_——Group to which the user 15 assigredh—

-~

"H___[lp*-:ecgmup 1:’

—_— o —

Submit Cancel

Password Authentication : ACS Internal Database % i£iR L ¥ 9, Cisco Secure PAP -
Password : 1—H®O/NAD—R&ZABL ET, Cisco Secure PAP - Confirm Password : ¥
BI1I—ONAD—RZBAHILET, Group to which the user is assigned : IO AT Y 7
THERLETIL—TDOEFZBIRLET, [Submit) 20 )Yy oL, I—HFREEREFELTT
D747 LET, I—HEZEBMTSICEFE, ChSsOFIEZZEV)ELET,

VPN Client 1= \QOEE IP 7 RL AD& T

RDATYTERITLET,

1. TIPSECGRP, EWSERITH LWV VPN JIL—TZHERLE T,

2BEEIP7RLADZEZERTSDI—HZ/ERL. IPSECGRP Zi#IRL £, Client IP
Address Assignment TE|V) HTHEE IP 7 RL A%Z5E A L. [Assign static IP address] &
BIRLET,



User Setup

T Separate (CHAP/MS-CHAP/ARAP)

Confirm W ook ok ok ok ok R ok ok ok ok ok ook ok
Password

When a token server is used for authentization,
supplying a separate CHAP password for a token card
user allows CHAP authentication. This is especially useful
when token caching is enabled.

Group to which the user is assigned:
IPSECGRP -]

Callbaclk

llse group setting

O

No callback allowed

Callback using this number

Dialup client specifies callback number

O D

Use Windows Database callback settings

Client IP Address Assignment

Use group settings
Mo IP address assignment

Assigned by dialup client

= DD

Assigh static IP address [192.168.1.55 W

-

Assigned by Aad client pool

Submit Delete Cancel

VPN Client D& TE




cDtU>3>TEk. VPN Client fIOREICOVWTHALTLERT,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZEIRL £,
2. [New] 22 1) v 2L T, [Create New VPN Connection Entry] 74 > RO ZBEEE T,

# ciatus: Disconnected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Opbions Help
p;ifﬁ @ £ = ' = W7 Cisco SysTews
-I"-._ T, g
Connect Mew Impot M odify Delete
Connechan Entries |Eertifi|:ates | Log I
I Connection Entrp | Hozt | Tranzpaort
< |
Mok connected.

3. 7OV MARRENES, TORMVICEFZEYNETET, BDETHNEHBAEANLTE
£¥9, VPN3000 At RNL—B2ONTIY D A2 B—TIALAIPT7RLA%Z Host h5
LIZIEEL . Group Authentication ZiBRLUE T, KIZ, JIN—TRENRAD—REAAL
£9, Save ZVUYOLT, HILLWVPNERI> NV EERLET,



# YPN Client | Create New YPN Connection Entry

Connection Entry: |v|:|nuser

Descrption: |Hea1:|n:nffin::e

Host: [10.0.0.1

Authentication lTranspDrt l Backup Servers l Dial-Up ]

{» GQroup suthentication (" Mutual Group Authentication
Marme: |ipsecgmup
Pasgw':'rd: i t411 1111

HEHEEEEENE

Confirm Pazsward:

(" Certificate Authentication

M arme: | ﬂ

| Send Ca Certificate Chain

Erasze Uzer Password | SCave Canicel

X : VPN
Clienth", Cisco VPN 3000 —XA> > RL—ZTEREETNTVWBOEFLIINL—T7F
ENATD—REZFATDIEIDICHRETENTVWD L ZERELET,

FhovT414> 508N

AL BBET D RDSICBDE, THIOVTAV T ZEBMTERY,

1. VPN 3000 T, Configuration > System > Servers > Accounting Servers O JE(ZiZR L .
Cisco Secure ACS for Windows —/N\ZEML £ 9,

2. ITN—TICBBIOTHO>T 4> TH—/NZEBMT SIZF. [Configuration] > [User
Management] > [Groups] & ®IRL T, JI)L—7&@FAXRTL. [Modify Acct]Z2 VYOI LE
Fo Y—=XRIZ, FHOOFT142 0 H—NOIPF7RLAEY—=—N—OLYRZEABDL
x£¥79,



Configure and add a EADIUS user accounting server.

Accounting Server |172.16.1245 Enter IP address or hostname.
Server Port [1646 Enter the server TTDP port number.
Timeout[I Enter the timecut for this server (e
Retries[3 Enter the number of retries for this
REFVEr Secret [Hos= Enter the BEADITS server secret.
Verify [ooee* Ee-enter the server secret.
Add Cancel |

Cisco Secure ACS for Windows T, ZAHIO T A JRREXOHIDLS ICRRENE
T,

RADIUS Accounting active.csv [ Befrash [l Dowrioad

Fegular Exaression Stast Date & Time End Oate & Time Fows per Page
| ||'r mydd v b mmi ss ||'r T ddi oy bR mmiss |t a j

Apply Filter Cleas Filter |

Filtering is not appled.

P calling- At - At - Ak - Barvice- | Eramed- Avcd-  Acrd- Acct- A
Dale Time #  Lser-Mame N.—trr:~ "ilnrillrlg—lrl Blatus- Session- Session- lwom | Probocol Imput- Oulpul- Tnput- O
S S ——r Hype i limg 0% FOUUEE oorars Octets Packets Po
HLE2Z2005 18 238:20 ipsecuser] ipsecgroup 192,165, 1.2 Start ESFOO000T ., Framed PPF A, T . .
- YR 3000 [ fault Accounting
TS [ =
10/27/2005 18:38:20) - 1o o nerator Group : o :
g L L 1 I.‘!efauI: ) .Eft_cc.lntini; )
e Concentrataor Group off

i

2

CoTh, BEFERCHELTVIAES HERBLET.

TFTIRTYNAEZ=—T7TVR Y=L (BEI—HYEH) (OIT) F, BE®D show OX > R&EH
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

VPNt L —2O#ER

VPN 3000 d>t > kL —Z il T Administration > Administer Sessions @ JEIZ&IRL ., JVE—K
VPN N RO ZHEELE T,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Femote Access Sessions [ LAM-to-LAM Sessons | Management Sessions |

Agsimned TP Client Brytes MAC

Fsername Address Crou Protocol | Login Tune Tvoe Tx Hesult Actions
- Public IP =1oup Encrvption | Duration Vﬁn Evies Posture

Address Bx Token

Oct 27 :
. 10.1.1.% . IFZec TWmtTT ]
ipsecuser ] 192 168 1.2 | APSECEFOUP [arro jco 1555211{4 a8010300| 8056 His [ Logout| Ping ]
VPN Client D #E

VPN Client ZHFE T2 ICE, ROATYTEZRITLET,

1.[Connect] 29 ¥ ¥ LT, VPN ERZBIBL ET,
# status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Entries Status Certificates Log Options Help

Eﬁ ﬁ @ ﬁ Cisco SysTems

Lonnect g rport odiy Delete
Connection Entries |Eerth:etes ] Log I

Connechion Entry Host Tranzpaort
YPnuUser 10.0.0.1 IPSec/UDP

4 | il
ﬂgt-cmne:tea}

2. I-—¥RIRDRDI A Y RINRFENE T, BHRI—FHEENAT—REAHLT,
VPN ##Z2BII L ET,




status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Enkries  Status  Certificates Log Ophions  Help

@ @ @ M Cisco SYSTEMS

Cancel Connect M [rnport b odify Delete

Connection Entries IEertificates | Log |

Connection Entry Host

Ypnuser 10.0.0.1

# VPN Client | User Authentication for "vpnuser”

Enter Uzername and Pazsword.

Cisco SysTems

Jzemame: |ipsecuzer]

HEHEEEEX

« FPazzword:

|

ak. Cancel
[ |

-Aiuthenticating I.IEEE} (T[]
3. VPN Client A" RY 4 h® VPN 3000 At ML —RICEHFEENETT,

Connection Entries  Status  Certificakes Log Ophions Help

% ﬁ E] @ Im Cisco SysTens

Disconnect M e [rport kadify Delete

Cornection Entries | Cerificaes | Log I

Conmcction Entry 7

YNuUser

| 1

Connecked ko "vpnuser Connected Tine: 0 day(s), 10:00,06 El y




4. Status > Statistics M JEIZiZEIRL T, VPN Client ® b > XILEKEHEHRZEIELET .

# VPN Client | Statistics

T unne Details} Route Deails l Firewall l

Addrezs Information Connection Infoimation
Client: 10.1.1.9 Eriky: WONLIZE!
Server. 100,07 T, 0 Jayl=], 00,07 .33
Bytes Crypto
Received: 448 E noryptior: 168-bit 3-DES
Sent; E314 Authentication: HMAC-MDE
Packets Tranzport
Crcrpted: 50 Transparent Tuwneling:lnactve
Decrypted: 3 Local LAM: Dizabled
Dizzarded: 18 Corpression: Mohe

Evpazzed. 31

Reset

Cloze

| 7 Rl

ROFIBEICHR>T, BREORNZ TN 1—FT 42T 2TVET,

1. Configuration > System > Servers > Authentication ®JHICIEIRL, XOFIHERTL T,
RADIUS #—/X& VPN 3000 Ot FL—20MOEHEZRBLET, [T—/NZBIRL
THhS [Test] 20UYOLET,



Thiz section lets you configure parameters for servers that authenticate users.

Tou should have a properly configured EADITS, T Domain, DI or Eerberos/Active Direci
configure the mternal server and add users to the nternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or

Authentication
Servers Actions

172 16,1245 (Badius/User Authentication]
Internal (Intermal)

Add

Modify

Delete

hdowe Lp

tAoe Down

Test

RADIUS I—H&ENADT—RZAHL, [OK|ZTUYILET,

Enter a username and password wath which to test. Please wait for the operation

Username |ipsecuser

shobohebedodedodd

Password

] I Cancel
RN BRI L ECEBRITXAYE—IHNRRENET,

@ Authentication Successhial

Canfinue |

RREEAN KL EBA . REICEEN HB D, IPELKICEEN Y ET. ACSH—D
Failed Attempts Log T, c DEXBICEETEZ XY E—IABVWAERLET, coOJICX
YE—IARTENBVEER., IPERICEAENHDEEASNET, RADIUS ERH
RADIUS #—/NICEEL TLWEH A, RADIUS (1645) /ST Y NOREEZFT TS VPN
3000 A EYRL—BRAVER—TIAAICBAETNTVR 71 I)LRZREREL TS EE L,



TARNBRBREEARIIL TE VPN 3000 Ot RL—2A0OT 4 2 HFEIEHRERKRTSHE
&, J>VY—JL R—KNEH T Filterable Event Log L T &V, EHEA/MEEL EV
HBE. AUTH, IKE, B&KY IPsec EVWS ARV N UFR%Z VPNV ML—&IZEM
TEET, chiZlk, Configuration > System > Events > Classes > Modify ( Severity to
Log=1-9, Severity to Console=1-3 ) O JEIZiERL £9, AUTHDBG. AUTHDECODE,
IKEDBG, IKEDECODE, IPSECDBG, & & U IPSECDECODE £fHATZEE TN, <n s
FEBMAZTEET, RADIUS H—NASZTEENDBEHICOVTEL WVEBRNIVERIS
&l&. AUTHDECODE, IKEDECODE, & & U IPSECDECODE ZfEH 9% &, Severity to
Log=1-13 LRI DOEWMEAFTEET,

3. Monitoring > EventLog TAAX> N OJZBELET,

1513 1002712006 18:37:25.330 SEY=0 IKEDB3/81 RPT=4T 19216812 ;_|
SEMDING Message (msQid=6679165e) with pavloads .

HOR + HASH (8) + NOTIFY (11}

total length @ 80

1815 1002712006 18:37,35.830 SEV=8 IKEDBGIE1 RPT=48 192 168.1.2
RECENED nMessage (msgid=84575bed6) with payloads ;

HOR + HASH {8) + NOTIFY (11) + NOKNE {0}

otal length - 80

1517 1002712006 18:37:35 B30 SEV=1 [KEDBGM RPT=120 192 168 1_2
Group [ipsecgraup] Lser ipsecusert])
processing hash

1818 1072712006 18:37:35.830 5EV=08 IKEDBGMO RPT=121 192 168.1.2
Group [ipsecgroup] Wser ipsecuser |
Processing Motify pasdoad

1519 1002712006 18:37:35.830 SEY=9 IKEDB36 RPT=10 1221681 2
|Group ipsecgroup] User ipsecuserd ]
Sending keep-alive oftype DPD R-U-THERE-ACK (seq number 0x6532486d)

1521 1002712006 18:37:35.830 SEV=0 IKEDBGH RPT=122 192.168.1.2 j

Pause Display | Clear Display | Restan | Receiving

VPN Client 4.8 for Windows ® RS 7\ a—F14>24

VPN Client 4.8 for Windows D RS 7)1 —F 14209 %T52&. ROARATY T H2ETLET

o

1. Log > Log settings M JEIZiEIR L T, VPN Client ©OYJ LXRILEBMICLET,



& VPN Client | Log Settings ]

Changing logging lesvels will take effect immediately and will cause the curent log
window to be cleared.

IKE:

[ LOG.IEE ]
Connection Manager: | 1 - Liow ﬂ [ LOG.CM ]

Diaemon [cvpnd]: | 1 - Low | [LOG.CYPND |

User Authentication: | 3-High v | [LOGXAUTH |

Certificates: | 1- Low | [LOG.CERT]
IPSec: | 3-High | [LOG.IPSEC]
Command Line: | 1-Low =] [LOG.CLI]
GUI: | 1-Low | [LOG.GUI]
PPP: | 3-High | [LOG.FFP]
Firwali | 1-Low =] [LOG.FIREwWALL ]

QF. Cancol

2. VPN Client TOY I NU%ZKRRTSIZIE. Log > Log Window DJEIZEIRL E£9,



# YPN Client | Log Window

Cizco Systemsz WPM Client Verzion 4.8.01.0300

Copyright [C] 1938-2005 Cizco Systems. Inc. All Rightz Reserved.
Client Twpelz]: Windows, WinM T

Running or: 5.1.2600 Service Pack 2

Config file directony: C:MProgram FilezhCizco Systems'\WPM Client

1 12:26:29.234 103068 Sev=Waring’/2  [KEDwd 3000067
Received an IPC meszage durng invalid state [[KE_MAIN:50Y)

g 1226:36.109 1043106 Sev=waming/2  CWPMND/0=E234000713
AddR oute failled to add a route; code 87
Dlestination 192.168.1.2585

Metmaszk, 250, 205,205,255
Gateway 10.1.1.9
[nterface 10.1.1.9

3 122636109 103106 Sev="wamings2  ChMA0xA3100024
Unable to add route. Network: cOa20016, Metmazk: FEEE, nterface: 2010709, Gateway: a0107103

Cizco Systemsz WPMN Client Version 4.8.01.0300

Copyright [C] 1998-2005 Cizco Systems, Inc. All Rights Reserved.
Chent Twpe[z]: Windows, WinNT

Running or: 5.1.2600 Service Pack 2

Config file directony: C:\Frogram FileshCizco Systems'\WFM Client

1 12273640 103106 Sev=Info/4IPSEC/OxE3700013
Activate outbound key with SPI=0x2c3afd45 for inbound kew with SP1=0xc9c1 b7 d5

2 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0xc3c1b7d5

3 132742656 10/31/08 Sev=Info/4IPSEC/0xE370000C
K.ey deleted by 5P| Oxc9c1bydb

4 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0x2c9afd45

A 122742656 10/31/06 Sev=Info/41PSEC/0x6370000C
F.ey deleted by SPI D2c3afddb

BOE 1T ¥R

. Cisco VPN 3000 =X At RL—RICHTRYR—b R—=D
. Cisco VPN Client \CB§F B HR—K R—D

- IPSec x> I—<a2/KEZOKIL

. Cisco Secure ACS for Windows cB8 32 H7R—hk X—

- RADIUS H—NNTORXALFZVD T71ILZDERE

cTOZHhIL HR—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_administration_guide_chapter09186a008015ce39.html#2003699?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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