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CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR

FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET

o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
FECODVTHRIEBLTE<KBENHYUET,

RECE

REFIXDNREOFBICOVWTR, RO TININTAYTADOREFES 2ZRU T

=W,

VPNt ML—BADT I ZNAABDA A=)

RDATY TE#RITLET,

1.

[Administration] > [Certificate Management] > [Enroll|® JRIC®BR L. 75 2 )L & /=X IDFEA
EERZERLET,

Thiz secton allows you te create an SSL or identity certficate request. The identity certificate request allows the
VEM 3000 Concentrator to be enrelled inte the PEL The cerfificate request can be sent to a CA, which wil
issue a certificate. The CA's certificate must be installed as a Ceoriificate Authority before insiallng the
cerfificate you requested,

Choose the type of cerbficate request to create

e Tdentity certificate
o SEL certficate

== 10 back to Certthcate Manasement

2. [Administration] > [Certificate Management] > [Enrollment] > [Identity Certificate]® M& (23R

L. [Enroll via PKCS10 Request(Manual)]Zo2 UYL &Y,

celect the enrolment method for the sdentity cerbficate. T'o mnstall a certificate wath SCEP, the 1ssung CA's
certficate must also be mstalled with SCEP. Clhick: here to mstall a new CA usme SCEP before enrolling,

“a_Enroll ma PECS10 Bequest (Manual) =
s Enroll ia SCEFP at ESAvS TR oothID SsrvCTT

o Enroll ma SCEF at TestCA6-8 at Cisco

<< (3o back and choose a different type of certificate

JBERZRTA—IIRIECADL, BR]ZIIYILET, cOFITRE, chsnT71—)LRIC

ABAULET, #ER:altiga30HBEA:IPSECCERT ( OUREREF M DIPsecT I —THE —
BI2HENfHYET ) AR : > A0> A7 L XLocality:RTPHM/#M :NorthCarolina® : KE
TEEBHMRAABFQDN): (C_TRHEALEEA ) F— B4 X : 5125 : Simple
Certificate Enrollment Protocol(SCEP)Z £ L TSSLAEFAE X KIDFIFAEO VT hh ZE
RI2HE, FHTEDIRSAT T IVRARDBENHKATT, RSA512E Y NRSA 768E v
NRSA 1024E' Y RRSA 2048 Y RDSA 512 Y RDSA 768 Y RDSA 1024E' Y ~


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Enter the mformation to be mchided i the certficate request. The CA 5 certificate must be installed ar a Certificate Authority
before metaliing the certificate yvou reguested. Please wait for the operation to finish.
- Enter the common name for the VPN 2000 Concentrator
« on Name (CN) [ekiga3 to ke used in thes PEL
Organizational Unit (C¥) |IPSECCEF1T Enter the department.
Organization () [Eﬁsm Systems Enter the Organization of company.
Locality (L) [RTF Enter the city or town,
State Province (SF) |Nnnhﬂmnlina Enter the State or Provmce.
Enter the two-letter country abbrematon (e g Tted
C s
ountry (C)| States = US)
Suhbject AlternativelName | Enter the Fully Qualfied Domein Mame for the VP
(FODN) 3000 Concentrator to be used m this PEL
Subject Alternative™ame (E- I Enter the E-Mail Address for the VEN 3000
Mail Address) Concentrabor to be used m thus PEL
Eey Size | FRSA 512 bits "'I Select the key size for the generated ESAMSA key parr.
Enoll | Cancel |

4. [BF)EV)Y0FBE, WKOIPDTVAZ RINRRENET, HRIDTARIT, 3
BHEZERLECEZHBFELETD,

Administration | Cernificate Management | Enrollment | Reguest Generated

A certificate request has been generated In a few seconds, a new browser window wall open up with the certficate request The
request can be saved as a file, or copaed then pasted mto a CA's management mterface.

EI_I|

The request iz located on the VPR 2000 Concentrator wath the fGlename ples0001.0ct - When you are done, you should delete
thus hle, go to the Fde Management page to delete the certheate request.

& G0 to Certificate Management
e 30 to Cerhificate Enrollment
» (30 to Cegtificate Installaton

FLOWITSOH T4 ROAFEE,. PKCSERT7A I RTRENET,
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5. SERMEI(CAY —/N T, ERERBRRL. CAH—/NCBUNTTERERELET,

nextl €7 JY O LET,
e ——r T |
H Lt e Paerbes 'I_'u- L] ) .
|dbat « % o QDA Qe Girsets Prssy S O
Jhﬁw]fl’?.!ﬂ.lﬂ.ﬂl-ﬁﬂ 3"-;“ _J_'.

Welcome

i use this web sile (o requesl & centibcate for your web broweser, a-miall chant, or other secure program. Once you acquene & carificate, you
will b= able 1o securaly identify woursall 10 ofher peopks ower the web, sign your s-mail messagses, encrypl your e-masl messages, and mors
Caending upsomn B iyl of Cortificalo You request

Select a task:
= Retrigve the CA carificate or certificate revocation list
& Request & certificate
 Chéecl on a pending certificate

6. [Advanced request] Zi#IR L, [NextjZ2V VY I LET,



| Pl B Vew Feorbe  Took Ml

B Rl el i

_:m “] g T 2180 36 R e iy o Lk i

Choose Request Type

Plaase select the type of réquest you weould ke to miske

O Lbgir Coatif cale fisguss Bt

& Advanced request

TR

7. [Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request
using a base64 encoded PKCS #7 file]Z#IRL. [Next]ZOV VY UL ET,

B i fibini

_'ﬂ-“'ﬁn'ﬂ-iﬂlﬁ

|
| detack « o - ) ) Y| Dsewch [S)Pearies (Jeicory | Ty G
_hmw_ull':.:mﬁuﬁ-:n;-&w-ﬁ :i P _|I.-

Advanced Centificate Reguests

You can request a carhicate for yoursell, anolher user, o 8 Compuler using o of the followeng methods. Mobe that the polcy of B certihcabion
suthaity (CA) wall datenming the cetifcass that you cah obitain

© Submil & certificale reguest 1o this CA wSing a form

& Submit & Cermificate reguest using 8 Dasetd encoded PKCS #10 fike o & rendawsal request using a basetd encoded PHCS &7 fike

Request 8 cemificats for @ sman card on Dehalf of another user using the Smart Cand Enroliment Stalion
¥ow must have a0 ervoliment sgent cetdc e fo subimi § sequesl for gnother woer

8. [Saved Request| 20> 3> DFFARNT 41 —)LRICPKCST77AINZEHAY N7 RR—=AB
LET, XRIZ, [Submitj 20U Y I LET,



| Fie DR Vew Feeobs  Tok  Heb
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Submit A Saved Reguest

Faste a basetd encoded FEKCS #10 carrhcate raguest or PHICS #T renewal request generated by an estemal application (such &5 a web
sarvel) info the requast field to submit e reguest to the certificalion authonty (CA)

Saved Hegquess

TN TedWGREo e FFPedC uQfed Y EﬂII!ﬂI‘Eﬂgl
GLAT)SuTEILupqRilqr I LBQr G L3 T+ wHEEpsded
Bazshd Encoded |[Bgi4ihkl

Carrficate Peguest |-——--END NEV CERTIFICATE FEQUEST--———
PHCS #10 o 8
-
®

Erpesa for @ fie fo ingerd

], 7

.CAH—/NTIDAEHAEZHRITLET, |
[T
| hewon you || = R DB @

hl W
B8 Covaricmion sty (Local)

= B s —
|l Borrimhind St Anfrask .
Het

|0 D il
=3 Pyreing Reguesty.
] ¥ i) Rty

10. L— NEERRE L IDIIAEZA U O—RLET, CAHY—/VT, [Check on a pending

certificate] ZiBIRL , [Next]Z VUYL ET, i
, A bR Vew Feols Tok Hip

| ted - =+ - D ] 3| Doewch [iffwortes ooy 55 2

|| Ak 8] ra /2 72. 18,124 Wi 2 = :I“
Welcome

Yo use this web sibe o request a certificate for your web browser, e-mal chent, or other secure program. Once you soquine & cerbficabe, you
will D abbe 1o Securely idenbly yoursell 1o other Deapls v the web, SIgN your -mMail MesSagss, SnCrypl your -mail mestages, and mon
dapending upon the type of cartificate you regquest

Select a task:
© Rafrigs the CA Cerificatle of carificale rsvoCabion list
T Request a cerificate
& Check on a pending certficale

(oo ]

11. [Base 64 encoded]Zi#iR L. CAH—/\T[Download CA certificate]2 2 )Y VL £,



13. CAY—/\T. [Retrieve the CA certificate or certificate revocation list]Z#IR UL T, JL— N3

14.

-#--n---ﬂ_ﬂa_ﬂm irwanss  emery Uy b

lﬁ-m SER: 111 72 18, 1.0 ey foaeni el

o] @ i

Certificate Issued

The cartificabe YOI reQuesied was 155Uad (D you

©DER encoded of * Basa 64 ancoded
Download ChA cemificate
FA cagificanon

12. DEEAEZO—ANLRSATCRELET,

Savein: I @ Desktop

My Documents
My Compuker
My Mebwork Places

Flname: |

Save a3 type: | Security Certificate

Save

—

Cancel

2EMBLET, XIC,

S ool [ ertillie sl e Servia o

e
1..
| Fie "Gt Veer Forier Temr Mg 00 : .
ek = - (D[ A| Qseach [GFeetn Pratey | - 04

Next)| 22Uy OLET,

i i roscl® hibermnet Daploren

| Mk ] P 172 18124 idom i

Welcome

depanding upon the type of certificate you reguest

Select 3 task:
& Retrieve the CA cerbtficate or certficate revocation st
© Request 8 comhcale
= Check on a pending cestificate

Yow use this wab sibe to request 8 cetificate for your weab browser, e-mail chent, or other secune program. Once you acquine a certificate, you
vill b alla 1o Secunahi (dantify yoursel 10 olhed Deople over T wab, Sigh your é-mal Massages, enciypl your &.mal Messages and mors

O—AILRSATICIIL—NIAEZRELE T,



certnew.cer

Fy Dacumetita

b Comptiker
i Fﬂg-ﬁqrne_; ':'. ook ce j Sake

ffu r-J'e'.'E-.--.-.:.n:. B

Save az ype: |Sec:urit_l.J Certificate j Cancel
E——
15. VPN 30000t L —ZRIZI—NFEAEBEIDFIAEZ A AN —ILLET, ChZEITS
(&, [Administration] > [Certificate Manager] > [Installation] > [Install certificate obtain via
enroliment] M JEZ&IR L £, [Enrollment Status] T, [InstallZ2 2V YO ULET,

Select a enrcllment request to mstall

Enrollment Status
|— Suhject | Issuer | Date ['U:e Reason (Melhud Status |r Actions
laltiga30 at Cisco Systems W4 [05222003 (D |Tnkal  [Manual  [Tn Pregress [View|lustall] Delste

<< (3o back and choose a different type of certihcate

16. [Upload File from Workstation]|22 Y 2 UE T,




T Ciscar Systems, Inc. ¥PN 000 Concentrator [2.2.2.2] - Microsolt Internet Explorer =101 x

Fils Edit Wiew Favorkes Tools Help
wback - = - (D f) O Dsewch [hifavortes Fhedn F - G H @

Rddress | https:j{172.18.124.134jaccass. bl =] oo ek
twon - Pg - [l | Cogels| e @won D Emsl P Morey - Mo ¥
NASDAR® - | | | @a| » =~ 147% | INDU 500453 6150 = 091% | 5P 9766 504 ~ »

VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager

Configuration | Administration | Monitoring

—ESofvare Updae Choose the method of mstallahon

Firg o Cut & Paste Teaxt
L ponitarng Ratresn + Uplead File from Workstahon

—EHil Managament == (30 back to and choose a different prpe of certificate
-l Mol B Py TR )

Cisce SvsvEms

17. [Browse]2 7)Y VL, O—AILRSATICREFELEIL—NEAET7 74N EERLET
o [Installl ZFRL T, VPNI 2 NL—XICIDFEAEZ AV ARN=ILET, TH |
[Certificate Management]™ 1 > RUAHERRE L TRRE N, # L WIDREEAE A [Identity
Certificates]T—7 L ICRTENE T,

Enter the name of the idenhty cerificate file

Filename | Browse... |

Install ‘ Cancsl |

X RIAENARBMULULBEICHUVIIREZERTSICE. ROFIEZEITLET,
[Administration] > [Certificate Management] Z i8R L &9, SSLALEAE') A b O[Actions]7R
Y 9 AT[Delete]Z 7 1) ¥ U L £, [Administration] > [System Reboot]ZiERL £7,
[Save the active configuration at time of reboot]Z &R L, [Now]Z &R L T[Applylz o ') v
JLET, VDO—RHFETITRDE, FILVIEASZERKTEDRSICBYEL I,

VPN 22 BL—ZADSSLALAED A2 AR—)L

7ZOHEVPNIY Y NL—2BO X 175 EREEATSHE,. VPNI Y ML —&(1C
(FSSLAIAEN BETT, £ho. VPNIEZ ML —%, WebVPN, & &TFWebVPNKZ X)L %
RIRITBIEANEZ—TIAADERICEARATZIAX—T I A AICSSLAEABHNBETT,

AR —T T AASSLAEBAEN FELBEWVWES., VPN3000d > NL—2RY T RNDITFTETY
TY9L—RUEZICVPNI000AE RL—ZFHN VT —RTHEEHBWICERETNET, HCE
BAHEFECERE NI S, COMPAEEFRIETEEFLA, RABE. TOIDZEFRIEL TV
FtA, EEL, COBAEEZFERTIE, 75O EFERALTVPNI Y ML —RICEAIC




BETEERT. HOBCERSSLAIAEICEEMAZBERE. KROFEZEITLET,

1. [Administration] > [Certificate Management] Z:&IR L £ ¥,

Hetrashi]
This sechion Jets vou view and manage cerificates on the YN 3000 Concentrator
& Clck heseto endoll with a Certificate Authositsy
Certificate Anthorities [ View 80 CEL Cackes | Clear A1CRL Caches 1 Covrrent: 1, masdmuam: 20
Subject Iszuer Expiratien SCEF kguer A tons
ms-rooi-sha-05-201 &l cisco ms-roob-shald-20010 at ersco Q452032 Ha View | Confimne | Dielete

Il:]l."ll.ll.';'f’ Cervtificares (ourrent: §, maminnun: 20
Suhject Issarr | Expiration Actons
Cratewray & af Cisco Syetems ms-toot-she-05-2001 af ciaco |DE.-1II¢I.-'EI:ID4 Yigw | Berew | Delete

SSL Certificates
aterface Subject Bausy Expiration Aetioms
Proeate  [105671 at Cisco Systems, Ine, (10561 atCiseo Syrstems, Ine. 020172006 -r\.rl-ll.-'l Renewr | Delete | Expor |||.;-l-r'!|-l 1?-'1 Enmll | Impod

SuH Host hey
Ery Size Eey Type Dade Generated | Artinns
1024 bita REA D1/05/2004 [EP—

2. [Generate] 22 1Y VLT, SSLAIAET—7/)LICHLVIIAEZRRL., BBIFOIIHER
BEMAET, COVAVRITRE, VPNIVEVNL—ZABEBNICER T DSSLAIAE
ND71—)LRERETEEXET, CNSOSSLIARER, 10 X—TIAABLTO—RNZ
VI VURTY,

You are about 1o generate & certiicate for the Public [ntetface | The ceribcate wall have the follewang D for both Sebgect and Lesuer

The certificabe will be wald for 3 vears from vesterday

Common Mame (CI7) |1 0B6.134.175 Enter the Comemon Mame, usually the IP or DS address of this mterfacy
Organizational TTnit (017 |"d'|"h] 3000 Concentratar Enter the depastroent
Organization (CF) [D’% oo Systems, Inc Enter the Organization of compans
Localiy (L) |F'cl.r||-'\Jl" Enter the caly or bewn
State/Province (SP) [Massachusets Enter the State er Frovince
Country (C) IF Enter the tero-letter conntry abbreviation (e Tnited States = 173
ESA Fey Size W welect the Key suze tor the penerated K54 key pair,

Genermel Cancel I

REEATRE/RSSLEIBAE ( DFYRA/IRTLEE D ) 2B T 2B4K. IDIIBEOEIE
CERAITZIOERIUFIEERFERATILEHIC, CORFIXMNO VPN ERL—2A
OTFDRNMBEOA A=), 2O IAVZEZSRLTILEZY, £EL, SEIE,
[Administration] > [Certificate Management] > [Enroll]V 1 > KD T, (IDEEBAEDO KDV I
SSLEIFREZR IV VUY I LET, X : BEBEZSHBL TSE &/ VPN 3000 Concentrator
Reference Volume lIMDCertificate Managementtz 2> 3> : T X )LAIBAE S & U'SSLEFEA
ECEIZIREBB/HRICOVTIE. EBHLVERYIU—R47,

VPNt ML —Z TOSSLAEAE D EH



//www.cisco.com/en/US/docs/security/vpn3000/vpn3000_47/administration/guide/certman.html
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COtEU>3a>TRE, SSLALAZEDEHMAECODVTHAL KXY,

VPNt ML —BRICK > TERE NIZSSLAIHENHE S, SSLEY 2 3 > 0 Administration
> Certificate ManagementD JEICE & £ T, renewHd 723> &0 1) v UL, SSLEIFREZEHML
9,

AECAGT—NIZK>THAENAABEOSEEE. ROFEZETLET,
1. SSL Certificates TAdministration > Certificate Management > Delete D NEIZ3®IR U T, HifR
PNOMRAEENT IV IAEZ—T I AN SHIBRLE T,

Administration | Cenmcate Management ANednestay, 19 September 007 D001

Refresh(f

Thaz section lets you wewr and manage cerifiicates on the YPH 3000 Concentrator.

* Click here bo enroll wilh a Cerlificate Authonity

# Click here to insiall & certificate
Certificate Anthorities [ View AUCRL Carhes | Clear 81 CRL Caches ] (cusrent: 1, massirmum )

SCEP

| Subject Issuer .Emimthn Is Actions
Thawe Test CA Root al Thawde Thawte Tesl CA Fool al Thavwte
Certification Certification (43L2020] Mo [V Confirmn | Dabte

Identity Certificates { current: 0, masarmam: 2
Subject | Issuer Fxpiration Actions
No ldemiity Certificaies

3L Certificates

Interface | Subject | Issuer [Expiration | Artions
[LD, 168 116 116 at Cisco 10163 116,116 at Cisco
-Pn'uatr !symm' b bty ‘uwmzmu _v-_m Fenew | Dielete | Export | Chensrate | Enroll | Impert
[ earlygates. ocp org at itifax Secure Cemificate m
-Pub‘m: pearlygates. ocp org o Fouifie 08/ 642008 Vew | Repew |[Delete | Expord | Genemte | Enmoll | Import

I

SSLAIBAZENHIKREHERTSICIE. [Yes]2IUYILZET,



dministration | Certificate Management | Deleta

Subject Issuer
CN=pearlygates. ocp.org OU=Equifax Secure Certificate Aothorty
OU=Domain Control Validated - QuickS5L Premmium(R) O=Equifax
OU=5ee www. geotrust comfresourcesfcps (c)07 C=15
OU=GT74524223
O=pearlygales ocp.org
C=ITS
Serial Number 07E267
Signing Algorithm SHAIWihRESA

Public Key Type FSA (1024 bits)
Certificate Usage Digital Signature Mon Fepudiation Key Encipherment,Data Encipherment
I-'lDS".l'hu.lrIJprirlt 2C:EC:GD:8B:FE: 59:9D: FE:04: An:B2: 1B C5:09: 94z 27
SHAL Thumbpring 5E:9A:7C:D3:02: FE: L0z AC: 75: 72: 00 AA: 6A: 73: 84: 54: CZ: DCIBE: 95
Validity 8/16/2007 at 17-26:35 to &/16/2008 at 17:26:35
CRL Distribution Point hitp./crl geotrust comferls/secureca crl

Are you sure you warnt to delete thus certificats?

I Q- I ] Mo ]

2. [Administration] > [Certificate Management] > [Generate] Z3#IR L T, # L \SSLEIAEZ 4
RLET,

nistration | Certificate Management

Refreshi

This sectiom let=s you wew and manage ceritficates on the VPR 3000 Concentrator.

* Chek here bo enroll with a Cerificate Authoniy

= Click here to mstall a cerlificate
Certificate Authorities [ Visw A1l CRL Caches | Clear A1l CRL Caches ] (current: 1, masimum: 6)
F S - —

" ' e SCEP z

| Suhject ; Issuer E:]matum| b Actions
Thawte Test CA FEool at Thawte Thawte Test CA Root at Thawie A
|Cu1|ﬁcaib:n rotries) ilmmuzn| Mo [View| Configue | Delete
Tdentity Certificates (current 0, masomam: 3
| Subject L tower | Expiration | Actions
AT ORI . e R R R S i R R G S |
SEL Certificates
Interface | Subject | Issuer [Expiration| Actions
e e o s ——
Fublic |No Certificate Installed. Generste) Entol | Lmport

NTVYIALB—TIAADFHLVSSLEIAEN RRENET,



Adrmimisteation | Cerntficale Manasaernent Whednesdad, 19 Seplember 2007 MEDG
Hefresh

This section lets you view and manage cerlificates an the VPR 3000 Concentrator.

¢ Click here to enroll with a Certificate Awthorily
& Click here to install 5 cerlificate

Certificate Authorities [ View All CRL Cackes | Clear Al CRL Caches ] (current 1, massmurn: 6)

I| Subject | Issuer !lE:pnatnnJ Reinit Artions
|Thawte Test CA Root at Thawte | Thawte Test CA Root at Thawte = i :
[ceticaton |ceticaion R T P
Identity Certificates cumrent 0, massmum: 1)
Subject Issuer ] Expiration I Actions
Mo Identity Certificales
S5L Certificates
|Imterface Subject Issuer Espiration | Actions
.. 10,163 116,116 at Cisco 10.168. 116,116 at Cisco | Il
?F't:rvma S sl B Skl Bk . UF'”TH“IU!‘Vﬂl Retew | Delete | Export | Genemte | Ensoll | [mport
Public hll“”":” A S YR ;:Ll'l'm Cizco Syvlems, | EIDIIEHlJlﬂ View | Bepew | Delete | Export | Gensrate | Ensoll | Inpost

. CiscoVPN 3000 ) —X OtV RL—RICHTRHR—K R—=D
. IPSec 2> I—>3a/IKEZOMIIL
- TO_HAILHYR—BE RFI XD B - Cisco Systems
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