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VPN 3000 >t ML—2DOERE

VPN 30002 EY RL—RZRETDICE, ROFIEZRITLET,

1. [Configuration] > [System] > [Tunneling Protocols] > [IPSec LAN-to-LAN]IC#E L T. LAN-
to-LANEY S I3V ERELET, RABKRFIKEFZIILIVAX A, EHHEF—., ETIPFR
LA, O—ALBELTVE—RRY ND—IONTX—=BOAT I ZFRELET, [Apply]
ZOVYIOLET, COFRETI, FREEFESP-MD5-HMACICEREE ©, BEESLIX3DESIC


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

REENhTVERTY,

Configuration | § T g Protocols | IPSes LAN-to-LAN | Mog

Modify mn [PSec LAN-to-LAN connection

e E;tp_l Enter ihe mame for this LAN-10-LAN conneciion
Interface |Ethemet # (Publo) (17218.124.131) =]  Select the interface fo put this LAN-t0-LAN comnection on.
Peer [172.18.124.157 Enter the [P address of the remote peer for this LAN-1o-LAN connection.
a D'*"[n- {Use Preshared Keys) =) Select the Digital Certificale io use.

Certificaie © Enfire certificaie chun

I ; ® Identity certificale only Choose how 1o send the dhgnal cerificate 1o the IKE peer,

Preshared Key [cisconpres Enter the preshared key for this LAN-to-LAN connection
Authentleatbon | ESP MDA HBAAC 178 =] Specify the packel suthentication mechanism 1o use.
Encryption | 30DES- 168 = Specify the encryplion mechanism 1o use.
IKE Proposal | KE-30E S-MUS = Select the IKE Proposal to use for this LAN-t0-LAN connection.
Routing [None 7l Choose the routing mechanism 1o use Parsmeters below are lgnored I

MNetwork Awladiscovery is chosen

Lacal Netwark

Netwerk List [Use IF Addrows Wildcard mask beb dmhlﬂmf#ﬁhnmhmﬁtnMM&ﬂﬂ

Address 192168,
¥ HE AR Node: Enter a wildeand mask. which s the reverse of a subned mask. A
Wikdeard Maskp00256 wildesrd mask has 15 in bil positions to ignore, Os in bit positions to maich.

For example, 10,10, 1.0/0.0.0.255 = all 10.10.1_snn sddresses.

Remote Netwark

Netwerk List [se IP Address Wildcard mask bel :Jmi?hmrm?mkﬂ:ﬂslmwhmﬁm.dmldrﬂﬂ

|,—
A e Note: Enter a wildeard mask, which is ihe reverse of a subnet mask. A
Wildesrd Mask D0 127 255 willdeard mask has 15 in bl positions to ignore, 0% n bil positions 1o malch,

For example, 10010, 1.0/0.0,0.255 = all 10, 10, 1.mmn sddresses.

_Apply | Cancel |

2. Configuration > System > Tunneling Protocols > IPSec > IKE Proposals ) JE(Ci#IRL . SE
BNTFX—BZBRELET, IKEZOR—HILIKE-3DES-MD5%&EIRL . Z’OR—HF)LICx
ULTBIRENENTA—XZHRLET, [Apply]22 )Y 2L T, LAN-to-LANEY > 3>
ERELET, CcOBREONFX—ZRBFROEHYTTY,

C onfig on | System | Tunneling Protocols | IPSec | IKE Proposals | Mad
Muodify a configured [KE Proposal.
Proposal Name IKE -3DE 5 -MDS Specify the name of this [KE Proposal.
Authentication Mode | Preshared Keys =| Select the authentication mode to use.
Authentication Algorithm |MOSHMAC 178 »| Select the packet authentication algorithm to use.
Emcrypilon Algoriilm 3DES-168 = Select the encryption algorithm io use.
DifMe- Hellman Group | Group 2 {1024-bits) =) Select the Diffie Hellman Group 1o use.
Lifetime Measurement | Time | Helect the lifetime measurement of the IKE keys.
Data Lifetime 10000 Specify the data lifetime in kilobytes (KB).
Time Liletlme B6400 Specify the time lifetime in seconds.
Apply | Cancel |

3. [Configuration] > [Policy Management] > [Traffic Management] > [Security Associations] =
BL., Ev>a ACERENEIPSec SAZEIRL, LAN-to-LANtY > a v AICERE h
72IPSec SANT X —RZRFELET, CORETIE. LAN-to-LANEYZ I HEFE T
Checkpointy TH % =%, IPSec SAKBEBHMIC "L2LF T Y UKL Mo 4



This section lets vou add, configure, modify, and delete [PSec Security Associations (5As). Security Associations use [KE Proposals o
negohiate [KE parmmeters.

Click Add 1o add sn 8A, or select an SA and click Madify or Deleve.

IPSec SAs Actions
ESP.DES MDS
ESP 3DES-MD6
ESP/E -JDES- ML v
ESP-90ES-NOME Add |
ESPLITP-TRAMSPORT
ESP-3DES-MDS-DHT wllly

_Deletn |

CHDSADNFX—RBFRDEHTY,

Modify a configured Secunity Association.

SA Name L2 Checkpoint Specily the name of this Security Association (SA).
Inherilance |From Fule = Select the gramularity of this 5A.
IPSec Paramelers
Authentication Algorithm |[ESPMOS HMAC 128 =) Select the packet authentication algorithm to use.
Encryption Algerithm [3DE5 168 =] Select the ESP encryption algorithim to use.
Encupsulstion Mode | Toonel =) Select the Encapsulation Mode for this SA.
Perfect Forward Secrecy Disabled = Select the use of Perfect | orward Secrecy.
Lifetime Measurement | Tune =] Select the lifetime mepsurement of the IPSec keys
Data Lifetime [10000 Specify the data lifetime in kilobytes (KB),
Time Lileiime B400 Specily the time lifetime in seconds,
TEE Paramelers
IKE Poer 17218124157 Specify the KL Peer for a LAN-10-1LAN [PSec connection
Negotiation Mode [Main = Select the IKF Negotiaion mode 1o use.

Digital Certificate |None (Uise Prashamed Keys) =| Select the Digital Certificate 1o use.
© Bufire contificate chain .\ __ . 1o send ke digital cortificais in fhe IKE peer.

Certificate Transmission Identity certificate only
IKE. Propasal |IKE-3DES-MDS = Select the TKF Proposal to use as [KF initiator.
Apply | Gancel |

Checkpoint NG D EXE

HRETDVPNREICEETDIRUS—ZERTE-HIZ, Checkpoint NGTRY KD—0F TS
IVRELN—INERBENET, <DRIJZ—I&, Checkpoint NG Policy Editor& £ £ IC14 2 A
R—=ILEh, BREDCheckpoint NGRIZZTLET,

1. R/WRKNF T 1Y U %BESIILT BCheckpoint NGRY NDJ—2EVPNIV Y RL—2XFY K
D—IOD2O20RY NID)—VATSIORNERLET, 77TV ZERTRICE.
[Manage] > [Network Objects]Z &R L . [New] > [Network] iR U £ ¥, BEIAEZRY NDJ—
IEHRZEADLT, OK|ZTZDYOLET, XOHBIE, CP_inside ( Checkpoint NGD A ZB
%Y RD—% ) & TFCONC_INSIDE (VPN £ RL—ROREBRY hD—% ) &R
NB2XYND—OFTSIVRNODREERLTVET,



Metwork Properties - CP_inside

CP inzide

General | MAT

M ame:

IP Address:
Met Mazk:
Cornrment;

Colar:

Broadcast address:
|7'f:' |ncluded

10.32.0.0

2852551280

CPINSIDE

N -

™ Mot included

ok |

Canicel

Help




General | MAT

M ame:

IP Address:
Met Mazk:
Cornrment;

Colar:

Network Properties - CONC_INSIDE x|

COMNC IMSIDE

132.168.10.0

285, 255.255.0

Concentrator nebwork,

Broadcast address:
|7'f:' |ncluded ™ Mot included

N -~

] I Cancel Help

2. VPNF /N1 A, Checkpoint NG, 8&LVVPNI Y NL—ZDD—OAF—>23a>ATS
IV NZEERTSICIE. [Manage] > [Network Objects]lc BB L . [New] > [Workstation] % i#
RUET, X : IRCheckpoint NGt Y M7 ¥ 7BEICER E T i=Checkpoint NG — T AT
—2aAVFAT IO EFERATEET, VJ—OVAT—2aAVES—NIIABLUHEEEHR
AREVPNT/NA RELTRETH AT a v &&EIRL, [OK|ZVVYHOULET, X0HE,
ciscocp(Checkpoint NG)& & TXCISCO_CONC ( VPN 30000+t hL—%& ) EfEND 7
T72IO0RDEYRNTYTERLTVET,



[wYPH-1 & Firgwall-1

v FloodG ate-1

[ Policy Server
[vFrimary Management Station




Workstation Properties - CISCO_CONC Snnaas x|

T General

T opalogy
MAT M ame: |IZIS CO_CONC

WEM

Advanced IP Address:  [172.18.124131 Get addiess |

Comment:  [VPN Concentrator

Color: Ii,

T ype: " Host % Gateway

Check. Point Praducts
[~ Check Point products installed:  Version I NG I

[CIVFM-1 & Firetafall
[IFloodt ate-1
[JPalicy Server
(18 anagement Station :I

Object Management
£ M anaged by this Manegement Serve [Intemal

= Managed by another Management Server (Esterna

¥ Interoperable PN Device

oK Cancel |  Hep |

3. [Manage] > [Network Objects] > [Edit]ic BB L T. Checkpoint NGO —JAF—>3> (C
D 5T & ciscocp ) M[Workstation Properties]V 1 > RO EBREE T, T4 RIUOER D
BIREA S[Topology] Zi&IRL ., BESLTHRY ND—U&BIRLET, [Edij2o Y IL
TCAVE=TIAAO7ONT 1 ZRELET, COHITIE. CP_insideld Checkpoint
NGORHEZRY ND—UTT,



Workstation Properties - ciscocp E[

Genaral Topology
T opology
MAT Get Interfaces |
z": ot T [IPAddiess .. | Netwerk Mask .. | P Addvesses bahine
M“ =" ar':" E10080 10.32.50.50 2552551280  CP_inside
anageme 10081 17218124.157 2552552550  Estemal
[+ Advanced
4| | H
pd. | Em. Remova Show |

Show all IP2 behind G atewsy

WPH Domam

{* AllIP Addresses behind Gateway based on Topology Shawe
inforrnatian, _—

" Manualy Defined | j G o

[~ Esportable for SecuFiemote

oK Cancel |  Hep |

4. [Interface Properties] V1 > RJT, D—OAT—23a>aRNFPELTEETSD A3
ZIBIRL, BYBIP7RLAZEELET, OK|ZOUY I LET, RICRT MNRODIER
Tk, D—OAT—>23>z2AEBPELTEEL, CP_inside/ VRZ—T7 I A1 ADERIZHD
IP7PRLAZEBELET,



Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

i External [leads out to the internet]

IP Addrezzes behind this interface:

™ Mot Defined

™ Metwork defined by the interface |P and Met Mazk

* Specific: LL CP inside ~|
Anb-Spoafing

v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help

5. [Workstation Properties]V 1 > RO T, 4> Z—% Y MI#E#H T B Checkpoint NGO F\ A
VR—TIAAEREIRL, [Edt|ZEO Y IOLTAVER—TIAAO7ONT1 2/ ELE
I, NRODEARBELTEETZ A7 a>EBIRL, OKZVUYILET,



Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

(¢ Estemal leads out to the intemet]

i Intemal [leads ta the local network]
P &ddreszes Bebimd thiz mterface;
" Mot Defined
£ Metwork defined by the interface [P and ket kazk

" Specific: j

Anb-Spoafing
v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help

6. Checkpoint NG® Workstation Properties> 1 > RO T, D42 ROUDOERICH S BIREA S
VPNZRIRL, RICESLBLUORETILIVXALADIKENT XA —2EBIRLE T, [Edit|Z
)y oOLT, IKEZANT 1 Z2BRELET,



General

T opology

MAT
Authenbcation
bl anagement
[+ Advanced

Workstation Properties - ciscocp

¥YPN

Encryphon schemes

i

O 2 pevz

Edt.. |

Cedfificate List

zet defaulk |KE properbies

Mickname | DN

| Centificate Authority

add. |

Edit |

oK

Cancel |  Hep |

7.VPNIERNL—Z207ONT A E—HBTBDESICIKEZONT A ZRELET T, DI
Tlk. 3DESORESILA TS a > EMDSONY ST AT a > #BRULET,



IKE Properties x|

General |

— Suppart key exchange encryption with: - — Support data integrity with; —

[0 & ces -] ¥ MDS
O &= cast
[T SHa1
— Support authentication methiods;
W Pre-Shared Secref Edit Secrets. ..
[ Public Key Signatures Specifiy.

I YERA & Firew sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

ak. I Cancel Help |

8. Pre-Shared Secrets D4 7S 3> %#i#IR L. EditSecretsz 2 ')y 2L T, VPN &>
RL—RNDEFREF—CERMOHI2EHR-EF—ZRELET, [Edi]2oUYILT
. IRIC[Set], [OKIDJEICO)Y OLET,

Shared Secret |
— Shared Secrets List:
Feer Mame Shared Secret
CISCO_COMC e Edit
Bermove
Enter zecret; ICiECD[tp[LﬂEE Set
Ok | Cancel | Help

9. IKEZANT 14> RUT, [Advanced..]ZVUYIL., ROREZLXELET, "7V
LY T7E—REYR—b1 OFXTS a2 ZBRBRLET, [TT7FY hOF—XHBrzY
R—BNIBFT7a>E#BRUET. KTLES, TOKi . TOKi ORIV Y ILETY



Advanced IKE properties x|

[ Use UDP encapsulation

UDP PR PSEC encaps. j

Suppaort Diffie-Hellman groups

| Group 2 (1024 bit]
[Group 5 (1536 bit)

Rekeying Parameters

Renegotiate IKE secunty aszociations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |2600 ::I Seconds
[ RBenegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[~ Support IP compression for SecureClient

[T Support aggresive mode
v Support key exchange for subnets

O Cancel Help

o

10. [Manage] > [Network Objects] > [Edit]ic BB L. VPNI> > kL —& ®[Workstation
Properties] V1 > RVZREXR T, V12 RUDER OBEIREA S[Topology]ZiEIR L .
VPNR XA EFBTEZELET. COBITRE. CONC_INSIDE (VPN £ KL —%&
ODATBERY NT—D ) HFVPNRAASELTERENTVET,




Workstation Properties - CISCO_COMNI

1. 7142 RUDERAORBREA S[VPN]ZRIRL, BELARE L TIKE|ZBRLET,
[Editt2 2 VY OLT, IKEZONT 1 &2RELET,



Workstation Properties - CISCO_COMI

12. VPN E RL— 2 0BREDREERBMITDELSICZIKEZONT 1 ZRELE T, CDFl
Tlx., 3DESOBES{LA T a> EMDSODNY ST AT a>aRELET,



IKE Properties P

General |

— Support key exchange encryption with: 1 — Support data integrity with; —

O &= cast
[T SHa1
— Support authentication methods:
W Pre-Shared Secref Edit Secrets...
[ Public Key Signatures I atehitig Critera....

[ WPH- % Firew sl authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

13. [Pre-Shared Secrets]| DFREEA 7> 3 > &BIRL T, [Edit Secrets]z V) v U L TEFHE
*—ERELET, [EdijE7UYHZLT, KIZ[Set]. [OKIDIBIZZ Y ZLETS,

Shared Secret x|
— Shared Secretz Lizt:
FPeer Mame Shared Secret
CIZCOCP e Edit
Hemaove
Enter zecrat: |n:i3n::u:|rt|:|rules Set
Ok | Cancel | Help

14. IKEZ’ANT 474> RJT, [Advanced...]2o2VY UL, XROBREEZZELET, IKES
O/NT 1 (2B Y04 Diffie-HellmanF )L —7 & B8RLET, "PILYZTE—REHR—-K
1 DATIaAVEBRBRLET., (/XY NOF—XBEHR—NTD| AT a0 %8
RUET, BTLES, "TOKy. TOKL OEBEICIVYOILET,



Advanced IKE properties

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

Dﬁrnup 1 [¥63 bit)

[w|Group 2 [1024 bit)
[Group 5 [1536 bit)

Hekeying Parameters

RHenegotiate IKE secunty azzociations 14410

::I Firtes

Fenegotiate IPSEC Securnty azzociations eveny 3600

::I Seconds

[ RBenegotiate IPSEC Securnty associations every | 50000

::I k.Butes

tizc
™| Support [P compression far SecureClient
[T Support aggresive mode
v Support key exchange for subnets

OF.

I Cancel Help

15. [Rules] > [Add Rules] > [Top]Z#IR L .

Editor]V 1 > RO T,

R —OESILIL—ILZRELE T, [Policy

I5{E Jt A" CP_inside ( Checkpoint NGORFZRY NDJ—2 ), FEEN
CONC_INSIDE (VPN Y RL—ROATBERY RT—T ) DIL—ILZBEALET,
Service = Any., Action = Encrypt. Track = LogDEZRREL ET. /L—ILD[Encrypt
Action| o> 3> &ZEMLES, [Action]2H V)Y UL, [EditProperties]ZZIRLET,

= CISCOCP - Chedk Paint Poly Editor - SUandard
Fie Edi WYiew Manage Rules Polcy Topolegy Search Windos  Help

Ho ¥oe ek @ BEf aix TiH W

P ) lgixl

“Ba(Em =13 [ # B A aall
B b |2 |6 | B | [ O | [ Secmiy - Starciand | 828 ackdrmss Tearmistion - torderd | i 005 - Standard | T Desktop Securty - Standard |
o Matwork Cbimats
e e B e N
[1] 1500 CoHC Ik CP_niie IL COWC_NSTE _
“"1& ':"‘:':' "l-’L TG _BESIDE l"I"' P_raie FE'l:l:pdwhn i
- s v . I E I
AL COMC_[NSIDE . el £P _nzide * Arve * Ay [+ [l Gateveny
AL P e
]| Do ) wecept
] CrSE Davice ) drop
él illl‘.nclhllnrnn ﬁ]w
i
I [P—— ) tser fuiny
B Address Barge 1) Cherd Auth
1E| atemy Chuster 1] ) Sexsion Aun H
] Ceymarmic Object [r— I:P | Comment D trerm |
CISC0_COME ITZB.124.030 WP Concentrator (N (Chend Encrypt
[h": ERCGLD 172 18,124,157 !.-"l'fh'.l'-'ﬂ Extirnd %T{
ey Query




16. IKEZIBIRL, Edit2 2 UYOULET,
Encryption Properties X|

General |

— Encryption zchemes defined: —

@Ee

i [Faz Pz

Edi. |

aF. Cancel Help

17. IKE Properties™” 1 > R T, VPN ConcentratorR 5V A7 #—LAE—HTB LS IC7ON
T4 BEZELET, Transform7 7" 3 > &Encryption + Data Integrity (ESP)ICRRELF ¥
o BT IV XL%ZIDESICEEEL E Y, [Data Integrity]Z[MD5]ICEXELE T,
[Allowed Peer Gateway]ZVPN1 >t KL —Z(CISCO_CONC)& —HT B LS ICEREL
9, KEZKRALLSOKEZIVVYILET,



IKE Properties - EI

General

Transfarm

0 Enn:ryptlnn + Data Integrity [ESF'}

™ Data lntegrity Only [&H)

Encroption &lgorithm: J0ES |

D ata Integrity MO5 j

Comprezzion method: Mare j

Allawed Peer Gateway: [ clsco_conc j
™ Use Perfect Forward Secrecy

Usze DH Group: IGTDUF' 1 [765 bit] j
[~ Perfarm [P Poaol HAT

aF. Cancel Help

18. Checkpoint NGZFREL 25, R —%R1EL . [Policy] > [Instal] 28R L TEMICL F
£

S CISTICP - Check Point Policy Editor - Standard =|0] x®
Fis Edt View Manage FRules | pPobcy Topology Sasrch Window Halp
do|yom & EE IR TIL
[‘E] = I.-" Ll B Uninstall... E
Rlalal@| Bl @ acesuws. Wickess Tramsiation - Standerd | (Gl DS - Standard | TE] Deshenn Seouity - Stardard |
- B Nebwork bijects Trestall Ligsrs Dthiaris. ..
DESTINAN LM EHVILE ALTION THALE.
- _———m
] cxsco_cosc T
:Imjm,.”. Gl roperies.. P P_n': & Ay [§] oo B atererars
- Habvscr
el oM _THSIDE n A OP v * Ay & Ay ﬁ-x:qi E Log nﬂv-.r:
ek P _jrsade
_'H Deorran
| 8] 95K Dervice
|| Emteided Devare
& wrow
] Logcal Server
8] Address Range
E ol iy Tl 1] J LJ
.:d [ryrilig. Civpsil | F | . I
;!'_| IS0 _CORC ITEABAZE13 VPN Concenbraler
L':. dsooo 17218 124.157 Cheschkpoint Exdesnal [F

RUS=AAVNANENBDEEILRK, 1AL —232 D42 RTICEBREN KRR
TNET,



Install Policy X

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:
Compiled OF.

RS
— DA VAR =IDNETULECENFAMVAN=ILD4 2V RIICRRENES, LS
(Close)] 202 )Y O LTFIEEETLETD,

Install Policy El
Standard.\w: Secunty Policy Scrpt generated into Standard. pf ;I
Standard:

Cornpiled OF.

Inztalling YPM-1Firetafall-1 policy On: ciscocp ...
YEM-1/Firetwfall-1 policy installed succezsfully on cizcocp. .

WEM-1Firetafall-1 police Inetallation for all modules was successhul

f Ny

i

CCTR, BRENEEICHEL TLVILESHERFELET,
XY ND—=0BEOHER
2ODTTAR—RNZRYND—VBOBEEZETANTDIZE, T7TAR—=RNZRYRND—=DD1DH

SHOTTAR—RNZY NT—=D(CpingZBBTEER T, CDEFRETIE. Checkpoint NG
(10.32.50.51)AS5VPNI > ML —2 %Y NDJ—2(192.168.10.2)ICpingNMEFEE hE L 1,




[ €\ WINNT \System32' cmd.exe

C
C
L:
o
L
C
C
C

:\»ping 192.168.10.2
Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time{10ms TTL=253
Reply from 192.168.10.2: bytes=32 time<{10ms TTL=253

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times 1n milli-seconds:

Minimum = Bms, Maximum = 10ms, Average = Sms

FIVIRAV NGO KR RILAT—RADRT

ROZRILDAT—RA%ZERRTSIZIE, Policy EditoriCc# 8 L. Window > System Status® JE(Z
EBRULET,



o CISCOCP - Chedk Point Systen Stakis
£ FreWal Encrypled: 19
::ud}:.e:t Decrypted 18
& Su:':lm.um Erors
Encryplion errars: 0
RN
IKE evants arrors: 3
Hardwara
HW Vendor Mame: none
HYY Slatus: noreE
For Help, press F1 Last updated:09:34:14 PM 2

VPN EV ML —=BO B RILATF—RADRR
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This screen shows stalistics for seszions, To refresh the statishics, click Refiresh. Select a Group to filier the sessions, For more

informeation on a session, click on that session’s name, To log out a session, click Logowt in the table below, To test the nebvwork
connection to a session, click Ping.

Lagouwt All: PPTF User | LZTP User | [PSec User | L2TP/TPSec User | [PSec/TDP User | [PSecTCP User | [PSec LAN-to-LAN

Session Summary

Active LAN-te-  Active Remote M“‘:m Total Active Feak Concurrent Cancurment Total Cumulative
LAN Sessions  Access Sessions ""’S':E:m Sexslons Sexvians Sexsions Limit Sessions
1 L1 3 4 4 1500 17
LAN-to-LAN Sessions [ Bemote Access Sessions | Mamagement Seszions |
Connecitlon Name IF Adidress Frotocol Enerypiion Lagin Time Duration Acilons
Checkpaoin 17218124157  IPSec/LAN-lo-LAN FDES-168  Sep 11 20:36:03  (0:00:57 | Logouwt |Pamg]

[LAN-to-LAN Sessions] T, fERE N -SADFHMEEZEENLENTY NOBRERTITSDF I Y
TRAVNOEREZERLET,



Back to Sessions

Comnnection Name IF Address Protacel Encryption Login Thme Dration | Bytes Tx  Byies Hx
Checkpoint ITE18124.157 [PSec/LAN-to-LAN  3DES-168  Sep 11 20:36:03  0:01:55 156 256

IKE Sessions: |
[FSec Sesslons: 1

IKE Sesslon

Sexgion [ 1 Encrypiion Algorithm 30ES-]68
Hashing Algorithm MD5 DifMe-Hellman Group Croup 2 (1024-bit)
Authentication Mode Pre-Shared Keys IKE Negotiation Mode Main

Rekey Time Interval 36400 seconds
1PSec Session

Session [ 2 Bemote Address 103200000127 255
Lacal Address 192 168, 1000/0.0.0.255 Encryption Algorithm 30ES-168
Hashing Algorithm MID5 SEFP 1
Encapsulation Mode Tumel Rekey Time Imterval | 25300 seconds
Bytes Recebved 256 Bytes Transmdited 156

N | 1 Rl
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VPNVt ML—ZTF/N\NY JZEBMICTSICIE, [Configuration] > [System] > [Events] >
[Classes]icBEILFT, EXEZ1 ~ 13ICERETSICIF. AUTH, AUTHDBG., IKE, IKEDBG,
IPSEC, 8 RT'IPSECDBGZEMICLET, F/N\NY T ZFKRTRTSICIE. [Monitoring] > [Filterable
Event Log]ZBIRL ¥ ¥,

1 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=506 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 128

3 09/11/2002 20:36:03.610 SEV=9 IKEDBG/0 RPT=507 172.18.124.157
processing SA payload

4 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=508
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:

Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=509
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class DH Group:

Rcv'd: Oakley Group 2

Cfg'd: Oakley Group 1

13 09/11/2002 20:36:03.610 SEV=7 IKEDBG/0 RPT=510 172.18.124.157
Oakley proposal is acceptable

14 09/11/2002 20:36:03.610 SEV=9 IKEDBG/47 RPT=9 172.18.124.157
processing VID payload

15 09/11/2002 20:36:03.610 SEV=9 IKEDBG/0 RPT=511 172.18.124.157
processing IKE SA

16 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=512
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:

Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

22 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=513
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class DH Group:

Rcv'd: Oakley Group 2

Cfg'd: Oakley Group 1

25 09/11/2002 20:36:03.610 SEV=7 IKEDBG/28 RPT=9 172.18.124.157
IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 3

26 09/11/2002 20:36:03.610 SEV=9 IKEDBG/0 RPT=514 172.18.124.157
constructing ISA_SA for isakmp

27 09/11/2002 20:36:03.610 SEV=8 IKEDBG/0 RPT=515 172.18.124.157
SENDING Message (msgid=0) with payloads
HDR + SA (1) + NONE (0) ... total length : 84

29 09/11/2002 20:36:03.630 SEV=8 IKEDBG/0 RPT=516 172.18.124.157



RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

31 09/11/2002 20:36:03.630 SEV=8 IKEDBG/0 RPT=517 172.18.124.157
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

33 09/11/2002 20:36:03.630 SEV=9 IKEDBG/0 RPT=518 172.18.124.157
processing ke payload

34 09/11/2002 20:36:03.630 SEV=9 IKEDBG/0 RPT=519 172.18.124.157
processing ISA_KE

35 09/11/2002 20:36:03.630 SEV=9 IKEDBG/1 RPT=91 172.18.124.157
processing nonce payload

36 09/11/2002 20:36:03.660 SEV=9 IKEDBG/0 RPT=520 172.18.124.157
constructing ke payload

37 09/11/2002 20:36:03.660 SEV=9 IKEDBG/1l RPT=92 172.18.124.157
constructing nonce payload

38 09/11/2002 20:36:03.660 SEV=9 IKEDBG/46 RPT=37 172.18.124.157
constructing Cisco Unity VID payload

39 09/11/2002 20:36:03.660 SEV=9 IKEDBG/46 RPT=38 172.18.124.157
constructing xauth V6 VID payload

40 09/11/2002 20:36:03.660 SEV=9 IKEDBG/48 RPT=19 172.18.124.157
Send IOS VID

41 09/11/2002 20:36:03.660 SEV=9 IKEDBG/38 RPT=10 172.18.124.157

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.

capabilities: 20000001)

43 09/11/2002 20:36:03.660 SEV=9 IKEDBG/46 RPT=39 172.18.124.157
constructing VID payload

44 09/11/2002 20:36:03.660 SEV=9 IKEDBG/48 RPT=20 172.18.124.157
Send Altiga GW VID

45 09/11/2002 20:36:03.660 SEV=9 IKEDBG/0 RPT=521 172.18.124.157
Generating keys for Responder...

46 09/11/2002 20:36:03.670 SEV=8 IKEDBG/0 RPT=522 172.18.124.157
SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

48 09/11/2002 20:36:03.690 SEV=8 IKEDBG/0 RPT=523 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 60

50 09/11/2002 20:36:03.690 SEV=9 IKEDBG/1l RPT=93 172.18.124.157
Group [172.18.124.157]
Processing ID

51 09/11/2002 20:36:03.690 SEV=9 IKEDBG/0 RPT=524 172.18.124.157
Group [172.18.124.157]
processing hash

52 09/11/2002 20:36:03.690 SEV=9 IKEDBG/0 RPT=525 172.18.124.157
Group [172.18.124.157]
computing hash

0.

0,



53 09/11/2002 20:36:03.690 SEV=9 IKEDBG/23 RPT=10 172.18.124.157
Group [172.18.124.157]
Starting group lookup for peer 172.18.124.157

54 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/1 RPT=10
AUTH_Open () returns 9

55 09/11/2002 20:36:03.690 SEV=7 AUTH/12 RPT=10
Authentication session opened: handle = 9

56 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/3 RPT=10
AUTH_PutAttrTable(9, 748174)

57 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/6 RPT=10
AUTH_GroupAuthenticate (9, 2f1bl9c, 49c648)

58 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/59 RPT=10
AUTH_BindServer (51a6b48, 0, 0)

59 09/11/2002 20:36:03.690 SEV=9 AUTHDBG/69 RPT=10
Auth Server e054d4 has been bound to ACB 51a6b48, sessions = 1

60 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/65 RPT=10
AUTH_CreateTimer (51a6b48, 0, 0)

61 09/11/2002 20:36:03.690 SEV=9 AUTHDBG/72 RPT=10
Reply timer created: handle = 4B0018

62 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/61 RPT=10
AUTH_BuildMsg(51a6b48, 0, 0)

63 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/64 RPT=10
AUTH_StartTimer (51a6b48, 0, 0)

64 09/11/2002 20:36:03.690 SEV=9 AUTHDBG/73 RPT=10
Reply timer started: handle = 4B0018, timestamp = 1163319,
timeout = 30000

65 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/62 RPT=10
AUTH_SndRequest (51a6b48, 0, 0)

66 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/50 RPT=19
IntDB_Decode (3825300, 156)

67 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/47 RPT=19
IntDB_Xmt (51a6b4d8)

68 09/11/2002 20:36:03.690 SEV=9 AUTHDBG/71 RPT=10
xmit_cnt = 1

69 09/11/2002 20:36:03.690 SEV=8 AUTHDBG/47 RPT=20
IntDB_Xmt (51a6b4d8)

70 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/49 RPT=10
IntDB_Match (51a6b48, 3eb7ab0)

71 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/63 RPT=10
AUTH_RcvReply(5la6b48, 0, 0)

72 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/50 RPT=20
IntDB_Decode (3eb7ab0, 298)

73 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/48 RPT=10
IntDB_Rcv (51a6b48)



74 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/66 RPT=10
AUTH_DeleteTimer (51a6b48, 0, 0)

75 09/11/2002 20:36:03.790 SEV=9 AUTHDBG/74 RPT=10
Reply timer stopped: handle = 4B0018, timestamp = 1163329

76 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/58 RPT=10
AUTH_Callback(51a6b48, 0, 0)

77 09/11/2002 20:36:03.790 SEV=6 AUTH/41 RPT=10 172.18.124.157

Authentication successful: handle = 9, server = Internal,
group = 172.18.124.157

78 09/11/2002 20:36:03.790 SEV=7 IKEDBG/0 RPT=526 172.18.
Group [172.18.124.157]
Found Phase 1 Group (172.18.124.157)

79 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/4 RPT=10
AUTH_GetAttrTable (9, 748420)

80 09/11/2002 20:36:03.790 SEV=7 IKEDBG/14 RPT=10 172.18.
Group [172.18.124.157]
Authentication configured for Internal

81 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1l9 RPT=19 172.18.
Group [172.18.124.157]
IKEGetUserAttributes: IP Compression = disabled

82 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1l9 RPT=20 172.18.
Group [172.18.124.157]
IKEGetUserAttributes: Split Tunneling Policy = Disabled

83 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/2 RPT=10
AUTH_Close(9)

124.

124.

124.
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84 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1 RPT=94 172.18.124.157

Group [172.18.124.157]
constructing ID

85 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=527
Group [172.18.124.157]
construct hash payload

86 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=528 172.18.124.157

Group [172.18.124.157]
computing hash

87 09/11/2002 20:36:03.790 SEV=9 IKEDBG/46 RPT=40 172.18.124.157

Group [172.18.124.157]
constructing dpd vid payload

88 09/11/2002 20:36:03.790 SEV=8 IKEDBG/0 RPT=529 172.18.124.157

SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 80

90 09/11/2002 20:36:03.790 SEV=4 IKE/11l9 RPT=10 172.18.124.157

Group [172.18.124.157]
PHASE 1 COMPLETED

91 09/11/2002 20:36:03.790 SEV=6 IKE/121 RPT=10 172.18.124.157

Keep-alive type for this connection: None

92 09/11/2002 20:36:03.790 SEV=6 IKE/122 RPT=10 172.18.124.157



Keep-alives configured on but peer does not
support keep-alives (type = None)

93 09/11/2002 20:36:03.790 SEV=7 IKEDBG/0 RPT=530 172.18.124.157
Group [172.18.124.157]
Starting phase 1 rekey timer: 64800000 (ms)

94 09/11/2002 20:36:03.790 SEV=4 AUTH/22 RPT=16
User 172.18.124.157 connected

95 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/60 RPT=10
AUTH_UnbindServer (51a6b48, 0, 0)

96 09/11/2002 20:36:03.790 SEV=9 AUTHDBG/70 RPT=10
Auth Server e054d4 has been unbound from ACB 5l1a6b48, sessions =

97 09/11/2002 20:36:03.790 SEV=8 AUTHDBG/10 RPT=10
AUTH_Int_FreeAuthCB(51a6b48)

98 09/11/2002 20:36:03.790 SEV=7 AUTH/13 RPT=10
Authentication session closed: handle = 9

99 09/11/2002 20:36:03.790 SEV=8 IKEDBG/0 RPT=531 172.18.124.157

RECEIVED Message (msgid=54796f76) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 156

102 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=532 172.18.124.157
Group [172.18.124.157]
processing hash

103 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=533 172.18.124.157
Group [172.18.124.157]
processing SA payload

104 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1 RPT=95 172.18.124.157
Group [172.18.124.157]
processing nonce payload

105 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1l RPT=96 172.18.124.157
Group [172.18.124.157]
Processing ID

106 09/11/2002 20:36:03.790 SEV=5 IKE/35 RPT=6 172.18.124.157
Group [172.18.124.157]

Received remote IP Proxy Subnet data in ID Payload:

Address 10.32.0.0, Mask 255.255.128.0, Protocol 0, Port 0

109 09/11/2002 20:36:03.790 SEV=9 IKEDBG/1 RPT=97 172.18.124.157
Group [172.18.124.157]
Processing ID

110 09/11/2002 20:36:03.790 SEV=5 IKE/34 RPT=6 172.18.124.157
Group [172.18.124.157]

Received local IP Proxy Subnet data in ID Payload:

Address 192.168.10.0, Mask 255.255.255.0, Protocol 0, Port O

113 09/11/2002 20:36:03.790 SEV=8 IKEDBG/0 RPT=534
QM IsRekeyed old sa not found by addr

114 09/11/2002 20:36:03.790 SEV=5 IKE/66 RPT=8 172.18.124.157
Group [172.18.124.157]
IKE Remote Peer configured for SA: L2L: Checkpoint

0



115 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=535 172.18.124.157
Group [172.18.124.157]
processing IPSEC SA

116 09/11/2002 20:36:03.790 SEV=7 IKEDBG/27 RPT=8 172.18.124.157
Group [172.18.124.157]
IPSec SA Proposal # 1, Transform # 1 acceptable

117 09/11/2002 20:36:03.790 SEV=7 IKEDBG/0 RPT=536 172.18.124.157
Group [172.18.124.157]
IKE: requesting SPI!

118 09/11/2002 20:36:03.790 SEV=9 IPSECDBG/6 RPT=39

IPSEC key message parse - msgtype 6, len 200, vers 1, pid 00000000,
seq 10, err 0, type 2, mode 0, state 32, label 0, pad O,

spi 00000000, encrKeyLen 0, hashKeylLen 0, ivlen 0, alg 0, hmacAlg O,
lifetype 0, lifetimel 17248580, lifetime2 0, dsId 300

122 09/11/2002 20:36:03.790 SEV=9 IPSECDBG/1l RPT=139
Processing KEY_GETSPI msg!

123 09/11/2002 20:36:03.790 SEV=7 IPSECDBG/13 RPT=10
Reserved SPI 305440147

124 09/11/2002 20:36:03.790 SEV=8 IKEDBG/6 RPT=10
IKE got SPI from key engine: SPI = 0x1234a593

125 09/11/2002 20:36:03.790 SEV=9 IKEDBG/0 RPT=537 172.18.124.157
Group [172.18.124.157]
oakley constucting quick mode

126 09/11/2002 20:36:03.800 SEV=9 IKEDBG/0 RPT=538 172.18.124.157
Group [172.18.124.157]
constructing blank hash

127 09/11/2002 20:36:03.800 SEV=9 IKEDBG/0 RPT=539 172.18.124.157
Group [172.18.124.157]
constructing ISA_SA for ipsec

128 09/11/2002 20:36:03.800 SEV=9 IKEDBG/1 RPT=98 172.18.124.157
Group [172.18.124.157]
constructing ipsec nonce payload

129 09/11/2002 20:36:03.800 SEV=9 IKEDBG/1 RPT=99 172.18.124.157
Group [172.18.124.157]
constructing proxy ID

130 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=540 172.18.124.157
Group [172.18.124.157]

Transmitting Proxy Id:

Remote subnet: 10.32.0.0 Mask 255.255.128.0 Protocol 0 Port 0
Local subnet: 192.168.10.0 mask 255.255.255.0 Protocol 0 Port 0

134 09/11/2002 20:36:03.800 SEV=9 IKEDBG/0 RPT=541 172.18.124.157
Group [172.18.124.157]
constructing gm hash

135 09/11/2002 20:36:03.800 SEV=8 IKEDBG/0 RPT=542 172.18.124.157
SENDING Message (msgid=54796f76) with payloads
HDR + HASH (8) + SA (1) ... total length : 152

137 09/11/2002 20:36:03.800 SEV=8 IKEDBG/0 RPT=543 172.18.124.157
RECEIVED Message (msgid=54796f76) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48



139 09/11/2002 20:36:03.800 SEV=9 IKEDBG/0 RPT=544 172.18.124.157
Group [172.18.124.157]
processing hash

140 09/11/2002 20:36:03.800 SEV=9 IKEDBG/0 RPT=545 172.18.124.157
Group [172.18.124.157]
loading all IPSEC SAs

141 09/11/2002 20:36:03.800 SEV=9 IKEDBG/1 RPT=100 172.18.124.157
Group [172.18.124.157]
Generating Quick Mode Key!

142 09/11/2002 20:36:03.800 SEV=9 IKEDBG/1 RPT=101 172.18.124.157
Group [172.18.124.157]
Generating Quick Mode Key!

143 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=546 172.18.124.157
Group [172.18.124.157]

Loading subnet:

Dst: 192.168.10.0 mask: 255.255.255.0

Src: 10.32.0.0 mask: 255.255.128.0

146 09/11/2002 20:36:03.800 SEV=4 IKE/49 RPT=7 172.18.124.157
Group [172.18.124.157]

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)
Responder, Inbound SPI = 0x1234a593, Outbound SPI = 0x0d4£37959

149 09/11/2002 20:36:03.800 SEV=9 IPSECDBG/6 RPT=40

IPSEC key message parse - msgtype 1, len 606, vers 1, pid 00000000,
seq 0, err 0, type 2, mode 1, state 64, label 0, pad O,

spi 0d4£f37959, encrKeylLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3,
lifetype 0, lifetimel 17248580, lifetime2 0, dsId O

153 09/11/2002 20:36:03.800 SEV=9 IPSECDBG/1 RPT=140
Processing KEY_ADD msg!

154 09/11/2002 20:36:03.800 SEV=9 IPSECDBG/1 RPT=141
key_msghdr2secassoc () : Enter

155 09/11/2002 20:36:03.800 SEV=7 IPSECDBG/1 RPT=142
No USER filter configured

156 09/11/2002 20:36:03.800 SEV=9 IPSECDBG/1 RPT=143
KeyProcessAdd: Enter

157 09/11/2002 20:36:03.800 SEV=8 IPSECDBG/1l RPT=144
KeyProcessAdd: Adding outbound SA

158 09/11/2002 20:36:03.800 SEV=8 IPSECDBG/1 RPT=145
KeyProcessAdd: src 192.168.10.0 mask 0.0.0.255,
dst 10.32.0.0 mask 0.0.127.255

159 09/11/2002 20:36:03.810 SEV=8 IPSECDBG/1l RPT=146
KeyProcessAdd: FilterIpsecAddIkeSa success

160 09/11/2002 20:36:03.810 SEV=9 IPSECDBG/6 RPT=41

IPSEC key message parse - msgtype 3, len 327, vers 1, pid 00000000,
seq 0, err 0, type 2, mode 1, state 32, label 0, pad O,

spi 1234a593, encrKeylLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3,
lifetype 0, lifetimel 17248580, lifetime2 0, dsId O

164 09/11/2002 20:36:03.810 SEV=9 IPSECDBG/1 RPT=147
Processing KEY_UPDATE msg!



165 09/11/2002 20:36:03.810 SEV=9
Update inbound SA addresses

166 09/11/2002 20:36:03.810 SEV=9
key_msghdr2secassoc () : Enter

167 09/11/2002 20:36:03.810 SEV=7
No USER filter configured

168 09/11/2002 20:36:03.810 SEV=9
KeyProcessUpdate: Enter

169 09/11/2002 20:36:03.810 SEV=8
KeyProcessUpdate: success

170 09/11/2002 20:36:03.810 SEV=8
IKE got a KEY_ADD msg for SA: SPI

171 09/11/2002 20:36:03.810 SEV=8

172 09/11/2002 20:36:03.810 SEV=4 IKE/120 RPT=7 172.18.124.157

Group [172.18.124.157]
PHASE 2 COMPLETED (msgid=54796£76)
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IPSECDBG/1
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RPT=149

RPT=150

RPT=151

RPT=152

IKEDBG/7 RPT=7

0x0d£37959

IKEDBG/0 RPT=547
pitcher: rcv KEY_UPDATE, spi 0x1234a593
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