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CAlcertsvDIP7 RL RA)ZANLET, fEAEOEEB EERD[Welcome]J 1 > RUARTR
EhET,

2. [Welcome]™” 1 2 R M[Select a task] T, [Retrieve the CA certificate or certificate
revocation list] Zi#RL ., [Next] 22U Y ILET,
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Microsoft Cerificste Sermces —~ windkzerer Home
Welcome
Yiou use this web site to reqguest a certificate for your web browser, e-mal client, or other secure
program, Once vou acduire a certificate, you will be able to securely idertify yourself to other people over
the weh sign your aamail messaness, ancrynt yonr ecmail messanes, and more depanding npon the wpe
of certificate you request
Select a task:
& Retrieve the CA certificate or certificate revocation hist
T Redquest a cerificats
T Checlk on a pending cerificas
Mext »
=l
{&] Dane | e b

. [Retrieve the CA certificate or certificate revocation list]V 1 > R T, ZflIC & B [Install this
CA certification path) 22U Y O L&ET, <hlZkV), CARIBAE N Trusted Root Certificate
Authorites AR ZICEBIIENhET, chik, COCANCDIZATUNIRITTEDIINTO
AEAENEHEENDEEEKRLET,
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Retrigve Tha CA Cerbficates Or Certficate Revocation List

il s CA celific glion nath b alow your compuler bo theel catilficates issued from thes cedificaban suthonby

k15 not necesRany o mansall ingsal the C4& carthcaion path i you reqeest and install @ camihcaa fom this cemhcabon auhonty, bacauss the
O e cation path wil be metabed for you anomseiicaky

Choose file to download:
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1. 7250% 014> RUZEE, MicrosoftiRELE ®URLGEE & http://servername F 7= (&

CAlcertsvDIPF RLA)ZANDLET, FIAEDOEEEERD[Welcome]J 1 > RN KRR
EhET,

2. Welcome™ 1 > RTJ M Select a task T, Request a certificateZiZRL . Nextz V)Y I L &
9,

ZJ Micioroft Certificate Services - Miciomoft Intemnet Exploser

| fie E& View Fgwoites Iock Hep

e O D &8 3R 8
|  Back ! Stop  Rebesh Home | Sesch Fawosber  History Mail Pt
[ Adchess [ @] g /110010102 42/ consre/ =] 6o | |Links ¥

Microsoft Certificate Serces ~ windkserer

Welcome

You use this web site to request a certificate for your web browser, e-mail chent, or ather secure
program. Once you acquire a cemfcate, you will be able to securely idenbfy yourself [o other paophe ower
the web, sign your e-mail messages, encrypt your &-mail messages, and more depend ng upon the type
of cemficate you request

Select a task:
¢ Retneve the CA certificate or certificate revocabon bst

#Request a cemificate
C Check on a pending certificate

=
(2] Done | [ Trneens i
3. [Choose Req uest T pe '7 1 / I\'7'C Advanced request ’ElZTRl/ [Next] Z2OVYOULE
i -I m Ixk Hee i i L R R R e B ::.-
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4. [Advanced Certificate Requests]™J 1 > R T, [Submit a certificate request to this CA using




aform] ZBIRLE T,
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Microsolf Censhtates Senvces - wndkberer
Advanced Certificate Requests
You can redqusst & cerificats for yourset, anather user, of & compliesr using ane of the folowing
methods Mot thet the policy of the cerification authorty (CA) vel debermine the cerfificates that yvou can
obitain
= Zubmita cerfificabe request i this Ca usang 2 fomm
 Submit & ceificate request using & basetd encoded PECS 810 file or a rersss request ising a
bexsefd encoded FHCE &7 file
r Feuest & cerificate for & amart card on behalf of anothes user using the Sman Card Enrcliment
Station
Fou musd hews an svolimend ageed cenlicate fo saubmi a roquest for anadhor Lsor
Meds | o

5. ZDHFIDESICT 1 —I)LRIZADULET, Department ( #EBEN ) OfEE, VPN >
RL—BRTREENELEITIL—TE—BIIDBENFBYVET, 1024& ) KREVWF—H 1 XF
EBELBEVWTLSEE VW, %F[Use local machine store] FIT Y 9RY YV R&EFAICLTLE
TV, RTLES NextZOUYOLET,
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6. HomeZz 7)Y L TXAEMEICE' . Check on pending certificate’Zi#iR L T, NextZ
Py OLET,

Chech On & Pending Sertficats Request

Pl Redac] [ Ol ol (oG] Wil vl 15 hiachy

e

7. [Certificate Issued] T 1 > RJT,

[Install this certificate] Z2') Y JLET,
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8. VAT NilBBER KRR TSIk, [Start] > [Run] Zi&#IRL ., MicrosoftEEB 1>V —IL

(MMC)Z=1TLE Y.
9. Consolez V1) v 2 L. Add/Remove Snap-inZiZRL £7,
10.AddZ 21Uy oL, JUAKD SCertificateZiEZIRL £,

M. FEBAENEEZRE TSV 1 RUNKRTENLES, [Computer Account] ZIBIRL £,
12. CAYr— /XD EEAE A" [Trusted Root Certification Authorities] D Flc®h 2 & ZHERRL F T,
T, XORICRTELSIC, [Console Root] > [Certificate (Local Computer)] > [Personal] >

Certificates] ZIBIRL T, FIAEN BB L ZHRLET,

| Conscke Wrdow teb || [ W 0@ |

.'q. Console Root Certilicates (Local Computer i\ Personall Cestifllcates
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3 ] Inkermadisks Cartf
- P CEST
B SR
& M P Secwky Polcis on |

|

L

XY RND—OEHV 1+ H— RZHEALU VPN 3000\ QEHEO4E
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XY RD—OEGEDAHF—REFHAL TVPN 3000\ DELHEERTDICEK. AOFEEERITLE

EE

1. My Network Placesz45 2 ') ¥ 2 L., PropertiesZiZiR L T, Make New Connectionz 7 1) ¥

JLEY,

2. Network Connection Type™ 4 > R, Connect to a private network through the Internet’z

BIRL., Next27 U Y OLET,



Metwork Connection Wizard -

Metwork Connection Type

Y'ou can choose the type of nebwork, connection you want to create, bazed on @
wour network, configuration and your nebwarking needs.

" Dial-up to private network
Connect uzing my phone ling [modem or I1SOM).

" Dial-up to the Internet
Connect to the Intermet uzing my phone ine [rmodern ar [S0R)].

Create aVirtual Private Metwork, [WPM] connechion or tunnel’ through the Internet.

i Accept incoming connections
Let other computers connect ta mine by phone line, the Intermet, or direct cable.

" Connect directly to another computer
Connect uzing my senal, parallel, or infrared port.

< Back M et Cancel

3.VPNIERNL—ZONTVY DAL R—TIALAADFKRANBELERIPZPRLAZADL
. Nextz21)vOLET,



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

4. [Connection Availability] > 1 > R T, [Only for myself] Z3&RL ., [Nex) 20U Y UL FET

o



MNetwork Connection Wizard

Connection Availability
'ou may make the new connection available to all users, ar just yourzel.

You may make thiz connection available to all uzers, or keep it only for your cown uze, A
connechion stared in your prafile will not be available unless pou are logged an.

Create thiz connection:

™ For all uzers

& Only for myzelf

< Back M ext Cancel

5.[/N7'JvY U%y NJ—%(Public Network)]7 1« > RUT, BHOER (ISPTHIUKN) &
BENICAAYILTEHLESHERBIRLET,



MNetwork Connection Wizard

Public Network
Windows can make sure the public netwark, iz connected first.

Windows can autornatically dial the initial connection to the Internet or other public
nietwark, before establizhing the wirtual connection.

i Do not dial the initial connection,

& Automatically dial this initial connection:
Cizco corparate WPM j

< Back M ext Cancel

6. Destination AddressEIEI T, VPN 3000t RL—ZFDFRARNBELEFIPZ RLAZA
AL, Next2 2 YOLET,



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

7. [Network Connection Wizard]7 4 > RUT, #EHEOHBFHZAHNL, [Finish 22y L&
o COHITIE, FEDREIE "Cisco corporate VPNL T,



Network Connection Wizard

Completing the Network
Connection Wizard

Type the name pou want to uge for thiz connechion:

IEiEED corporate WP

Tao create this connection and zave it in the
Mebwork, and Dial-up Connections folder, click
Firizh.

To edit thiz connection ik the Netwark, and Dial-up
Connections folder, zelect it, click File, and then click,
Froperties.

[T &dd a shortcut ta my desklop

< Back Finizh I Cancel

8. [Virtual Private Connection]J 1 > R*J T, [Properties] 22 J)Y VL&Y,
Connect ¥irtual Private Connection el b

U=zer name: |edgaruser

ettt

FPazzward:

[T Save Password

Connect Cancel | Froperties Help

9. Properties™ 1 > R TNetworking® 7 Zi#IR L £,
10. Type of VPN server | am calling® R T, ZILHA T XZ1—HSL2TPZZEIRL . Internet
Protocol TCP/IPZ 58 &/~ L T. Propertiesz 7)Y VL &E T,



Cisco corporate ¥PN ed

Generall Elptinnsl Securty  Metworking

Type of WPM zerver | am calling:

Sethngz

Components checked are uzed by thiz connecton:
A Internet Protocol [TCPAR)

B File and Printer Sharing for Microzoft Metworks
Client for Microzoft Mebworks

Inztall... Uninztall Froperties

Descriphion

Transmizzion Control Pratocol/Internet Protocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected nebwork.s.

] Cancel

11. [Advanced] > [Options] > [Properties] Zi&IRL £ 9,
12. [IP Security]> 1 > R*J T, [Use this IP security policy] Zi&RL £ 9,



PSecurity 2 x|
IF zecunty zethings apply to all connections for which TCPAP 1z enabled.
i~ Do not uze IPSEC
" Usze this |P security policy:
iEIient [Rezpond Only) ;‘

Selected |P security policy description:

Communicate normally [ungecured). Use the default rezponze rule to
rieqotiate with servers that request secunty. Only the requested
protocol and part traffic with that zerver iz secured.

aF. Cancel

13. 7L Z D> XZ 21— 5Client (Respond Only)7R 1) 2 — %R L. [Connect]BIEICRES &F
TOKZMEHNI VY ILET,
14. BinzABIHICE, I—FBENAT—RZADL, Connectz V)Y ULET,

VPN 3000 > t> bL—2 DORRRE
J—hERRORE

VPN 3000t RL—Z2DI)—KREHEZRBITSICIE. XOFIEZETLET,

1. 7 ZJOH TCAGEE I&http://ip_add_of_ca/certsrv/%x &) & 3EE L. [Retrieve the CA certificate
or certificate revocation list] 227 Y 2 LT, [Next{ Z20UY O LET,

2. [Download CA certificate] 22 )Y L, 774N 2O0—AILTFT1 AUV LOFEOBRICR
FLET,

3. VPN 30000t KL —2 7T, Administration > Certificate Management® JEIZi#&IR L |
Click here to install a certificate# & U'Install CA Certificatez 2 )Y J L& ¥,

4. [Upload File from Workstation]| 22 JY 2L &9,

5. Browsez Vv oL, #JO—RLUECAREHETV 7ML ZBIRLE T,

6. 77 A\ BZEEBARRL, [Install EOVYIVLET,
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VPN 30000t S L—2 QIDIIAE OIS

VPN 300002t AL —ZDIDEFAZZEEITBICIE. ROFIEZERITLET,

1.

~

[ConfAdministration] > [Certificate Management] > [Enroll] > [Identity Certificate] ZiZIR L .
[Enroll via PKCS10 Request (Manual)] 20U Y OL&ET, IR TERSICTF—AICA
AL, [Enroll ZVVY OLZET,

FCmgration

- it brtion

Al mrESIRr cssins Enber IF rdarmation te be noluded n the celficale mguesl The O4 3 oertScars Ml b nataied 33 3 Ceraficase Sumonty Gekes instaling the
=B Caftware Lipdais prfieate o regue e Please wall for She operiion bo foess,
—>Sysden Aapogl
_ﬂ]“ﬂﬂllnlﬂﬂ!]“ Commavae Mams (CH) vpn 1001 .-'n--q' : I:-_I :I .F::I .. Ir-l- R AL e
HE-AL LBy Pughts e u
g haragsmert
- 1 5 flar the Sapirimant
@Lerificae Managsment Orgemir alioral Vel (L) | or Erfler F T
+—Erenisisnt
el altiln Ongpaniration (0) | cisco Erfler the O
Bl iilaliil
Locality (L) | bel Exfler the cily or bisr
FlasleProvince [ 5F) Evfler the Sahe ar Pravindé
Counfiry (C)  ha [_1:'\_' " Ir i by 1
Subject Aflemathoeane (FOON) | wpni00-name clacs co vl e e
Suibggenr | Sisrra biv bl (1 - kind Exiar the E-# id T I
b | - 1
Koy Sipe BSA 512 bt Salect R ey wie Bar the gersvaied A3ADSA key par

AMABERERT T TV VAV RINFRRENET, ROKSBTFANBETT,
----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | BPDCB5W BADBQVRUWEWYDVQQDEWX 2 ¢ G4z MDAWL W5 hbWUx DDAKBgNVBAS TA3Nu

¢z EOVAWGALUEChMFY21 z Y28x DDAKBgNVBAC TA2J 4 b DEL MAKk GA1 UEBhMCYmwWWY AN

Bgkghki GOwWOBAQEFAANI ADBGAK EAX 7K+pvE004ql LNNWBkPVWKr dI qZV4yeQl Pdh

C8/ V5Yuqq5t MAY3L1WsDCOp256bv Gz d5f hqSkChBVNNI 1Y/ KQI BAGAONMDI GCSqG

S| b3DQEJDj El MCMM QYDVRORBBowG | WinBuMz AWMCLUuYWLI LNpc 2NvLii\vb TAN

Bgkghki GOWOBAQQFAANBABZzcG3l KaWhDLFt r Nf 1QDi +D7w8dx Pu74b/ BRHNOf sKI

X6+X0edOEUEgnt/ 2nf j 8UxONnV5F/ c5wuk Uf ysMml/ ak=

----- END NEW CERTI FI CATE REQUEST- - - - -

.7 S IOHYTCAY—/\ZIEEL . [Request a certificate] ZF /1L T, [Next] 22U Y ILFE
C
. [Advanced Request] Z7>/IC L. [Next] 22 1) v 2 L T, [Submit a certificate request using

a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7
file] 2 BIRLE T,

[next] 2V VUYOLET, LEOTFARNEBHICRRENTVWRAAZEEROTF AR E S

YR RR=ANMLET, [Submit] 20 Y ILEXT,

.CAY—NNDOREFZEICEIVT, [Download CA certificate] 297 VY 9 TEET, FhiF.

CAICK > TEEHENBITE D & T<IC, CAH—/NICEY) ., [Check on a pending
certificate] Z2F > ICLUE T,

NextZ2 VY OLTUIOIARNZRERL, BENextz2V JY I LET,
. [Download CA certificate] 22 )Y oL, 774N Z20—HILF1 ATIZREFELET,
. VPN 30000t KL —2 7T, Administration > Certificate Management > Install® JIE (Z i

iR L . Install certificate obtained via enrollmentz 2 )Y VL &£ T, XORICTIITLSIZ, &
BAROERDAT—RAN[In Progress]ic &) £ 7,



M | Help | Suppodn | Legeut

a .G i m A al g
ATTEMITE: s ration | Carifcabe | sl Corufic ot ot via | — ]
TEIE
Saleri 3 enrplimand reques B0 sl
Teing oty 4 _
Enrolliment Status
| | Commuride g Suhjert Tssuar Dats Uss | Feasos  Sesthod Sates A tions
ﬁ pANI00- name & cacn Py IEAVIDNZ D [wital Masusl  InProgress s | peasl ) Do |
P — « Go back ard Chopse 3 Giferert lyps of coticile

O.[Installl] 22U Y oL, #\LT[Upload File from Workstation] 22 1JY 2 L& ¥,

10. [Browse] 20U Y I L, CAICK > TRITENEAAZTZEC 7 7ML ZEBRLE T,
M. 774N EBZEBRRL, [Install] 22UV ILET,
12. [Administration] > [Certificate Management] Zi#IRL E T, RO S BEENA RRENET

This saction lete you view and manage cerificales on the VPN 3000 Concentrator

& Click herg 1o anrall wilh & Certiicale Authamy

® Click hers 1o inslall & cerdificate

Certificate Authorities (curen 1, mEdmum: §)

Subpect l=suer | Expiradion SCEP lssuer |
SNEVpPCT-Cca &t cisco | (snsvpci-caal cisce 02040 | Mo dew
Identity Certiflcates (current 1, masimum: 2)

Subject bysamer £ xpiration

;['l'n.'i-ﬂl':llja-ni'm-u ol cisco

S5 Certificate | Gmemate | Nole: The pubic key in the S5L ceriicale is also used for the SSH host key

Subjact
Mo SSL Certificate

Enrollment Status |Resews AN: Eroored | Tensd-Out | Bescted | Cancsled | hi-Frogress | (cument: 0 available: 2)

BEsueEr

snsvpcT=ca al cisco

Issuar
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954F hOT =L ORE

DZATROT—)LERETRICE,. ROFIEZETLET,

1. EATEESRIPT RLAOEREZSE) Y THICE., 7T TVPN3000d ML —2D
N> 2—7 T4 A%&ZKRA> L. Configuration > System > Address Management >
Pools > AddD JEIZEIRL £ T,

2. AERY RD—V LOMHOFTNAREFRELHEWVWIPT RLADEHEZIEEL, AddE2o )Y

JLEY,



Configuration | Administration

—SSyslem Add an address pool

[ Assignment Range Start | 101 1 104 Enter the start of the I pool address range

—@Tunneling Protocols Range End | 10.1 1 204 Enter the end of the IP pool address range.

add | Cancel |

3. 7—INZEFERATBELSICVPN3I000OAV Y NL—RIZERTR I, XRORDOKSIC,
[Configuration] > [System] > [Address Management] > [Assignment] Z3&iR L, [Use Address
Pools] RY VAICFIVION—D&ANT, [Applyl 20 Y OLET,

Configuration | Administration | Monitorin

—ErovElem This section presents Address Assignment aptions. Each of the fallowing methods are iried, n order,
—EFServers until an addrass is found
EEE: Chack 1o usi the IP addnpss supplied by the cliant. This
Use Chant furess U Can b overidden by usen'group configuralion.
—E Tuninelinig Profocols Use Address from Authentication | Check fo use an IP address retrieved from an
—EHP Rouling Sarver — aulhentication server for the client.
| Fl-mm Use DHCP ] Check to use DHCF to obiain an ® address for the chiend
—EHEvenls Chack to use infemal acdress pool configuration to obtain
—EHGeneral Use Address Pools I o' avess for the client
—EHClient Update
—Load Balancing
—Erser Management Apply | Cancel |
—EPalicy Managemani

IKEZOR—HILDERTE

IKEZOR—HIIEZRBETAICIE., XOFIEEEITLET,

1. RORIZTRTFT K SIZ, [Configuration] > [System] > [Tunneling Protocols] > [IPSec] > [IKE
Proposals] Zi#IRL ., [Add] 20 UYL TNTX—2ZBRLE T,
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ACCEY Moy
Traffc Mansgement
A

Corfigura and a8d & fiew IKE Proposa

Proposil Haine

futhenticaton Motde

Futhnlication Algorithm

IFE-far-wirdl

RSA Digtal Certificale

MO HMAC =128

Spe&cily the nama of Ikie IKE Proposal

Select the autherticafion mode 10 use

Silect thie packs authentic son agorthm 10 use

Encrypiam Algon than DES-56 Selec] the encryplion algorithm 1o use
| Pubivinis bration = 3
——Sdminisier Sassion Dviffee - Helman Grep  Gioup 1 [T88-Bil) Selecl the Difie Helman Group 1o use
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269 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3868 10.48.66.76
M smatched attr types for class DH G oup:
Rcv' d: Cakley Goup 2
Cfg'd: Cakley Goup 7

271 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3869 10.48.66.76



Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2

Cfg'd: Qakley Goup 1

274 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3870
Proposal # 1, Transform# 2, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Encryption Alg:
Rcv' d: DES- CBC
Cfg'd: Triple-DES

279 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3871
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

282 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3872
Phase 1 failure against global |KE proposal # 3:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

285 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3873
Phase 1 failure against global |KE proposal # 4:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 1

288 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3874
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

291 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3875
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

294 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3876
Phase 1 failure against global |KE proposal # 7:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

297 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3877
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

300 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3878
Phase 1 failure against global |IKE proposal # 9:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

303 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3879
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class DH G oup:
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Rev' d: QGakl ey
Cfg'd: Qakley

306 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

309 02/15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

312 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

315 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

318 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

321 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

324 02/ 15/ 2002 12:
# 1, Transform# 3, Type | SAKMP,

Pr oposal

G oup 2
Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3880
agai nst gl obal |KE proposal # 11:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3881
agai nst gl obal |KE proposal # 12:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3882
agai nst gl obal |KE proposal # 13:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3883
agai nst gl obal |KE proposal # 14:
types for class DH G oup:

G oup 2

Goup 1

47:24. 430 SEV=8 | KEDBG 0 RPT=3884
agai nst gl obal |KE proposal # 15:
types for class DH G oup:

G oup 2

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3885
agai nst gl obal |KE proposal # 16:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3886
Id | KE

Parsi ng received transform

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

329 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

332 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

335 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

agai nst gl obal |KE proposal # 1:
types for class DH G oup:
Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3887
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3888
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3889
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES
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338 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

341 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

344 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

347 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

350 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

353 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

356 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rcv' d: SHA
Cfg'd: M5

358 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

361 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

364 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

47:24.430 SEV=8 | KEDBG 0 RPT=3890
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3891
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3892
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3893
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3894
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3895
agai nst gl obal |KE proposal # 10:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3896
agai nst gl obal |KE proposal # 11:
types for class Hash Al g:

47:24.430 SEV=8 | KEDBG 0 RPT=3897
agai nst gl obal |KE proposal # 12:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3898
agai nst gl obal |KE proposal # 13:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3899
agai nst gl obal |KE proposal # 14:
types for class Encryption Alg:

DES- CBC

Cfg'd: Triple-DES

367 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3900
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:
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Rev' d: QGakl ey
Cfg'd: Qakley

370 02/ 15/2002 12:

Goup 1
G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3901

Phase 1 failure against global |KE proposal # 16:
M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5
372 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3902
Proposal # 1, Transform# 4, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class DH G oup:

Rev' d: QGakl ey
Cfg'd: Qakley

377 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

380 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

383 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

386 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

389 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Cakley

392 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

395 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

398 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

Goup 1
G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3903
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3904
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3905
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3906
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3907
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3908
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3909
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3910
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2
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401 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3911
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

404 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3912
Phase 1 failure against global |KE proposal # 11:
M smat ched attr types for class Auth Method:

Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

407 02/ 15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3913
Phase 1 failure against global |KE proposal # 12:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

410 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3914
Phase 1 failure against global |KE proposal # 13:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

413 02/ 15/ 2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3915
Phase 1 failure against global |KE proposal # 14:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

416 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3916
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 7
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419 02/15/2002 12:47:24.430 SEV=7 | KEDBG 28 RPT=20 10.48.66. 76

I KE SA Proposal # 1, Transform# 4 acceptable
Mat ches gl obal I KE entry # 16

420 02/15/2002 12:47:24.440 SEV=9 | KEDBG 0 RPT=3917 10.
constructing | SA_SA for isakmp

421 02/ 15/ 2002 12:47:24.490 SEV=8 | KEDBG 0 RPT=3918 10.
SENDI NG Message (nsgi d=0) with payl oads :

HDR + SA (1) + NONE (0) ... total length : 80

423 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3919 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
425 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3920 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
427 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3921 10.
processi ng ke payl oad

428 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3922 10.

processing | SA KE
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48.

48.

66.

66.

66.

152

48.

66.

152

48.

48.

66.

66.

76

76

76

76

76

76

429 02/15/2002 12:47:24.540 SEV=9 | KEDBG 1 RPT=104 10.48.66.76

processi ng nonce payl oad



430 02/15/2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3923 10. 48. 66. 76
constructing ke payl oad

431 02/15/2002 12:47:24.600 SEV=9 | KEDBG 1 RPT=105 10. 48. 66. 76
constructing nonce payl oad

432 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3924 10. 48. 66. 76
constructing certreq payl oad

433 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3925 10. 48. 66. 76
Using initiator's certreq payl oad data

434 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 46 RPT=61 10. 48.66. 76
constructing C sco Unity VID payl oad

435 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=62 10. 48.66. 76
constructing xauth V6 VID payl oad

436 02/15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=39 10.48.66. 76
Send 10S VID

437 02/ 15/ 2002 12:47:24. 600 SEV=9 | KEDBG 38 RPT=20 10. 48.66. 76
Constructing VPN 3000 spoofing | 0S Vendor |D payl oad
(version: 1.0.0, capabilities: 20000001)

439 02/15/2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=63 10. 48.66. 76
constructing VID payl oad

440 02/ 15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=40 10. 48.66. 76
Send Altiga GNVID

441 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3926 10. 48.66.76
Generating keys for Responder...

442 02/ 15/ 2002 12: 47:24.610 SEV=8 | KEDBG 0 RPT=3927 10. 48. 66. 76
SENDI NG Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + CERT_REQ (7) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 229

445 02/ 15/ 2002 12: 47:24. 640 SEV=8 | KEDBG 0 RPT=3928 10. 48. 66. 76

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + CERT_REQ (7) + NONE (0)
total length : 1186

448 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=106 10. 48.66. 76
Processing ID

449 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 0 RPT=3929 10. 48. 66. 76
processing cert payl oad

450 02/15/2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=107 10. 48.66. 76
processi ng RSA signature

451 02/ 15/ 2002 12: 47:24.640 SEV=9 | KEDBG 0 RPT=3930 10. 48.66. 76
conputing hash

452 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3931 10. 48. 66. 76
processing cert request payl oad

453 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3932 10. 48. 66. 76
Storing cert request payload for use in MM nsg 4

454 02/ 15/ 2002 12:47:24.650 SEV=9 | KEDBG 23 RPT=20 10.48.66. 76



Starting group | ookup for peer 10.48.66.76

455 02/ 15/ 2002 12: 47:24.650 SEV=9 | KE/ 21 RPT=12 10. 48.66. 76
No G oup found by matching | P Address of Cert peer 10.48.66.76

456 02/ 15/2002 12: 47:24.650 SEV=9 | KE/ 20 RPT=12 10. 48. 66. 76
No G oup found by matching OJ(s) from | D payl oad:
ou=sns,

457 02/ 15/ 2002 12:47:24.650 SEV=9 | KE/ 0 RPT=12 10. 48. 66. 76
Group [ VPNC _Base_G oup]
No Group nane for IKE Cert session, defaulting to BASE GROUP

459 02/15/2002 12:47:24.750 SEV=7 | KEDBG 0 RPT=3933 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Found Phase 1 Group (VPNC Base_ G oup)

460 02/15/2002 12:47:24.750 SEV=7 | KEDBG 14 RPT=20 10. 48.66. 76
Group [ VPNC _Base_G oup]
Aut henti cation configured for Internal

461 02/ 15/ 2002 12:47:24.750 SEV=9 | KEDBGE 19 RPT=20 10. 48. 66. 76
Group [ VPNC_Base_G oup]
| KEGet User Attri butes: default donmain = fenetwork.com

462 02/ 15/ 2002 12:47:24.770 SEV=5 | KE/ 79 RPT=4 10. 48.66.76
Group [ VPNC _Base_Goup]

Val i dation of certificate successful

(CN=ny_nane, SN=6102861F000000000005)

464 02/ 15/ 2002 12:47:24.770 SEV=7 | KEDBG 0 RPT=3934 10. 48. 66. 76
Group [ VPNC _Base_G oup]
peer ID type 9 received (DER_ASN1_DN)

465 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=108 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing 1D

466 02/15/2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3935 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing cert payl oad

467 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=109 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing RSA signature

468 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3936 10.48.66.76
Group [ VPNC _Base_G oup]
conputing hash

469 02/15/2002 12:47:24.800 SEV=9 | KEDBG 46 RPT=64 10.48.66.76
Group [ VPNC _Base_G oup]
constructing dpd vid payl oad

470 02/15/2002 12: 47:24.800 SEV=8 | KEDBG 0 RPT=3937 10. 48. 66. 76

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + VENDOR (13) + NONE (0)
total length : 1112

473 02/ 15/ 2002 12: 47:24.800 SEV=4 | KE/ 119 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
PHASE 1 COWPLETED

474 02/ 15/2002 12:47:24.800 SEV=6 | KE/ 121 RPT=4 10. 48. 66. 76



Keep-alive type for this connection: None

475 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 122 RPT=4 10. 48. 66. 76
Keep-al i ves configured on but peer does not support keep-alives (type = None)

476 02/ 15/ 2002 12: 47:24.800 SEV=7 | KEDBG 0 RPT=3938 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Starting phase 1 rekey timer: 21600000 (ms)

477 02/ 15/ 2002 12: 47:24.810 SEV=8 | KEDBG 0 RPT=3939 10. 48. 66. 76

RECEI VED Message (nsgi d=781ceadc) w th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 1108

480 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3940 10. 48.66. 76
Group [ VPNC _Base_G oup]
processi ng hash

481 02/ 15/2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3941 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng SA payl oad

482 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=110 10. 48. 66. 76
Group [ VPNC_Base_G oup]
processi ng nonce payl oad

483 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=111 10. 48. 66. 76
Group [ VPNC _Base_Goup]
Processing I D

484 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 25 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 10. 48.66. 76, Protocol 17, Port 1701

487 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=112 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Processing I D

488 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 24 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 10. 48. 66. 109, Protocol 17, Port O

491 02/15/2002 12:47:24.810 SEV=8 | KEDBG 0 RPT=3942
QM | sRekeyed ol d sa not found by addr

492 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 66 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
| KE Renpte Peer configured for SA: ESP-L2TP- TRANSPORT

493 02/ 15/ 2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3943 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng | PSEC SA

494 02/ 15/ 2002 12: 47:24.810 SEV=7 | KEDBG 27 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| PSec SA Proposal # 1, Transform# 1 acceptable

495 02/ 15/ 2002 12:47:24.810 SEV=7 | KEDBG 0 RPT=3944 10. 48. 66. 76
Group [ VPNC _Base_G oup]
I KE: requesting SPI!

496 02/15/2002 12:47:24.810 SEV=8 | KEDBG 6 RPT=4



I KE got SPI from key engine: SPI = 0x10d19e33

497 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3945 10.

Group [ VPNC _Base_G oup]
oakl ey constucting qui ck node

498 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3946 10.

Group [ VPNC _Base_G oup]
constructing bl ank hash

499 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3947 10.

Group [ VPNC _Base_G oup]
constructing | SA SA for ipsec

48. 66. 76

48. 66. 76

48. 66. 76

500 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=113 10. 48. 66. 76

Group [ VPNC _Base_G oup]
constructing i psec nonce payl oad

501 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=114 10. 48.66. 76

Group [ VPNC _Base_G oup]
constructing proxy ID

502 02/15/2002 12:47:24.820 SEV=7 | KEDBG 0 RPT=3948 10.

Group [ VPNC_Base_G oup]

Transmitting Proxy |d:
Renote host: 10.48.66.76 Protocol 17 Port 1701
Local host: 10.48.66.109 Protocol 17 Port O

506 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3949 10.

Group [ VPNC _Base_G oup]
constructing gm hash

507 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3950 10.

SENDI NG Message (nsgi d=781ceadc) with payl oads :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5)
total length : 156

510 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3951 10.

RECEI VED Message (nsgi d=781ceadc) w th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

512 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3952 10.

Group [ VPNC _Base_G oup]
processi ng hash

513 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3953 10.

Group [ VPNC _Base_G oup]
| oading all |PSEC SAs

48. 66. 76

48. 66. 76

48. 66. 76

+ NONE (0)

48. 66. 76

48. 66. 76

48. 66. 76

514 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=115 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mbde Key!

515 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=116 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mde Key!

516 02/15/2002 12:47:24.830 SEV=7 | KEDBG 0 RPT=3954 10.

Group [ VPNC _Base_G oup]
Loadi ng host:
Dst: 10.48.66. 109
Src: 10.48.66.76

48. 66. 76

517 02/ 15/2002 12:47:24.830 SEV=4 | KE/ 49 RPT=4 10.48.66.76



Group [ VPNC _Base_G oup]
Security negotiation conplete for User ()
Responder, |nbound SPI = 0x10d19e33, CQutbound SPI = 0x15895ab9

520 02/ 15/2002 12:47:24.830 SEV=8 | KEDBG 7 RPT=4
| KE got a KEY_ADD nsg for SA: SPI = 0x15895ab9

521 02/15/2002 12:47:24.830 SEV=8 | KEDBG 0 RPT=3955
pitcher: rcv KEY_UPDATE, spi 0x10d19e33

522 02/ 15/ 2002 12:47:24.830 SEV=4 | KE/ 120 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
PHASE 2 COWPLETED (nsgi d=781ceadc)

523 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3956
pitcher: recv KEY_SA ACTI VE spi 0x10d19e33

524 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3957
KEY_SA ACTIVE no old rekey centry found with new spi 0x10d19e33, ness_id 0x0

hNZTLN1—F 12 TEH

COtEY2aTVTER, V<O2ADO—BHBBEBEEThTNORNS TN 1—FT 142 THEICOV
THALET,

cH=N—ZEETEEFEA,
_;' Cannot activabe or assign the selected IP security policy. The Following error has occurred:
[ = Tha sarvica cannot be started, sither because i is disabled or becausa it has no enabled devicas associated with it,

= N

FEAEDHE, IPSect—EARBBRE N TWEL A, [Start] > [Programs] >
[Administrative tools] > [Service] Z3&IRL ., IPSecH—EANEBMICE>TVWD & 2RR
£9,

- Error 786 MBI E1I—XZ—FHEN BV ELE A,

Error Connecting to |2tp over ipsec to ¥ T:*\, el

[ =—p

Connecting to 10.43.66.1039. .

Errar 706: The LZTP connection atternpt faled becauze there iz no
walid machine certificate on your computer for security
authentication.

Redial = 45 Cancel kare Info

cOIZ—, O
— AN IVE1I—Z—OIRAEICEEN HDEERLTVET, JIAEZHREICHERTS
(IZl&, [Start] > [Run] Zi#IRL, MMCZ=E1TLEJ., Consolez - )Y U L. Add/Remove
Snap-inZBRL EF., AddeoV Y UL, UARNNDSCertificateZBIRL £F, FIASDE
FEEERITDI1 2 RIONFRRENLES, [Computer Account] ZIBIRLET, T, CAY
—/NDFEBAE A [Trusted Root Certification Authorities] D FIC$» 2 C & ZBEFRTEEXR T, XD
RIZRTF KSIZ. [Console Root] > [Certificate (Local Computer)] > [Personal] > [Certificates]
ZBIRL T, SIHENHD L EBERITDEETEET,



Itrﬂ Consolel

];mla Window  Help IJDﬁHIE

|m Yiow Favorkss |4--|-F|n|@|@|@

= [:l Truy:ad Rn-ut t:e-uﬂ:aml
7] Certificates

#-[_] Intermediate Certificatior
@[] CEP
@[] REQUEST

* [:I Enterprise Trust i

@[ sPc _|:I
1| | » < |

Tree | Favorites | | ssued To_ | 1ssued By
iu:I Console Root - my_name SMSVpCT-ca
_| Q Certificates (Local Computer’
= E:] Farsnnal

Personal store contains 2 certificates,

A=

AEARZIUYOLET, INTHAELVWCEZHABLET, COBITR, SRS ICEHER
FOSNEMBEF—HAHYNET, LEL, COMAFTRHRINTY, ChHFBEORERTY



General | petails | Certification Path |

Certificate Information

This certificate has expired or is not yet valid.

Issued to: vy _name
Issued by: snsvpc?-ca

valid from 2/14/2002 bo 2/14/2003

@’ You have a private key that corresponds ko this certificate,

Iss1er Statement

2K

-Error792:tF 1T A XTI —230DRFALT IR COXYE—JRFEVEENZRB
FRDERTRENET,

Error Connecting to [Ztp over ipsecto ¥ p 3

& Connecting to 10.48.66.109. .

Errar ¥92: The L2TF connection atternpt falled becauze zecurity
niegotiation timed out.

Redial = 21 Cancel kare Info

FCisco VPN
30000t RL—RICEITBHFAQ) THEAETNTVWEIRETAITFNYIZ2FICLET,
BREETHABEV, KORSBHANKRRENDBENHYET,
9337 02/15/2002 15:06: 13. 500 SEV=8 | KEDBG 0 RPT=7002 10. 48.66. 76
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class DH G oup:
Rev' d: Cakley Goup 1
Cfg'd: Qakley Goup 2

9340 02/15/2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7003 10. 48. 66. 76


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml

Phase 1 failure against global |KE proposal # 7:
M smat ched attr types for class Auth Method:
Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

9343 02/ 15/ 2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7004 10.48.66.76
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 7

9346 02/ 15/2002 15:06:13.510 SEV=7 | KEDBG 0 RPT=7005 10.48.66.76
Al'l SA proposal s found unacceptabl e

9347 02/ 15/ 2002 15:06:13.510 SEV=4 | KE/ 48 RPT=37 10.48.66.76
Error processing payl oad: Payload ID: 1

9348 02/ 15/ 2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7006 10. 48.66.76
| KE SA MM 261e40dd terninating:
flags 0x01000002, refcnt O, tuncnt O

9349 02/15/2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7007
sendi ng del ete nessage

chiE, IKEZOR—HIAELLKEBREENRTVWEVWCEZRLET, CORFIXIAD T
IKEZ’OR—HYILOERE, U2 a>0EREERELET,
Error 789: 2115 « E'C“mfili—b‘“g%ibﬁ L7,

Error Connecting to [Ztp over ipsewﬁ:t:i_

& Conneching to 10.43.66.109...

Errar ¥339; The LZ2TF connection attempt faled because the security
layer encountered a proceszing error during initial negotiations with
the remote computer.

Redial = 37 Cancel kare Info

"Cisco VPN
30000t RL—RICETBFAQ) THATNTVWEIRHTBITNY I ZAVIZLET,
REBEERTHABEV, ROXSBHANRRENDBEN B KT,

11315 02/ 15/ 2002 15: 36: 32. 030 SEV=8 | KEDBG 0 RPT=7686
Proposal # 1, Transform# 2, Type ESP, |d DES-CBC
Parsing received transform
Phase 2 failure:
M smat ched attr types for class Encapsul ation:
Rcv' d: Transport
Cfg'd: Tunnel

11320 02/ 15/2002 15: 36: 32. 030 SEV=5 | KEDBG 0 RPT=7687
AH proposal not supported

11321 02/ 15/ 2002 15:36:32.030 SEV=4 | KE/ 0 RPT=27 10. 48.66. 76
G oup [ VPNC_Base_Gr oup]
Al'l 1 PSec SA proposal s found unaccept abl e!

fF/H/\—= 3 >[Monitoring] > [System Status] Z3&RL T, XOHHZERRLET,

VPN Concentrator Type: 3005

Boot code Rev: Altiga Networks/VPN Concentrator Version 2.2.int_9 Jan 19 2000 05: 36: 41
Software Rev: Cisco Systenms, Inc./VPN 3000 Concentrator Version 3.5.Rel Nov 27 2001 13:35:16
Up For: 44:39:48

Up Since: 02/13/2002 15:49:59

RAM Si ze: 32 MB


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
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. IPSecExAI—aV/IKEZOR LB RCETAHR—IR—D

- T ZHAIYR—D - Cisco Systems



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
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