Cisco Secure ACS for Windows @ RADIUS S2SF
ZEALEVPN3000 O RL—2 0D
PPTP 0OFE

A&

BE
FLU &I
Tk
BIE&RMY
FRIZIR—F B
XY RI—UK
VPN3000 Ot RL—Z2DERE
Cisco Secure ACS for Windows DB N & 5§ TE
MPPE ( BS54t ) @&
THhHOT4>2TDEM
=
N Sl
TNV ITDAZ—T)
TNV T . BIiFsER;
HKEITRHOEMHEOHDTT—
B E B R

B=

Cisco VPN 3000 >t NL—&k, X4 T 47 ® Windows 754 7> MNMZxL T Point-to-
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ERELERT,

1. VPN 30000~ > b L —& T, [Configuration] > [System] > [Servers] > [Authentication
Servers]ic#EI L. Cisco Secure ACS for Windowst —/Y&F— ( ZDHITIE Tcisco123 .
) ZEMUET,

Configuration | System | Servers | Authentication | Add

Configure and add a user authenhcation server.

Server [RADIUS =] Sehnﬁn@fnﬁema! Server wall let you add users to the mternal
Type user database.
.&uthenmatmnl 10.2.2.5 Enter IP address or hostname.
Server
Server Port II] Enter 0 for default port (1645).
. Enter the timeout for this server
Timeout |4 (seconds)

Retries |2

Server Secret i"““"““*‘“"““

Verify [“==={

_pay | cwen |

Enter the number of retries for ths
SEIVEr

Enter the EADIUS server secret.
Ee-enter the secret.

2. Cisco Secure ACS for Windows T, ACS H—/\O XY hD—2OF%EIC VPN It ML

—RZBML, BERATEZRBELET,




Access Server Setup For

VPN3000
Metwork Access :
Server [P Address o oo %
Key ciscolzZd L%
Metwork Device :
Croup (Mot Assigned) j

Single Connect TACACS+ NAS (Record stop in

= accounting on fallure).

— Log Update/Watchdog Packets from this Access
BETVEL

— Log Radms Tunnehng Packets from this Access
BETVEL

submit submit + Restart | Delete | Cancel |

3. Cisco Secure ACS for Windows T, BEANTIIN—T A1V RX—TIAATRREND LS
. [Interface Configuration] > [RADIUS (Microsoft)] ®JEIZi#IR L . [Microsoft Point-to-Point
Encryption (MPPE)| BMEICF I Y OR—DVZ_HTET,



RADIUS (Microsoft)

User Group ['\@

o B [026/311/007]
MS-MPPE-Encrj.rptinn-Pn]icy]:

o [026/311/008]
ME-MPPE-Encryption-Types

o M [026/311/012]
MS-CHAP-MPPE-Keys

v I [026/311/016] ME-MPPE-Send-Key

v [D26/311/017
M5-MPPE-Eecv-Key

@ Back to Help |
3

: hd
submit | Cancel |

4. Cisco Secure ACS for Windows TI1—H%ZEBMLET, I—H0JTI—7T, ETHESIt
A REIZ I BHIBAD 8- MPPE ( Microsoft RADIUS ) BMZ&MLET .




dccess Restrictions Token Cards Pazsward Aging
IF &ddress A=signment IETF Badius Cisco WPHZOOD R adius

hiS MFFE Radiuzs

Microsoft RADIUS Attributes 2|

v [3110007] ME-MPPE-Encryption-Policy

Encryption Allowed j
v [3110008] ME-MPPE-Encryption-Trypes L\\b
40-bit =]
v [3110012] MB-CHAP-MPPE-Keys
[ [3118016] M3-MPPE-Send-Key

[ [3114017] MS-MPPE-Recv-Key

submit | submit + Hestart | Cancel |

5.VPN 3000 >t~ ML —& T, [Configuration] > [System] > [Servers] > [Authentication
Servers] ZJEICEBIRLET, VARNASFRIH—/NZBIRL T, [Test] ZBIRLET., 1—
HEENAT—RZANTSHET, VPN IEV ML —%H 5 Cisco Secure ACS for
Windows 4 —NNAOFRAEEZTANLET, EELERIAENTHOhdE, VPN ML —
A (& TAuthentication Successfuly XY —2&FK/RL E£T, Cisco Secure ACS for
Windows TOREZE (L. [Reports and Activity] > [Failed Attempts] ICEEREhFE T, 72 )L
RODAVAR=IRETE. ChsOLKR—KEF 1 AT D C:\Program Files\CiscoSecure
ACS v2.5\Logs\Failed Attempts ICHE#iE hE T,



Enter a usemname and password with whuch to test Please wait for the operation to complete
or timeout.

Usertga:ne |
Password |

Ok Cancel |

PCASVPNIENL—EANORIEEEL., O KL —2H S Cisco Secure ACS
for Windows H—/A\DFREEZ#ER L 7D T, Cisco Secure ACS for Windows H—/\%& H—
NUANOEBEICEHTZ LT, VPNIE RL—22BRELTPPTP 1—H%
Cisco Secure ACS for Windows RADIUS ([CIEfETEE T, VPN I NL—X T h%z
£1T9 S Ik, [Configuration] > [System] > [Servers] > [Authentication Servers] % JEIZ &R
LETI,




Configuration | System | Servers | Authentication
Save Needed H

This section lets you configure parameters for servers that authenticate users.

Tou should have a properly co d FADIUS, NT Domain, or SDI server to access, or you
can configure the mternal server and® add users to the mternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or
Test

Authentication
NBeIvers Actions

10.2.2.5 (Radius) N
Internal {Intermal)

7. [Configuration] > [User Management] > [Base Group] %Z JIEIZi#IR L T, [PPTP/L2TP] X7 %
BIRUET, VPNIE RL—FOXR—RA JI)L—7"T, PAP & MSCHAPv1 O A 7°'> 3
UNAMZR—TNICE2TVBD L EBRELET,



Configuration | User Management | Base Grou

General IPSec PPTP/LZTP
PPTP/L2TP Parameters
Attmbute Value Description hy

Check to accept and use an IP address received

Use Chent Address| ™ from the chent

PPTP| " CHAP Select the authentication protocols allowed by the
Authentication| [~ EAP |-MD5 i dewice. Unchecking @f! options means that ne
Protocols| @ MSOCHAPY] authentication is required.

[ MSCHAPv2

[ Bequired .
PPTP Encryption| [ Require Stat ﬂE:jSEIECt the allowed encryption methods for PPTP

% 40-bit ¥ 125-bi. connectons for this group.
[T PAP
L2TP| ¥ CHAP select the authentication protocols allowed by the

Authentication| ¥ EAP |-MD5 i dewvice, Unchecking @l options means that ne
Protocols| @ MSOHAPY] authentication is required.

C MSCHAPvZ

[T Required

L2TP Encryption| ™ Requre Stateless

T 40-bat [T 128-bit

8. [General] X 7 &i#IR L T, PPTP A" [Tunneling Protocols] 29> 3> THIEhTWD &
ZHRELET,

Select the allowed encryption methods for LZTP |
connectons for this group. -




Idle Timeout|

(rnatwites) Enter the 1dle timeout for this
Sroup.

Maximum Connect time |

Filter | —MNone— - I

(rmmutes) Enter the masmum connect time
for this group.

Select the filter assigned tl:.ilhls group.

Enter the IF address of the primary DNS

Frimary DA | server for this group.
Secondary DNS | EI;CIEST T:;;];F;address of the secondary
Primary WINS | Enter the [P _a-::ldress of the primary WIS
server for this group.
Secondary WINS | Enter the [P address of the secondary

WIS zerver

SEP Card Assignment

W SEP 1 ¥ SEF 2

Select the SEP cards this group can be on

W SEP 3 ¥ SEP 4
W FFTF
Tunnsling Protocols M L2TF l% select the tunnphng protocols this group
W IPSec can connect with
M L2TFE over [PSec
Apply | Cancel |

9. PPTP 585E% . Cisco Secure ACS for Windows RADIUS —/N\O1—H%TTFARNLET,
CHABELEVEERE. "TTNv T, v09>a>rz28BLTLSESL,

MPPE ( BE51{t ) ®i&in

iS04 LVREE T Cisco Secure ACS for Windows RADIUS PPTP SR3EA BIET B354 . VPN
3000 0>t MNL—2ZIC MPPE Z BIITE X T,

1. VPN J>t > ML —& T, [Configuration] > [User Management] > [Base Group] % JIE(Zi&iR
LET,

2. [PPTP Encryption]® 93 3> T, [Required]. [40-bit]. & KU [128-bit|lOA S a> &7
JICUET, IXTOPCH40EY hE128EY NOBES{EOmMAEZYR—NTEDITT
BFBEVWOT, XA2I—2ava2F0I2LDICEAEOATa ICFIVvIN—D %G
£9,

3. [PPTP Authentication Protocols] Dt 2> 3> ®O T T, [MSCHAPVI| A 7>3a>oFI vy
IOR—DFTET (RBIORATY 7 TES{LA® Cisco Secure ACS for Windows 2.5 11
—EMHZITICRELTVET ),



General PPTPR/LZTP

PPTP/L2TP Parameters
Attribute Value Description

Check to accept and use an IP address recewed

Use Client Address| [~ from the client

]

[ PAF

PPTP [T CHAF Select the authentication protocols allowed by the
Authentication| [~ EAT |—MDE TI dewice. Unchecking af! options means that mo
Protocols| F MSOCHADP] authentication is required.

[ MSCHAPvZ

PPTP Encryption| [ Require Statfiess| o0 e Alowed encryption methods for PPTP
*|connections for this group

¥ 40-bit ¥ 128- l::-1‘r
[T PAP

L2TP| ¥ CHAF select the authentcation protocols allowed by the
Authentication| ¢ EAT |—h.-1D5 vI dewvice. Unchecking «ff options means that no

Protocols| F WSO AP authentication is required.

[ MSCHAPvZ
[ RBequired
L2TP Encryption| [~ Requre Stateless
[ 40-bat [ | 128-bit =|
EPPTPUTAFTUNE, BREFRLEFSXELTF—RXESLEMSCHAPV (723> 05
E) ZRBITAIVEN BYET,

FhHOTF1> 508N

WAL ZEI L 2&EF. VPN E ML —ZRIZTHO T4 T ZENTEET,
[Configuration] > [System] > [Servers] > [Accounting Servers] Z JE(Z#IRL T, Cisco Secure ACS
for Windows H—/N&EML £ 9,

Select the allowed encryption methods for L2TE
connechons for this group.

Cisco Secure ACS for Windows T, ZHO T A I RBREERXDEISICRRENET,

Dat e, Ti ne, User - Nane, G oup- Nane, Cal | i ng- St ati on-1d, Acct - St at us- Type, Acct - Sessi on- 1 d,
Acct - Sessi on- Ti me, Servi ce- Type, Framed- Prot ocol , Acct - I nput - Cct et s, Acct - Qut put - Cct et s,
Acct - | nput - Packet s, Acct - Qut put - Packet s, Framed- | P- Addr ess, NAS- Port, NAS- | P- Addr ess

03/ 18/ 2000, 08: 16: 20, CSNTUSER, Def ault G oup, , Start, 8BD0O0003, , Fr aned,
PPP,,,,,1.2.3.4,1163,10.2. 2.1

03/ 18/ 2000, 08: 16: 50, CSNTUSER, Def aul t Group, , St op, 8BD00003, 30, Fr aned,

PPP, 3204, 24, 23,1,1. 2. 3.4,1163,10.2. 2.1

R

B, CORECHEATE SRREMEESH Y £ A,
hZ70231—b

CCTR, REODKNZ TN 2 —FT AT I_ERATESDBERERLET,




FINNYITDALZ—T )

BEHENBIEL L VWIB4E, [Configuration] > [System] > [Events] > [Classes] > [Modify] (CJBICEE
5T, VPNIERL—ZRIZPPTP E AUTHDAR N VTS AZEBINTEEXT,
PPTPDBG. PPTPDECODE, AUTHDBG, AUTHDECODE DA X N VS AEEBMTE XTI
L ChsOAT YA VEBREERERET DI AEMEI HYET,

Configuration | System | Events | Classes | Modify

This screen lets vou modify an event class configured for special handling,

Class Name [FFTP [
Enable [« Check to enable special handling of this class.
Coverity to Log m S}:ect the range of seventy values to enter n the
Sex{r:e;t:uil;: ITEI S:E :he range of seventy values to display on the
Sevesr}l:l nt; Im g;l;;tg t:l: r:;lge of seventy wvahies to send to a
Severity to Iﬁ' Select the range of sevenity values to send wia email
Email hone to the recipient hst.
Severity to select the range of seventy valies to send to an
IN I
Trap one = SHMP system
Apply | Cancel |

AR~ OY &, [Monitoring] > [Event Log] Zi8IRT 2 & TRBTEEXT,



Monitoring | Event Lot

Select Filter Options
Event Class

AUTHDECODE i ]
Client IP Address [0.0.0.0 Ls Events/Page [100 ¥|
Direction [ Oldestto Newest ¥

H-Il H| “l l'Hl zet Log | Eangl Cleaangl

1 120472000 14:51:32.600 SEV=4 AUTH/22 RPT=21
UTser pptpuser disconnected

2 120472000 14:51:32.600 SEV=4 PPTP/35 RPT=14 10.44.17.179
Sezzion closed on tunnel 10.44.17.179 (peer O, local 45636, =serial 0), re
Administrative shutdown (No addictional infao)

4 12/04/2000 14:51:32.640 SEV=4 PPTP/34 RPT=14 10.44.17.179
Tunnel to peer 10.44,17,179 cloged, reason: Stop-=Local=Shutdown (No addit
info)

6 12/04/2000 14:51:49.150 SEV=4 PPTP/47 RPT=15 10.44.17.179
T111“|1“||=-1 +n mteer 10,44 .17.179 a=trahli=zhed |l|
& .

FINY T . B ERRE

VPN Ot AL —RINIRIREBTNY T, ROXSIBENTT,

1 12/06/2000 09: 26: 16. 390 SEV=4 PPTP/ 47 RPT=20 10.44.17.179
Tunnel to peer 161.44.17.179 established

2 12/ 06/ 2000 09: 26:16. 390 SEV=4 PPTP/ 42 RPT=20 10.44.17.179
Session started on tunnel 161.44.17.179

3 12/ 06/ 2000 09: 26: 19. 400 SEV=7 AUTH 12 RPT=22

Aut henti cati on sessi on opened: handle = 22

4 12/06/ 2000 09:26:19.510 SEV=6 AUTH 4 RPT=17 10.44.17.179
Aut henti cati on successful: handle = 22, server = 10.2.2.5
user = CSNTUSER

5 12/06/2000 09: 26:19.510 SEV=5 PPP/ 8 RPT=17 10.44.17.179
User [ CSNTUSER ]

Aut henti cat ed successfully w th MSCHAP- V1

6 12/ 06/ 2000 09: 26:19.510 SEV=7 AUTH 13 RPT=22

Aut henti cation session closed: handle = 22

7 12/ 06/ 2000 09: 26: 22. 560 SEV=4 AUTH 21 RPT=30

User CSNTUSER connect ed

RETDAEMOHDITS—

RORSBIZT—Z2RHIDAEEN BT,




Cisco Secure ACS for Windows RADIUS Y= Q1 —HRBFXEBENADT—RFFR

VPN 3000 >t NL—Z FNNVITHA
6 12/ 06/ 2000 09:33:03.910 SEV=4 PPTP/ 47 RPT=21 10.44.17.179
Tunnel to peer 10.44.17.179 established

7 12/ 06/ 2000 09: 33: 03.920 SEV=4 PPTP/ 42 RPT=21 10.44.17.179
Session started on tunnel 10.44.17.179

8 12/ 06/ 2000 09: 33:06.930 SEV=7 AUTH 12 RPT=23
Aut henti cati on sessi on opened: handle = 23

9 12/06/2000 09:33:07.050 SEV=3 AUTH 5 RPT=4 10.44.17.179
Aut hentication rejected: Reason = Unspecified
handl e = 23, server = 10.2.2.5, user = baduser

11 12/ 06/ 2000 09: 33:07.050 SEV=5 PPP/ 9 RPT=4 10.44.17.179
User [ baduser ]
di sconnected.. failed authentication ( MSCHAP-V1 )

12 12/ 06/ 2000 09: 33: 07. 050 SEV=7 AUTH 13 RPT=23
Aut henti cati on session closed: handle = 23

. Cisco Secure ACS for Windows O 5 1
03/ 18/ 2000, 08: 02: 47, Aut hen fail ed, baduser,,,CS user
unknown, ,, 1155,10.2.2.1

CA—HIERREND XY E—T (Windows 98 25 )
Error 691: The conputer you have dialed in to has deni ed access because
the username and/or password is invalid on the domain.

[MPPE Encryption Required] A > t> RL—& TiBIR&E hTE, Cisco Secure ACS for
Windows % —/Y & MS-CHAP-MPPE-Keys X> MS-CHAP-MPPE-Types IcRREZ )

- VPN 3000 >t NL—% F/)NY J HHAUTHDECODE (1 ~ 13 WDEKXRE ) & PPTP &
NYT (1 ~9NERE ) NFAICHE>TVWBEHE, OYF Cisco Secure ACS for Windows
H—NHARVAEEOEM 26 (0x1A ) &BH—/\H 5 D access-accept ( FHHH&EOY ) ICiF

FELTVWEVZEZRLTVERT,
2221 12/08/2000 10: 01: 52. 360 SEV=13 AUTHDECODE/ 0 RPT=545

0000: 024E002C 80AE75F6 6C365664 373D33FE N, .. u. 1 6Vd7=3.
0010: 6DF74333 501277B2 129CBC66 85FFB40C mC3P.w....f....
0020: 16D42FC4 BD020806 FFFFFFFF T

2028 12/08/ 2000 10:00:29.570 SEV=5 PPP/ 13 RPT=12 10.44.17.179
User [ CSNTUSER ] disconnected. Data encrypt required. Auth server
or auth protocol wll not support encrypt.

. Cisco Secure ACS for Windows OJ H HEEEZRRLTVEE A,
CA—HFIERTRENBIAY D
Error 691: The conputer you have dialed in to has denied access because
the usernane and/or password is invalid on the domain.

BYE 15 $§

- Cisco VPN 3000 V=X 2t ML—2CRETRYR—K R—D
. CiscoVPN 3000 V=X 954 T MEBTBRYR—K R—=D

- IPSec ILB8T B HYR—K R—=D

- Cisco Secure ACS for Windows CB§ ¥ 2 HR— bk R—

- RADIUS CB¥ 3 Y AR—bh R—D
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. PPTP CB§¥ B HAR—K R—=D
- RFC 2637:Point-to-Point Tunneling Protocol ( PPTP )

- Requests for Comments (RFCs)
T AN YER—-—BERFIXT D -Cisco Systems
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