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EMADHZEICOVWTHBALET,

AR SR
BEH
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« Cisco Telemetry Broker Manager./ — R
« Cisco Telemetry Broker7 O—HA—_/—R



CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T BEEBHPORY ND—OTR., FEONVRICE>TRCD AN HPHEZ TOEIELT
<EZEW,

A

AxX &

AAEDEH
Cisco Telemetry Broker ManagerA* 8 9 2x509i[BA & k. KO EBEUEBLIHXEN HYET,

« AIAEEMEBEF—R—HIBIRTTREINERZR)XEA

c AIAEEHMEBEF—RBFPEMTIO—RIZIBENBYVEXRT

« MEF—RBNATL—ATHRETEEEA
AAEEMBEF—ARTT—HBLTVWAD L ZHALRT

CTB ManagerAN > RSA A4 2B —7 T4 A(CL)IZadmin1—H&LTOJA12LET,



E ORIV IAVTHATD I FAUNDATALCTREFELTLWEVWAREMEYN &
WERY,

sudo openss| req -in server.csr -pubkey -noout -outform pem | sha256sum

OX KRG, EAEBEERCSRZ7AMIILOLHEF—OSHA-256F I Y VY LEBILET,

sudo openssl pkey -in server_key.pem -pubout -outform pem | sha256sum-I~N > Rik, BBF—T 7 AL H S LFEF—DOSHA-256F T v
V9 LEHALET,

sudo openssl X509 -in server_cert.pem -pubkey -noout -outform pem | sha256sum1 N > Rk, RITENEERAET 7ML OLBEF—0
SHA-256F LY VY LZHALE T,

AELHMEF—OHAIN —BLTVIXENHWET, AIAEBFERCRNIERAEATVEVES, server_cetpem”7 7 1)L
BEELEEA

admin@ctb-manager:~$ sudo openssl req -in server.csr -pubkey -noout -outform pem | sha256sum 3e8e6b0d39



BEF—HANATL—ATREEATVWEV L ZBELET

EE]—HE L TCTBManagerlCd4' 4 > LE T, ssh-keygen -yf server_key.pemdY > REETLET,

MERBNTERES, NATL-XBREREhEEA,

admin@ctb-manager:~$ ssh-keygen -yf server_key.pem ssh-rsa {removed for brevity} admin@ctb-manager:~$

SIRAE L MBF—APEMTI I—REhTVWB L ORESR




X CNSOKRIR, FAIAEZA AR —IILTRHEICRITTERT,

EEI1—HE L TCTBManagericOJ /4> LET,

sudo cat server_certpem X RZFAL T, saver catpem7 7 AL ORBERTLET, MAZET77AMLBICEDETITUR
ERBLET,

774N ORANDITIE - BEGIN CERTIFICATE----- . B DOITIE----END CERTIFICATE---IC T2 HBEANHV ET,

admin@ctb-manager:~$ sudo cat server_cert.pem ----- BEGIN CERTIFICATE----- {removed_for_brevity}

sudo cat server_key.pemIN > RZMBHAL T, server keypem7 7 A I)ILERRLET, RBF—OT7 7/ I)BICADETOANU RE
RBELET,

774N OKRDDOTE - BEGIN PRIVATE KEY ----- . BEOITIE-——-END PRIVATEKEY -T2 ARENFHYET,

HESESR

%l;_l‘l
o
T

ACER

REFAE D AR

o AVAM=IBICERELEI-HELT, SSH(EF21T72I)) ZNALTCTBYRZ—2vICOJ4 0 LET, BER
Fadming 1—Y%T9,

¢ sudo opensd req -x509 -newkey rsa:{ key len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -subj
/CN={ctb_manager ip} AN RERITLET,

« 2048, 4096, 81927z &, BRL EWEF—ORE Trsafkey_lenf ZXEEL KT

e CIBYZX—2%/—ROIPZERL /z{ctb_manager_ip} DEE

admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -

[sudo] password for admin:
Generating a RSA private key



admin@ctb-manager:~$

»  catserver_certpemN > R Tsaver_certpem”7 7 A ) Z2RREL, AFZNY 7 7(ICOAE—-LT, O—HALD—DVAT—
JAVICEEOTFARNIFAZTHYFEFSNDESICLET, 774N ERELET,. ChsDT7 7ML, 7
/homeladmin 1 L2 RUASSCPTR DU O—RIBDEETEET,

admin@ctb-manager:~$ cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$

+  sudocat server_key.pemX > R Tsarver_key.pem7 7 A )LZ2HXR AL, ABZNY 77ICOE—-L T, BRUETFA
IF4AZTO—AND—DAT—2aVICBYRTShDESICLET,. 771V EZRFLET, £k, C0T77A)%
7 lhomeladmin 1 L N U A SSCPIAET A EETEET,

admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----
{removed_for_brevity}

————— END PRIVATE KEY-----
admin@ctb-manager:~$

BCERIAHEOT7Y7O—K

1.CTB Manager Web UIIZBEIL . BBEI—HelTOV4 L. WET7AO& VUYL T TSdtingsy IC77EALE
£
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«  TTLSEEHE, 27 CBBLET,

A, I at; W inations i
cleeo  lelemetry Broker Overviow  DatsFlow  Destinations Input

Application Settings

Gereral Softwarne Update Smart Licensing Lser Managerment TLS Cenificabe

CTB Certificates® 7'

+  Upload TLS Certificate’ Upload TLS Certificate 4 7R Y 2 AT, Certificate& Private KeylZ & 1 ¥ fiserver_cert.pem &
server_key.pem ZiBIRLET, 77 M) ZBIRL LS, UploadZEIRLET,



Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the Ale that contains the
private kay (in PEM format], and click Upload.

Certificate Private Key

F Choose fie | F Choose file

 iCertihcate details

Cancel

o TT7ALNBRENDE, BRATOCRACL > TAREEF—DHEAEDENERE N, ROKSICRTEEYTD
IVMOHEBENIRRENET,



Upload TLS Certificate >

Choose the file that contains the certificate (in PEM format) and the file that contains the
private key (in PEM format), and click Upload.

Certihcate Private Key

!gmumm !hwgmn
« Certificate details

subject Name
10,2009 35.152

Issuer Mame
10,308,235, 152

CTBREHEO 7Y 7’O—R

o TFY7O-R, REVERBRLT, HLLAAEEZT7 Y 7O—RLET, Wb UIFBDERICEBNICBEEDL, B
BEBRCTNAACBEOJALET,

EII_I|I

« CIBNZX—2¥./—ROWebI>VY—)LICAT AL, Settings> TLS Certificate ICBEL T, HLVEMNHREED
REOFHMERTTDN, 7IVHEFEAL T UTIIESREDHBEERERRLET,

70—-h—/— FOEH

CTB Manager./ — RIZHTL WIDIEBAENBME NS, ECTBBroker./ — REFETEMITHIXLEN HYET,



1L sshB2BBTE&7O—H/—RICOJ AL, sudoctb-manage AN RERTLET,

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

s TOV7RARREhckS, 723 zBRUET,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

o FABEOFHMANSBENEANAZTOEE—BIZDHLESH 2L, EABTORTANEZERL y &Y, Y—EANE
BHICHEKRL. Y—EANREKEhDE, T7OVTRMFRENET, Y—EAORBATTIBDETICRKRI1SDAN S
EFBYWET,

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbed3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y



== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

RLB(CA)VN RITL I-AEAE

FAEFABEIC KD RITOLLO DIEAEZTFEER(CSRIDER

o AVAM—LBRIEHRELEI-HELT, SSH(EF217>I)) ZALTCTBYZ—2FICOJA2LET, BER
Fadminy 1—4% T3,

e openss req -new -newkey rsa:{ key len} -nodes -addext "subjectAltName = DNS:{ ctb_manager_dns_name},IP:{ctb_manager_ip}"
-keyout server_key.pem -out server.cs AN > RZRKITLE T, RED21TO Textray BER. BEILRHLUTZHIZLTHL
ENTEERT,

{ctb_manager_dns_name}

« %, CTBNRZ—J v /—RODNSHRICEELFT

e CTBNX—2v_./—RDOIPEFERAL 7={ctb_manager_ip} DEE

e 2048, 4096, 81924 &, BRU MEF—DORE Tlkey len} ZEELF T,

admin@ctb-manager:~$ openssl req -new -newkey rsa:4096 -nodes -addext "subjectATtName = DNS:
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes



to be sent with your certificate request
A challenge password []:
An optional company name []:

o CSREF—T77AN%EO—HITZUIZSCPL, CAICCSREIRMHLET, PEMERXTOHCAICKRDCSROFEITIE, D
REIXNORREEHNTT,

Fr—zERL LIRS OEK

CAlL., PEMERTH—/NIDIIBAEZHKTLET, CTBManager./ — ROITXTOF I —ViAE L H—/NIDIAEAEZELF T —
DITANEERTIHBENFNHYET,

THFEARNIFART, HIOFIETERBLLIIAEZHEAEDE, EETEICAZECTFI—ANDIXNTOIAAEZREATY
PIEFTE—OPEMERO77AILICEBMNLT, 77A4ILEERLET,

— BEGIN CERTIFICATE - {CTB Manager Issued Certificate} — END CERTIFICATE — — BEGIN CERTIFICATE - {Issui

COFLWIAE 7 7AINEFI—2T77ALNOEBBFLEIRBICAR—AEZHATHAIEENTVWAVWCE, BRUFHET 74
I ERDIEFICE>TVWBR I ZREBLET,

RALRARTLLAREOT Y 70— KR

1. CTB Manager Web UHIZBEIL ., admine LTAY AL, RETAA2%&292 UYL T lSetingsy 7P EZALET,
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«  TTLSEEHE, 27 CBBLET,

A, I at; W inations i
cleeo  lelemetry Broker Overviow  DatsFlow  Destinations Input

Application Settings

Gereral Softwarne Update Smart Licensing Lser Managerment TLS Cenificabe

CTB Certificates® 7'

o %i#IRUpload TLS Certificate L, JZRENDE I AV THERLEFI—2T7 7))\ EERAL CREHERRIRL, TTLSHE
BHEOT7YZ7O— R, R4 F7AOTRY U A server_key.pem TREAFEMBEF—ICH UL TERLECTBYNR—2 v 2 TN T
NBIRLET, 774 ERBIRL LS, UploadZiBIRLET,



Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the Ale that contains the
private kay (in PEM format], and click Upload.

Certificate Private Key

F Choose fie | F Choose file

 iCertihcate details

Cancel

« TT7ALNBRENDE, RATOCLALCK > TAIHABEEF—DHEAEDENERE I, RICTTLSICRITEEY
TOIORNORBENRTENET,



Upload TLS Certificate s

Chaode the Bl ol containg the cerlifcate (in PEM formatl) and e 8 Bhal containg the
pirivase ey (in PEM formmat), and chick Upboad.

Certihate Private Key
B ctb-mansger pem W server by

« Certihcate details

Subjoct Mamo
. . s
a0 Primeanes Mauth Carcling
HTE
ganizal G0 Systemd Inc
Cy 3 s ctb-manager
e : The
lwuier Mame
TRRTE Icadng CA
CHOOTAC

Subject Alternate Mame ctb-manager
10.208.35.152

CTB CAR{T D REFA ERREE

o TFPYZO—RIAREZVEBRLT, HLVIBEEET7Y JO—RLET, Web UIIFKNEOW THENICEREL, B
BEBICWeUIICOTA > LET,

e CIBYZX—T¥./—ROWebd>V—)LIZOY AL, Setings>TLS Certificate ICBEL T, FHL VWEMHERL L O



PAENFMERT TSN, 75VHEFALTOUTIIESREDFHBEBERERTLET,

J0—-h—/—FOEH

CTB Manager/ — RICHT L WIDREAE A" BME /=5, BCTBBroker/ —REZFBHTEMIIHBENH YN FT,

1L sshBlTE&7O—H/—RICOJ 1L, sudoctb-manage AN RERTLET,

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

« TOVTRARFENCES, ATV ERBRLET,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

o HAEOFHMENBENEABEOEE —HIZDHLESH ZHEEL, yEERL TAIAZEZZTANET. Y—EARA
BHICRABL, Y—EANRBRENZETOVT MM BEAET, Y —EAORBITTIZRRTICRRNIGONAS L
AHYNEY,



== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb

subject=C = US, ST = North Carolina, L = RTP, 0 = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:

notBefore=Jun 13 16:09:29 2023 GMT

notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:

DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

i

]

CTBYX—Z+ /—ROWebd>Y—JLIZOT 14> L, Settings> TLS Certificate ICBEIL T, #HL VASIHIRZ E DOSIAE O A
ERRTDH, 720 EERALTOUTIILESEEOHBEREREZRRLET,
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stname ctb-manager

Ex

pires Sep 11, 2023, 0B:19 PM UTC

Certificate details

Subject Name

us

e/Province Morth Carolina

Locality RTP

rganization Cisco Systems Inc

Commeon MName ctb-manager

Urganization Unit TAC

Issuer Name

Common Mame Issuing CA
CiscoTAC

Subject Alternate Name  ctb-manager

10.2098.35.152

@@  + Each connected broker node needs to trust this certificate.
» If a broker node is not communicating with the manager node, re-register the broker node by doing the
following:
= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings

CTBEERAE M EE4H

CTBYNZ—+ /—ROWebUIT, CTB7O—H/—RICTS—LNRRENTVWEVCEEZRERLET,

KNS7ILTa1—k

FI—JHBEENrEVELY, SIAEFf TELBEE. CTBYO—H/—R/—REIEIYZ—J v /—REBEETEY, 7O0-H/—
RUZKN® TStatusy FUIZ "Not Seen Sinces ERRENET,

JO—H/—RiE. COREDRS 71V INERETEREMELET,

CTBNEZx—2 ¥ /—RCLIZAOY 4> L. sudo grep -ic begin /var/libftitan/titanium_frontend/ssl/cert.pem TN > R & 4T L Tcert.pem”
TAILAORENRZHELET,



admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ss1/cert.pem [sudo] password

BEndHHDER. FI—2AOCAT/NA AOKIZCTB ManagerZ A R ERUTHBIYUENF HYET,
BCEFAHEEZFEALTVREEE. 10OHANFFHENET,

PKIMYTZSARNTOF v, RITAICATELHZE—DI—RCATERENATVWREE, 20HANFREIET,
PKIMY7ZARNZIF ¥ IL—RCALRITRICATHERENTVDHE, 3OHINFEEhET,

PKIMZ T ZARNZOF v FIL—KRCA, THRCA, BFLVRETACATEHENATVRBER., 4A0HINFFRELET,

Microsoft Windows Crypto Shell Extensions® EDBIO T 7)o —2 3V TAIAEERTITBDBICUARNEBIPKIEH OZEBRL T
<EEL,

a Cemdate

Goreral Debals Certfensen Path

i B b
el oot Cortiticate Authosity
B Hauing Cartilcate Authermy
| th -

PKIAZTZANZOF¥

RORTIE, PKIMVTSAR S IF Y ICIL—RCAERTRICANEENTVET,

COZFIATRE, AN ROHDERICED EBREEATVET,

HAFRFLERRIEESBEVERR., "Fr—VICKBMRAEOMEN. £V a2 0FEZREL T, ARABE/IKDILALLES
HERBLET,

Microsoft Windows Crypto Shell Extensions DFIBAEZ R KT B, O—HII DV ICHHAEEZRR TS OO+ BRI BV E
. —HOAHES RRENBVENHYET,

CLIA Ssudoctb-mayday IN > RERITL T, TACH BB TED LS AL TAN RILEERLET,
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