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WebhYPH Wizard m

WebVPN Wizard

IP Address and Name

This is the IP address users will enter to access the WebVPRN portal page. If mulliple vWeabVPR
senices are configured in this router, the unigue name is used fo distinguish the senice.

IF Address: |192.168.0.37 E] Name: |cisto

[~ Enahle secure S0OM access through 192.168.0.37

Digital Certilicate
When users caonnect, this digital certificate will be sent 1o their web browser 1o auhenticate he
| router.

Cerificate: | TP-selksigned-57 7183110 ll

% Information

URL to lodgin 10 thiz YWebVPMN sepic e hitos i1 92.168.0.37/CISCo

=;Elsu:[-c‘ Haﬂﬂ Finish E Ganr:el| Help ]

4. 20O WebVPN F'— R I IAICRTBRAOLOOI—Y FTHOY MIERTEE T, O—
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RRE. BB, FAHI T AT )Y Y—NTHERENETHINOVThEFRATERT,
cOPITRE, L—2TO—HALOTHIY N EFEALTWET, Locally on this router 77’
a2V REEFIVILT, AddZJUYILET,



WehY¥PH Wizard

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iy to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal AL sarvar

" FIft on an external A8 semver and then locally on this router

" 1Use the ASA authentication method list  |=dm v sauth w9 <]

Create user accounts locally on this router,

Llzsemame Add..
EdiL.,.
ausnmi

sales
NEWEISCo

u:EIsu:[-cl Next = | Finish | Ganca]l Help I

5. Add an Account DEEITHLVWI—HFOT7HDU MNEREADLT, OKZEIUYILET



Add an Account

x]

Enter the usernarme and password

LIsername: user_1
—— Password
Fasswiord =Mone=
Mewy Passward: e
Confirm Mew Password: e
v Encrypt password using MD5 hash algaorithm

Privilege Level: 11 _1'

] [:] Cancel ] Help

6. 1—H&4ERK L =5, User Authentication D R—> T Next 27U Y UL £ T,




WehY¥PH Wizard lg]

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iry to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal ALA sarver
= Localky on this router

" First on an external A& semver and then locally on this router

™ Use the ASA authentication methad list |0 vor sauth_mi 9 <]

Create wser accounts locally on this router,

Usemame Add... |
wis han Edit .
ausnmi
sales
NEWESCo

=;Elsu:[-c| Haﬂﬂ Fintsh | Ganca]l Help |

7. Configure Intranet Websites DB H Tlk., WebVPN #*— KDV I A QOI1—YHAT IO EZATES
Web U4 N ZRETEEXRT. CORFIXPNTRHECSD DREICERZEVTVD 28,
COR=ZOHFAEDVTREIBLET, next] 20UV ILET,



WebhYPH Wizard h'_(]

WebVPN Wizard Configure Intranet Websites

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contaln one or more websites. Each of these groups will appear in the portal page as
links that users can click to nadgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Acfion | LRL List T

It

Lialgle

=;Elsu:[-c| Meaxt h| Finizh l Gar‘ma]l Halp i
]

8. XM WebVPN Wizard DEE Tk, 78R SSLVPN 9S4 T A Z—TILICT
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T9, Enable Full Tunnel DF T v 2 %&54 LT, NextZ#2)YOLEXT,




WehYPH Wizard

T R B ety

Enabling full tunnel downlozads the WebvPR full tunnel client software ta the clignt.

IH wddress ool

Creale a new or select an existing address pool from which clients will be given an IP address
when they connect

[P ediress Rorl e

d (= E R I = =

The full unne| client sofware should be installed on vour reuler, 5o that it can be
downloaded by clients when they connect {o WebYFr service on this rouler, Specifiihe
location of the full tennel softvare install bundle.

e CETI | Brovse.

Drowmload [atest Full Tunnel clisnt install bundle.

Iv [Keeol e Eul unrel Elienl eoffrarainstaie die melfent BE

Click Advanced Tunnel Options_.. to configure split tunneling, solit DS, Drowser prosy
zattings, DS and WINS samvers.

Aovrznced [unnel Lpions... |

=;Elsu:[-c| Haxtall\g Finish E Ganca]l Help |

9. 1—HIZ&KRTE NS WebVPN Portal Page DABE N ARXI A ATEET, cDFEET7
ZILRDRIRICLTVET, [next] 20Uy ILERT,



WebhY¥PH Wizard

Customize WebVPHN Portal Page

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. Atheme defines colors for texts and background and a
logo, You can create new themes, and customize colors, text and logo in EditWebYPR mode,

Thetme! |ETEIal: e

Preview:

Cisco SYSTEMS [2I[E] (&1X]
I VWeb VPN Server '
i Flaali [
Websites
Infernet
Enter Web address (URL): | | Go|
u:EIsu:[-cl Hmﬁ Finizh | Ganca]l Help I

10. Wizard I, CO—ENEEOREDEENIRRENET, Tk, WebVPN 5F—K™

I/ DREDEHNNIRTRIENET, FinshZIOUYIL, BENRRENES OKESI
vyOULET,



Summany of the Configuration

WebBVPN Senice Mame | Cisco
YWebWPHM Palicy Name - policy_1
¥YWebWPH Galewsay Mame : gateway 1
User Authentication Method List  : Local

| |Intranetwebsites: Dizabled

| |Full Tunnel Canfiguration
| SV Status T
IF Address Pool ; =Mone=
Split Tunneling  : Disabled
Split DS :Disabled
Install Full Tunnel Client | Disabled

DS is not enabled on vour router, As same WebVPHN services require DNES o wark, it is]
& : Y recommended that you enable DNS.

e

ﬁElm:t-:l Hant = | Finlsh[’j&{ﬁanca]i Halp i
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2. Advanced WebVPN Wizard DERHIIDR—IHFRTRENET, [next] 20UV ILET,




WebhYPH Wizarnd !E

wﬂhvpuwjzﬂd Welcome to the Advanced WebVYPH Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPN. You can use this wizard to do the following:

* Configure links in the porlal page to intranetwebsites and web-enabled
applications such as Microsoft Office Oullook e-mail.

* Conflgure the router to operate nhin client mode. This mode suppots port
| forwanding, which enables users to run client applicalions on their PCs and
| securely connect o corporate sepers,

| * Enable the rauter to dovsmload full-tunnel WebPM clignt softeare on users PCs,
| giving them full-tunnal connecivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the rouier with the URLS for Clirx servers,

i =|'.'_I'|E Ganca]l Halp |

3.WebVPN £1—H JI—T%2T74—=)LRORAYTRX O RY VAN SBIRLET, ER
L =X RIC Advanced WebVPN Wizard O¥EEN BRAENE T, next) ZOJY I LET,



WebYPM Wizard [X]

wahypuwm Select the WehWPH user group

Select the WebVPR and the user group within that WebWP N for whom yvou want to configure
additional advanced features.

First select the YWebWPM where the user group is defined and then select the user group.

WebVPN: .
Liser Group; |p-:| licy_1 |

Default Group:  policy_1

=;Elsu:[-c| Haﬂﬂ Finish E Gar‘ma]l Help |

. Select Advanced Features BIEITld, VARNKTRENLT I /O —HSHBELE O ZER
T&E T, Cisco Secure Desktop ZF I Y UL ET., DT, Clientless Mode % i&EiR
LTVET, REENTVWSMo7o /00— BRTDE, BIOT 12 ROUNFFEVT, B
EITDBEHREANTEDRSICBYET, [Next] REAVEZIUYILET,




WebYPH Wizard m

Select Atvanced Features
WebVPN Wizard
Selectthe advanced features you want 1o configure for user graup palicy_1 inWebYFH
Cisco.

Configure predefined LRL links In the portal page for Intranet Wehbsites and Weab
enabled applicalions such as Micrasof OfMice Ouliook e-frail,

[~ Thin Client (Port Forwarding)

Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

[ BELYPH Client (Full Tunnel

Installz the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part of the corporate network,

¥ Clsco Secura Deskiop
Installs Cisco Secure Deskiap on client PC.

™ Cormmon Internet Flle System (CIFS)

Enahled users to browse and access files in theirWindows software-based servers in
the corporate network

I~ Mative Citrix Support
Enables users to use a Clirke setver sacurely using ¥Web VPR,

=;Elsu:[-c| Maﬂ:&- nizh E Ganr:all Halp |

. Configure Intranet Websites D EE Tld, 1—YAT7 IV EATED Web A K UY—R%
RETEZEET, Outlook Web Access (OWA ) ZEDHAD Web 4 RZBIMNTE XY,



WebhYPH Wizard

WebVPN Wizard

Configure kiranet Websies

You can configure groups of infranet wehsites here. Each group can be given a heading and
cah contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to nandgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Action | URL List

It

Lialgle

=;Elsu:[-c| Huﬂﬁ Finish [ Gar‘ma]l Halp i

6. Enable Cisco Secure Desktop (CSD) BIEITld, DAV TFANTCSD 2/ X—7I)LIC
T&E T, Install Cisco Secure Desktop (CSD) MBiDARY JA%ZF T Y UL T, Browse Z

20 OLET,



WebhYPH Wizard

X

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (S0 Software on client's PCwhen they connect 1o ¥yebvPN
FE M

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

""" ¥ Inztall Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.

Location: | Brovse.

Download latest Cizco Secura Deskiop Install burndle,

=;Elsu:[-c| MNext = | Finish F Ganr:al| Help 1

7. Select CSD Location M %813 T, My Computer ZF T Y U L& J, Browse RE>Z 1) v
ILET, EBDV—VAT—23aVICHBCSDIOSNYT—2 774N ZEERLET,
OKREZZDIYILET, [Next] REZOVVUYILET,



WebYPH Wizard

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (CS0) Software an client's PCwhen they connect 1o YvebvPN
FEMEr.

WebVPN sessions may leave cookies, browser history files, temporary files, and &-mail
altachments on the client PC even after the session is aver. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

b Install Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.
Location: [ Browse...,

Dowrload latest Cizco Secura Desklop Install bundle,

Select C50 location

Specify the location of Installation bundle.

" Router File System | Browse,
= iy Computer |G1CIECDI1:|wmluad5 Browse. .
Ok E | Cancel | Help |
-:Elackl Next = | Finizh | Gam:a!l Help I

8. Summary of the Configuration BIEIA" &R RENE T, Finish R ZI VY ILET,



WebYPH Wizard E_l

mﬂﬂ]!" I Summary of the Configuration

WebVPN Senice Name  cisco
YiebWVPHN Policy Name - policy_1

Intranet websites: Disabled

Insiall Cisco Secure Desklop (CSD), :Enabled
Location: CHMEISCOWownloadsisecuredeskiop-ios-3.1 1.32-k3.pky

& DrS s not enabled onyvour router, As some WebVPR services require DNS (0 work, it is
recommended that you enable DS

= Back | Mext =

Finlsh[:!e Cancal | Halp I

9.CSDNYT—2 T7ANMNELLKAVARN—IEhizC L ZH®RELES, OKZIUY D
LET,



Web¥PH Wizard

Summary of the Configuration

YWWebVPN Senice Name  cisco
YWebVPHN Policy Mame - policy_1

Intranet websites: Disabled

Install Cisco Secure Desklop (CSD), :Enabled
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