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WebVPN " — KNI I A ZKETDICIE. XOFIEEZETLET,

1.SDM 77 U4 —> 3>, [Configure] 821y~ L. RIC[VPN] YUY I LET,
2. [WebVPN] ZE&B L T, [WebVPN Gateways] Zi&IRL £9,
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3.[Add] 22 Y U LET, [Add WebVPN Gateway] X4 7O RY VAN RRENET,



Add WebVPN Gateway

Gateway Mame: WidgetS3LVPNGWA
v Enable Gateway
IP Address

WebWFM clients will use this IP address and port humber to connect
to the Welh VPR gateway.

IP Address: 192.168.0.37 |T| FPaort: |4-4-3

Hostname: ausnmI—HEIEE—EI‘Il (Optional)

| Enable secure SDM access through 192.168.0.37

Digital Certificate

Digital Cedificate configured under this trustpoint will be sent to the
client for S5L authentication.

Trustpoint: ausnml-3825-01_Cerlificate j

W Redirect HTTP Traffic (Optional)

configure HTTP redirect so that clients accessing the portal page
using HTTF will he automatically redirected to the secure HTTPS
service that WebVPM uses.

HTTP Port: |BEI

GHL\% | Cancel | Help

4. [Gateway Name] & & T [IP Address] 7 1 —J)L RIZfEZ A A L. [Enable Gateway] FI v U
RYDREFIZLET,

5. [Redirect HTTP Traffic] FT Y U RY VRAZFAICLT, [OK| 2O UY OLET,
6.[Save]Z VY UL, RIC[Yes] ZP0 VY OLTEEZHEELET,

ATYV7 2. RIS—TFN—TENULTHAEhD )Y —ADRE

RS —TIN—T%ERTBAEINCIY—AERETIIEF, RUI— TI—TAGEICVY—A%
BINTEEY,

RID—TN—TIRLTHAEND VY —RAZRETDICE. AOFIEZERITLET,

1. [Configure]2 2 )Y Z L, RIC[VPN]ZOUYOLET,
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HTTPS, Common Internet File System(CIFS)7’'O0 M JJLIZ & BWindows 7 7 A I T 50
VU, BRUCIHTIXDT IV AZRETEXT,
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4. [WebVPN Context] Z BB L. [URL Lists] Z1ZRL &7,



" Add WebVPN Cantext

=

Bl \WighWPM Confesd
......... Group Policies

pessee HTML Diisplay Seftings
--------- HetBIOS Mame Server Li
— Port Foreard Lists

N Clsto Secure Deskiop

Group policies use LIEL Lists o expose corporate LIRELS to the WebvPM users
through the poral page.
LIRL List ‘Als:'[
LIEL List Mame
[tem Mame [tem Yalue
[
oK [ Cancel | Help |

5.[Add] 221 v 2 LE¥, [Add URL List] 4 FOY Ky VAN RRENET,

Add URL List

LURL List Mame:
Heading:
List of URLs:

InternalWebServers

WidgetWebServers

{This will appear on Portal page)

Lahel

URL Link

Cutlook Web Acce

Website...
E-mail...

Cancel

Help

6. [URL List Name] $ & U [Heading] 7 1 =)L RICEZADLET,
7.[Add] 21Uy & L, [Website] ZZRL %7,




-,

Add URL List

LURL List Mame: |InternalWebServers

Heading: WidgetWebServers (This will appear on Portal page)
List of URLs:

Label LIFL Link Cutlook Weh Acce Add... o
Widgeteb hitpif1 72.22.1.30 —_
VYA, hitp:/i172.22 1 80fexchang Enabled Edit..

Delete
4 | L
[]}1:\ | cancel Help
kg, N ORVIN

MZE, D WebVPN #ZHTRIATEEICT S, INXTO HTTP 8KV HTTPS Web H—/\
FEFEFNTVET,

. Outlook Web Access (OWA ) ANDTFT I AZEMTSICIE, [Add] 20 Y UL, [E-mail]
ZERLT, BEBIXNTOTA—I)LRAAHDLTAS[OK] ZIVYILET,

. NetBIOS Name Service (NBNS) #—/NZEEL . Windows RXA 2 ADOHEZIEFEY) IC
HREITNE, CIFS KD Windows 77 M) TS50 TN HEEICKEY) EF, [WebVPN
Context] J A KA S, [NetBIOS Name Server Lists] ZiZRU £9,



| Add WebVPN Context &3

B \WebvPN Contexd The Common Internet File System feature uses NetBIOS name senvers 10 expose
S Group Policies the corporate Microsoft Windows File System to WebVPN usears,
HTHML Display Settings
e [MetEl i
P P;tf;g ﬁ:: f':" Ij ;: METLN NetBIOS Name Server List N:R{_J
- URL Lists &
b Clgeo Secure Deskiop Server Mame
IP Address Retry Tirneout
[ | ]
Ok I Cancel | Help |

[Add] 221 Y I LE T, [Add NBNS Server List] X4 7OY RY VAN RRENET,
ARNDEEEASL. [Add] £Y U Y S LET. [NBNS Server] & FOY Ky U AN KRR
Th&ET,
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List of NENS Seners:

HENS Server

me specified

Rddiional Tasks

IP Asdress of NBNS Server | 17222130
Wihe Server does nol respond, the maner ies bo contact il again afer

tirnedut period.

IF Address | Retry Timeoul | Master A | |

|
8 —

Confguration delivered fo router.

Z Y 935S, [Make This the Master Server] FI Y U RY VA& FICLET, [OK|ZE D
Dy oL, RIZ, [OK|Z22VUYOLET,
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WebVPN RUS— T —TZREL., VY—RAZBRIZDICE. XROFIEZEITLET,

1. [Configure]2 2 )Y Z L, RIC[VPN]ZOUYOLET,
2. [WebVPN] Z &R L. [WebVPN Context] Zi#RL £7,



| Add WebVPN Context X

B VWebVPN Context Group policies to define WebVPN policies for a group of users,
--------
o HTML Display Seftings A%J Edit .. Dalete |
--------- MetBIOS Mame Server Li

--------- Paort Forward Lists Mame Remark

e IR LigtS
-------- Clgeo Secure Deskiop

lterm Mame [term Yalue

mTﬁ use multiple group policies, configure an AAA server for Cisco
WebVPN,
1 | » Learm miaore

Ok | Eance'l| Helpl

3. [Group Policies] Zi#iRL . [Add] &2 )Y U LE T, [Add Group Policy] X4 7O Ry U
ANRTRENET,



ebVFMN session will be dizconnected if the clientis connected lonager than the sessic

imeout arif the client is idle longer than the idle timeout

4. FLVWRUS—OFFZ AN L, [Make this the default group policy for context] ¥ T ¥ 7 R
VIORLFIVII—VEANET,
5 A4 F70OY RYOADEIZH S [Clientless] R 7 &IV I LET,



Add Group Policy X

| General | Clientless | Thin Client | S5LYPH Client (Full Tunnel) |

Clientless Web Browsing

Select a listof URELs from the global list of URLS configured in this WebWVPM context, The URLs
in this list appear to the ¥WebVYPN client in the YWebVPHN portal page.

Acion | URL List | View.. |

v
= Add

[+ Hide URL bar in the portal page [v Enable Citrix

[v Enable CIFS

Commaon Intermet File System{CIFES) allows users to viewr, create, or editfiles on servars
running Microsoft Windows opearating systermns using aweh browser, Use this feature to

accass sharad files in the corporate network from any public network using WebVPM. Spacify
the \WIMS server list,

[v Read
[w Write

DK%J Cancel | Help |

6.3BIRTD URLJAR®D [Select] FI VI RYTAILFIVIN—I%[/TET,

7. BFEN Citrix V24T NEERTB 120, Citrix U—NNO T VAN BERZIFEE,
[Enable Citrix] FT Y U RY D RZFIZLET,

8. [Enable CIFS], [Read]. LT [Write] FT YU RY JRAEFVICLET,

9. [NBNS Server List] RO Y 749> Q&% 2y - LT, AT Y7 2 T Windows 7 7 A
WIS TRICERLENBNS H—/N URKNEBIRLET,

10.[OK] 22U Y U LET,

AT Y7 4. WebVPN > TF A D DERTE

WebVPN *— KD T4, =T RUZ— SLOPVY—RZD>2IZE8SICE, WebVPN O
VTFANERETIHLEN HYET, WebVPN AV TFARNERETHICIE., XOFEZEIT
LET,

1. [WebVPN Context] Z3&RL., IV FFARNDBETHEADILET,



Add WebVPN Context

4. [Enable Context]| FI YU RY VAZFAIZLET,

X
o
& [WebVPN Contes] _
L Group Policles Name: | SalesContext
jemeee HTHML Display Seftings Assod - :
i ated Gateway:
- NetBIOS Name Server Li soc y. [ngetsswmem
i~ Port Foreard Lists Domain: |
= UJRL Lists :
——Clsco Secure Deskiop Authentication List |None -
Authentication Domain: |
[+ Enable Context
Maximum Number of users: |2
VRF Mame: [-=N-::|ne-* l]
Default Group Policy; |policy_1 -

UK{ |  Cancel | Help |

2. [Associated Gateway] ROY 7ZAV > OXMZI )Y OL T, BEFSFHFSNTVWS S —KD
I Z2BRLET,

B.EEBODIAVTHFANEERTZHEAR. COOVTFANERBITZ—BDRH %
[Domain] 7 4 =L RICAHDLET, [Domain] 74— REZZHICTDE, 1—H&F
https://IPAddress T WebVPN ICT7 VA TB &Il ET, RXSVB (LEAEE,
Sales) @ AN T % &, 11— https://IPAddress/Sales TiE#T D &ICBEYET,

5. [Maximum Number of Users] 7 4 —JL RT, FNAADTA 2V ATHAETNTVWEIHEAD
I—HHEAHDLET,

6. [Default Group policy] ROAY 7’A O OxRMNEIIVYOL, JI—T RIS —%ERL T
OAVTFANCEEMRMTERT,

7.[0K2z2 )y oL, RIC, [OK| 20Uy OLET,

ATYT7 5 A=Y F—AR—ALRATEDRE

Radius, Cisco AAA H—/\, £ O—HIL F—EIXR—ATRIAEZTSLSIC, 9F54T7>NL
A SSLVPN (WebVPN) EY 23> ZRETEERT, ROBFTRE. O—HI)I F—EIR—AZE

ALET,

IA—Y% F—ER—ALFEAFEERETDICE,

RDOFIEZRITLET,

1. [Configuration] Z2 ') ¥ 2 L, [Additional Tasks] 22 1JY L&Y,
2. [Router Access] ZEBIL . [User Accounts/View] Zi#IRL £,
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3. [Add] RE> %DV YOI LET, [Add an Account] FA4 7OT RY JANRRENET,




-~

Add an Account

Enter the username and password

Username: |sales_user*l
Passwaord
Password =MNone=
Mew Password: |m*
Confirm New Password: |****

v Encrypt password using MD5 hash algorithm

Privilege Level:

| Associate a View with the user

View Name - =l

Ok h | Cancel Help

4. A=Y ThHhOURENAD—RZADLET,
5.[OK|z2J)vy oL, RIC, [OK| 20Uy OLET,
6.[Save]® 7)Y UL, RIZ[Yes| 2V VY O LTEEERELET,

B&

ASDM XD ARV RTAVEEREZERLET,

ausnm|-3825-01

Building configuration...

Current configuration : 4190 bytes
1

! Last configuration change at 17:22:23 UTC Wed Jul

26
2006 by ausnml




! NVRAM config last updated at 17:22:31 UTC Wed Jul 26
2006 by ausnml

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname ausnml-3825-01

!

boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

!

no logging buffered

enable secret 5 $1$KbIu$508gKYAVpWvyvIOrYbrJLi/

!

aaa new-model

!

aaa authentication login default local

aaa authentication login sdm_vpn_xauth _ml_1 local
aaa authorization exec default local

aaa session-id common

!

resource policy

!

ip cef

!

ip domain name cisco.com

!

voice-card 0

no dspfarm

1

!--- Self-Signed Certificate Information crypto pki
trustpoint ausnml-3825-01_Certificate enrollment
selfsigned serial-number none ip-address none
revocation-check crl rsakeypair ausnml-3825-
0l_Certificate_RSAKey 1024 ! crypto pki certificate
chain ausnml-3825-01_Certificate certificate self-signed
02 30820240 30820129 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 29312730 2506092A 864886F7 0D010902
16186175 736E6D6C 2D333832 352D3031 2E636973 636F2E63
6F6D301E 170D3036 30373133 32333230 34375A17 0D323030
31303130 30303030 305A3029 31273025 06092286 4886F70D
01090216 18617573 6E6D6C2D 33383235 2D30312E 63697363
6F2E636F 6D30819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281 8100C97D 3D259BB7 3A48F877 2C83222A
A1E9E42C 5A71452F 9107900B 911C0479 4D31F42A 13EQOF63B
E44753E4 OBEFDA42 FE6ED321 8EE7E811 4DEEC4E4 319C0093
C1l026COF 38D91236 6D92D931 AC3A84D4 185D220F D45A411B
09BED541 27F38EF5 1CC01D25 76D559AE D9284A74 8B52856D
BCBBF677 0F444401 DOAD542C 67BA06AC A9030203 010001A3
78307630 0F060355 1D130101 FF040530 030101FF 30230603
551D1104 1C301A82 18617573 6E6D6C2D 33383235 2D30312E
63697363 6F2E636F 6D301F06 03551D23 04183016 801403E1l
5EAABA47 79F6C70C FBC61B08 90B26C2E 3D4E301D 0603551D
0E041604 1403E15E AABA4779 F6C70CFB C61B0890 B26C2E3D
4E300D06 092A8648 86F70D01 01040500 03818100 6938CEA4
2E56CDFF CF4F2A01 BCD585C7 D6B01665 595C3413 6B7A7B6C
FOA14383 4DA09C30 FB621F29 8A098FA4 F3AT7F046 595F51E6
7C038112 0934A369 D44COCF4 718A8972 2DA33C43 46E35DC6
5DCAE7EO B0D85987 A0D116A4 600C0C60 71BB1136 486952FC
55DE6A96 1135C9D6 8C5855ED 4CD3AES5 BDA966D4 BE183920




88A8A55E quit username admin privilege 15 secret 5
$1$jmeNS2xNfhupbAing3BQZMRzrW0 username ausnml privilege
15 password 7 15071F5A5D292421 username fallback
privilege 15 password 7 08345818501A0A12 username austin
privilege 15 secret 5 $1$3xFvSW0YUsKDxladDc.cVQF2EiQ
username sales_userl privilege 5 secret 5
$1$2/SXSepdfsCpodeyKaRji2mJkX/ ! interface
GigabitEthernet0/0 ip address 192.168.0.37 255.255.255.0

duplex auto speed auto media-type rj45 ! interface
GigabitEthernet0/1 ip address 172.22.1.151 255.255.255.0
duplex auto speed auto media-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http
authentication local ip http timeout-policy idle 600
life 86400 requests 100 ! control-plane ! line con 0
stopbits 1 line aux 0 stopbits 1 line vty 0 4 exec-
timeout 40 0 privilege level 15 password 7
071A351A170A1600 transport input telnet ssh line vty 5
15 exec-timeout 40 0 password 7 001107505D580403
transport input telnet ssh ! scheduler allocate 20000
1000 ! !'--- WebVPN Gateway webvpn gateway
WidgetSSLVPNGW1l hostname ausnml-3825-01 ip address
192.168.0.37 port 443 http-redirect port 80 ssl
trustpoint ausnml-3825-01_Certificate inservice ! webvpn
context SalesContext ssl authenticate verify all ! /---
Identify resources for the SSL VPN session url-list
"InternalWebServers" heading "WidgetWebServers" url-text
"WidgetWeb" url-value "http://172.22.1.30" url-text
"OWA" url-value "http://172.22.1.50/exchange" ! nbns-
list NBNSServers nbns-server 172.22.1.30 ! !--- Identify
the policy which controls the resources available policy
group policy_1 url-list "InternalWebServers" nbns-list
"NBNSServers" functions file-access functions file-
browse functions file-entry hide-url-bar citrix enabled
default-group-policy policy 1 gateway WidgetSSLVPNGW1
max-users 2 inservice ! end
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