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» Firepower Device Manager ( FDM )

» Firepower Threat Defense ( FTD )
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Status Count

b 4 Error 0
! ] Critical 1 v

, Warning 0

'L;' Recovered 0
'(,;' Mormal 1 3
Disabled 1 L
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Troubleshooting Options

Please select the data to include:

o All Data
i =nort Performance and Configuration
,Eﬂ Hardware Performance and Logs
,Eﬂ system Configuration, Policy, and Logs
,Eﬂ Detection Configuration, Policy, and Logs
,Eﬂ Interface and Metwork Related Data
,Eﬂ Discovery, Awareness, VDB Data, and Logs
,Eﬂ Upgrade Data and Logs
o All Database Data
o All Log Data
,Eﬂ Metwork Map Information

Mote: This may take several minutes.
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Troubleshooting Options ) 4

Please select the data to include:
All Data

® Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data

® Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Leg Data

M MNetwork Map Information

Deployment Logs

i This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks,
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o EUUYY Generate 5 &, Management Center ' RS 7N 1—F 4T T77 AN EERLE T,
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Deploy i  System Help» admin w

Deployments e 7

20+ total 0 wa 0 0 re 20+ success 0O f Message Center
w Generate Troubleshooting Files Im 258 X

Generate troubleshooting files for firepower.servertest.com.
Click to retrieve generated files,
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Generate troubleshooting files for firepower.aperia.local 5m s X
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Mo more older tasks
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It can take up to 1 hour to generate the
troubleshooting file depending on the device

KRR Request filetobecreated > Z&IRFTB &, Troubleshoot EIL AVABEEN, J7AIIUNEREhLEZEN RENET,
SOToTaAYE, BRVIANOEYY I THRETEERT,

Troubleshoot

See Task List

IZBE L Task List >running T, 3 Troubleshoot {TAEITHTH D Z2ERELE T,
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Task List

B total 1 runnimg 0 completed 0 fallures
Mamae Start Time
Troubleshoot 18 Aug 2020

09: 19 AM

End Time Status

Delete all inshed tasks

@& Task execution started

RAIVNRET TR E. TakList® Completed BT ICRRAINRRENET,

Task List

& total 0 nunning 1 completed 0 fallures
Mame Start Time
Troubleshoot

18 Auwg 2020
09:19 AM

End Time

18 Aug 2020
0826 AM

Dalete all finished tasks

Status Actions
& a36a6728-

cBFd-11e9-85ce-

BidSb0%e0 780

troubleshoot.targz

RSTND2—FT42TT774)00OF I O—R

Troubleshoot 29 aVIZBEL, 2200FHLVWARZUARRENTVD L EZBFELET, RX Download > ZiBIRT S &,
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Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

FLORNZTILZA—RT7 74 EERTDICIE. Rerequest filetobecreated RZ > ZBIRLE T,

%‘ FECOBRECKY., ERBICHUAIICERARE Y L7 7AUFHFLVIFAIILICEERASKET,

Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED
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Firepower Management Center

RSTN1—F 4T T 74N EERTSICIE. Firepower Management Center(FMC) TRD X READLE T,



<ffroot>
admin@FMC:~$

sudo sf_troubl eshoot. pl

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes.

Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

Firepower7* /N1 A

FirePOWERT/N A4 A/ED 1 — L B L REEBNRTFNAATRI TN 1 —FT 42 I 774N 2ERTBICE. ROOITURK
ZEAHNLET,

<#root>
>

syst em gener at e-t r oubl eshoot al |

Starting /usr/local/sf/bin/sf_troubleshoot.pl... Please, be patient. This may take several minutes.

Firepower eXtensible Operating System ( FXOS )

759 b7+ —LE— RTASAZER T 3 Firepower 4100/93008 & U'Firepower 2100

NSTINa1—F 142977 4)LIk. Firepower eXtensible Operating System(FXOS)H* S EEAFTE X T, 77N EER TSI
&, EF1T72TUNESH)EZEFEALTTFNAABET7 RLAICERTIHENF HVET,

% iE:FX0OS 2.6.x+Tldk, Firepower ChasssManager ST Z AN B R—KNT 7ML ZERTEE T,

FXOSCLIC A2 5, KOFIEZERTLTTI7AILEERLET,

+  FXOS/N\—2 3227k V) @l OFirepower 410085 & 1F9300:
fprm

<tfroot>
FP4150#

connect | ocal - mgnt

FPr4150(Tocal-mgmt)#

show t ech-support fprm detail

Th



Initiating tech-support information task on FABRIC A ...

Completed initiating tech-support subsystem tasks (Total: 1)

A1l tech-support subsystem tasks are completed (Total: 1[received]/1[expected])

The detailed tech-support information is located at workspace:///techsupport/20170116170843_FP4150_FPRM

FP4150(Tocal-mgmt)#

F—DJ— R, Firepower 7’5 Y N7 A —LBBAOKNZ TN 1—FAVIT7ANBERLET, BRIC, SATATR, ¥F
—IBRCEFIVTAEDI-NASKI TN I—FAVITTFPAIINEERTRHEETERT,

<#root>
FP4150(local-mgmt)#
show t ech-support ?

chassis Chassis fprm Firepower Platform Management module Security Module

o« FXOS/N—2 3 22 7L\ ¥ @8 9 % Firepower 41003 & 1F9300:

<ffroot>
FP4150#

connect | ocal - ngnt

FP4150(Tocal-mgmt)#

show t ech-support fprm detail

WARNING:

show tech-support fprmdetail conmmand is deprecated.

Pl ease use show tech-support chassis 1 detail command i nstead.

FXOSN—2 32278 TR, fpormhS TN 1—F AT TFPAUN Y+ =V ORNFZ TN 1 —F 42T T7A)NICEENTV
ESCH



<#root>
FP4150(Iocal-mgmt)#

show t ech-support chassis 1 detail

Initiating tech-support information task on FABRIC A ...

o TSYRNTA—LT— RTASA%ER T B Firepower 2100:

<#root>

fpr-2120#

connect | ocal - ngnt

fpr-2120 (local -ngnt) #

show t ech-support ?

fprm FPRM

fpr-2120 (Il ocal -mgnt ) #

show t ech-support fprm detail



fpr-2120_FPRM
The showt echsupport file will be |ocated at workspace:/techsupport/20221212103515_ fpr-2120_FPRM tar. gz
Initiating tech-support information task on FABRIC A ...

% E VA —YEEVA-LDORNTTINTII—FT 42T T 7 A&, Firepower 2100CEERATE XL A,

ERENERNT TN A—FA2TTT7AINE, T—VAR—ATROHBENTEXRT, AOONY RERTLUTHERELET

o

<#root>

FP4150(Tocal-mgmt)#

di r wor kspace:/techsupport

1 9912320 Jan 16 17:10:07 2012 20170116170843_FP4150_FPRM. tar
Usage for workspace://
4032679936 bytes total

43540480 bytes used
3784286208 bytes free

FP4150(Tocal-mgmt)#

Firepower 1000/2100% & U Secure Firewall 3100 ( FTDIEH )

CLISHTconnect fxos AN > RZFEAL T, FXOSOAN Y R TI)LICEHLET,

<#root>



connect fxos

local-mgmtaY > RS TILICEHL, RTINS 1—FA2TT7ANEERLET,

<#root>

fpr1l150#

connect | ocal - mgnt

fpr1150(local-mgmt)#

show t ech- support fprm detai

fpr1150.abb.local_FPRM
The showtechsupport file will be located at

wor kspace: /t echsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
WARNING: *** /mnt/disk0/smart-log/ is missing **%*



WARNING: *** /tmp/softraid_env.xml is missing ***

WARNING: *** /tmp/nvme_build.log is missing ***

WARNING: /tmp/sed_build.log is missing ***

WARNING: *** /opt/cisco/platform/logs/QAT is missing ***
Completed initiating tech-support subsystem tasks (Total: 0)

fpr1150(local-mgmt)#

di r workspace:/techsupport/

1 5776262 Dec 12 09:14:15 2022 20221212091405_fpr1150.abb.local_FPRM.tar.gz
Usage for workspace://

159926181888 bytes total

16198488064 bytes used

143727693824 bytes free

RZTN2a1—F42T 7740 )E—rY—/NICOE-LZET,

<#root>

fpr1150(local-mgmt)#

copy wor kspace:/techsupport/20221212091405_f pr 1150. abb. |1 ocal _FPRM tar. gz

?
ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI



workspace: Dest File URI

Firepower 1000/2100% & U Secure Firewall 3100 (ASAIE#El. 77747 2E—FK)

FXOSE—RZHRELE T,

<#root>

ciscoasa#

show f xos node

Mbde is currently set to appliance

connect fxosadmin AN > RZFEHAL TFXOSOANY Y R T ILICELHELEI,

<#root>

ciscoasa#

connect fxos admn

Configuring session.

Connecting to FXOS.



% o NIFIAUTFARNE—RODOFE, connect fxosadmin IV > RigsysemdA FF AN F i lkadmin A TFARNTHE
HATE&ZEY,

loca-mgmtIXY > R TLICERL., NZTLN221—FA2 I 774 BERLET,

<#root>

firepower-2130#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-2130(local-mgmt)#

show t ech-support fprm det ai

firepower-2130_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212093206_fi repower - 2130_FPRM tar . gz

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 0)
firepower-2130(Tlocal-mgmt)#

di r workspace:/techsupport/



1 6902474 Dec 12 09:32:12 2022 20221212093206_f1irepower-2130_FPRM. tar.gz
Usage for workspace://

167921864704 bytes total

318324736 bytes used

167603539968 bytes free

NSTND1—F42TT774)N2AE—LTASAOV Y —ILICRDICE, XROFIEERTLET,

<#root>

firepower-2130(local-mgmt)#

exit

firepower-2130#

exit

Connection with FXOS terminated.
Type help or '?' for a list of available commands.

ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1irepower-2130_FPRM.tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)



NSTNZ2a—F42I 774N EVE-RF—NICIE-LET,

<#root>

ciscoasa#

copy diskO:/fxos/20221212093206_firepower-2130_FPRM tar.gz ?

cluster: Copy to
diskO: Copy to
diskl: Copy to
flash: Copy to
ftp: Copy to

cluster: file system
disk0: file system
diskl: file system
flash: file system
ftp: file system

running-config Update (merge with) current system configuration

scp: Copy to
smb: Copy to
startup-config Copy to
system: Copy to
tftp: Copy to

scp: file system

smb: file system
startup configuration
system: file system
tftp: file system

CLIZHEHULE NS TNV a—F 45T ILDIE—

FXOSASAVE1—RIZT77AIINA2ODE—F3HIC, XOEBEMWELET,

s O—ANIVELI-BOT7F7AT IR, BEBR-—NENUVEBGERZZTANET, £L&AE, EF21T721
LWENLTI7 740 Z20E—TF3HE, AEI1I— R R-—F2BENHEER-—RN SOEREATIZHEN GV ET

o

« O2E1—2TSecureCopy(SCAY —ERAZRITIRIHBEN BN ET, 122 —F Y MIRF, EXREXRAZSSH/ISCPH—/VY
TFRIITFHBYVET. L, DRAODBRBEDNSCPY—NDA 2V AR—IILERENDHR—NEZRELEH A

Firepower Management Center

RSTN221—F1429774)2I—F B2k, Firepower Management Center(FMC) TXND X REAALE T,



<#root>

admin@FMC:~$

sudo scp troubl eshoot_file_nanme usernanme@lesti nation_host:

destination_fol der

Firepower 7 /S 4 2

FirePOWERT /N1 AB L FREEBR{RF/NA ATRZ TN 21 —F 42 I 774 )2 QE—FBICFE, ROIXV READLE
?O

<#root>

file secure-copy hostname usernane destination_fol der troubl eshoot file

% i ZofITIRE. hostname B X —7Y NUE—RKRARNOBFELZRFIPT RLAZEL, BUE—RMKRANEQI—HF
Zi username EL ., VU E—RNFKRABMN LD EE/NA%ZHE destination_folder EL, GEEAOO—AHILNT TS 1—F
1249774 )%38 troubleshoot_file ELE ¥,

Firepower eXtensible Operating System ( FXOS )

779 b7 —LE— RTASAZER T 3 Firepower 4100/93008 & U'Firepower 2100

Firepower eXtensible Operating System(FXOS)A 5 O—AN AV EI—RILNTZ TN 1 —FT 4T 774N EAE—TF B,



Firepower 7 7’5 A 7 ATROIAN Y RERITLET,

<#froot>

FP4150(] ocal-mgmt)#

copy workspace:/techsupport/fil enane scp://usernane@ paddr ess

Firepower 1000/2100% & U'Secure Firewall 3100 ( FTDI&#; )

CLISHTconnect fxos Y > RZEFEAL T, FXOSOAN Y R TILICEHZELET,

<#froot>

connect fxos

loca-mgmtOIR > RICEHKL, RSTLNS1—F42 0770 VE—RNF—NICOE—-LET,

<#froot>

fpr1150#

connect | ocal - ngnt



fpr1150(local-mgmt)#

copy wor kspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

ftp: Dest File
http: Dest File
https: Dest File
scp: Dest File
sftp: Dest File
tftp: Dest File
usbhdrive: Dest File
volatile: Dest File

workspace: Dest File

URI
URI
URI
URI
URI
URI
URI
URI
URI

Firepower 1000/2100% & U'Secure Firewall 3100 ( ASARE&E,. 77547 2E— k)

ASAOVY—=IUAS KRS TN 1—F 42T T 74 )2 IE—TEET,

<#root>

ciscoasatt

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474

09:32:12 Dec 12 2022 20221212093206_f1irepower-2130_FPRM.tar.gz

1 file(s) total size: 6902474 bytes
21475885056 bytes total (21212692480 bytes free/98% free)



NZTN2a1—F42T 7740 )E—RY—/NICOE-LET,

<#froot>

ciscoasatt

copy di skO:/fxos/20221212093206_f i r epower-2130_FPRM tar.gz ?

cluster: Copy to
diskO0: Copy to
diskl: Copy to
flash: Copy to
ftp: Copy to

cluster: file system
disk0: file system
diskl: file system
flash: file system
ftp: file system

running-config Update (merge with) current system configuration

scp: Copy to

smb: Copy to

startup-config Copy to

system: Copy to

tftp: Copy to
BT

Firepower 410085 &k UF9300 TFXOSM show tech-support 7 7 A L Z £ T B IC I,

scp: file system

smb: file system
startup configuration
system: file system
tftp: file system

support 7 7 AN E KT D 1 ZEZRLTSEEL,

T Firepower 41008 & 0*9300TFEXOS® show tech-
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