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ATV 1: IXTO¥ERZFE DI Z2ERLET,

AN RZ A2 (CLYBX :

configure terminal
username < user string > password < password > privilege < level number >

ChiE, XX REIO I —Hcsm-user& /N A — Reisco123 %2 ERL £ 9,

ciscoasa# configure terminal
ciscoasa(config)# username csm-user password ciscol23 privilege 15
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ATYT 2 HTTPH—NZBMICLET,

ON2 RZ A2 (CLEX :

configure terminal
http server enable

AT Y7 3: CSMY—/NDIPF KL AL THTTPST V£ R ZHAL %7,
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configure terminal
http < hostname > < netmask > < interface name >

CchFROOX Y REIOEBBTHY), FEORY NT—IOFABAEZ—T T4 A
(GigabitEthernet0/0) L DHTTPSIBH TASAIL T VLA TE £ T,

ciscoasa# configure terminal
ciscoasa(config)# http 0.0.0.0 0.0.0.0 outside

ATY 7 4:CSMY—NNHDSHTTPSICEETED & 2HALE T,

EEOWeb7 U HERE, ROBNEAHNLET,

https://< ASA 1P address >/

chiE, FIOFIETHTTPST 7 EALCHAENIEARA 2 Z—T T4 ADIPT RL ADXDHIZ
RLTLVWERT,

https://10.8.4.11/

w €Y 404 Not Found b +

“ & 0 Not secure  Rips//10.8.4.11/admin/public/index.htmil

404 Not Found

The requested URL /admin/public/index html was not found on this server.
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Cisco Security Manager
Version 4.28.0
Server Name |WIN-A7]U18QCA72 v r
Username |admin |
Password |"."""" |
Pl[.‘refautt wiew | (g Dashboard v
Login Help '
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AT Y 7" 2 : Configuration Manager2BZ £9,

& Cisco Security Manager - Dashboard - admin Connected to ‘WIN-ATI18CCATY - m} x
File Launch Help
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AT Y 7 3 : Devices > New DeviceDEICEEL £ T,

@ Cisco Security Manager - Cenfiguration Manager - admin Connected te "WIN-ATJIU8QCATZ'

- a
| File | Edit  View Policy Map Manage Teols Tickets Launch Help Mo Open Tickets et
[ a Gt @ EDROSARPRALIABRGOGL S0 Qsewh coeges | €15€0
Clone Device.., ;
Delete Device(s)... ralth and Performance Monitor Deployment Hanager Device State
Cil-5 B Criticat 0 © Warning: 0 @ Normat 0 @ Fai 0 O Pencing 0 © Pass:0 © criticar 0 © waming: 0 @ Hormat 0
Impert... = a E & | [ e 3 B 9 Last Update Time: 30 Jan 2024 12:46 PM PST
rt >t
Ewpo Filner: (- none --) O~ Type to Search
Deploy...
= Display MName Managed Monitored Alerts  Connecton  State  Deployment  Additional Information IF Address Host.Domain
Edit Device Groups...

Mew Device Group...

Add Devices to Group...

Ctrl«P
Exit... Crle
Policies
® -no device selected -
<
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Ea Mew Device - Choose Methaod (Step 1 of ...) X
P

Please choose how you would like to add the device:

{®) Add Device From Network

When you add a device that is live on the network, Cisco Security Manager makes a secure
connection with the device and discovers its identifying information and properties,

() Add from Configuration File(s)

configuration file, Cisco Security Manager discovers the device's identifying information, properties

You can add one or more device configurations from multiple files. When you add a device using its ﬂ
and paolicies from the file. T

() Add New Device I
You can add a device that is not yet on the network by spedfying the device's identifying 7
information and credentials. - J/ L

() Add Device From File

‘You can add devices from an inventory file that is in the C5V (comma-separated values) format
used by Cisco Security Manager, CiscoWorks Common Services DCR, or CS-MARS

Back Finish Cancel Help

Device AddX Y v R
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@ Mew Device - Device Information (Step 2 of 4)

Identity
Static
Host Name: cscoasa
Domain Mame:
IP Address: 10.8.4.11
Display Mame: = ciscoasa
05 Type:* ASA
Transport Protocol: HTTPS
[] System Context

Discover Device Settings

-

Perform Device Discovery

Discover: Polices and Inventory

Platform Settings
Firewall Policies
MAT Policies

IPS Policies

[ R PN Policies

Discover Policies for Security Contexts

ASAD ERE

FIE6: ASATREL ZCSMI—H Eenable/ NAD—RO\AEL S, BEBILFUOIY¥ILZEADLET,

Cancel

Help



@ Mew Device - Device Credentials (Step 3 of 4)

Primary Credentials

Username: csm-user
Password:™* LTI T Confirm:* esssssenene
Enable Password: sessnene Confirm:* sessssse

HTTP Credentials
Use Primary Credentials

HTTP Part: g0

HTTPS Port: 443 Use Default

IPS RDEP Mode: Use Default (HTTPS) e

Certificate Common Mame: Confirm:
RX-Boot Mode. .. SMNMP...

ASAT LT v )l

FIE7 : REBIIN—TZBRTZDH, FTEZBEBOATYTEEKL T, Finish22UYILET,

Cancel

Help



@ Mew Device - Device Grouping (Step 4 of 4)

Select the groups that this device belongs to:

Department: Mone
Location: MNone
test: Mone

[] et Values as Default

Back Mext Cancel Help
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Select the groups that this device belongs to:

Depariment: Mone
Location: Mone
test: Mone
[ set Values as Default
*

Ticket Required

‘You must have an editable ticket opened in order to perform this action. You may:

Create a new ticket:
Ticket: admin_30.Jan.2024_13.20.26

Description:

Back MNext Cancel Help
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Discovery Status x

Status: Discovery completed with warnings
Devices to be discovered: 1
Devices discovered successfully: 1
Devices discovered with errors: 0

Discovery Details

Type Mame Sewverity State Discovered From

Discovery Completed with Warnings  Live Device

Description
Policy discovery does not suppart the following CLI in your configuration: A

Messages Severity

CLI not discovered

Line S:service-module 0 keepalive-timeout 4

e o Line &:service-module 0 keepalive-counter &
Existing policy objects reused Line 8:license smart
o Line 12:no mac-address auto
Value overrides created for device o Line 50:no falover wait-disable
S Line 55:no asdm history enable
Policies discovered o Line 57:no arp permit-nonconnected W
Add Device Successful o Action

If you wish to manage these commands in CS Manager, please use the "Flex Config” function

Generate Report Abort Close Help

ASAT 1 AH/NV
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@ Cisco Security Manager - Configuration Manager - admin Connected to "WIN-ATI12QCAT2' - Ticket: admin_30.Jan.2024_13.20.26

- o x

File Edit View Policy Map Manage Tools Tickets Lsunch Help admin_30.Jan, 2024_,.. [;._|¢ il
SiDevice| [t Hop [FlPokey Frbyinde Bl = 1 BB GO SR PP LhBLEEI A REE -G8 O Y, Search Al Cotegories £1aco
Devices 4 @ || Devke: ciscoasa Foicy: Interfaces

= - Policy Assigned: -- local -- Assigned To: local device
Fiter : |- nane - =) Interfaces | Bridge Groups |
(=9 Department Interface™ " ) fac ¢ " n
| & Location nter Name Status SeaurityL... IP Address VLANID Secondar... Type Interface... Member of  MTU RouteMap  PathMori... PolicyRo... Description
| 5 test GigabitEthe, ., outside Enabled 0 10.8.... Fhysical Int, . Al-Interfac... 1500
By GigabitEthe. .. Dizabled Physical Int. ..

& o GigabitEthe. . Disabed Physical Int..

Managemen. . management Enabled [] Physical Int... Al-Interfaces 1500

Paolicies
El-Firewal

L] aaa Rues (Urified)

17 Access Rules (Unified)

] Inspection Rules (Unified)

7] Botnet Traffic Fiter Rules

- Settings

DTrmentRth

7 web Fiter Rudes
[ AT
7] Site to Site VPN

* |7 =
Save
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HTTPSTENY Ji&. RSTLNS1—FA VT ODENTASATERATER T, AOIAX > REFEALET,

debug http

CMEBEEDOTF/NY IR HlERICRLET,

ciscoasa# debug http debug http enabled at Tevel 1. ciscoasa# HTTP: processing handoff to Tegacy

admin
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