X IT7WebT7 TZ5AT2AQONTY N7 00—
CcDWT

2E

BUHIC
FER

B#

ERIHI K2
EEEFERBRATOTOFBA
TSN RTAD
HTTPA& O — K

2xx : f{Y

xx: VAAL D32

AxxA—R : 9SAF RIS —

Sxx i HY=NTS—
BN 75 FR BE

=& LBVATHEEATOHTTPRN S 74 Y Y
D54 F7 > N ESWA
SWAS & T'WebH—/\
XYV AENETF—RETORTTAVY

=% L VEATRHNAEEATOHTTIPRNS 74 YD
D54 F7 > N ESWA
SWAS & T'WebH—/\
NAAN—HTTPSES 74V D

HEATOHTTPNS 74V Y
SAFT b ESWA
SWASH K VWebH—/\
XYV AENETF—REFORNT T4V Y

WATOHTTPRS 7494

ZAF > b ESWA

SWAS & O'WebH—/\

EI

FL®IC

CORFIXVRNTR, BICEFITWebT T ATV ASWAICERZEWE, T7OFTRE
FYRND—=ODOFY RID—070—-C2VTHALET,

Bl R SR



24
ROERICETDHBAN BB N HRENET,

-« TCP/IPOEAELE,

- TOFREICEHTZERNEAE.

- TOFEFERATAIRETHEASNBIRVIAXNZXLICET S ERAE,
CDRETR. ROBFTEEALET,
TCP:Transmission Control Protocol ( =& 7" O0K~3J)L )
UDP:User Datagram Protocol ( 1—%#'7—&JZA7'OKMJJL)
IP:Internet Protocol ( 1 > & —% v RZ’OK3JJL)
GRE : %I —FT 1> T h7 I
HTTP : N NN—FFANEE7'OR)L,

HTTPS:Hypertext Transfer Protocol Secure ( /N\A/N\—FF ARNEEZ7ONINICEKDEF2I VT
1)

URL:Uniform Resource Locator

TLS:Transport Layer Security ( RS> AR—KBLEF1UT 1)
FRTD IVAR—FUK

CORFIXNOABR, BEDVYIZRIITRN=—RITITON-T32VICREESHDED
TRHYFREA

CORFIXVNOERE. FEDFARELHZTNARACETVWTERENELEZ, COR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR., FEONVRICE>TRID AN HPFEZ TOEIELT
<EEL,

TEIEBERATOTOFEA
TLS/\ R> 249

HTTPSTOTLS/\> RS IA D, 94T REY =10 2—%Y NBHATEEL., &+
AT7BERZREIIRICRELET, CcOTORAK, BEITZ200F77U5r—>a3a> @07
AN —ETF—FBEMEHIBLET, Cchik, 94T MNEY—NHFEHEDOIXNTOEE
ICRTIBEHMNEELI—RICEEIZD—EOFIEZBLUTHELET. cO/NRIALID
Bk, F=BICKRDTFELT VAR REZMHILETEIETT, £, BEEZIHRITZHEHIC
. BEHFOIDERIALET, CcOTOLAR, BEEFOTF—ZOLZLHEBRITDLED,
HTTPSTRIEEICEETT,



TLSNY R TIAVDFIEZIRIZALET,

1.

ClientHello: 7247 > " heloX Yy t—2%#FERALT/N\ R IAV7OAZBKBL
T, cOXVvE—2ICK, 9547 MOTLSIN—2 3, Y R—RENTVBEEEAAS
—N, BROETOSATUORNTUR L) ERENDTOZLNA N FEIFEENRTVET

o

. Server Hello : —/NEhelloXY = TRELET, cOXY =22, H—/AHER

LEETLSN=23 >, BRULEBSAA—K, "H—NZUF L, EHRENDZHLNA
RXZF5, BLROCHY—NOFIRILARABFEENET, LECKHUT, ¥—/\NG&k, HER
ADEDHICTVZAT U RNOTFIZIIARBEERLET,

OTAT RO —/NAIREZHRTD . VATV NG, Y—NOTFDRIIAHEEZ, T

NERTUERARERELET, ChICKY, IZAT RN EROY—/NEBELTL
DENRIAEETNET,

TLIARE=2—=OLY N 94TV TTLRYAR—=2—JL Y by EREND T

ALBINA NXFIZEFL, Y2 3a2F—0BICEALET, V7472 RE 2O
TLYAE—=>—OLY b e —NARF—THSLIZD O, T—NEGFrwE+T—TH&
S{LTEEXT,

NRAE=2—=JLYKN 94T hNEY—NOEAHN, TLIARZ——TL Y hE

hello XY = DZ 2 LNA RXFHZEAL T, AU "'YNAZ—>—JL Y by 218
BICHELET, CORBMEN YA F—ZERTIERICAYNET,

. Client Finished : 754 7> Mi& TFinished,y XvtE—>%#+vy23a>F—THESLL TiE

BL. NORZIAVDIVZAT NBOOET ZRBALET,

. Server Finished : ¥ —/\l& TFinishedy XY tE—C 2% ELET, cOXYE—TERY S

IVF-—THESEh, N\RZIAITDOHY-—NBIOZETZBHALET,

HTTP/SZO— K

1xx : 153k
J—R =34
BEE, ICAP7ORJLBEDSETT, Chik, F—2NEE%E
BRI TERCERISATUNCHSBRERISETT, ICAPH—
1008k ES EX(TANAARF Y2 BE)ICBLTE, S —NEHDOX/NA
e NhESBTEET, BRIIONAMNEYRNODAFYUNTETL, D
AINAERHELULBDN D ERE, 94T NCATSIONDREY)
DEP DIEEER BT S -HIZ100 ContinueZIEELET .
2xx : B Ih

J—R EEF 4




200 OK

BE—MNEEEI—RTT, chid, ERNFEEBEES<EBLES
EZRLET,

x: UXAL OB

J—R

A

01K VA AL U3
>

CHREAGHBIZALIRNTT, wwwH 7T RXSIZURAL Y
RIBRIC, COO—RARTENET,

32— UA AL U3

—BNBEVRAAL Y>3 TT, V54T MNE, Location : AV
HA—THREENEATZIIVNIFRULTHLVEREZERTD LD
ICERENET,

304 KRZEE

GIMS ( GET If-modified-since ) ICX T2 WETT, ChiFXFEY
. ANY A& —If-modified-since: <date>%Z & CEEHTTP GETTY, C
DAYR—F, V94T MPEREWEAT DIV MOOE—%
O—ALFrYv2 22> THY, ATSIORNFTIVvFENE
BYZEEATVWAZEEY—NICBALET, TOEMNUEICAT
SIVRMFEEENTVBRIEE., H—/NIF2000KEFTZITIRD
FLLIAE—TRELET, 7IVFEnBNURICATD Y

RAZEENhTVAWES., ¥—/VIE304 Not Modified & ZIR{E L
x99,

7RIV A AL U ay

chig, BBNEZ7OFBATE, 7O0F>H—NIFERZFE
L., I—YZFATH-HICEREFIOURLICVAAL I NTD &K
SICREETNTVREEIIHEEE<<RSNET,

AxxA—R : DA TFT> NI T—

J—R =3
hid. HTTPERA B ABTICERL TVWEVED, COERIC
BE5MEN D EETBLTVET, 1TICEROAYA—HdH
400D RERER B, AYVE—RHIZAR—ANFH B, URICHTTPM1AXEEN TV
W, BEOEHENZEASNET, ELWMENXICOVWTE, RFC
2616SRBL T EE L,
401FRIE ERENEATSIIOMMOT I AR BETT, 4017
—Rik. 8—4%Y NWebHY—/NE OEIFICEAENET, SWAN ~
WebH —N—FENBET |SUARTLY NE—RTEEL., 7OF TR &#ﬁﬁf&%%
g B, TTSAT AR TNhBE®KZOCS (DAY TIYH—/N) T




HBINPDESICRBITD D, V74T MI401%ZEBELET,

FRATESDRIAAFRIE. "www-authenticate: s HTTPBA Y A —
ICEHAARRIRE N TVWET, CchiZky), H—=/ANNTLM, EZK,
FrREZTOMOEROREIAEZERL TVIAESHEITAT N
CBHLET,

40385

DZAT 2V NEERENLEFTZIIONITIRATERBA, &
FEELBEBRICKY, Y—NNFATDTIONTOREEETTSH
BEMFHET, Y—/NFBE., HTTPT— XX ZEHTMLISERIC
FRROHAZRELET,

404N R DOD VY EEA

BERENEATIOTOMNY—NECH) FRA.

4077 OF AN BE

CNIF401EBUTTAH, OCSTRELZOFICH T BRFEICH
{ELTVWR AN EBYET, COIBENRENZDDIE., EXRNAR
WIC7OFICEEESNEBEOKRTT,

SWAN RZVARTLYNZ7OFELTHREETNTVBRER, 7
ZATRNETOFOEEEZRBBLEWVESD, 4072754 T
NEEETR LR TEERRA. COFE, VTA4T7NEEES
<TCPVY7T Y NZFINKIZIERSTLE T,

5xx : H—NNIZ—

J—FR

B

501NEH—NIZ—

ARAWebY—N—DIZ—TTY,

502 ERT—hDTA

T—RIOIAFREE7OFELTEHELTVWR Y —N—IEE
B—N—DSEWEREEZELLEECRELET. chiEk, 7
—RNDIAHFTYTAN)—LFRERRERT Y /NP STEDEIS
BzZELIECEZRLET,

503 —EAFERATH

—KNBBAFERLEFIATD 1-IILENEXDTF VAN RET,
B—NABREEREZVLEBTERZVCEZRLET, chlk, ¥—N
F—BHNICTIORNATH—ERLCB>TVSHN, LESKTRER
OEAARICEDAREMENHDEZERLKRT,

5047 —RNIIARALTD
N

DIATREEGR7TOFIH, WebR—2ZO—RXZF TV
HICRDBINERERITIDLEDICTIVEALELS &L EWebHY —




NHS5, BAL)—BIRELEZBELBN2LIEZRLET, Ch
k. Z<DHFE. TYTANI=LY—NHAXTLTVWBR L%
BWRLET,

B 7R 75 & B

Here....
S ZERALBEVBERNBEEATOHTTIPNZ 714V D
954TF > NESWA

XYRND=ORZSTA4Y9EF, 9547 >RDIP7RLAESWAZOFS A EZ—TIAAD
P)hbl@ﬁfﬁ BENEXT (BERPIAVEA—TIAATYTHN, 7OFOREICK2T
WBFEP2ELERBEEBAVE—TIARILBRZHEENBYVET ),

DZATRDESDORNT T4V DF, TCPAR—KB0KRZIF3128Z ML TSWAICEELET
(TF7#)LBNOSWAZTOFZR—KNETCP 8065 L U3128TT, CDFITIEF. R—K3128% A
LEXT)

« TCP\ R TA 7D,
« DSAT >V MHSOHTTP Get ( B5IP = SWA IP, 3E%KR— ~=3128)
« Z7OFHSOHTTPISE (EFETIP =SWA)
« F—REGIE
o TCPEHDKRT (49T ANRIIALD)

No. Time Source ST MAC Dostination st MAC: Protocol L.ng! stream | info
12544 2024-81-25 #9:35:25.989719 10,61, 79,23 Cisco_9d:b9:ff  10.48,48,185  VMware_Bd:f3:64 TCP 2 65238 ~ 3128 [SYN] Seq=0 Win=65535 Len=0 MSS=126@ WS=64 TSwal=1762371780 TSecr=8 SACK_PERM
12545 2024-81-25 9:35:25.080748 19.48.48.185  VMware_8d:3:64  10.61.70.23 Cisco_9d:b@:#f  TCP 7-| 2 3126 - B5238 [5vN, ACK] Seqe@ Ack=1 Win=03535 Len=0 M55=1360 Wi=64 SACK_PERM TSval=32270008
12567 2024-81-25 89:35:26. 846545 18.61.78.23 Cisco_9d:b9: 11 18.48.48.185 WHware_Bd:13:64 TCP 66 2 65238 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSwal=1762371B48 TSecr=3227H00B37
12568 2024-81-25 09:35:26.0840877 18.61.78.22 Cisco_5d:b3: ff 18,48, 48,185 Whaare_Bd: f3:64 HTTP 188 2 GET http://exasple.com/ HTTR/1.1
12560 2024-81-25 B9:35:26. 846945 10.48.48. 185 Wware_84:13:64  10.61.78.23 tlsco 9ﬂ B9:ff  TCP 66 2 3128 - 65238 [ACK] Seq=1 Ack=123 Win=E5488 Len=® T5val=3227008847 TSecr=1T62371849
12851 2024-81-25 09:35:26.286288 10.48.48. 185 Wware 8d:f3:64 108.61.70.23 Cisco Sd:ba:ff TCP 1254 2 3128 - BSZ3IB IACK] Seq=1 Ack=123 Win=85408 Len=1188 TSval=1227001086 TSecr=1762371849 (TCP
17852 J074-81=25 B9:35:36. 286297 10.48.48.185 VMware_8d:f3:64 19.61.79.23 Elsco Sd:b9:1f HTTP 509 2 HTTR/1.1 200 OK  (text/himl)
17992 2874-81-25 B9:35:26.347713 19.61.70.23% Cisco_9d:b9: ff 18.48.48.185 Whware_Bd: f3:64 TCP 66 2 65238 = 3128 [ACK] Seq=123 Ack=1189 Win=13107Z Len=9 TSval=1T762372145 TSecr=3227001086
1E093 I074-01=25 B9:35:36. 347815 10.61.70.23 Cisco_Sd:b9: ff 10.48.48.185 WMware_8d:f3:64 TCP 66 2 65238 = 3128 [ACK] Seqell3 Ackel722 Wine130568 Lensd TSvalsl76Z372145 TSecr=3227001086
12995 2024-81-25 B9:35:26.353217 19. 48,48, 165 WMware_8d:f3:64 10.61.78.23 Cisco_Sd:bd:ff TCP 65 2 3126 = 65738 [ACK] Seqel722 Acksl24 Win=65408 Lens=@ TSvals3227001147 TSecrs17623721%59
12997 2024-91-25 09:35:26.412438 10.61.70.2% Cisco_Sd:ba:ff 18.48.48.185 WHware_8d:f3:64 TCP ] 2 65238 - 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=0 Tival=1T82372212 TSecr=3227041147

A RX=T9FATY MY SSWA, HTTPEHRIE— K
SWAS & T'Webt —/\

ZYRND=OKRZT74v 0k, 7O0FTODIPTRLAEWebHT—NNDIP7 RLAOETRELE
9,

SWANSDRNS 7 1Y VRTCPR—R80EEEE L, BEEXRS VA LBE—K (F7OFIR—
RTREBEW) TY

« TCP\ R TA D,

Z7OFHSOHTTP Get ( 3EEIP = Webt—/\, 3EEAR—K=80)
Webt— /\b‘b@HTTPFBK( EExIP=0O0F>H%—/\)

T —RELIE

TCP?%%G)%%T (40ITANVRIITAD)



Mo. Tirne Sowrce i dst MAL info
12578 2024-81-25 B4:35:26.053105 10.46.48. 185 93.184.216.34  Cisco Sd:bg:ff 3 23146 - 80 [SYN] Seqe@ WinwlZ288 Lensd MSSe1360 WSeG4 SACK_PERM TSwals3192021713 TSecred
12778 2024-81-25 @9 26. 168835 0F.184.216.34 18.48.48. 185 Wb re_Bd: f3:64 ™ 3 BB - 23146 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1380 SACK_PEPM TSval=2163502063 TSecr:
12779 2074-81-25 89 6. 168877 10.48.48. 185 93.184.216.34  Cisco 5d 66 3 23146 = 80 [ACK] Seqel Acksl Win=13568 Len=@ TSval=3198821832 TSecrs2163552063
1z780 i3 . 18, 48.48. 185 93.184.216.34 Cisco Sd:ba:ff HITP 24z 3 GET f HTTR/1.1
12833 2024-81-25 B9:35:26. 280445 93,184, 216,34 10.48.48. 185 WMware_8d:f3:84 TCP 66 3 BB = 23146 [ACK] Seqsl Acks177 Win=G7872 Len=@ TSvals2163552176 TSecr=3190621832
12834 208T4-81-25 89:35:26. 281757 93, 184, 216,34 Cisco_9dib3: 17 18,48, 48, 185 Viwa re_Bd: 13:64 TCP 1414 3 80 + 23146 [ACK) Seq=l Ack=177 Win=67872 Len=1348 TSval=2163592177 TSecr=31908021632 (TCP sey
12835 2024-81-25 09:35:26.281789 10, 48.48, 185 VHware_B8d: f3:64  93.184.216.34  Cisco_Sdib9:ff TP [ 3 23146 - 80 [ACK] Seq=177 Ack=1349 Win=122234 Len=0 TSval=3138021342 TSecr=2163592177
12636 2024-91-25 09;35:26. 281753 93,184.216.34  Cisce Sd:b9:ff  10.48.48.185 WHware_Bd:{3:64 HTTP 325 3 HTTP/L.1 100 0K (text/himl)
12837 2024-81-25 £9:35:26.281801 18.48.48.185 WHware 8d:f3:64 93.184.216.34  Cisce Sd:b9:ff  TCP &6 3 23146 - 88 [ACK] Seq=177 Ack=1608 Win=11968 Len=8 TSval=3150021942 TSecr=2163502177

A X—=2 : WebH— /NN DOHTTP-SWA-Explicit-no cache

DTAT 2 RO SOHTTP GetD Bl &2 RICRLET

Frame 12568: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c¢:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.185

Transmission Control Protocol, Src Port: 65238, Dst Port: 3128, Seq: 1, Ack: 1, Len: 122

I TTLLE . =] 1l ALiFS Le LAT AT
[Expert Info (Chat/Sequence): GET http://example.com/ HTTP/1.1\r\n]
Request Method: GET
Request Version: HTTP/1.1
Host: example.com\r\n
User—-Agent: curl/8.4.0\r\n
Accept: *x/#\r\n
Proxy-Connection: Keep-Alive\r\n
\r\n
[Full request URI: http://example.com/]
[HTTP request 1/1]
[Response in frame: 12852]

A A= ~SWAND I Z 4 T~ NHTTP GET - Bi7RKY

“hid, 94T MHS5SWA, WebH—/N, TLTRRICVZATUVNIRDRNZ 74V 0D
70-2#%ZRLET,

Ma. Time Source dst MAC Protocol Lengt stream | info

12544 2024-81-25 09:35:25.989719 18.61.78.23 Viware_Bd:f3:64 TCP 78 2 65238 - 3128 ISYN] Seqs® Win=65535 Len=d MS5=1260 WS=54 TSval=1762371788 TSecr=@ SACK_PERN

12545 2024-01-25 99:35:25.9089748 19,48, 48,185 Cisco_9d:b9:ff  TCP T4 2 3128 - 65238 [SYM, ACK] Seq=@ Ack=1 Win=65535 Len=d MSS5=1300 WS=64 SACK_PERM TSval=322700083

12567 2024-01-15 09:35:26.046546 19.61.78.23 TP ] 2 65238 - 3128 lACK] Seqel Ackel Win=132288 Lens=@ TSval=1762371848 Tiecr=3227000437

12568 2024-81-25 89:35: 18.61.78.23 188 2 GET http://exasple.cos/ HTTP/1.1

12569 2024-81-25 10.48.48.185 &5 2 2128 - B5238 [ACK] Seqel Acks123 Len=B TSecrs1762371846

12578 2024-81-25 18.48. 48. 185 4 3 23146 - 8B [5WN) Seq=0 WEin=1J2B8 Len=0 MSS=136@ WS=64 SACK_PERM TSval=3120021713 TSecr=B

12778 2024-81-25 63.184.216.34 74 3 BB - 23146 [5WN, ACK] Seqed Ack=1 Win=65535 Len=@ MSS=1389 SACK_PERM TSval=2163592863 TSecr=

12779 2924-81-15 99: 18,48, 48. 185 Vvare_Bd:f3:64 BE 3 23146 - B8 [ACK) Seqel Ack=l Win=13568 Len= TSval=3198021837 TSecr=2163502863

12788 2924-81-25 99:35:26. 18.48.48.185 Whare_Bd:f3:64 242 31 GET f WTTR/1.1

12833 1024-@1=35 99235:36. 93.184.216. 34 Cisco_9d:ba: 1 6 3 80 - 23146 [ACK] Sequl Acksl77 Wins=67872 Len=@ TSvalsZ163502176 TSecrs3190921832

12834 2024-81-25 89, 53,184,216, 34 Cisco_9d:b3: ff 1414 3 80 - 23146 (ACK] Seq=1 Ack=177 Win=67872 Len=1348 TSval=2163582177 TSecr=3190821832 [TCP seg

12835 2024-01-25 89 10.48.46.185  Wwore_Bd:f3:64 ] 3 23196 - 80 [ACK] Seqel?7 Ack=l349 Win=12224 Len=@ TSval=3100821942 Tecr=2163592177

12836 2024-81-25 89:35: 53.184.216.34 Clsco_9d:b0: 1 325 3 HTTP/1.1 268 0K (text/himl)

12837 2024-81-25 99:35:26. 10.48. 48,185 Wware_Bd:f3:54 65 3 23146 - 88 [ACK] Seq=177 Ack=1888 Win=11968 Len=8 TSval=3198021942 TSecr=2163552177

12851 2024-81-25 89:35:26.286288 10.48.48.185  \Muare_Bd:f3:64 1254 7 3128 - 65238 [ACK] Seq=1 Ack=123 Win=65408 Len=1188 TSval=3227001086 Tsecr=1762371840 [TCP s

12852 2024-91-25 @9:35:26. 206297 19.48. 48,185 Waare_Bd:f1:64 599 2 HTTP/1.1 200 0K (text/html)

12992 2024-81=15 99:35:26.347713 18.61.78.23 Cisco_9d:b9: ff 65 1 65238 = 3128 [ACK] Sequl23 Acksl189 Wins131872 Lens® TSvals1762372145 TSecra3227081886
10.61.78.23 Cisco_9d:b3:f1 66 7 65238 = 3128 [ACK] Seq=123 Ack=1722 Win=138568 Len=8 TSval=1762372145 TSecr=3227801886
19.61.78.23 Cisco_9d:ba: ff 65 2 65238 = 3128 IFIN, ACK] Sequl23 Ackel722 Wine131872 Lensd TSvalslT62372158 TSecre3227e01086
18,45, 48. 185 VMware_Bd:f3:64 66 7 3128 - 65238 (ACK] Seq=1722 Ack=124 Win=65408 Len=d TSval=3227001147 TSecr=1762372158
10.48,48.185  WMwnre_Bd:f3:64 L] 2 3128 - 65238 IFIN, ACK] Scqe1722 Ack=124 Win=5498 Len=0 TSval=3227901147 TSecr=1762372150

12997 2024-91-25 89:35:26.412438 18.61.78.23 Cisco_9d:ba:f1 L] 1 65238 - 3128 (ACK] Seq=124 Ack=1723 Win=131872 Len=0 TSval=1762372212 TSecr=3227001147

AA=D —FRXTORNTTA Y IHTTPHRN -Fvv>a1iL



EIRTFTAVIDZBANI-—LBREBZIBTRRENET, V7472 MDSSWAN

O70—X18T, SWAL SWebH—XANDT7O—REIDOETT,

Time

2024-01-25 09:35:25.980719
2024-01-25 09:3525. 989748
2024-01-25 09:35:26.046546
2024-01-25 09:35:26.046877
2024-01-25 09:35:26.046945
2024-01-25 DH-3526, 053195
2024-01-25 09:35:26.168035
2024-01-25 093626168077
2024-01-25 09:35:26.168172
2024-01-25 0%:35:26.280446
2024-01-25 00:35-26. 281757
2024-01-25 09:35:26.281789
2024-00-25 09-35:26.261793
2024-01-25 09:35:26.281801
2024-01-25 09:35:26. 286268
2024-01-25 09:35:26. 286207
2024-01-25 0 35-26.34713
2024-01-25 08:35:26.347815
2024-01-25 0935526353174
2024-01-26 08:35:26.363217

2024-01-25 DX35:26.412438

10.61.70.23 93.184.216.34
104648185
e iu!ua 387 [SVN] Saqatt WinsBEEIE Lans | 4oy i

ahzan 128  BEEES [STH, ACK) Se300 Aukal Wine_| 53y |

JBEIIA - 1128 [ALK] Eagy

BEXIE
5238
zan 3128+ B5T38 [ACK] Sean) Acke123 Wis
Se20 WinsTIZRE LemsO ML oo
N, AGK) 58950 Aok WinsO5i| 4o
23188 + BO |ACK] Seqed ek 1BEBBLe, oo
- 80
VET Wi 82073 | g
; B0 - 23186 [ACK] Seqsd Acks17T Win o
48 + 80 [ACK] Sequi?7 Acka1340 Winstdy oo
wTTHp -
g 2340 - BO [ACK) SequT7 Arket6ss Wisatl, oo
sezag, 128 % SIS [ACK] Semui Acksill WineBBd_| 4.0
—— | TR 2 o

ssvas S5IEE -+ 3129 [ACK) 5e92123 Aoks1189 Win

B523E - 3178 [ACK] 8650123 Aeke1P2I Wis

1

w5738 128+ 65218 [ACK) Sex

oy S8EE T

Comment

TCP: 85230 4

S7M] Sog20 Wins:

TCP 3178 - 6523

H, ACK] Beqed Aokl

TCH: 85236 -+ SUI8 [ACK] Segel Ackal Winsi

HTTP: GET Betpc\amampls com) HTTRTLY
TGP 3128 -+ BEZ33 [AGK] Seqs) AckalZ3 Win

B0 [S¥H] Seqmd W

13288 Le.

# THI4B [S¥N, ACK| Sega0 Ack=1 Wi

TGP 2146 B0 [ATK] Seqe Ack=! Win=115,

6 [ACK] Seqe1 Ack=17T Winzé

22140 [ACK] Seq=1 Ack=1TT Winzs

TR 23186 -+ B0 [ACK] Seqe177 Aek

WITP: WTTEMLY 200 OK

TCP: 23186 + BD [ACK] Seq=177 Ack=1808 Wi

TGP 3128 + BEZ3S [ACK) Seqel AckelZ3 Win

HTB- I

1208 OK [peatfiemi)

TCR: 65230 = 2128 (ACK] S0q=170 Ack=11ES

TCP: 85238 + 3%

) 40123 Acks 1722
TER: B595E -+ SUIE [FIN, ACK] Seqa123 Akt
TCP: 2120 =+ G578 (ACK) Seq=1TET Ask=174

Fibd, ACK] Seqe1722 Ack

TCP: 85238 3118 [ACK) Saan12d Atka 1?23



TOEAOT0OFIZRICRALET,

1706172876.686 224 10.61.70.23 TCP_MISS/200 1721 GET http://www.example.com/ - DIRECT/www.example.com t

FyviieghkTF—22H 285714V

chik, F—E2NFSWAF Y Y2 2ICHBDFED, V54T RMDASSWAND RS 714y o070
—2kEZERLET,

Mo, Time Source Dwstination Preipeal Lengt stream Info
~ 1928 2074-81-25 89:56:41.209038 18.61.78.23 18,48, 48,185 =HY T8 2 55799 - 3128 [SYN] Seq=8 Win=65535 Len=8 MSS=126@ WS=64 TSval=3417110271 TSecr=@ SACI RM
| 1921 2024-91-25 09:56:41,200111 10,44, 48.185 18.61,78.23 f 74 2 3128 - 55709 [5YN, ACK] Seqed Ack=l Win=63535 Len=d MSS=1360 W5=64 SACK_PERM TSval=3687913%
1922 2024-81-Z5 89:56:41.265937 18.61.78.23 18.48,48.185 &6 2 55700 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSwval=3417118333 TSecr=3687923030
1923 2024-81-25 09:56:41. 266065 18.61,78.23 19.48.48.185 188 2 GET http://example.com/ HTTR/1.1
1924 2824-81-25 89 1.266114 18.48.48.185 12.61.78.23 &6 2 3128 - 55789 [ACK] Seq=1 Ack=123 Win=55856 Len=d TSval=3687023938 TSecr=3417118333
1925 2024-91-25 89 « 269961 18.48.48.185 93.184.216.34 T4 3 16088 - B9 [SYH] Seq=b Win=12288 Len=0 MSS=1160 WS=f4 SACK_PERM TSval=3101286932 TSecr=d
1043 2024-81-25 09: 41.385085 93.184.216. 34 10.48.48.185 74 3 B2 - 16088 [SYN, ACK] Seqed Acksl Wins65535 Lens@ MS5s1380 SACK_PERM TSvalsS11197678 TSecrs:
1944 2024-91-25 09: 41.385174 10.48.48.185 VMware_Bd:f3:64  93.184.216.34 E6 3 16088 - BA [ACK] Seq=1 Ack=1 Win=13568 Len=0 TSwal=3191297843 TSecr=B11197678
1945 2874-81-25 89:56:41, 385270 19.48.48.185 Viware_Sd:f3z6d  93.184.216.34 92 3 GET / WTTR/1.1
1946 2824-81-25 89: 41.589528 93.184.216.34 Cisco_9d:b9:fr 19.48.48. 185 66 3 BB - 16888 [ACK] Seq=1 Ack=227 Win=67872 Len=0 TSval=B11197793 TSecr=3191707843
1947 2024-81-25 B9:56:41.510195 93.184.216.34  Cisco_9d:b9:ff 10.48.48.185 385 3 WTTR/1.1 384 Not Modified
1948 2074-81-25 89:56:41,518259 18,48, 48, 185 Viware_8diT3:64 93,184,216, 34 66 3 16888 - B0 [ACK] Seq=227 Ack=30@ Win=13248 Len=d TSval=3191297172 TSecr=811197793

1972 2024-91-25 §9:56:41,513009 18.48,48.185 19.61,70.23 1254 2 3128 - 55709 [ACK] Seqel Acke123 Win=65856 Len=118¢ TSvale3687924179 TSecr=3417110333 [TCP 1
1973 2024-81-25 #9:56:41,513111 10.48.48.185 10.61.78.23 599 2 WITR/1.1 280 OK {text/htsl}
1974 2024-01-25 09:56:41, 585507 10.61.78.23 19.48,48,185 &6 2 55700 - 3128 [ACK] Seqe123 Ack=1189 Wins131872 Lensd TSval=3417110640 TSecr=3887024179
| 1975 2824-81-25 89:56:41.608253 18.61.70.23 19.48. 48,185 3 2 55700 - 3128 [ACK] Seq=123 Ack=1722 Win=138560 Len=d TSval=3417118640 TSeer=3687024179
| 1976 2824-81-25 09 41.624113 18.61.70.23 109.48.48.185 B6 2 55700 - 3128 [FIN, ACK] Seq=123 Ack=1722 Win=131072 Len=@ TSval=3417110852 TSecr=368792417%
| 1977 2824-91-25 89:56:41.684191 18.48.48. 185 19.61.70.23 66 2 3128 - 55709 [ACK] Seq=172Z Ack=124 Win=65856 Len=8 TSval=3687924260 TSecr=3417110652
| 1978 2024-81-25 09:56:41.604203 18.48.48.185 10.61.70.23 E6 2 3128 - 55789 [FIN, ACK] Seq=1722 Ack=124 Win=65856 Len=8 TSval=36E7924280 TSecr=34171184652
1988 2824-81-25 B9:56:41. 636832 10.48.48.185  VMware 8d:f3:64 93.184.216.34 Cisco 9d:bd:ff TCP [ 3 16888 - 8 [ACK] Seq=22B Ack=391 Win=13504 Len=9 TSval=3191297382 TSecr=B11197917
1981 2024-81=25 B9:56:41. 662464 18.61.78.23 Cisco_9d:b9:ff 10.46.48.185 Viware_Sd: f3:64 TCP &6 2 55700 = 3128 [ACK] Seqwl2d AckelT23 Wine131872 Lensd TSvals3417118729 TSecr=3SBTH24269

AX=2 HTTPHRHICF Y Y 1EhiETF—4&



A JEBOERSIZ, WebH—/NEHTTPIEE304 : ¥+ Y2 1R EFEEThTVEEA
(HTTP response 304: Cache not Modified)Z2I RL £ 3, ( Z0FITRE, NTv hNEE
1947 )

Time 10.61.70.23 104845188 93.184.216,34 Commant
20240125 09:56:41 208030 es7pg (65700 + 3128 |SYN] Seqed Wina 68536 Lema| 40 TCR: B5T09 -+ 3128 [SYN] S0 WinshE535
2024-01-25 09:56:47.2081M Eaon e e 3o TER: 3124 -+ SEPOD [SYH, ACK] Seqed Acksl
2024-01-26 09:56:41. 265837 sgrgp HITIR <+ 3128 [ACK) Segel Acks) WIn=IIITH 400y TER: 45TE9 » 1120 [ACK) 1 1 Wiaz1
2024-01-26 0956:41 266065 w5700 OET hitp:ffeiampds. com HTTRALT 28 HTTP GET hitgoifnameds com HTTRL

F024-00-25 OHEEA1, 266114 s57gg J18 85709 IACK) Seqmi Acke1?3 Wins6S8._ 28 + B5700 [ACK] Beget Acke i3 Win
2024-01-25 0O-56-41. 269061 1B06E = TCP: 18048 = 80 [$¥H] $eaml Win=TZIS8 Ls.

2024-01-26 09 56:41. 386086 TP 8 -+ 16088 [FYR, ACK] Seqe0 Ack=1 Wi
2024-01-25 DeGG:41,385174

2024-01-25 09:56:41.385270

TEP: 18088 + 80 [LEK] Seae1 Azk 135,

GET | HTTRLY

2024-01-25 09:56:41. 509528 160y B0 1B0BB [ACK] Seqst Arksd27 W TCP: 80 -+ 18088 [ACK] Seq= ACk=Z2T Wins
2024-01=25 09:56:41,510195 — HTTPTLE 304 tiot Meditied HTTR: HTTRILY 304 Mot Wogfied
2024-01-25 09-56-41,510259 10058 LGRS B0 JALH] Sigu 2T Ak]D0 Win TER: 18048 + 80 [ACK] 2T Aek=300 Wi
20240135 09:56:41.513099 570 108 + S50 JACK) Sequi Acka12 WinedS8_| 40, TGP 3128 -+ 55709 [ACK] Seqel Acks 123 Win
2024-01-25 09:56:41. 51311 5700 WITEFL 3000 =) — HIFT: HETBI 300 OK teatihire
2024-01-25 09:56:41 585507 sgnpg HETER - 3128 [ACK) Seqe123 Ack=1180 Wins. | g 00 TICR: 85708 # 3110 [ACK] Seqz12 Ack=1189
2024-01-28 09:56:41.600259 5709 SBT00 + 3138 [ACK) Begal2D Atke1DE? Wine ) o), TCP: S5TOR -+ 1128 [ACK] Sea=123 Acka 1712
2024-01-25 DXE6:41,604113 ss7op BAS * A FW, ACK) Saqe1E) Akt 1VED o) o)y TR SET0 + 3128 [FIM, AEK] Segs123 Aekal
2024-01-25 0%:56:-41.604181 ssnng 4128 BIT00 [ACK] Seqe1T3l k=t Wins. | g0y TER: 3120 + G709 [ACK] 1733 Acks1a
2024-01-25 09:56:41. 604293 s57gg LB1EE - 55700 (PN, ACK] Semn 1713 Ackatda | o0 TP 1128 + B5T08 [FIK, ATH) Seqe172 Ack
2024-01-26 09-56:41, 636832 15068 ABOBE + B [ACK] Seq=378 Ack=30N Wins138 ] o TCR: 16088 -+ B [ACK] $eq= 228 Ack=301 Wi

2024-01-26 09:56:41 662464 s47p S5T08 3126 [ACK) Geas128 Aeke1T23 Wit 4oy TeR: 55

8 [ACK] Seq=128 Ack=1723

- 4



HTTPEE304DBIZRICRLET

Frame 1947: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:13:64)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.48.48.185
Transmission Control Protocol, Src Port: 8@, Dst Port: 16@88, Seq: 1, Ack: 227, Len: 299
Hypertext Transfer Protocol
HTTP/1.1 3084 Not Modified\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 304 Not Modified\r\n]
[HTTP/1.1 304 Not Modified\r\n]
[Severity level: Chat]
[Group: Sequence]
Response Version: HTTP/1.1
[Status Code Description: Not Modified]
Response Phrase: Not Modified
Accept-Ranges: bytes\r\n
Age: 519756\r\n
Cache-Control: max-age=604800\r\n
Date: Thu, 25 Jan 2024 88:57:08 GMT\r\n
Etag: "3147526947"\r\n
Expires: Thu, @1 Feb 2024 ©8:57:08 GMT\r\n
Last-Modified: Thu, 17 Oct 2019 ©7:18:26 GMT\r\n
Server: ECS (dce/2694)\r\n
Vary: Accept-Encoding\r\n
X—Cache: HIT\r\n
Ar\n
[HTTP response 1/1]
[Time since request: ©.124925600 seconds]
[Request in frame: 1945]
[Request URI: http://example.com/]

A X—2  HTTPEERII304 &

TOEAOT 0HIERICRLUET,

1706173001.489 235 10.61.70.23 TCP_REFRESH_HIT/200 1721 GET http://www.example.com/ - DIRECT/www.exampl

il ZFEALBEVIHATRHNBEATOHTTIPNS 714Y 0
9S54 T NESWA

XYRND=ORZ T4V 0, V94T RNOIPFRLAESWAZTOF A2 R—TIAAD
IP7RLADETEZFEENET (BERPI/VR—TIAATIHN, 7OFVOREICKI 2T
FP2ERIBERBAE—T IS AIBIFEENHBIET ).

DZATRDEDORNTT4Y Dk, TCPR—KR80FLIE3128ZFMAL TSWAICEELXT
(F7 2L BNOSWAZTOFZR—KNETCP 805 L U3128TTF, DT, R—K3128Z&EH
LEXT)



« TCP\>R> T4,

« US54 T NASOHTTP CONNECT ( ZE5%IP = SWA, 3EHkR—h=3128)
- 7O0FHSOHTTPRE (IEETIP =SWA)

« Client HeloEURLDSNI ( ZEFTIP=0Z14T7 > N)

- Server Hello ( JAfE7tIP = SWA )

o H—/NF—K# (EFTIP=SWA)

s VIAT U RF—RM|(REBRIP=UFTAT>N)

- T—REX

- TCPEROKRT (494N RITAD)

10.61.798.23

k=1 Win=132288

Len=9

61484 ~ 3128 [ACK] S TSval=1676451392 TSecr=441405437

CONNECT example. com:d43 HTTRS1.1

ar. [JNH?T&&_
37.383167 19.61.79.23

2024-91-25
21 2034=-@1=-25

22 Z024-1-15 37. (324946619 48,165 3128 - 61484 [ACK] Seq=1 Ack=212 Win=65344 Len= TSval=$41495507 TSecr=1676451392

26 2024-01-25 3E. 731815 448,165 HTTR/1.1 208 Connection established

27 Z0E4-21-25 36, (IBBETTS61- 10.61.70.23 61484 ~ 3128 [ACK] Seq=212 Ack=40 Win=132224 Len=d TSval=1676451630 TSecr=441495677
¥ 28 2024-91-25 38, (322347166 19.61.78.23 Client Hello (SNI=example.com]

95 2024-81-25
97 2024-81-25
150 2024-91-25

A A= ~SWANDHTTPSO AT N -BARHN -Fr+v>a1nul

20, (BAS75172_ 10.48.48.168
30, (205531248 19.61.70.23
L (143134836 10.61.70.23

6

1182 12 Application Data, Application Data
66 12 61484 - 3128 [ACK] Seqe1881 Ack=4050 Win=120028 Len= TSval=1676453397 TSecr=441497447
63 12 [TCP Keep-Alive] 61484 - 3128 [ACK] Seq=1888 Ack=4950 Win=131872 Len=8

1
1
1
1
1
1
29 2024-81-15 1 38, (182072475 19.46.48.165 10.61.76,23 3128 - 61484 [ACK] Seqe=4@ Ack=861 Win=64704 Len=@ TSval=441495747 TSecr=1676451630
49 2024-91-25 1 38, (282007660 10.48.48.165 18.61.78.23 1254 12 Server Hells
50 2024-91-25 12:31:38. (153425867 10.48.48.185 19.61.70.23 1254 12 Certificate
51 2024-B1-75 12:31:38.065425 19.4B.48. 165 19.61.78.23 198 12 Server Key Exchange, Server Hella Done
54 2024-91-25 1. 3. B24826 19.61.78.22 10.48. 48,165 ES 12 61484 - 3128 [ACK] Seqe861 Ack=1228 Win=131808 Lens@ TSval=1676452189 TSecr=441496237
55 2024-81-25 1. 36, (344561913 19.61.70.23 19.48. 48,155 66 12 61484 - 3128 [ACK] Seq=BEL Ack=2540 Win=120728 Len=® TSval=1676452180 TSecr=441406237
56 2024-91-25 1. 3. (173832956 19.61.70.23 19.48. 48,165 158 12 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
57 2024-01-25 1. 38, (422856787 10.4B.48,165 10,61, 79.23 66 12 3126 - 61484 [ACK] Seqs2540 Acks354 Wins64640 Len=d TSval=d41496317 TSecr=1676452193
58 2024-81-25 1. 3. (244514147 10.48.48.165 19,61, 78.23 117 12 Change Cipher Spec, Encrypted Handshake Message
59 2024-01-25 1, 36, (320702336 10.61.70.23 10,45, 48,185 66 12 61484 - 3125 [ACK] Seqe954 Acks2501 Winwl3le05 Lens® TSvalel676452265 TSecr=441496317
60 2024-91-75 1 38, (151248214 19.61.70.23 18.48. 48.185 562 12 Application Data
61 2024-91-25 12:31:38, (257435452 10.48.48.165 19.61.78.23 BS 12 3128 - 61484 [ACK] Seq=2591 Acks=1458 Win=£4192 Lens@ TSval=441498387 TSecr=1676452265
82 2024-91-75 12:31:30. (165086323 19.4B.48.165 18.61.78.23 112 12 Application Data
83 2024-91-25 1 39.347008 19.61.78.23 19.48.48.165 66 12 61484 - 3128 [ACK] Seq=1450 Ack=2637 Win=131008 Len=0 TSval=1676452764 TSecr=441436807
B4 2024-91=25 1 30. (200484740 10.48.43.165 1289 12 Applicatien Data, Application Data
85 2024-81-25 1 39. (128618294 10.61.78.23 66 12 G14B4 = 3128 [ACK] Seq=1458 Ack=3780 Win=129928 Len=8 TSval=1676452838 TSecr=441436887
86 2024=91=25 1 9. 092047 19.61.70.23 457 12 Application Data
87 2024-81-25 1 48,165 66 12 3128 - G1484 [ACK] Seq=3788 Ack=1881 Win=63B08 Len=d TSval=441496997 TSecr=1676452884
94 2004-01-25 1 48,185 19 12 Application Data
95 2024-91-25 1 39, GBRSED 19.61.78.23 12 61484 - 3128 [ACK] Seq=1881 Ack=3833 Win=131008 Len=8 TSval=1676453324 TSecr=441437377
1
1
12:

Server Name Indication(SNI) TWebH —/NOURLZEERTE D L DIZ, 9514 T > NHASSWAN
MO Client HelloD Ml ZRIZRLET., COFITIE., www.example.comTH V), 954 T N
17TEOESAA—RET7 RNZALAALTVET,



http://www.example.com

Frame 28: 715 bytes on wire (5720 bits), 715 bytes captured (5720 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:%9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.165
Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 212, Ack: 48, Len: 649
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.@ (8x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (@xB303)
Random: 8f2d33b577f5cdB5ab284cPabda929e5dd29c94Paa7Iccc3fabecafafBs09078d
Session ID Length: 32
Session ID: e91649fe756a373ceT@f5b65¢c9729b805dB648F30acT783b2feb0ad9cedTdebb
Cipher Suites Length: 34
Cipher Suites (17 suites) «————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status_request (len=5)
Extension: delegated_credentials (len=10)
Extension: key_share (len=187) x25519, secp256rl
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2
Extension: signature_algorithms (len=24)
Extension: record_size_limit (len=2)
Extension: encrypted_client_hello (len=281)
[1ad: t13d1713h2 5h57614c22hf 7dRTdcTAde1c]

A X—=2 —HTTPSY Z4 7~ Khello - R - SWAND I T AT~ K



BN 207 14 )LR%ZEWireshark TfEA L T, URL/SNI
‘tls.handshake.extensions_server_name == "www.example.com"Z#&ETZ £ 9,

RIZ. SWAROZ AT NIEFBLULREDHZRLET



Frame 58: 1254 bytes on wire (18032 bits), 1254 bytes captured (18832 bits)
Ethernet II, Src: VMware_8d:9a:f4 (90:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff)
Internet Protocol Version 4, Src: 19.48.48.165, Dst: 10.61.79.23
Transmission Control Protocol, Src Port: 3128, Dst Port: 61484, Seq: 1228, Ack: 861, Len: 1188
[2 Reassesbled TCP Segments (2185 bytes): #49(1187), #58({998)]
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x03083)
Length: 2188
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2096
Certificates Length: 2993
Certificates (2093 bytes)
Certificate Length: 1185
Certificate [truncated]: 2082044d38820335280382010208214027918312212aad73d32683b716d2a7d4ead7d47300d06092a864886F 7T0401810b0500304731063005068355040613025553310e300:060355840a1]
signedCertificate
version: v3 (2)
serialNumber: @x827910312212aad73d326830716d2aTddeadTda7
signature (sha2SEWithRSAEncryptien)
issuer: rdnSequence (@)
4

ROMSequence
RelativeDistinguishedMame item [id-at-countryName=US)
Object Id: 2.5.4.6 (id-at-countryNase)
CountryName: US
RONSequence item: 1 item (id-at-organizationName=Cisco)
RelativebistinguishedName item (id-at-organizationName=Ciscol
Object Id: 2.5.4.18 (id-at-erganizationNasme}
DirectoryString: printableString (1)
printableString: Cisco
RDMNSequence item: 1 item (id-at-organizationalUnitName=IT)
RelativeDistinguishedName item (id-at-organizationalUnitName=IT)
Object Id: 2.5.4.11 (id-at-organizationalUnitName}
DirectoryString: printableString (1)
printableString: I
RDMSequence item: 1 item (id=-at-commonMamesCISCO LAB Explicit)
RelativebistinguishedName item (id-at-commonName=CISCO LAB Explicit) #——em— o
Object Id: 2.5.4.3 {id-at-commonName]
DirectoryString: printableString (1)
printableString: CISCO LAB Explicit

A AX—=T —HTTPSAERE - AR - V547> RADOSWA
SWAS & T'Webt —/\

XYND—=OKRZ 7490k, 7OFOIPFRLAEWebT—NNDIP7 RLADETREL &
ER

SWARSDOKRZ714v Uk, TCPR—K443 ( 7OFZR—KTEEV )ETTTY

« TCPN\>R>T A7,

« 54T MHello ( BBEIP = Webt—/\, FBER—K=443)
- Server Hello ( JAf§7TIP = WebH—/\ )

. F—RERIA

o TCPEFOKRT (49T AN\VRITAD)

k=1 Win=12488 Len=9 TSval=2543353558 TSec

24953 - 443 [ACR] Seq=1

A48, 165

2024-81-25 18, 34 727 HBROTE

2024-01-25 22 31:38. 350214 10.48.48, 165 = 4 93 184 216,34 TLswl.2 289 1% Client Hello (SNE=example.com)

2024-81-25 12:31:38. (146535406 03.1B4.216.34 Cisea d:b9:ff 18.48.48. 165 Top B6 13 443 - 24053 [ACK] Seq=1 Ack=194 Win=67072 Len=8 TSval=1727281230 TSecr=2540353688
2024-01-25 12:31:30, (247031553 93.184.216.34  Cisco Sd:bA:ff  10.48.48.165 TLSwl. 2 1434 13 Server Hella

1024-81-25 12:31:38. (273340971 10.48.43.165 93.184.216.34 ToP B 13 24053 - 443 [ACK] Seq=104 Ack=1369 Win=11136 Len=0 TSval=2540353808 TSecr=1727281248
2024-81-25 12:31:38. (141489909 03, 184.216.34 18.48.48. 165 Tor 1434 13 443 - 24953 [PSH, ACK] Seq=1360 Ack=194 Win=67272 Len=1368 TSval=1T2728124@ TSecr=25493536(
1874-81-25 12:31:38. (178681944 10.48.43,165 ToP B6 13 24053 + 443 [ACK] Seqe104 Ack=2737 Win=11872 Len=@ TSval=2540353818 TSecr=1727181248
2024-81-25 12:31:38, 345579 93.184.216.34 TLSw1.2 896 13 Certificate, Server Key Exchange, Server Hello Done

1024=-81=25 12:31:36. (161048344 18, 45.48. 165 93.184.716.34 TOR B4 13 24953 - 443 [ACK] Sequl®4 Acks3567 Win=l@3dd Len=@ TSvals2549353818 TSecr=1727281248
2024-81-25 12:31:38. 862351 18,4848, 165 93.184.216.34 TLSwl.2 192 13 Client Key Exchange, Change Cipher Spec, Encrypted Hanmdshake Message

W24-81-25 12:31:30, (414026500 03.184.216.34  Cisco_Sd:ba:ff 18.48,48. 165
2024-81-25 12:31:38. (189573742. 18, 48.48, 165 Viwore_Bd:9a:f4  93.184.216.34

Tsvl.2 117 13 Change Cipher Spec, Encrypted Handshake Message
ToP 6 13 24953 - 443 [ACK] Seq=320 Ack=3618 Win=12480 Len=0 TSwal=2549353388 TSecr=1727281420
Tudvl.z 111 13 Application Data

2024-01-25 12:31:38, (206760748 10, 48.48,165 93.184.216.34

2024-61-25 12:31:38, (411911657 O3, 184.216.34 18.48,48. 165 TCP 66 13 443 - 24953 [ACK) Seq=3618 Ack=365 Win=67072 Len=0 TSwal=17272B1896 TSecr=2540354208
2024-91-25 12:31:38, (340012513 102, 48.48, 165 93.184.216.34 TLEwl.2 648 1% Application Duta, Applicaticn Data

2024-81-25 12:31:30. (283208960 03.1B84.216.34 Top =7 13 443 - 24053 [ACK] Seq=3618 Ack=930 Win=68096 Len=0 TSval=1727262010 TSecr=2540354468
2024-01-25 12:31:39, (155843876 92.184.216.34 TLEwl.2 1146 13 Application Data, Application Data

1024-81-25 12:31:39. (305106563 10.48.48.165 93.184.216.34 ToP B6 13 24053 + 443 [ACK] Seq=030 Ack=d608 Win=11456 Len=3 TSval=2540354588 TSecr=1727282020
2024-01-25 12:31:39, (352452851 10, 48.48. 165 93.184.216.34 TLSwl.2 12 13 Application Data

1874=-81-25 12:31:39. (427217571 03.184.216.34 Cisco ¢ 9{[ [E 18.48.48. 165 ToP B6 13 443 -+ 24053 [ACK] Seq=4698 Ack=905 Win=68096 Len=d TSwal=1727282552 TSecr=21549354948
2024-81-25 12:31:39, (347738678 18.48.48.165 VMware_8d:9a:f4  93.184.216.34 TLSw1.2 564 13 Application Data, Application Data

2024-81=25 12:31:39. (166179736 93.184.216.34 Cisco_9d:ba:ff 18.48.46. 165 TOP ] 13 443 - 24053 [ACK] SequdG98 Acks1493 WinsG0128 Lensd TSvals1T727182678 TSecrs2540355126
2024-81-25 12:31:39. (202826742~ 93.184.216.34 Cisco_9d:b3:ff 18.48.48. 165 TLSw1.2 1136 13 Application Data, Application Data

B E Ul S EYE RN EERE

1024-01-25 12:31:30,048386 10, 48.48, 165 Vware_fd:9a:f4  93.184.216.34

A A= —HTTPS - BFARHY — WebH —/YNDSWA

Tor 66 13 24953 -+ 443 [ACK] Sequldd3 Acke5766 WinwllZ64 Lensd TSvals2549355248 TSecre1727262680

SWAN 5 Webt—/NAN®DClient Hello® i Z X ICRLET, Chik, SWAN120BEE A4 —b
BT7RNRALAALELEHTT,



Frame 38: 259 bytes on wire (2872 bits), 259 bytes captured (2072 bits)
Ethernet II, Src: VMware_Bd:%9a:fd (@@:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (dc:71:0d:9d:ba:ff)
Internet Protocol Version 4, Src: 10.48.48.165, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 24953, Dst Port: 443, Seq: 1, Ack: 1, Len: 192
Transport Layer Security
TL5v1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 {(8x@381)
Length: 188
Handshake Protecol: Client Helle
Handshake Type: Client Hello (1)
Length: 184
Version: TLS 1.2 (@x0303)
Random: 6681ee?@Bdddb?1cf5c?cd584e5facdf Bib208 fid cid3eld
Session ID Length: @
Cipher Suites Length: 24
Cipher Suites (1Z suites) —m7m8Mm——
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 119
Extension: server_name (len=16) namesexample.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
I v o Mome: example.com
Extension: ec_peint_formats (len=4)
Extension: supported_groups (len=12)
Extension: application_layer_protocol_negotiation {lem=11)
Extension: encrypt_then_mac (len=@)
Extension: extended_master_secret {lens@)
Extension: signature_algorithms (len=48)
[Jaa: t12d1287h1_pal29f01df3f_edT727256b281)
[Ja4_r: t12d1207h1_0021,0009¢,009d, 0011, 000, cA13,c02b, cP2e,c02Y, B30, ccal, ccal_R00a, 0@0b, B0Rd, 0216, 0017_0403,0503,0603, 0907, 8BRS, 0809, 0804, 08RL, P984, B8RS, PIRG, 0401, 0501, 2601,030
[JA3 Fullstring: 771,49195-49199-52393-52302-49196-49200-49161-49171-156-157-47-255, 0-11-10-16-22-23-13, 29-23-30-25-24, 8-1-2)
[JA3: 4B5a74dB5df6d99ebldbi1d9c65efenf]

AX—=T —HTTPSY 24 7~ KHello - Web¥ —/NANDSWA-F v v > 1%L



A CCTEBESCNERBERASM—RNE., 9F4T7 > KD SSWAANDClient HelloDEE& A
A1—MNEWRERBVYET, ChlE, CORNT T4V IRETIHITDRSICERESNLE
SWAN MBS Z2FERIT2E-HTT,



B> N:SWAD SWebF—NNANDOH—/NF—RETIE, WebH—/NFIBHEN RTEINET
o EFEL, PYZTARNU—LTOFIUNSWANOREEZRETDE, WebH—/\FEFHED
KbHV)IZEEHEN RRENET,

DZAT> NP SOHTTP CONNECTOH > I &2 RICALET,



Frame 21: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:@d:9d:b9:ff), Dst: VMware_8d:9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 190.61.78.23, Dst: 10.48.48.165

Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 1, Ack: 1, Len: 211

[Expert Info (Chat/Sequence): CONNECT example.com:443 HTTP/1.1\r\n]
[CONNECT example.com:443 HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: CONNECT
Request URI: example.com:443
Request Version: HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.15; rv:122.0) Gecko/20100101 Firefox/122.8\r\n
Proxy-Connection: keep-alive\r\n
Connection: keep-alive\r\n
Host: example.com:443\r\n
\r\n
[Full request URI: example.com:443]
[HTTP request 1/1]
[Response in frame: 26]

ARX=2 1 UZ 4T 2 NHTTP#ER

hik, 94T MHS5SWA, WebH—/N, TLTRRICIVZATUNIRDNZ74Y0D
70-2#4ZRLET,

No. Time Source 576 MAC Destination Prolocol | Lengt | stream | Info
- 18 2024-91-25 12:31:37.(318168644. 10.61.79.23 Cisco_9d:bS: ff  108.48,48.165 TR T8 12 61484 - 3128 [5YN] Seqed Wine65535 Len=@ MSS=1260 WS=G4 TSvals1676451324 TSecr=@ SACK
| 19 2024-01-25 12:31:37. (330015315 19.48.48.185 Bdz%a: 18.61.79.23 TR T4 12 3128 - 61484 [SYN, ACK] Seq=d Ack=1 Win=63535 Len=8 HSS=1460 Wi=54 SACK_PERM TSval=44
| 20 2024-91-25 12:31:37.(370297760_ 108.61.70.23 18.48.48. 165 < 66 12 61484 - 3128 [ACK] Seq=1 Ack=1 Win=1322B8 Len=8 TSval=1676451392 TSecr=441495437
| n 198.61.78.23 19.43.48. 165 HTTR 27 12 COMNECT example.com:d43 HTTR/1.1
| 2 108.48.48.165 19.61.79.23 TCP B6 12 3128 - 61484 [ACK] Seqel Acks212 Win=65344 Len=8 TSval=441405507 TSecr=1676451302
| 23 18.48. 93.184.216.34 TP T4 13 24053 ~ 443 [SYN] Seq=B Win=12288 Len=0 MSS=1460 WS=64 SACK_PERM TSval=2540353418 TSe
| 4 93.184.2 19.48.48.165 TP T4 13 443 - 24953 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=8 MSS=1388 SACK_PERM TSval=172728097
| 25 2024-91=25 13:31:38.803381 10.48.48. 165 93.184.216.34  Cisco_9d:bS:ff TCP B 13 24853 ~ 443 [ACK] Seqel Ackel Winwl248@ Len=@ TSvalw2549353558 TSecr1727180576
| 26 2024-81-25 12:31:38.731815 18.48.48.165 mre_u:»:ﬂ 19.61.79.23 Cisco_Sdiba:ff HITP 185 12 WTTP/1.1 288 Connection established
| 27 2024-91-25 12:31:36. (I0EBT7S61. 10.61.78.23 10.48.48.165 TCR 66 12 61484 - 3128 [ACK] Seq=212 Ack=4@ Win=132224 Len=@ TSval=1676451630 TSecr=441495677
+ 18 2024-91-25 12:31:3B. (322347166~ 10.61.79.23 19.48.48. 165 TLSv1.2 715 12 Client Hello [SNI=example.com)
| 29 2024-91=-25 12:31:38. (182072475 10.48.48.165 10.61.70.23 TCP &6 12 3128 = 61484 [ACK] Seqedd Ack=861 Win=64704 Lens8 TSval=441495747 TSecr=1676451630
| 38 2024-01-25 12:31:38.350314 10.48.48.165 93.184.216.34 TLSv1.2 259 13 Client Hello (SNI=example.com)
| 31 2024-01-25 12:31:38. (146535406 93.184,216.34 TP 66 13 443 - 24953 [ACK) Seq=l Ack=194 Win=67872 Len=d TSval=1727281239 TSecr=2549353568
32 2024-91-25 12:31:36. (247031593 93.184.216.34 TLivi.2 1434 13 Server Helle
33 2024-01-25 12:31:38. (273345971~ 10.48.48.165 TCR 23 13 24953 - 443 [ACK] Seq=194 Ack=1363 Win=11136 Len=0 TSwal=2549353808 TSecr=1727281240
34 2024-01-25 12:31:36.(141489009. 93,184,216.34 10,48, 48,165 TP 1434 13 443 - 24953 [PSH, ACK] Seq=1369 Ack=194 Win=67872 Len=1368 TSval=1727261248 TSecr=254'
35 2024-91-25 12:31:36. (178691044 10.48,48.165 93,184,216, 34 TCP 66 13 24953 - 443 [ACK] Seq=194 Ack=2737 Win=11072 Len=@ TSval=2549353818 TSecr=1727281249
36 2024-01-25 12:31:38.345520 93.184.216,34 18.48,48.165 TLSvi.2  8%6 13 Certificate, Server Key Exchange, Server Hel'l.o hm
37 2024-91-25 12:31:38.(161048344_ 10.48.48.155 93.184.216. 34 TP 66 13 24053 - 443 [ACK] Seq=194 Ack=3567 TSecr=1727281248
38 2024-91-25 12:31:36.862391 10.48. 48,165 93.184.216. 34 TLS¥1.2 182 13 Client Key Exchange, Change Cipher Spec, Em:rypted Handshake Message
39 2024-91-25 12:31:38. (414028500 93.184.216.34 19.43.48. 165 TLSvi.2 117 13 Change Cipher Spec, Encrypted Hamdshake Message
48 2024-91-25 12:31:30. (189573742 10.48.48.165 93.184.216.34 TCR B6 13 24953 - 343 [ACK] 5eq=320 Ack=2618 Win=12488 Len=8 TSwal=2549353988 TSecr=1727281428
49 E 19.61.70.23 TLSV1.2 1254 12 Server Helle
5@ 19.61.79.23 TLSv1.2 1354 12 Certificate
51 18, l!.l! 165 @.61.70.22 TLSv1.2 186 12 Server Key Exchange, Server Hello Done
54 18.61.78.23 18,48, 48. 165 TCR 66 12 61484 = 3128 [ACK] Seq=861 Ack=1228 Win=131808 Len=@ TSval=16764521E9 TSecr=441496237
| 55 2024-81-25 12:31:36. (344661913 19.61.78.23 19.48.48. 165 TCP 66 12 61484 - 3128 [ACK] Seqe=861 Ack=2548 Win=129728 Len=8 T5val=1676452169 TSecr=441496237
| 56 2024=91=-25 12:31:38. (173632950 10.61.70.23 10.48.48.165 TLSv1.2 150 12 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
| 57 2024-01-25 12:31:38.(422B56787- 18.48.48.165 19.61.70.23 Cisco_9d:b3:ff  TCP GG 12 3128 = 61484 [ACK] Seq=2548 Ack=334 Win=64648 Len=@ TSval=441496317 TSecr=1676452193
| 58 2024-91-25 12:31:36. (264514147-  10.45.46.165 18.61.78.23 Cisco_9d:b9:ff TLS¥1.Z 117 12 Change Cipher Spec, Encrypted Handshake Message
59 2024-91-25 12:31:38. (326702336~ 10.61.70.23 19,438,458, 165 B 12 61484 - 3128 IACK] Sequd54 Acks2591 Lensd TSva TS T
B2 Z024-91-2F 12:31:38. (151248214 10.61.70.23 18.48,48.165 62 12 Application Data
61 2024-91-25 12:31:38.(257435452- 10.4B.48.165 10.61.70.23 66 12 3128 - 61484 [ACK] Seq=2591 Ack=1450 Win=564192 Len=0 TSval=441436387 TSecr=1676452265
B4 2024-01-25 12:31:38. (296760746 10.48.46.165 93,184,216, 34 111 13 Application Data
73 2024-91-25 12:31:38. (411912657 93.184.216.34 18,48,48.165 &6 13 443 - 24953 [ACK] Seq=3618 Ack=365 Win=67272 Lens=@ TSwal=1727281806 TSecr=2549354298
74 2024-91-25 12:31:38. (340012513 18.48.48.165 93.184.216.34 640 13 Application Data, Applicaticn Data
78 2024-91-25 12:31:30. (283208060 93.184.216.34 18.48.48.165 TP 66 13 443 - 24953 [ACK] Seq=3618 Ack=030 Win=GH806 Len=d TSwal=1727282019 TSecr=25493544E8
79 2024-91-25 12:31:30. (156843076 93.184.216.34 19.43.48. 165 VMware_Bd:Sa:f4 TLSvI.Z 1146 13 Application Data, Application Data
B8 2024-91-25 12:31:35. (J0519E561_ 10.48.48.165 93.184.216.34  Cisco 9d:b8:ff TCP B6 13 24553 - 443 [ACK] Seq=039 Ack=4698 Win=11456 Len=0 TSwal=2549354508 TSecr=1727282029
B2 2024-91-25 12:31:30.(165086323_ 10.48.48.165 19.61.70.23 Cisea_94:b0:ff TLSV1.2Z 112 12 Applieation Data
B3 31 10.61.79.23 1.4 . 165 B 12 61484 - 3178 [ACK] Seqeld58 Ack=2637 Win=131088 Len=@ TSval=1676452764 TSecr=441496808°
B4 108.48. 48,165 19.61.79.23 v 12 Application Data, Application Data
B85 10.61.78.23 19.48.48. 165 TCP B6 12 61484 - 3128 [ACK] Seq=1458 Ack=3788 Win=129928 Len=8 TSval=1676452838 TSecr=44145688
| 66 2024-01-25 12:31:39.802047 10.61.78.23 10.48.48.165  VMware_Bd:9a:fd4 TLSv1.Z 497 12 Application Data

AAX=2  JIHTTPSHRH -Fvv> a1kl



FE I RZTAVIDBAN)I—LRBEEBZBTXRENET., V747> KD SSWAN
O70—X18T, SWAL SWebH—XANDT7O—REIDOETT,



Tirre

2024-01-25 12:31:37.(NS1686448 nanoseconds)
2024-01-25 12:31:37.{ 3300153152 nanoseconds)
2024-01-25 12:31-37.(3702977600 nancdeconds)
2024-01-26 12:31: 37 383187

2024-01-25 12:31:37, (3249466192 nancseconds)
2024-01-25 12:31-37. 363801

2024-01-26 12:31:38.006918

2024:01-25 12: 3138 55338
2024-01-2512:31:38. 731815

2024-01-25 12-31:38. [(IDBRTFHE16 nanasecands)
2024-01-25 12:31:38,(322 3471664 nancseconds)
2024-00-2512:31:38.( 18207 24752 Nanosaconds]
2024-01-26 12:31:38.360314

2024-01-25 12:39:38 (1466354064 nanaseconds)
2024-01-25 12 B.[24 70315836 nanasecondsh
2024-01-25 12:31:36.(27 33498712 nancseconds]
2024-01-25 1231:28. (1414890096 nanasecands)
2024-01-25 12:37:38,(1786810448 nanoseconds)
2024-01-25 12:31:38.345520

2024-01-25 12-31:38 (1610402440 nanasecands)h
2024-01-25 12:31:38,062391

2024-01-25 12-31:36. (4140285008 nanaseconds)
2024-01-26 12:31-38.(10957374 24 nancseconds]
2024-01-25 12:31:38. 2820976808 nancseconds)
2024-01-25 12:31:38.(1534298672 nancseconds)
2024-01-25 12-31:36.065425

2024-01-26 12:31:28.024826

2024-01-25 12:31:36. (3946619 36 nanasocands)
2024-04-25 12:31:38.(1738320504 nancdscends)
2024-01-25 12:31:38. (4228567872 nanoseconds)
2024-01-25 12:31:38,{2445141472 nanasecondsh
2024-01-25 12:31:368.[3267023 360 nanasecands)

10.6170.23 93184, 216,34
R :agn 61484 [ACK) Sege1 AcksIZ WIN_ | 400
| pree o an Wins!
migaainummmﬂg-em:w_ ey
i Jeppy (2AB 4 443 [ACK] Sl Ackei Winetdo| o
#1484 Lirt il 28
P :qlm + 31T [ACK] S0qs212 Acksd Wi g0y
1ana —Chent Hells (SNlnssmplo som) | 310g
&1484 e
| Ll Helo (tamerampinciml | 44y
443 + JL0E3 [ACK] Seqel Acke1Dd Wine.| .o
Server Hells e
448 I8 s
3 + 28053 ATK) 50061380 Ackn| o
|DAOY - 443 JACK) Sequibi Aok ISP ] Ly
Lgpertificns, Server Koy frchinge, Sucver | 4yy
IQ'IIEI - 443 [ACK] S4qe R4 Acke3SET . e
ent Koy Enthangs, Chings Cishet Spee | 0
' Ciy Spe<, Encrypled Handuhak 4,
] (24053 4 443 JACK] Seqed20 Acke30E | 44y
484 I nae
81484 e Coriicate |40
Bian4 mERTE Koay Erchangs, Server Hells Dane | 43y
srana i L
| A e e e L
g14g4 Slant Key Enchangs, Chasge Cohes Spec, 30
etang 328 20104 e
61484 I B nzs
IARA o+ AVTA LACK) SeasSid AcksTES0

AX—=D —HTTPS7O—-BARW -FvvailL

TOEAOT 0FIERICRLUET,

1706174571.215 582 10.61.70.23 TCP_MISS_SSL/200 39 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
1706174571.486 270 10.61.70.23 TCP_MISS_SSL/200 1106 GET https://www.example.com:443/ - DIRECT/www.exam

Commem

TOP: B4 + 128 [FTN] Bea=0 Win=BEEIS
TER: 3128 5 $1484 [SYN, ALK] Seqed Azkal
TCR: B1484 < 3120 [ACK] Seq=1 Ack=1 Winzl..
HTTP: CONNECT awample.comaa3 HTTRILY
TCR: 3018 -+ 61484 [LCK] Seanl Acknid Win_
TEP: 24083 -+ 443 [$7H] Seq=0 Win=13288 L
TCP: 443 + Z4REI [SYH, ACK] Seq=0 Acks]
TEP: 24055 -+ £43 (K] Seqwd Acke] WinalZ_
HEEB: HTTBFL1 200 Eoansction sxtabliibed
TR G1484 4 2138 [ACK] 5092317 Acks40 W,
TLGYI.2: Chent Hello (BHistmampbe. com)

TER: F128 + 81488 [ALK] Seqn40 AtkaB 81 W
TLSV1.Z: Chast Mell (SHIzszamphe. com]

TR 443 4+ 34053 [ACK] Seq=d Acks104 Win_
TLEI.2: Sarvee Helle

TER; 24943 » 443 [ACK] Seq=104 Ack=1180
TP 443 + J4053 [PEH, ACK] Seq=t 189 Ack
TCP: 4953 + 443 [ACK] Seqe104 Acks2THT
TLSWILY: Eoibificats, Siver Kay Exchangs, Sar..
TCP: 24053 + 487 |ACK] Seq=104 Ackz2507
TLEWI.2: Chent Key Exchange, Change Cipher _
TLEw12: Changs Ciphar Spee, Ensrypled Hand
TGP; 4RGN -+ 487 [AGK] Seq=310 Ack=IG18
TLEVH2: Server Hello

TLSvLE: Eentificats

TL§wid: Sarver ey Exchasge, Server Melia O
TP 61484 - 3128 [ACK] 5432801 Acks1228
TEP 61484 + 3128 [ALK] SequBBi Acke2540_
TLEW.2: Ehast ey Exchangs, Changs Cisher
TGR: J128 -+ 01888 [AGK] SeqsT50 Ack=BEe
TLS¥A.2: Ehange Cigher Spee, Encrypied Hand
TCP: B1484 & 3128 [ACK] Seq=084 Aeks 2801
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ftehiZlEE2B®RLET,
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2024-01-25 13-21:4 2. [246086 7504 nancaaconds)
2024-01-26 13:21:42.12 79136812 nanoseconds)
2024-01-75 1321:42. (4235993424

2024-01-25 13:21:42. (2468178944 nanoseconds)
2024-01-25 122142 (1892446712 nanaseconds)
2024-01-25 13:21:42.(1675493712 nancseconds)

2024-01-25 13:21:42. (3955843776 nanasecands)

2024-M-25 VR 2T4R[

2024-01-25 13-21:42 (16404504 32 nancseconds)
2024-01-26 13:21:42 (1261550018 nanoseconds)
2024-M-25 13:21:42. (1572160048 nancseconids]

2024-01-25 13:21:42.(1377394022 nanaseconds)
2024-01-2513:21:42.11401624876 nancseconds]
H)24-01-25 1321:42. [ 2565014860 nancseconds)
2024:01:26 13:21:42.(1431156304 nanoseconds)
2024-01-25 13:20:42.(2106897872 nancseconds)
H24-01-25 13:21:42 [IBATITOIRA nancdacends)
2024-01=25 13214 2. (3839993784 nanoseconds)
2024-01-25 13: 2142100611472 nanoseconds)
2024-01-25 13:21:42 (3650714362 nanasecands)
2024-01-25 12:2142.542323

2024-00-25 13:29:42, (2351706320 nanasacands)
2024-01-25 13:21:4 2. (4080650144 nanaseconds)
H24-01-35 13:21:42 (3133660336 nancseconds)
2024-01=25 13-21:42.(3354894 224 nancsecands)
2024-01-25 13-21:42.400703

2024-01-26 13:21:42. 367120

2024-01-25 132042, (2112667360 nanaseconds)

Time 10617023 RAREAEE 93.184.216.34

2024-01-25 133142 706645 J— :cuson N 20 Winz8S538 Leme ) WES=1260 WizB4 TSualz 341 E:m
ety WWW&&E 308
onm-hﬁ, 50 + sm&|gum|mumumemwummlﬁ' I
o - CONNEET o843 HTTR1LY - o
sonso 2202 1z i

— Euw 4 283 [SYN] 5690 Win=17788 Lensd WES<1460 WEeE4 SACE PERM TSvf .,

s :&! -+ 17517 [SYN, ACK) Seqe0 Acks! Wins85535 Len=0 MSS=1380 SACK_PERMW. | 411

2024-01-25 13- 20:42.402773 17577 (81228 AR |ACK) Seqs dcket winat}440 ned Tvalsg00HJN Tincreiig |
preeny HTTR{LY sstatisshed .
2024-01-25 13:21:42.094443 puasp S50 3138 [ALK) Sequ 3 hckedd Wins132EH Lond Tovala 341985080 Tha ) 1o
Bose L ana
onzsp 128+ 80250 [ACK] eqna0 AckepS Wi 64794 Lans0 ESals ISITIAZ0 TEe. yypy

' T ' Ll — ey

{ rran LT TACE) e hchegS) Wi 70 5 benn TReunIFREntades T bis

2024-01-25 13:21:42. 310233 i b Server Hella Eharge Cipher Spec, Appcation Dats e

i 1717 1TSA7 443 [ACK) SipaBl) sk 60 Wina11128 LeneO TSunls900013138 Thse |

a3

i 17517 CI517 4 483 [ACK] SequBED Aeked1 Wins 12418 Lenst TSvale900013138 Thec. |
B - P 318
Bo2s0 23 1 318

mh_ﬂl 254 + 3178 [ACK] GeguBB1 ACkedZ10 Wina 128058 Lensd Tovals 1384213 T} 410

..... iTen &8I0 -

A A= —HTTPSNARII— - R - 70—

tame |

SWAZD 5WebH—/SADClient HelloDH > 7L 2 RICKRLET,

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.8 (0x8301)

Length: 644

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 648

Version: TLS 1.2 (0x0303)

andom: ZcC a

Sessien ID Length: 32

¢9dbd8eal1ad61035c786954ced2191e266ffOb92bIcl

Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466¢cccbdb6821e2
Cipher Suites Length: 34

-~

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
\, Cipher Suite:

Cipher Suites (17 suites)
TLS_AES_128_GCM_SHA256 (0x1301)
TLS_CHACHAZ20_POLY1305_SHAZ56 (8x1303)
TLS_AES_256_GCM_SHA384 (0x1302)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1385_SHA256 (@xccad)
TLS_ECDHE_RSA_WITH_CHACHA2®_POLY1305_SHA256 (@xccaB)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc@2c)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xce3e)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xce@da)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc0e9)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (8xc@13)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@ld4)
TLS_RSA_WITH_AES_128_GCM_SHA256 (@x009c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (@x009d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x@82f)

TLS RSA WITH AES 256 CBC SHA (@x8835)

Compression Methods Length: 1
Compression Methods (1 method)

Extensions Length: 533
Extension: server_name (len=16) name=example.com

Type: server_name (@)

Length: 16

Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11

Server Name: example.com )

Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)

A X—2 —HTTPS/NA AL — - BAREY — Webt—/NNDSWA - 25 4 7> Khello

£

Ei

43

Comment

TEP: BO255 + 3128 [SYN] sl WinaBEEIS _
TCP: BI36 & 60050 [SYN, ACK] Seq=0 Ack=l
TGE: G067 + H1Z0 [AGK] Fege1 Ackst Wins)
HTTP: EOMNEET nimpis. 2om 843 HTTRALY
TCE: 2126 -+ BOI4G [ACK] Seasl AckaTIE Win,
TCP: 17647 + 443 [SYN] Seasd Winz12288 La.
TCP: 843 -+ 1767 [SYK, ACK] Seqsd Ackel Wi
FEB: 1717 - 443 [ACK] Seq=1 Ackst Winzi2_
WTTP: WTTRILY 200 Cannection satablahas
TCP: G050 -+ H126 [AC] Seqe2iz Ackedl W
TLE.3: Cllent Hells [$MInanample £am)

TCP: 120 - BOTH3 [ATK] 5aa:40 Ack=RE1 W,
TLS1E: Client Helks (S8 1nsuample.com)

FCE: 843 » 17617 [ACK] Seqn AtknS0 Wins_
TL5N1.3: Sarvar Hello, Change Clher 5aes, 4.
TEP. ATEIT -+ 443 [ACK] SeqsBED Ackel380
TR 843 o 17517 [PSH, ACK] Seqa1360 Acks_
TLSN1.2: Sarvar Hello, Change Cihar Spec, A2,
TCF: 17617 - 443 [ACK] SeqeB50 Acks 2737
TCP: 31286 -+ 60150 [PSH, ACK] Seqn1228 Ack
TEE: T1TW 4 BT8O [ACK] Seqs1400 AcksBg1
TCF: 3138 -+ G250 [PSH, ACK] Seqez b de.
TLil 5: Applcation Bata, Agplication Dats
TCR: 17817 4 447 [ACK] SeqzB80 Aekzd108
TLEwL3: Apgikianion Data
LS. 3: Apstlitation Dats

TL5w1.3; Apglication Data

TCP: 1TEI7 + 443 [ACK] Seq=BE0 Acks 4171
TLEw1.3: Apslieation Data

TCP: £4250 + II8 [ACK] S4qrBbl Ack=1218
TCP: BOIED -+ T2 [ACK] Sey2881 Arksd 0,
TER: [TEP Windew Updane] 80250 -+ 3128 (M



chnlE, 94T MHSSWAADClient Hello&E L T3,

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 640
(version: TLS 1.2 (8x0303) )
Random: 2c545a566b5b3f338dc9dbdB80ead1ad61835c786954ced2191e266Tf0b92b3c1
Session ID Length: 32
Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466cccbdb6821e2
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY13085_SHA256 (@x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (8x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@830)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xcee@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc@@9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x089c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x@089d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@02f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (@x0035)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
~ Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
( server Name: example.com )
Extension: extended_master_secret (len=0)
Type: extended_master_secret (23)
Length: @
Extension: renegotiation_info (len=1)

-~

A X—2 —HTTPS/NAAI— - BAREY - SWAAND T Z 4 7>k - Client hello

RIZTo2€AO07 0B ZRLET,

1706185288.920 53395 10.61.70.23 TCP_MISS/200 6549 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e



A CEORSIC, ChE1ITOKT, 77232 IFPASSTHRUT T,

EBHNEEA
At ZFALEVEBHEBEATOHTTPRZ 714 v D
254 F> NESWA

XYKND—=OKRZ 740, 94T RMDIPT RLAEWeb Y —/NDIP7 RL ADEZBE
LEXT,

OSAFTYRASORNTT 4y VFTCPAR—I80 (7OF Y R— R THREL ) BTTT,

® TCP/\> H:/I’rgo
« US54 F KA SOHTTP Get ( 585%IP = Webt—/¥, 585%K—h=80)
- TOFTH S OHTTPRE (EETIP = Web¥—/V )



F—RELE
TCPEEDIRT (47T AN\VRIITAY)

Mo, Tima Seurce 3re MAC Dastiration dst MAC Protoesl | Lengt | stresm Infa
T 2923-12-11 19:13:47. (372406256 192.168.1.18 Cisco_c9zc@: 7T 93.184.216.34 Cisco_76:fb:15 TOP @ SA468 - B0 [SYN] Seq=d Win=64240 Len=d M5S=1468 WS=256 SACK_PERM
— 1023-12=11 19: - (243585552 93.184.216.34 115 192.168.1.18 Cisco_cS:c@:7f TCP B 82 « 54468 [5WN, ACK] Seqed Ackel Winsg5535 Lensd HSS=1468 WSs64 SACK_PERM
= 2023-12-11 19: @ 54468 - 80 (ACK] Seq=1 Ack=1 Win=262656 Len=0

W (267161713 192, 168, 1.18 93,184,216,34 Cisco _76:fb:il5 TOP

B6
B
(13
- 2023-12-11 1%: 192.168.1.18 63.184,216.34  Cisco_76:fb:15  WTTP 1z 8 GET / WTTR/1.1
- 2823-12-11 19: 93.184.216.34 192.168.1.18 Cisco_c:cl:7f  TOP 54 @ 8B - 54468 [ACK] Seqel Ack=75 Win=85472 Len=@
- 2023-12-11 15: . 53.184.216.34 192.168.1.18 Cigco_c9:eB:7F  TCP 1514 @ BB - 54468 [ACK] Seq=1 Ack=75 Win=65472 Leén=1468 [TCP segment of & reassembled POU)
- 1033-13-11 19:13:47. §3.184.216.34 192.168.1.18 Cisco_c8:cl:7f HTTP ELH @ HTTR/1.1 280 0K (text/html)
= 2923-12-11 19:13:47. 192.168. 1.18 03.184.216.34 Cisce_76:fb:15 TOP B8 @ 54468 - B0 [ACK) Seq=75 Ack=17E8 Win=2E2656 Lan=d
— 1823-12-11 19: 192, 168.1.18 §3.184.216.34  Cisco_76:fb:15 TOP ] @ 54468 = 80 [FIN, ACK] Seqs75 Ack=1788 Wins262856 Len=@
= 2023-12-11 19: 93.184.216.34 192.168.1.10 Cisco_c9:c@:71  TOP 54 @ B2 -« 54468 [ACK] Seq=1788 Ack=T6 Win=65472 Len=@
= 2023-12-11 191 53.184.216.34 192.168.1.18 Cisco_c9:co:7f TCP 54 @ 88 - 53468 [FIN, ACK] Seq=1788 Ack=T6 Win=65472 Len=4
L

- 2023-12-11 19: 4?-“534555'-'3. 192, 168, 1,18 93.184,216.34 Cisco_76:fb:15 TCP @ 54468 + 00 [ACK]) Seqe76 Acke1769 Wins262656 Lensd

AX= - 7747‘h#b7m$/ HTTP - %8 - SR L

DTAT 2 RO SOHTTP GetD Bl ZRICRLET

Frame 11: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)

Ethernet II, Src: Cisco_76:fb:16 (70:70:8b:76:fb:16), Dst: Cisco_56:5f:44 (68:bd:ab:56:5f:44)
Internet Protocol Version 4, Src: 10.201.189.180, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 65132, Dst Port: 80, Seq: 1, Ack: 1, Len: 177

Connection: keep—alive\r\n

Host: example.com\r\n

User-Agent: curl/8.4.0\r\n

Accept: */#\r\n

X-IMForwards: 20\r\n

Via: 1.1 wsa695948022.calolab.com:80 (Cisco-WSA/15.0.8-355)\r\n
\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]

[Response in frame: 15]

ARX=D - OFAFTYRNSTOFY —HTTP- RSVARTLY N -REEBL - 754 7> NHTTP Get
SWAH & T'WebH —/\

XRYND—=OKRZ 74y 0k, 7OFOIPF RLAEWebT—NNDIPF RLADETREL &
9o

SWADSDOKRZT74YUF, TCPAR—K80 ( 7OFZR—MTREEWV)ETTT

« TCP\ R TA D,

o Z7OFHSOHTTP Get ( FB5EIP = Webt —/\, 3B%EKR—K=80)
« WebH—/\HASOHTTPISE (EGRIP=70O0F>H—/V)

. TF—REQIE

-KPE%®%7(4UI4A>HDI47)

MNe. Tima: Saurcs e MAC Dastinaticn dst MAC Prateol l.ll!ﬂ stroam  Info
B 2023-12-11 19:13:47. (2680946116 10.291.189.188 Cisco_76:fb:l16 93.184.216.34 Cisco 56:5f:4d4 TCOP 1 65132 = BB [SYM] Seq=0 Win=12288 Len=@ MSS=14560 WS=6d SACK_PERM TSval=1550577835 TSecr=9
9 2023=12-11 19:13:47. (273148633 93.184.216.34  Cisco_56:5f:44  10.201.189.180 Cisco 76:fb:16 TOP 14 1 8@ = 65132 [57M, ACK] Seqe@ Acksl Wins65535 Lensf MS5=1460 W5=84 SACK_PERM TSval=6873333 TSecrs
18 2023-12-11 19:13:47. (265000827~ 10.201.189.188 Cisco_76:fbil6 93,184.216.34 Cisco 56:57:4d4 TCP 66 1 65132 - B8 [AMK] Seq=l Ack=1 Win=13184 Len=@ T5val=1559577835 TSecr=6873333
11 2823-12-11 (307381585 10.201.189.188 Cisco 76:fb:16  93.184.216.34 Cisco 56:5f:144 HITTP 243 1 GET / HTTR/1.1
12 923-12-11 1164516681 93.184.216.34 Cisco_56:57:44 10.201,189.180 Cisco 76:fbil6  TCP 66 1 88 - 65132 [ACK] Seqel Ack=l78 Win=66366 Lens=@ TSwal=6B73333 TSecr=1559577035
13 223-12-11 AZOPIETETI. 93.184.216.34  Cisco 56:57:44  10.201.189.180 Cisco Té:fb:lé TCP 1514 1 88 - 65132 [AMCK] Segq=l Ack=1T8 Win=G6368 Len=1448 TSval=GA73463 TSecr=1559577835 [TCP segment ©
14 123-13-11 637333 10.201.189.190 Cisco 76:fb:16  53.184.216.34  Cisco 56:5f:44 TP L 1 65132 - B8 [ACK] Sege178 Ack=1449 Win=11776 Len=B TSval=1559577165 TSecr=6873463
15 2023-12-11 19:13:47.{276272012- 93.184.216.34 Cises 56:51:44 18.201.189.188 Cisce 76:fbi16 HETP 340 1 HTTP/1.1 289 OK ({text/hisl)
16 2023-12-11 19:13:47. (245979843 18.201.189.180 Cisco 76:fb:18  53.184.216.34  Cisco S6:5f:44 TCP L1 1 65132 - B8 [ACK] Seq=1T8 Ack=1732 Win=11528 Len=f TSval=1558577165 TSecr=6873483
1. 2823-12-11 LA2TR4BA529. 10.201.189.180 Cisco_76:fb:16 93.184.216.34  Cisco 56:51:44  TOP 56 1 65132 - B8 [FIN, ACK] Seq=178 Ack=1732 Win=13184 Len=® TSval=1550602015 TSecr=6873463
1. 2423-12-11 «236E0T 93.184.216.34 Cisco S6:5f:44 18.201.189.180 Cisco T6:fb:16 TP (1] 1 89 - 65132 [ACK] Seq=1732 Ack=179 Win=G6368 Len=8 TSval=G808313 TSecr=1550602015
1. 2823=12=11 LAT15070816. 93.184.216.34 Cisco_56:5f:44 18.201.180.180 Cisco_76:fb:16 TCP 66 1 89 = 65132 [FIM, ACK] Soqul?32 Ackel79 WinwE6368 Lens® TSvals6898313 TSecrwl559682015
1. 2823-12-11 19 AZ1EIN3ILE.  10.201.189.188 Cisco T76:fbil6 93.184.216.34 Cisco 56:5f:4d4 TCP 66 1 65132 = BB [ACK] Seq=179 Ack=1733 Win=13128 Len=0 TSval=1559682015 TSecr=6&08313

AX=2 - 7OF 2 EWebH—/N - HTTP - &8 - FBFEB L

ZOF2 NS OHTTP GetD flZ)RICRLET



> Frame 20: 128 bytes on wire (1024 bits), 128 bytes captured (1824 bits)

> Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c0@:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:fb:15)
> Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34

> Transmission Control Protocol, Src Port: 54468, Dst Port: 8@, Seq: 1, Ack: 1, Len: 74

N

Host: example.com\r\n

User-Agent: curl/8.4.0\r\n

Accept: */%\r\n

\r\n

[Full request URI: http://example.com/]
[HTTP request 1/1]

[Response in frame: 23]

AL L - 7OFZHTTP Get

A X=2 -WebTF—NANO7OF> -HTTP- RSV ARTL VN -

chlk, 94T RDSSWA, WebB—/NN, TELTHRICVZATURNIRANZ 714900
7D_é{¢7&?§b¥?o

No.  Time Source Destination Frotocol Lengt stream  Info
7 2023-12-11 19:13:47. (372486256 192.158.1.18 93.184.216.34 TCP 66 @ 54468 - 88 [5YN) Seqed Win=64240 Len=@ M55=1460 W5=256
8 2023-12-11 19:13:47. (260946116 10.201.189.188 §3.184,216.34 Ter i 1 65132 = 88 [SYN] Seq=8 Win=12288 Len=9 MSS=1468 WS=64 SACK_PERM TSval=1559577835 TSecr=8
9 2023-12-11 .(273148633 93.184.216.34 10.201.189. 189 TR 74 1 B8 - 65132 [SYN, ACK] Seqs@ Acksl Win=G5535 Lensd MSS=146@ WS=64 SACK_PERM TSval=6873333 TSecr
10 2023-12-11 .(285000227_ 10.201.189.1808 83.184.216.34 Tep [ 1 65132 - 80 [ACK] Seq=1 Ack=1 Win=13184 Len=@ TSval=1550577035 TSeer=6873333
11 2023-12-11 .(307381585. 10.201.189.180 93.184,216.34 HTTR 243 1 GET f HTTR/L.1
12 2023-13-11 (118451681 93.184.216.34 10.201.189. 189 Tep 66 1 B8 =~ 65132 [ACK] Seq=1 Ack=178 Win=66368 Len= TSval=6873333 TSecr=1558577035
13 2023=12=11 209167872 93.184.216.34 10.201.189. 188 TP 1514 1 80 - 65132 [ACK]) Seqel AckwlTS WineG6368 Lenwl448 TSvalw6873463 TSecre1550577835 [TCP segment
14 2023-12-11 7.637333 18,201,189, 188 93,184,216, 34 TP 66 1 65132 = 88 [ACK] Seq=178 Ack=1443 Win=11776 Len=® TSval=1559577165 TSecr=G6873463
15 8@3-12-11 7, (276272012 93.284.216.34 10,281,189, 169 HTTP 349 1 HTTRAL.1 200 0K (text/himl)
16 2023-12-11 10,201, 189, 188 93,184,216, 34 TP [ 1 65132 - B8 [ACK) Seq=178 Ack=1732 Win=11520 Len=8 TSval=1559577165 TSecr=6273463
18 2022-12-11 19:; 93.184,216, 34 182.168.1.10 : TP (13 @ B0 - 54468 [SYN, ACK] Seqed Ack=1 Win=65535 Len=@ M5S=1460 WS=64 SACK_PERM
10 2023-12-11 19:13:47.(267161713- 192.168.1.18 93.184.216.34  Ciseo_76:fb:15  TCP ] 0 54468 - 80 [ACK) Seq=1 Ack=1 Win=262656 Len=0
20 2023-12-11 19:13:47. (308084368 152.168.1.18 Cisco_cOre@:7f Cisco_76:fb:15  WTTP 128 @ GET f HTTR/1.1
21 2023-12-11 19:13:47.624602 93.184.216.34  Cisce _T6:1b:15 Ciseo_co:c@: 71 TCP 54 @ B - 54468 [ACK) Seq=1 Ack=75 Win=65472 Len=2
22 2023-12-11 19:13:47. (285645654 93.184.216.34  Cisco Té:fb:15 Cisco_c9:cB:7f  TCP 1514 B B8 = 54468 [ACK] Seq=l Ack=T5 Win=65472 Len=1464 [TCP segment of a reassesbled FOU]
23 023-12=-11 19:13:47. (237540915 93.184.216.34 Cisco 76:1b:15 Cisco_c9:c@:71 HTTP 31 @ HTTP/1.1 208 0K (text/himl)
24 2023-12-11 19:13:47.266907 152.168.1.18 Cisco_cO:cd: 71 Cisco _76:fb:15 TP L] @ 54468 = 88 [ACK] Seq=T5 Ack=1788 Win=262656
25 1023-12-11 19:13:47.(353042364. 192.168.1.10 Clsco_cOied: 71 is ifbils  TCP (1] @ 54468 - 88 [FIN, ACK] Seqe75 Ack=1788 Winel61656 Lens@
26 2023-12-11 19:13:47. (266665884 93.184.216.34  Cisco Té:fb:i15 Cisco_cSicliTf  TCP 54 @ BB - 54468 [ACK] Seq=1788 Ack=76 Win=85472
27 023-12-11 19:13:47.(111822518.. 93.184.216.34  Cisce_T6:fh:15 Cisco_c9:c@: 7 TOP 54 9 80 - 54468 [FIN, ACK] Seqel?38 Acks76 Win=E5472 Lened
28 2023-12-11 19:13:47.( 192.168.1.18 Ciseo_ebie@iTH Ciseo T6:¥b: TR (1] @ 54468 - 80 [ACK] Seq=T6 Ack=1780 Win=262656 Len=8
1. 2023-12-11 19:14:12. (270488529 10.201.189.188 Cisco T6:fbrle Cisco_56:5f:44  TCP 66 1 E5132 - 8@ [FIN, ACK] Soqul?8 Ackel732 Winw131B84 Lens@ TSvalwlS506R2015 TSecre6873463
1. 2023-12-11 19:14:12.236807 93.184.216.34  Cises_S6:56:44 Cises_T6:fb:16  TCP 66 1 B - 65132 [ACK) Seq=1732 Ack=179 Win=G636B Len=0 TSval=GB98313 TSeer=1550602015
1. 2023=-12=11 19:14:12. (215070816 93.184.216.34  Cisco S6:5f:44  18.201.189.188 Cisco_76:fb:16 TOP L] 1 88 = 65132 [FIN, ACK] Seqel?32 Acks=179 Wins66368 Lens@ TSvals8858313 TSecr=1559682015
1. 2023-13-11 19:14:12.(218303318. 10.201.189.180 Cisco 76:7b:16  93.184.216.34 Cisco 56:5f:dd TCP 66 1 65132 - 80 [ACK] Seq=179 Ack=1733 Win=13120 Len=@ TSval=1559682015 TSecr=6898313

AAXA—=D - RS T4V IEH-HTTP- RSUARTL N - L



FE I RZTAVIDBAN)I—LRBEEBZBTXRENET., V747> KD SSWAN
O70—X18T, SWAL SWebH—XANDT7O—REIDOETT,

Tima

2023-12-11 113:47 (3724062560 nanoseconds)
2023-12-1119113:47.| 26094961168 nancsaconds)
2023-12-1119:13-47.(2 731486336 nanoseconds)
2023-12-11 11347 ( 2850008272 nancsoeconds)
2023-12-11 19:13:47.3073615856 nanoseconds)
2023-12-11 191 3:47. (1184516816 nanoseconds)
2023

1211 19:13:47. (2091678 720 nancseconds)
2023-12-11 19:13=47.637333

2023-12-11 18312147, [276 2720128 nanosecands)
3121181347, 2099798432 nanosecords)
2023-12-11 18934
2023-12-1119:13:47. (2611617136 nancssconds)

2023-12-M ¥9:13:47.(366884 3660 nanoseconds)
2023-12-11 18:13-47.824692

(2435855520 nanoseconds)

20231211 191,
2023-12-11 19:13-47.(2F75499152 nanceeconds)
20231211 1911247 266007

20231211 1913:47.( 3539423648 nancseconds)
2023-12-11 19:13:47. [ 2656658848 nancseconds)
20231211 1901 3:47, (11182

2023-12-11 191347, 1684656736 nanoseconds)
2023-12-11 191412, [27048852968 nanoseconds
D031 19:14012. 236807

2023-12-1119:04:1 2, (2158708160 nancseconds)

2023-12-11 19:14:12.(2183033184 nanossconds]

A7.[ 2856456944 nancsoconds)

B4 nanoseconds)

192.168.1.10

(e

10.201.189.180

93.184.216.34

B4488 5 BO [SYN] Seqsl WineBA245 Lansh USSSL4BD WES258 SACK PERM | o

388 Lansd M5S0 Wish4 SACK_PEEM

an S3132 -+ 8O |SYN) Seqs0 wins a.

s B2 85133 [YN, ACK] Seqe0 Acks! Wins

5538 Lonsl WSS=1400 WEsd SATH

B132 - £0 [ACK) Sau heke] Wisa 13184 Lisn0 TSval 1550577015 TSeeraBar.

L1
0 b GET | WTTErLY
i 224 B5139 [ACK) Gege! Acke¥TS WinaB8368 Lead TEw

873333 TSers166

£0 -+ 85132 [ACK] Sege] Ackn17S Wisn 88388 Len1448 TSval: 8873863 TS

80

76 Lan=0 THva

S95TTIBN Thec

80 5122 4 80 (K] Sag=17h Ack=1aen wi

. HTTR{LY F00 OK_tewthim

78 Acks 1732 Wins11520 Lans® TSval

559577168 TSec

g HE132 80 JALK) Saq

Segeg 50+ B4808 [SYH ACK) Sequ0 Arkst Wins§4535 Lans) USS=1400 WEBLSAC | o0

54488 + 80 [ACK] Sean) Acke] Wina 262858 Lensd

(e

B44BE

prery

80 - 54488 [ACK] Seqs1 AcksTS Wins§S471 Lans0

BALEE

54488 [ACK] Saqui AckaPS Wins£472 Lens1460 (TCP segment of & reaws.| o

HTTEVLY 300 0% _{iasijhir)

ey

54488 + 53 [ACK] Seqs75 Ake1788 Wine2BI856 Lensd

B4R

4468 -+ BO [P, ACK] Segs78 AcksiT8E WinsTE3588 Lanst

54488

B0 -+ 64868 [ACK] Saqu17RE AcksT6 Winz4477 Lans0

B0 -+ S4468 [N, ACK] Sege1TEE Atk T8 WinsBE4T2 Lensd

BALER

544BS -

I L

= 178!

a0 (5132 - 80 [FIN, ACK] S8q=178 Acks1732 Wins13154 Lans) TSvals 53802015

o B0+ 65133 [ACK] Sege1P32 Acka1TD Wins 88388 Lansd TSval: 8894313 TSecrs

B =+ £5113 [P, ACK] Sag:

32 Ack=170 WinsBEDER Ly

o TSual=BRRAIIY TS

g0 45152+ 50 [ACK] Seqei7d &

1733 Wina13120 LensD T5valu)SS602085 T5ec

85132
Bs1E2
o513z
85132
6513z
85132
85152
65137

85152

Bz
85132
85132

85132

Commant

TCF: GA4ER - BO |

0 Win=BA240 Le
0 Wins ) 2288 Le.
a5 Ak Wi

3 Ackst Wins131.

TeR: B BCK] Seq =l Azk=1TE Wins g

TCP: BO -+ BEIEY [4CK)

8.

H AcksTE ¥

TEF; 65132 + B0 [AC

g =178 ACka 1440 Wi

HTTP: HTTRL 200 0K [

TEP: BE1EY -+ 0 [KCK] Sequi78 Aekn 1732 Wi

00 & SAIBA [$YN, ACK] Seq Ack=1 i

TP BALEE -+ BO |ACK] Seqst Acks! Wins28,

HTTE: MTTR)

S OK (bantjim

TCP: G44EA -+ B

] 564575 Ack=17HE Wi
TER: 54488 -+ B [Foi, ACK) Seqs?5 Acks18

T

40 + Baa

TR BD -+ BALE

ACK] Sequ1TEE Aok,
TEP: 54486 -+ BO [ACK] SeqaT8 Acks1780 Wi

TR B

M, ACK] Seq=178 Aek

TCP: B0 -+ BE1ZZ [WCK] Seq w1732 Ak 170 WS

TEP: B0 -+ BE133 [Fin

K] Saqe1FA3 Aek=id

TCP: GEVEZ + 30 [ACK] Seq=i70 Ack=1733 W



A X—2 : WCCPHTTPZO—

TOEAOT 0FIERICRLUET,

1702318427.181 124 192.168.1.10 TCP_MISS/200 1787 GET http://www.example.com/ - DIRECT/www.example.com

FryviachkTF—22F O8N5 749 70

ChE, T—EASWAF YY1 HBDHEED. VAT RASSWANDRZ74v o070
—&hERLET,

9 2023-12-11 19:19:45. (111544768 10.201.189.180 Cisco T6:fb:il  93.184.216.34 TCP T4 1 13586 - 88 [5YH] Seq=8 Win=12288 Len=@ M35=1460 WS=G4 SACK PERM Tiwal=3178050246 Tiecr=4
11 2823-12-11 19 9. (250539026 192.168.1.10 71 93,184,216.34 TP 66 2 54437 - B0 [SYN] Seq=R Win=64240 Len=@ M55=1460 WS=256 SACK_PERM
12 2023-12-11 1% 5. (254858128 93.1B84.216.34 15 192.168.1.18 TP L1 2 BB - 54487 [SYH, ACK] Seq=8 Ack=1 Win=65515 Len=0 MSS=1460 WS=64 SACK_PERM
13 2023-12-11 19 9. (272407027 192.168.1.18 T 63.184.216.34 TR 60 2 54487 - 80 [ACK] Sequl Ackel Winw262656 Lens@
14 2023-12-11 19 0. (178847280 192.168.1.10 i 93, 184.216.34 HITP 128 2 GET / HTTR/1.1
15 2023-12-11 19 9. (104567324 93.184.216.34 15 192.168.1.18 TCP 54 2 B - 54487 [ACK] Seq=1 Ack=75 Win=65472 Len=0
|16 2023-12-11 19:19:40.656205 03.164.216.34 Cisco_76:fb:15 192.168.1.18 TP 1514 2 BB - 54487 [ACK] Seq=1 Ack=75 Win=65472 Len=1460 [TCP segment of a reassesbled POU]
{17 2023-12-11 19:19:46. (475926200 93.184.216.34  Cisco_76:fb:15  192.168.1.18 HITR EL1 2 WTTR/1.1 288 OK (text/htaml)
|18 Z023-12-11 19:19:49. (270830524 192.168.1.10 B 93.184.216.34 TP L1} 2 54487 « B0 [ACK] Seqs75 Ack=1788 Wins26Z656 Lens=®
|19 2823-12-11 9. (351910345 192.168.1.18 93, 184.216.34 TP (1] 2 54487 = B [FIN, ACK] Seq=T5 Ack=1788 Win=262656 Len=d
| iR e323-12-11 9. (394258650 93,184,216.34 192,168, 1.18 TCF 54 2 B9 - 54487 [ACK] Seq=1788 Ack=76 Win=§5472 Len=@
|21 2e23-12-11 5. 918098 93,164, 216,34 Cisco_T6:fbils 192,168.1.18 TCP 54 2 B0 - S4BT [FIN, ACK] Seq=1788 Ack=76 Win=65472 Len=0
122 mar-1i-11 9. (179047075 192.168.1.18 Cisco cBrc@:7F  63.184,216,34 TR L] 2 54487 - 80 [ACK] Seq=76 Ack=1749 Win=262656 Len=0
23 @23-12-11 +40. (372201046 03.184.216.34 Cisco_56:57:44 i@, 201,159,188 TP 1 8@ - 13586 [5YW, ACK] Seq=8 Ack=1 Win=65535 Len=@ M55=14560 WS=64 SACK_PERM TSval=4080054250 TSe
24 2023-12-11 A5, (300178142 19.201.189.188 Cisco T6:fb:16 53.184.216.34 TP 1 13586 - BA [ACK] Seq=1 Ack=1 Win=13184 Leén=@ TSval=317885824% TSecr=40000954250
25 8323-12-11 49. (276285430 10.201.159.180 93.184,216.34 HTTP 1 GET / HTTP/1.1
26 2023-12-11 9. (207193160 93.184.216.34 1@8.201.189.188 TCP 1 B9 - 13586 [ACK] Ack=228 Win=66368 Len=9 TSval=48B8054258 TSecr=317E850246
1
. . . «1B8 . . . 1 Seq= Ack=424 Win=12800 Len= TSval=3178058356 TSecr=4888954361
29 2023-12-11 9.352537 10,201, 189,188 93.184.216.34 1 , ACK] Seq=228 Ack=424 Win=13184 Len=@ TSwal=3178450356 TSecr=4088954361
0 eii-12-11 49. (194154916 93.164.216.34 18.201.189.180 1 5e0=424 Ack=179 Win=66368 Len=@ TSval=4080954361 TSecr=317E058356
31 2e23-12-11 45, (349158924 93.184.216.34 1@.201. 189,188 1 [FIN, ACK] Seq=424 Ack=229 Win=66368 Len=0 TSval=4880954361 TSecr=3178050356
3z Wiz-12-11 49, (183444086 10.201,189,180 Cisco_76:fb:16 93,184, 216.34 1 [ACK] Sequ220 Acke425 Winsl3ll0 Lensd Toval=3178058356 TSecr=4R80054361

AAX=T -F VYY1 -BNTFTAY T -HTTP- NTZARTL N -FBELBL



A JEBOERSIZ, WebH—/NEHTTPIEE304 : ¥+ Y2 1R EFEEThTVEEA
(HTTP response 304: Cache not Modified)ZIBL &3, ( cDBITRE. NTY NESF27)

HTTPISE304 Dl 2 RICRLUET



Frame 27: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
Ethernet II, Src: Cisco_56:5f:44 (68:bd:ab:56:5f:44), Dst: Cisco_76:fb:16 (70:70:8b:76:fb:16)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.201.189.180
Transmission Control Protocol, Src Port: 8@, Dst Port: 13586, Seq: 1, Ack: 228, Len: 423
Hypertext Transfer Protocol

HTTP/1.1 304 Not Modified\r\n

Accept-Ranges: bytes\r\n

Cache-Control: max-age=604800\r\n

Date: Mon, 11 Dec 20623 18:22:17 GMT\r\n

Etag: "3147526947"\r\n

Expires: Mon, 18 Dec 2023 18:22:17 GMT\r\n

Server: ECS (dce/26C6)\r\n

Vary: Accept-Encoding\r\n

X-Cache: HIT\r\n

Last-Modified: Thu, 17 Oct 2019 07:18:26 GMT\r\n

Age: 492653\ r\n

Via: 1.1 rtpl-lab-wsa-1.cisco.com:80 (Cisco-WSA/X), 1.1 proxy.rcdn.local:80 (Cisco-WSA/12.5.5-804)\r\n

Connection: keep-alive\r\n

\ri\n

[HTTP response 1/1]

[Time since request: 0.836615136 seconds]

[Request in frame: 25]

[Request URI: http://example.com/]

ARX=T - F vV 1 -HTTPIEEIM4 -HTTP- RS ARTL >~ -FRHE& L

FOEAOT0OFIZRICRALET,

1702318789.560 105 192.168.1.10 TCP_REFRESH_HIT/200 1787 GET http://www.example.com/ - DIRECT/www.examp

HEFEALBEVEBBEEATOHTTPRSZ 714V D
9S54 T NESWA

XYRND—=OKRZT749 0@, 24T MDOIPT RLAEWeb Y —/NOIP7 RL ADEZBE
LEY,

USATURASDRS 7 4y RTCPR—N443 ( TOF K- R TRAEV ) BTTT,

TCPN\Y R T A7,
TLS/\>> R T 49954 T~ MHello - Server Hello - Server Key Exchange - Client Key

Exchange
. F— R

TCPEBDKRT (49T A/N\VRIITAD)



Ne. Time Sowee sre MAC Destination dst MAC Protocol | Lengt stream  Info
[ 3262371211 18736 24, (416384024 192, 160, 15067 CLsch_£9reliTf 93,104,216, 34" CIsco_TeifbELs WCPTT6E I4TSA51S = 443 [SYN] SEq=0) Win=GADAN Lan=0 MSS=14G0 WS=256 SACKPERMT ]|
[77245 2022-12-11 19:36:24, (107909635 93.164.216.34  Cisce 76:fb:15  192.168.1.10  Cisco c9:eB:7f WCP 66 14 443 - 54515 [SYN, ACK] Seqe0 Ack=1 Win=65535 Len=0 MSS=1450 WS=64 SACK PERH |
246 2023-12-11 19:36:24, (139334096 192.168.1.18 Cisco_c9:c@:7f  93.184.216.34 Cisco 76:fb:15 TCP (] 14 54515 - 443 [ACK] Seq=1 Ack=1l Win=262656 Len=@
247 2023-12-11 19:36:24. (307154896. 192.168.1.18 93.184.216.34 Cisco 76:fb:15 TLSvi. 242 14 Client Hello (SHI=example.com)

248 2023-12-11 19:36:24. (366528476 93.184.216.34 192.168.1.18 Cisce_c TCP 54 14 443 - 54515 [ACK] Seq=1 Ack=189 Win=65408 Len=8
256 2023-12-11 19:36:24, (251614876 93.184.216.34 192.168.1.10 Cisco_c TLsvi. 1514 14 Server Hello

257 2023-12-11 19:36:24. (195519830 93.184.216.34 192.168.1.18 Cisco_c TLSv1= 1043 14 Certificate, Server Key Exchange, Server Hello Done

258 2823-12-11 19: 24, (1B6747824- 192.168.1.18 93.1B4.216. 34 TCP 68 14 54515 = 443 [ACK] Seq=1B9 Ack=2458 Win=262656 Len=8

259 2023-12-11 19:36:24. (193961315 192.168.1.18 93.184.216.34 TLSvl. 147 14 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
260 2023=-12=11 19:36:24. (250163651 93.184.216.34 192.168.1.1@ TCP 54 14 443 = 54515 [ACK] Sequ2458 Acks282 Win=65344 Len=@

261 2023-12-11 19:36:24. (299220398 03.184.216.34 192.168.1.18 TLSv1- 185 14 Change Cipher Spec, Encrypted Handshake Message

262 2823-12-11 19: - (215005475 192.168.1.18 93.1E4.216.34 TLSv1l- 157 14 Application Data

263 2023-12-11 19:26:24. (290152851 93.184.216.34 192.168.1.1@ TCP 54 14 443 - 54515 [ACK] Seq=2501 Ack=385 Win=65288 Len=0

264 2023-12-11 19:36:25.529330 63.184.216.34 192.168.1.1@ TLSvi. 188 14 Application Data

265 2923-12-11 19: 25,994400 03.184.216.34 192.168.1.10 TLSv1- 1514 14 Application Data

266 2023-12-11 19:36:25. (413207139 192.168.1.18 93.184.216.34 e &a 14 54515 - 443 [ACK] Seq=3B5 Ack=4807 Win=262656 Len=0

267 2023-12-11 19:236:25, (201453091 93.184.216.34  Cisco 76:fb:15  192.168.1.10
268 2023-12-11 19:36:25. (181562608 192.166.1.18 Cisco_c! s7f 93.184.216.34

TLSvi. 311 14 Application Data
TLSV1. as 14 Encrypted Alert

269 2023-12-11 19:36:25. (484992054 93.184.216.34  Cisco_76:1b:15 192.168.1.18 Cisco_c9:¢0:71 TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=41E Win=65288 Len=0
271 2023-12-11 19:36:25. (370433091 93,184,216.34 Cisco_76:fb:l5  192,168.1.10 Cisco_c9:c@:7f  TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=417 Win=65268 Len=@
273 2823-12-11 19:36:25.794348 192.168.1.18 Cisco_c9:cl: 71 93,184.216.34 Cisco_76:7b:15 TCP 68 14 54515 = 443 [AK] Seq=417 Ack=4265 Win=262488 Len=8

AX=D —OFATRDPS7OFS —HTTP- RSUARTL N BB L

Server Name Indication(SN)) CTHRTE D KSIZ, 7T 4T > MH SSWAANDClient HellolZ 2 L
THLULLKHBALET, cOfITIE. WebH—/NDURLIFwww.example.comT 9,

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c@:7f), Dst: Cisco_76:fb:15 (78:78:8b:76:fb:15)
Internet Protocol Version 4, Sre: 192.168.1.1@, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 183
Handshake Protecel: Client Hello
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (8x@303)
Random: 657756ab224a3f64608099172a8d3BfB606EIcTebdbb121bf54dBc96540a015d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension

Server Name list length: 14
Server Name Type: host_name (@)
Server Name \ength: 11

Extension: supported_groups (len=8)

Extension: ec_point_formats (len=2)

Extension: signature_algorithms (len=28)

Extension: session_ticket (len=8)

Extension: application_layer_protocol_negotiation (len=11}

Extension: extended_master_secret (len=9)

Exténsion: renegotiation_info (len=1)

[JAd4: t12d2108h1_76e2@Bdd3e22_2daedlcEdlec]

[Jhd_r: t12d2188h1_0ada,d02f,0935,003c,003d, 009, 089, @0%e, 0091, cBO9, cBBa, cO13,cO14, cB23, cO24,c027,cP28,cO2b, cB2c, cO2 T, cO30_000a, 000D, 000d, 8017, 8023, ff01_0604 0605, 0806, 8401, 0..
[JA3 Fullstring: 771,49196-49195-49200-49199-159-158-49188-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-10, 8-18-11-13-35-16-23-65281, 29-23-24, 0]
[JA3: 7495420c86284d0d6elcdefefed2b521)

A4 X—2 —ClientHello- 2247 M5 77O0F> - & SEE L



B> N:WiresharkTc D7 1 LR ZFERAL T,
URL/SNI(tls.handshake.extensions_server_name == "www.example.com")ZR&ETE X

o

RIZ, Y=NF—BOHZERLET



Frame 257: 1843 bytes on wire {8344 bits), 1043 bytes captured (8344 bits)
Ethernet II, Src: Cisco_76:fbz15 (7@8:7@:8b:76:fb:15), Dst: Cisco_c9:c@:7f (74:88:bb:co:c@:7f)
Internet Protocoel Version 4, Src: 93.184.216.34, Dst: 192.168.1.18
Transmission Control Protocol, Src Port: 443, Dst Port: 54515, Seq: 1461, Ack: 189, Len: 589
[2 Reassembled TCP Segments (2054 bytes): #256(1379), &257(675)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Version: TLS 1.2 (8x@303)
Length: 2849
Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2845
Certificates Length: 2042
Certificates (2842 bytes)
Certificate Length: 1098
Certificate [truncated]: 308204463082032ea003020102021404409073791 2aad73d326830716d2a7ddf2bBe2a300d0609 2386480861 700018100A52A3040310030000603550406130255533110300060355040...
signedCertificate
version: v3 (2)
serialNumber: Ox0440907370f2aad73d32683b716d2a7ddf2bBe2a
signature (sha256WithRSAEncryption)

issuer: rdnSequence (@) -

RDNSequence item: 1 item (id-at-countryNames= K
RDNGequence item: 1 item (id-at-erganizationName=wsatest) «—
RONSequence item: 1 item (id-at-erganizatienalUnitMame=IT) T ———
RONSequence item: 1 item (id-at-commonName=CISCOCALo)
walidity
subject: rdnSequence (@)
subjectPublicKeyInfo
extensions: 5 items
algorithmIdentifier (shaZ56WithRSAEncryption)
Padding: @
encrypted [truncated]: 1db2a57aBbbfddef6blB45eace5atal?f27704e61b102§13c20a606c760f3eT736283d6cffabc1d9417865ba? f4d4663bd3677423096e23dbT F25d232eaa3110a24e72871dBcF2111d3..
Certificate Length: 938
Certificate [truncated]: 308203a63082028ca0030201020209000447d8363a18612 130000609 2a8048B861 TRAR10100A50030403 10030030683550406130255533110300c060355040a130777736174657374310.
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Recerd Layer: Handshake Protocel: Server Helle Done




BRTEDLSIC,

SWAS & T'Webt —/\

AEAEFESILAIAE L L TSWATREE NZEHETY,

XYRND—=UOKRNZT74Y 0, 7OF2OIPT RLAEWeb Y —/NDIP7 RLAOBETREL &
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SWARD S

a8
81
FLrg
283
84
285
288
87
288
289
28
291
92
93
325
326
27
28
329
3e
x|
iz
333

335
336

EEL

DRZ74Y D1k, TCPR—K443 ( 7OF2KR—NTRREW)ETTT

® TCP/\> |*':/I’f7o

s TLSN\ RS TAD VAT

Exchange

_‘.

. TCPE%@%@T (40T4 N\ RS

Time

2023-12-11
2823-12-11
2023-12-11
2023-12-11
2023-12-11 19
2023-12-11 19
2823-12-11
2023-12-11 19
2823-12-11 19
2023-12-11 19
2823-12-11 19
2823-12-11 19
2023=12=11 19
2023-12-11 19
2023-12-11 19
2823-12-11
2023-12-11 19
2023-12-11 19
2023-12-11 19
2823=12=11 19
20823-12-11
2023=12=11
2023-12-11

2623-12-11 19:

2023-12-11
2023-12-11

823-12-11 19

— RERiA

$36: 24, (178552585
(177104873
304184451
- (219603943
« (314685904
- (143450748
. (200846796
(248102608
- (188262182

. (245545451
(271978718
5. (283437136
(244187280

Sowrce

19.281. 189. 188
10.2@1. 169, 169
19.201. 189, 180
93,184, 216,34
93,184, 216,34
10,201,189, 180
93.184.216.34
108,201, 189. 184
93.184.216.34
18,201, 189,189
10,701, 189,188
18.281. 189. 189
93.184.216.34
93,184, 216,34
10,261, 169. 180
19,201, 159, 164
93.184,.216.34
10,201, 189,189
03.184.216.34
093.184.216.34
18.281. 189, 189
93.184.216.34
10,201, 169, 160
10,281, 189, 180

- 03.184.216.34

136125, (423261784

93.184.216.34

10.201.189.189

Ciseo_56:5F:44
Cisco_S56:5f:44

Cisco 76:fb:16

Destination
03.164.216.34
93.164.216.34
93.184.216.34
10,201,169, 150
19,201,189, 168
93,184, 216,34
18.201. 189, 188
93.184.216.34
19.201. 189,188
93.184.216.34
93.184.216.34
93.184.216.34
10,201, 169. 160
19,281, 169, 160
93.184,216.34
93,164, 216.34
18.201. 189,188
93.184.216.34
10.201.189. 188
19.2081. 189. 180
93.184.216.34
10.2081. 189. 180
93,164, 216,34
493.184.216.34

19.201.189.188
19.201. 189. 180

93.184.216.34

I(7)

N Hello - Server Hello - Server Key Exchange - Client Key

dst MAC Profocol Lengt stream Info
TP T4 ¢

Cises_56:51:44

Ciscp_56:57:44 17
Cisco_!
Cisco_76:1b:16 a7
Cisco_76:fb: 16 7

7 A4THER - 443 |S'I'N| Hq-l Win=12288 Len=8 IISS-].IBI m Sm TSV&I-ISEHSED]3 TSQCM

dTﬂﬁB - u3 |ﬂ| Seq=l ﬂ(t-l lﬂnxl}lEﬂ Lenr-l TS'talx1563255933 TSeCh}gBDmJN
Client Hella (SMI=example.com)

443 -+ 47668 [ACK] Seqel Acksl%8 Win=65280 Lens® TSwals3080365294 TSecre1563255033
Server Hella

47068 - 443 [ACK] Seqeldd Ack=1449 Wins11776 Len=@ TSval=1563255183 TSecr=3988365444
443 ~ ATBEE [ACK] Seq=1440 Ack=108 Win=65280 Len=1448 TSval=3080365444 'I'Se:ru15632550]3 ree
ATHEE - 443 [ACK] Seqe198 Ack=2B07 Win=10368 Len=8 T 5193 TSecr
Certificate, Server Key Exchange, Server Hello Dene

ATHER ~ 443 [ACK) Seq=198 Ack=1567 Win=9728 Len=9 TSval=1563255193 TSecr=3020365444
[TCP Window Update) 47868 - 443 [ACK] Seqe198 Acks3567 Wine=13184 Lens=® T5valw=1563255193 TSecr
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

443 = 47668 [ACK] Sequi356T Acke32d4 Wine65152 Lensd TSvals3SBa365453 TSecre1563255193
Change Cipher Spec, Encrypted Handshake Message

47868 - 443 [ACK] Seqe324 Ack=3618 Win=13184 I.m-e Toval=1563255233 Toeor=3588365493
Application Data

443 - 47868 [ACK] Seq=361B Ack=368 Win=65152 Léen=8 TSval=39B8165883 TSecr=1563255613
Application Data, Applicaticn Data

443 - 47BEB (ACK) Seq=361B Ack=588 Win=64806 Len=0 TSval=31980365883 TSecr=1563255623
Application Data

ATHEE = 443 [ACK) Seq=588 Ack=5866 Win=11776 Len=0 TSval=1563255673 TSecr=39B8365933
Application Data

ATBEB - 443 [ACK) Seqe588 Ack=5267 Win=11584 Len=8 TSval=1563255673 TSecr=39B8365933
!m:ryp\erl .A'I.=n

d-ll -~ 4768 l.l.(.ll Séq-&!ﬁ? lth—BlQ Hln &4896 l.h\:! TSval=. 19“16“3‘ 1&:1‘—15&!!55‘!?!
443 - 47868 [ACK] Sequ5267 Acke62@ Wine&d306 Lensd TSval=39B0366034 TSecre1563255773

ATHER = 443 [ACK] Seqeéla I:klﬁ Win=12288 Len=8 TSval=1563255773 TSecr=3980356834

AX—=2 —WebH—NADTOFS -HTTP- RS VARTL VN -FBEEEL

SWAD

5WebH—/YADClientHello® Y > )L XIZRLET



Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:8B:bb:c9:c@:7f), Dst: Cisco_76:fb:15 (7@:7@:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34
Transmission Control Protocel, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.2 (Bx@303)
Length: 183
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (@x8383)
Random: 657756ab224a3f64600e090172a8d387B6b689CTebdbbl121bf54d8c06540aBF5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
I ::rvcr Hane: exanple.com
Extension: supported_groups {len=8)
Extension: ec_point_formats {(len=2)
Extension: signature_algorithas [len=26)
Extension: session_ticket [len=@)
Extension: application_layer_protocel_negotiation (len=11)
Extension: extended_master_secret (len=8)
Extension: renegotiation_info (len=1)
[JA4: t12d2108R1_76¢208dd3e22_2daerdlchdlec)
[JAd_r: ti2d2108h1_d0da,802f,B035, 883c, 883d, B09c, B9d, 00%9e, BROT, cBBD, cdda, cB13, cbid, cB23, cd24, 027, cO28, cB2b, cb2c, cB2f, cO30_00da, 000b, B00d, 0017, BA23, FFO1_0A04, 0805, 0306, 8401, 850
[JA3 Fullstring: 771,49196-49195-49208-49199-159-158-49188-49167-49192-49191-49162-49161-49172-49171-157-156-61~-66-53-47-10, 8-18-11-13-35-16-23-65281, 29-23-24, 8]
[1A3: 74954a0ca6284dadEelcdelefed2bi2l]

4 X—Z —Client Hello - Webt — /XA O 7' OF 2 - BB - REEEL



A CCTEBESCNERBERASM—RNE., 9F4T7 > KD SSWAANDClient HelloDEE& A
A1—MNEWRERBVYET, ChlE, CORNT T4V IRETIHITDRSICERESNLE
SWAN MBS Z2FERIT2E-HTT,



B> N:SWAD SWebF—NNANDOH—/NF—RETIE, WebH—/NFIBHEN RTEINET
o EFEL, PYZTARNU—LTOFIUNSWANOREEZRETDE, WebH—/\FEFHED
KbHV)IZEEHEN RRENET,

FOEAOT0OFIZRICALET,

1702319784.943 558 192.168.1.10 TCP_MISS_SSL/200 O TCP_CONNECT 10.184.216.34:443 - DIRECT/www.example.c
1702319785.190 247 192.168.1.10 TCP_MISS_SSL/200 1676 GET https://www.example.com:443/ - DIRECT/www.exa



E HTTPSRZ 714 Y VDOEBEBEEATHIETEDXLSIC, PIO/ERAOVIZ2THYET
o BAIDITIE., KT 7 1Y UNBELENIZIFR, TCP_CONNECT, & &U'WebH—/\
DIPT7 RLANFEKRRENTVWET, SWATESHEMCHE>TVBRIFE, 2TEICKE
GETA"EE N, URLEEAHTTPSTHEW KT, chld. ST 1Y INFEBESEh,
SWATURLAZBHEENTVR I EZERLET,

BYIE 5 ¥
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
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