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Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1> SETUP

Enter the minimum TTL in seconds for DNS cache.

EAVHUDNSH—NEE, T7ZANVAERATEBRVBEILRBATRETIHLEN BVET, T
NTOH—NFELUBEELTREENTVRHEE, Y—NOIPRZUHALICERENET T, &
BENEH—NOBIZIEUT, Y—NOZALTIRNFEBZNET, T—7 L. &ZK6AED
DNSH—NICRTBIVIVDRALTIRNTTY,

DNSH—/ND %K JITVUDEZALT I (JEF)
1 60

2 545

3 5. 10, 45

4 1. 3. 11, 45

5 1, 3. 11, 45, 1




6 1. 3. 11, 45, 1, 1

£/, CLITCOAXFERTESSEBDNSA T avEHYET, CLITChSOAT>a>&FER
9 %IZ1&. advancedproxyconfig >DNSINY > RZFERALE T,

ROVWTNAOAT> 3V Z2BRULET,

« 0: BICIEFZICONSHE%#FEAT S

1: 94T MIBELETRLAZEAL, RIZDNS
« 2—DNSOFERICHIRA H S
« 3-EICIREMNKDNSOFEH

A7 3B RT2TRE, WebL E1FT—> a2 BB ERIDNSHERAENET,

A72322HBLTITR., PYTANI=LT7OFHABWVEE, FLERIRESCAETYTAN
') — A7D$/TF§%#§’%$LT‘%AL\ BPARNETOFERICDNSAEAEET,

IRTOFT723aAVIED2VT, RUDZ—XUN=2 Y TTREIPT RLANERENBH5ERE
DNSAERENhEXT,

cnsOATaAVE, VAT NOERZFTETDERIC. SWANEREDIPT RLAZED
KSICRETIHNEHHBLET, BEREZETRHE, SWAREEIPT RLAERANEEEEL
F9, SWAK, TCPELKEDTNREEIPT RLAZEETSH ., MEDODNSHEREEITL THERE
NETRLAZFERAITDDZRETDHLENHYVET, 77 )L ~&E "0 = Always use DNS
answers inordery T9, chik, SWANISA T NIIPPRLAZEBHITIZ L ZERELE
WCEZERLET,

s A7 AV SWAREEDEHIZIVTA T MEEDIPT RLAZRITLUETH, XKML
BEEBREADT RLAILTA=INYIOLET, BRENET RLAK, R —FHM
(WebhF7dY, WebLE1T7—>a> R E)FERAENET,

s AT AV2SWAREKRICOTAT U RNEENDT RLAOKEFEHRL, 7F—ILNY UL
FtA, BRENET RLAG, RUD—Fl (WebHFTd), WebLE21T—2 3%k
E)ICERAEIhET,

s A7 IADISWARELKICOTSAT O REBEOT RLAOD&EERAL, 77—IL/NY UL
FthAo VAT MEBELEIPT RLAR, RUD—FHl (WebhHFTd, WebL E2
T—=2avRBE)ICERAETIhET,

BRTZDAT7S32E, BEODRANBEDBREXRT RLAZRETDIRICEBEN VAT
NCRETIHBENGZIBFHEELCI>TERBYET, IFATURFATAN)—LT7OFS
DHZERF. TEBDNSILY VT YT ICLBELZEDEMZERE T DO, 77> 323E2FRL
x5

O—RNZ222T

WCCPTE, BRBEDT T ZA T AZERATZDBEIC. NZ74Y IVDEBNAO—RNT
DIV AEETT, :1’1: V. NY2I1FRERRAVICESVWTINS 74y o 70-ONZ



VAEMBENTE, RYND—VRALTTZAT U AETIANBEITZHEERICERN T ZT
SCENTE, VB4 LBLTTFNAREZY—ERAT—I)LICEBML WS —ERT—ILAS
HIBRL 2V TEE T, 8DDSWATAEBTEZEEZBAD _— AN REL LHERE. EAOO—
RN ZERATREZ2HBOLET,

WCCPEREDN BEHNWBRARNTZIVT 1A, FRATRDTIYRTIA—LICL>TERYET,
Cisco Catalyst®AA Y FOXRANTZ U7 14 Al&. Cisco Catalyst Instant AccessV )1 —3 >
DEITARR=N=ICEBEETNTVET,

WCCP%CiscolBiE X 1T AT T SAT 2 AASAEHBTIHBEICEEHRIBYET, D
FVW, VAT NDIPRT =T 14 2T EHR—REhTVEBA, T, 9147 8E
SWARRBIUA > Z—T7 I/ ADERBICBETDIHREN HYVET, COESH, LAVL4ARAYTFE
ERIL—32Z2FEALTRS 74 0BIVAANLIRNTDENFHRTT, ASATSYRNTF—AT
DOWCCPDEREICDOWTIE, TASATOWCCP : #%. #IREE, HLVEREI 2SRBLTLE
=L\,

PARNBEBADEE, 7OFABREPAC) 7 7TAUNRELLKBAETATVEIHETT N,
CORFIAXAVINTRHEATEZERZVEZ<SORREEFIVTAOEENHYET, PACTT7 A
ZRATZHE. OT—2320BRICTN—T RIS —FTIT O NGPO)EEATRI L%
BAHOLET, PACT7ANINRBREBEED—MRNER—TYRTHY, R2TBRIDERFICE
RAEN3ABEMEAHDWeb7' OF > BERET O NIL(WPAD)ICEKEFL EB A, SWAREH®
PAC77AI)NERARNL, 75THDOF+ Y2 1INTENSOBNBEREFIHTEET,

PAC7 7 AI)LIF, BREWREBTCPAR—RNES (T 72I)LKNTIE9001) M SSWAICEEERTEE
o R—KMHFEBEENTVEWVGE, EREFTZ7IORNNDTY RWebBRTHEDHADKXSIC, 7O+
SDT7OCABRKICEETEER T, CcOBFE. ERICFEITBDHTTPRAMMYA—(CESIVWTEH

EDPACT7 7 A I ZRMUTEFXT,

NATRAZEDVTAREBETHERATZBEEE. KerberosZ BN AETRETIHEN BV ET,
SWARF—RT 774N EYR—KLTWVWD LD, BHRORKARNEEY—ERATUINILE
(SPN)ICBIEMR D ENTEET, FlllE. "TNATRAFTEY T 1« B AIRE T DKerberosia
alf | ® Windows Active Directory TOHY—ERATFHI > M OERL 2SR TS EE L,

T OT 4 JERE

Kerberosld. NT LAN Manager(NTLM)Security Support Provider(NTLMSSP)& V) £ 22 T, 1&JA
<HR—KRENTVWBHFEIAZ7ORNRIILTT, Apple OSXARL —T 1 VT AT LR
NTLMSSPZHR—KNLTWEREBADN., RXAUASML TOWhIEKerberosZEAL TFREETE
F¥9. EFRFAREALZVTEEV, EFXRFFIEFHTTPAY A —ATESILENTICILTF
Iv)EEFL, RYRND—VLOREBEN SEHEICEZTND AR Y ET, BEXRFRE
ZEATIHEN HBDBER. VLTIV IINFBSHENLEN O RILBHTEBENDKSI(C


https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/products/switches/catalyst-6500-series-switches/white-paper-listing.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819

VILTFUIORILOBSILEBNICTRBENHYKRT,

TRAZGEVT A ZHRRIDLEHICEBO RXA VAV NO—FZ2REICEMTZIHBEN H &K
ITHA. CORT 74V OICBEBEOO—RNZIVTEH)ERA. SWAR., RESNIZTNT
DRAXAZIMNO=FIZTCP SYNNT Y hZEEL, BACKELERX(>O NO-FH
FORLEFAENE T,

WAL ER—V TCRETNLEVA AL I RNKRARNBICL 2T, RAZERT IR LOOERBRI A
TURDEEENFREYET, WindowsVZA 7> NIRERIMEEZZETLTCO 2V INY A2 F
(SSO)ZREFT BRIk, /1 VEX—FY AT a>ar  O-INZRILOEEEZLA A NY—2
WCURAL IR KRARBHFHZDZHLENHVY)ET, Kerberos7ORNIIL TR, VY—RAEEBETS
EHICTEEBH RS BZFQDN)EFERATEIHLEN HVET, DFV) ., KerberosH ERIM 75505
XNZAXLTHBDHER. "3—FhZ—Ls (F2IE "NETBIOS, & ) BEATEEE A,
FQDNIE, FEHTEEEA VA NIEMTIUBENHYVET (TIL—TRIVI—KE ), E5I(C
. Internet Options A ROA—)LN\FRIL T, I—HYRENAD—RZFEALEZBBOT 12 ZEE
TRIMBENFHYET,

EII_I;

TI2OHNZRYND—07OFDICLBRAETT T5IE, Firefox TEEBMBENBETT,
5 DEEEIFabout:configR— TERETE X T, KerberosHEFEICET TR LHICE,
network.negotiate-auth.trusted-uris 77’2 3 ICUR AL VN KRARNBZEMT D HEN HYET
o NTLMSSP®Mi54 ., network.automatic-ntim-auth.trusted-uris747°> 3 > ICIBINT 2 XEN H V)
£9,

ALY OT — K&, BEAAET LR, RETNLHE, BAlEn 1 -—YZ2REI2LOICE
REnET, RETDTITATRBAARY NOBEFIRTZL-HIC, AEERRYIPHOTS—K
ZEATIVENBVET, VTFATVNOT I T4 7 BBAR. HIZKerberosH fEAE AT
258, VY—ARZKREBIDHEISZRAITI, YOS —RRALTIKNET7 # )L b T3600¥
(1K@ ) T, ChZe@BTE I, HREOHK/NMERKIOW (157 ) T,

ROEIZ, Tredirect WSAlaby IR AL IO KRKARNBELTHERAENDHFEZRLET,



Transparent authentication packet flow

TCP 80
HTTP

GET/HTTP 1.1
Host: cisco.com

HTTP
GET/42277DBABCY.../192.168.1.1/http:/[cisco.com HTTP/1.1
Host: redirect wsa.lab

Authentication

HTTP
GET/HTTP 1.1
Host: cisco.com

INY ST RE

SWAR, D> AJEF1VFT47ZY NT7+—LZFALT, 7OFI—H2ZBHNICHEE
TEET, 1—HENYITICEBRTR T, BERIMEOFEEPSWAAN 5 DActive Directoryil
BHFTEICRY, PTZATATOEER DY —AOFEANrBREhET. REFATRER/N
Y TRBIED X AKX Ak, Context Directory Agent(CDA). ldentity Services Engine(ISE), & &
CFldentity Services Connector Passive Identity Connector(ISE-PIC)Z T T2 £ N TY,

ISEFKAEEERRRAT, EBENRMEY—ERZE—TtL, L&EAEZXY ND—OTFT oAV
RNO—ILEEFRAITZDDICKIBEET, ISElE ( DotIXFREER - (FWebRREV A ALV N ZBU T

) I—HREEAARNIDOVWTEB TR L, RACHEETZI—HEFNAMAICHETIEHRES
Y2 arvF—ER—AZEKLFT, SWAWRPlatform Exchange Grid(pxGrid)% /L TISEIZ
EHEL, 7OFCERICBESHTSNEI—YE, PPRLA, X2V F1TIL—T32Y
(SGT)ZEBL E£T., AsyncOS/N—2 3 2 11.750 &, SWAIRKISE L T EBRestfulty —E A (ERS)IC
BALTIN—THEBREMBIBDEETERT,

HRENhZ/N—2 3 IFISE3.1ESWA 14.0.2-XEAETT., SWADISEE#RMIT N O AN
20WTE., TEFI1T7Web7 T SAT > AQISEE#RHEI RN Ay #SBLTLEETL,

REBMEFIEOFMIOVTRE, "WebtFIUFAFPTISATATIV RIA—FHA R, %
ZRLTEEL,



https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
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For Bring Your Own Device
(BYOD) environments, ISE
can profile devices and
enforce web authentication
for guest users.

Identity Service Engine

Guest users

BYOD

<«

Authentication can b-e }

enforced by network
devices using dot1x and
MAB. These events are
authenticated and
authorized by ISE.

Domain users

Active Directory

" pxGri

RS information for authenticated

i users from ISE by querying
\‘ the External RESTful AP

Web Security Appliance

The WSA obtains user-to-IP

~_mappings and security group

tags by subscribing to the
pxGrid service.

The WSA obtains ISE and
Active directory group

Services (ERS)

|SE obtains acitive directory
information from the domain
controller such as group
memebership for policy enforement.

2 A&, Cisco Context Directory Agent(CDA)Y 7 RV I 7 DHR—MNETEZRRLEL I,

Cisco Context Directory Agent(CDA)s S B L T &\,

CDA/\Y F6TIl&. Microsoft Server 2016 E BN H V) T, L., BEEIFXCDARE ZISE-
PICILBITTSCLZRBHNICHRBLET, £550YD1—a>EWMIZFEALT
WindowstEF1UFT 1 AR NOATZYTRIVTA47 L, I—HHSIPAOIVEY ( TY
arv, tREND ) ZERLET, CDADZEES. SWARKRADIUSZERALTIhsDNYEY
JZBaLET, ISE-PICOIZE. TEBISEEA LR UpxGridd LK PERSEHRAFEAENET,
ISE-PICK&EEIE. T2KISEM/ VARN—IE, ARV RT7OAVORET SSA T ATHERATESR

ERD


https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html

Identity Service Engine
ISE-PIC can periodically Passive Identity Connector
probe an endpoint to
determine whether a useris
still logged in.

The WSA obtains user-to-IP
_ mappings by subscribing to
the pxGrid service.

The WSA obtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
API (ERS)

: Web Security Appliance
ISE-PIC obtains user logon

An active director‘y logon : events from the domain controller
generates a secunty event . ; via the Windows Management
in the domain controller. Instrumentation (WMI) service.

Active Directory

YL ADBE
WebZ7'OF >

TEHEZHOL, N7+ —NXAZ@MEEERLHIC, Web7OFBRETF YV TEEF/R
CTRILENHYNET. SWART 7 AI)INTREHTTPSRZ2H O3> ey vy aLB0WED
. CNEHTTPSKRZ 74 Y O QEENEMIDICONTEEMANBRTLET. 7OF AR
BOZATUREFICH—ERZRBIDLSICRAENTVRHE, 7O0F>H—ERXEREE
ELBVWRTZ 74V VZEBTBICRE, BET—REZEEIIZENHYERT, cOLSICLT
 TPTZAT O AOHBRREGN B IEh, BhletF1 VT A RANRERENET, FER
BEEFT7ICLET,

HEERAYA—EF, AT O0—RIBDT7AILNONA NEEZEBETDLHICHTTPERTHE
AEhET, ARL—FAVIATLART 7V T—23 2 08H7T—FEN., 77400
BEDZ—EllHBETRIHESICISFEATIAET., F72IIL TR, SWARKVAIILAHEKAV)A
¥y, 774 LEIT—>3a2 B, B &V Application Visibility Control(AVC)D B T 7
TAINEEERMBTEDELSIC, CNSOAYA—ZHIBRLET, 7OFRETHEAERAY
A—DEEETJO—/NILIZBMICTRE, EBER., ChSoOAY A —ZEERLEGHIBRT S E
BOTOEARI —ZEHTEELET., COREOFHMICOVWTR., "7IOEARIZ—, OE
THHALET,

Range Reguest Forwarding: Enable Range Request Forwarding

HTTPS7'OF>



EFIVTAORANTZIO9T1ATR, WEBHNIFEHAENBDT T AT ALTEREND
ENFHY. HOBFAICEEBEEENBEVCENERENTVET, HTTPSZOF > V1 H—R
(HTTPS-proxy-wizard) Tl&. Transport Layer Security(TLS)#E&HNDESILICERA T2 F—RT &L
HEZERTEET, TOR, AHEBRERCSR)ZA T O—RL., HROFREF/(CA)IC &
D2TERZRTDENTEET, Active Directory(AD)IRETIE, ADICHREENECARR RXA2D
FARNTDOXN=ICE>TEHHNICEEE©, FdASZRBAIALHICEMOFIEZLELELE
Wi, COFENFNRETT,

HTTPSZ7’OF >0 EF 1T A1 ED1DF, H—N\BEEZRIETDETT, RANTTY
TAATE, EMNSZIAETEERZ ROV II2MEN HDHEE2HRBLTVWET, EUNDE
BEaEMITRE, SWAKT7 OV IV NEBHEZFRBAITZ/OY IR—JDERRTEET, Ch%E
AMCLBEVE, JOYIENEHTTPSYA R TT TSIV IS—HARELET, ChiZkY, A
WTFROFTy ML, SWANEHRZ7OYILEEVWSERTREEL, AL ERTV
BPEVSI—HOHERNIELUET, INTOEMGIAREF T3, D EEDecryptllf
ETEIHENHVYET, (IREOBBICK >THA NORZRAXNBITSNBDHEES, Cchsor
723 oVWTnAEEZZOFERICLTE, BABIS—XVvE—2RERENEH A

Invalid Certificate Options

Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer Maonitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types:  Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error:  Monitor

E#IZ. Online Certificate Services Protocol(OCSP)F I Y I BXMOERIZL THKHXEN H V)
VEDATAVICEEZREFRALBEVTLSESTY, BEITZIIS—XvE—220O7ICREHR
TBICE, RMULBEEZHKRL, TOMIXNTOIARELE DB L EEDecryptic FRETIHE
H&HY)FET, Authority Information Access Chasing(AIA)E, 754 T > N SEBHENDBEZEEUX
ETEDFRE, EMOFEHEZ 7 IVYFTEDURLTY, L&A, Y —N\HS5ZEL WS
EFI—HFTRELTHD (FEFAERLZEIIL—MIAEN KV ) BE, SWARAIAT 1—)L
ReFIv oL, TheEALTARRELTVSIHREZMEL., EEMEZRIETEETRT., COE
Elk, CLITROON > RASOAKAFERATEET,

SWA_CLI> advancedproxyconfig

Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters
FTPOVERHTTP - FTP Over HTTP related parameters
HTTPS - HTTPS related parameters



- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[I> HTTPS

Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[Yl>

N COBRERTFTIANRNTENCAEITVETH., BEOF—/NNSE< B OXH =KL
CKEZELTOTSAT U NIREBEBFI— 2BHL VDD, EMCLBEVWTLSESE
(AN

LAY4RS T 1 v SEZ2(LATM)

LATMIE, SWAQEHZHRL T, 7OFZ2BBLEBEVEZEOHZRNTZ 71V %80, INX
TOHOTCPAR—RNEUDPR—RDRNZ 74V I REDDLEONIEICHRNESTETT, TIBRT
T2R—KE, RYRND—=I9ZYTERERAAMYFEZZ Y23 IlERENET, ik
. SWARISAT U RDSODITRTORNTTA1VIOERSEHNICERTEELET, EZEN0HDIPTR
LABTORNS 74V IKFRDIN2EHE. SWARHY—NIPPRLAZATS—T714>200LBNS
RSTZZEETDETICPEY a3 AR TTEET, UDPRNT 71 Y U DHEE, Port
UnreachableX Y —2 ZRXETEE T, T2 YAV ERETHIERICE. SWAOEE A
B—TIAABTDORNT T AV IEBALT, COBENTFNAANDTIEAEHELRELVK
SICERETADONRKRETI,

L4TMIZ, BEEOHD RS TA VI EERTBDETTRELS, NMMNABREVANEEHRFITZHI(C
DNSUIV—%AX—EYILET, COURAKNE, WebB—NANDEEIL—F12TDEHIC
BENDEREWCCPI—RIZETEHIZ, WCCPRBETHERAEhET, NA/NAREJUANCI—
BEBNTY N, TOF>ICE>TREBEEhELA, VAN, IPPRLAEERFY—NE
EEHBDENTEELET. SWAK, LOI—ROTTLICAA DS T, NANAREVARNDIANT
NDIVKN)EIDEICBERLET, L., LATMBRENFBMICE>TVWSBEE,. SWARKAR
—EIENEDNSOIVEFEALT, ChOLO—RELYBEEICEHRTEET, itk
W, 94T MSWAL R EBDT RLAZBRLEHAEIC, BREOVRAIVNFIBREhET

RS —ERTE

EULWRDUZ—BERF. SWADNT # =XV AEAT—FEUT A OHKERLET, hld,
D7AT7NORBELEOEHOBEAICSVTIRI—BRI VRN THZIZTTEHLS, RE
ENBRV =DV —ADERARPSWARHKOREMENT N ACEEREEEASC
EELEHRTT, RUS—NERTERLY), TEYCRFEATVRE, TTZATVANTEE
ZB272Y), BENFEBLB21ZWTRENBYET,



BHE

SWARDS —DBEICE, SRETXRBRV—ERZNFEAETNETT. REHNSERENLXMLT
TANLK, ZBONY VIV RBETFAINETIVERALN-NEERTRIEHICEREINET,
RENEMIBNERZZRE, 7OFTORANEGRNZ OIS a2 0EREETBEIIL-—ILEY
NOFHEICEPTRBARESBYNET, SWAODRYFN—2EHAD0T TR, REODEMED
VDB ERI RV —BEROELEY NEREChET, 10BOTAF>T14T747077
A, BEEWRRVS—, FOEBARIVD —, SELF10EOERKRI> N, 5005 —/NIPT
RLA, 422005 —NKANBZBCI0BDOAAZLATIVE, BEMEOREERBZE
T, CNSDOBBEIC2L3ZHITRE, TNTNHPEMELSEMEOREICEYET,

REFERTEDE, BE, BHOERE L TWebs ¥ 2—7 T4 ZAXCLITOBENEL Y
£T. B, I-VCASEHBESABI LB TERA. LU, REFMERTHBEE
L FOFYTOEAF I—HE— RTHPTRBAGR<BEYET, COLY, COE—RTRY
ENEBEON—tEYF—IOFIY I, SWAOEERTOREE L THBICENEREED
M3 BBEIERIBSETT,

CPURFRE] ( WEAL ) &, 55 &lltrack_statsAJ ICRBEENET, 2FY, I—FREEO/N—1
F—Tld, (1—YBE+IATARBE ) /B00L LTHETEET, I—FBEA70CET<
E, 7O0CARI—YE—RTREOCPUT A VI EEBELET. ChFEEEIC, BRENFEM
TETCHERNICHETTERVCENREETY,

Current Date: Wed, 09 Nov 2022 08:49:00 +03

system time: 48.189 {16.063%) Low Complexity Definition
max resident set size: 104712 10 Access Policies
integral sh'd text mem 61923808 10 Identities
Jintegral unshared data Lo 10 Custom 10 Regex
integral unshared stack size: 114521088 Categories 50 Server IF's
page reclaims: 29776
page faults: 0 420 Server
swaps: 0 MNames
block input operations: 62168 ) . . ,
block output operations: 289048 Medium complexity = 2 x Low
ssages sent: 2755817 complexity

1667985 —

l_sigr;a 5 d: 0 High complexity = 3 x Low
voluntary context switches: 2957114 o complexity

involuntary context switches: 4341




ESWADERY Z4 7> NEGEHO LERIE, HEFKT60,000, BEEY—/NEEHRTIE
60,000T 9,

He7O774)

HA(D)YZO774I)IE, FILLERFZEEhEEE LM hDIHADORIS—EETT,

IDZ’A77AINOENOEIS I TREENEINTOERIE., REANDTIHMAEET, D
TV, BERA7O77ANIC—HTBICE, IXNTORBNF —HITIHENfHYET, KU —
ZBIERTDEERE., EFICHAEBRGETBLIVENf HYVET, BLORANTRLAZELY
O774IIREEAEMBRERLS, BERFREREIC OB DAEENI HET, HTTPAYE —,

HAZLATFAVIAN, FEEYTZYNIHZI—HFI-—I O NNFEHNEFRBITZDHH.
—RICTOA77AIINOEREFRIDRVENESFETT,

—iRIC, AN BERRIS—BFTHTHREES N, TOLLEHANEMENTT, FEAIZHLEL
LBWRUS —Z2A—H—9258E3, BREEAIZIRI—Z2A8ERY LUICEETIHE
ABYNET, RMULRRICKELTT7IVERAZHRLBEVWTSEEW, XY RND—TLDT5
ATRF7O0FIENHUTRERATERRVWCEAHALTVRERR, RAZRKRL. TR



RID—TTOYIITRRENBHYNET, REATEBRVIZSATURNE, BEThTLEVER
ZSWAICIRVIBLEBLET, chiCkY, DY—ANERAEh, CPUEXTE DBRIER A 5I
ERIEhDAREI BN ET,

EEEZE, —BEoD7O77/4)E, HBTRESHMRIS—BLVOFTIELARID—HFHBET
HBIERBIBDENKLHBYET, ChlE, RUZ—RELHIZFMNRNEZEETT, 100
ID7O7 7 AN EEBOESIRIS —BLROT VAR —ICHERITSNDLSIC, A8
BRYRDS—% THYLEC) BEAHYET, Chik, NZT74Y IRV —IC-HTS
EOICRE, BEORV—AOIXNTORUEN —BITILENHBLHTT, RalRU>—%& &k
W—REICL, TORRBOSNBDRIVI—ZLUFHMICTRIET, 2 ELTRUS—OB %
WMESTENTEERT,

Client / User Identification Profiles

Managed by: ngsma.cholasen.iab - local changes will be overwrilien,
End-User
Order Transaction Critenia Authentication / [dentification Decision Acknowledgement Delete
m Authenticate:
1 192.168.10.50, 192.1568.0.40 l (global profile = |
Protocols: HTTR/HTTES Realm: AD (Scheme: Basic, NTLMSSE, Kerbarog) '
Global Identification Profile
Managed by: ngsma.chclasen.lab - local changes will be overwrilten
add Poli ¥
Protocols and
Order Group User Agents URL Filtaring Applications Objects
Github
* Policies do not require a g | Ldentfication Profiegitl ot | I pel 5
All identified users
1'1 ﬂowl URL Categories: Github
Contractors
: 2| identiication rofile] AD Auth ] jlobal policy) | (alobe! policy) | (gtobe policy
* Reduce complexity by 1 groups (AD\CHCLASERMESAIPactors
ollapsina wh Domain Users AP
C ps g ere 3 Identification Profilel AD Auth globa iy jlobal pobcy Jlobal policy)  (global ¢
possible. All identified users
Global Policy e v o BE wmibar: 356 il o5k s
Identification Profie: All Mo blocked tems Maorstor: 85 Mantar: 356 No blocked items

B’ELR) S —

IDZ7’O77AIINERKIC, ESLRI—TREESNEEEE, ISENSOBHRNIERE DS
BD1IONDEERFAZRVT, REANDE L TFMEEhET, RESNTVSEE (ADJI)IL—
7, A—Y, EEFSCT) LT, RUS—BENFEDRS ICHEET DN ERICRLET,

s ADJIIN—7E0—Y: BLBIOBEICEERFH FLEA, I—FHNTIL—TOXN—TdH
B0, RUS—TI1—HYHFEBEETNTVWEIHEEE., RU—HNFBEEhET,

« SGTEBRTADITIINL—7HLOI—Y : I—YHSCTICEHAEMNFSNTHYADTIL—T DX
DIN—THBDHE, FEREARV—TI—HYHFEEEATVDIEES. RUS—EFE—HLET

« SGTERVI—H : I—HAHNSCTICHENRTFShTWE A, RUZ—TI—HHFEEEh
TW3BHEE, RUS—RBREEThET,

SWALL L2 TEFTENBZIXNTOY—EADORT, N7F—XADBRIN SRS &, HTTPSH
Z74YVIOHMANREEETT.,. BESILENLENT T4V OQEER. PTZATADHYA
SUUFECERTELET. EEEE, WebhZ 71V 00D BEET5 %EHTTPSE RA



FTENTEERT,

BUOAVAR—IIDOE, BELENERNS T4V IDOEEERELT. FROKEICKTHH
BFIERIIBEETCNDISICTAIXEN HYVET, EARR, H¥HICIE, COBEZEZETS
HDENBHYNET, SWAILK > TEBHENEHTTPSRS 74 v U QBEIGE., BiMoOJERY 7
ROIT7HB5<TE, access_logsDIE—ZFAL THEICHERTEET, COBERK., HEfx
BashNX > REZIEPowerShell IN > RZFERALTHEBTEET, FREICODVTHHAITSFIE
ZRICRULET,

1. Linuxd~¥ > R :

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~

2. Powershell AN > R :

$1ines = Get-Content -Path "aclog.current” | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de

BELRVD—BRFTIRE, RUD—ICRBBETAhTVREEIELET I3 VIC&2T, 7
TSAT AN EDRS ICHTTPSE# 2FE T 2N Z BB I D ENEETT, NARIL—T 2
avik, SWANITXTONT Y hE2ESILETIC, 94T MNEY—=NNTLSEYZID
ERIBERIFETEDLDICTRIMEN D BEICEAENET, YA NARIL—ICRESH
TWBBETE, SWARH—NEDI1DDTLS/N\ RISV ERTITRDHEN HYVET, Ch
&, SWANIBHENEMEICETVWTEELZETOY VTR E%ERL, SIBAEZMBITZILED
ICH—NEDTLSELRZERKRIDIVEN HDEHTT, AASNF BBFES. SWARELZRAL
IOTAT RN Y —=NEEELEYZ A OEY RNTY T2 EITTEDLDICLET,

HTTPS policy operations
* Drop

* Connection is closed.

g P
« Decrvypt

=L

» Traffic is decrypted and evaluated by access policies.

* Transaction is not decrypted.
* Client negotiates directly with server.

* No action taken.
* Move to the next column on the policy.



SWAHNTLSNY RO ITA DV ZRTLBVE—OT—RARF, T—NBEXRERIPT RLANDAZL
HFOdVICFEEL, TAHANARIL—ICEREENTVT, H—/NBAHTTP CONNECTE (&
TLS Client HelloO W NA THEATEDHETT. ATRNEBESFUATR., 95472 N
TLStEY > a>ZMBRITBEIIC (RAMMYA—RNT) 7OFICH—NOFRANBZRHETS
EH, COT7A=)LREAARZLATIVERBEENET, EBHNEEATIE, SWARTLS
Client HelloX ¥ =—= ®Server Name Indication(SN) 7 41 —)LRZFIT Y UL, hARXRLAATI
DEBAELTRMELET. RAMYA—FLESNINEVEE, SWARKH—NED/\ R T
A 0%%TL, SAEBOY TSIV RMEBBSAN) 71— )LREXABRECN)71—ILRZZD]E
FCHERIIMLENGYVET,

RV —EBEHICBFD0FEDEKRIE, SWANH—NEDTLSN RISV ETET TIHE
NFHBdWebATAURLEIT—a3a 2 AOTICKELTIC, BHOASPTEEE MDY —/\2
HRILTHARZRLAT IV IARNDSONARARL—ICERETD LT, TLS/\ R IA OO
ABSTCENTEDEVWSZETY, L, SIAE0EIMFIVIOBLFICEEDRIE
BELTLSEEZL,

Explicit HTTPS-What do we know?

TCP 443

Connect cisco.com:443 TLS Client Hello

TLS Server Hello

Certificate:
Date:

We know... Version: 3 (0x2)
Serial Number:

Certificate issuer.

Certificate validity.

Host header.

Subject Alternative Name field. A
User-agent string. Subje se, O=Cisco Systems, CN=cisco.com
Common Name field. '

LB S e

DNS: www.cisco.com, cisco.com, subdomain.cisco.com



Transparent HTTPS-What do we know?
e oa—)

TLS Client Hello TCP 443

TLS Client Hello

TLS Server Hello

Certificate:
Date:
We know... Version: 3 (0x2)
5 . Serial Number:
1. Certificate issuer. 75
. Certificate validity. | ey 4 Ll

2

3. SNI _ﬁEId' ) efore: Dec 19 13:45:14 2018 GMT
4. Subject Alternative Name field. Not After: Dec 19 13:45:14 2019 GMT
5

Subje Jose, O=Cisco Systems, CN=cisco.com
. Common Name field. X509v3 Su R A Farss
SCo.com, cisco.com, subdomain.cisco.com

MLV A RAWeblCHHIRITBDEREZEAD E, SWATHEAEThDIWebLEIFT—23208KY
PET—BER—ALE P THEENATVEVY A M ZSERHZ T8RN BYVET, chld, a4
RAEZEOHDTREMNI BDTFLEFGVCEEZRLTVEDITTEHYEBA, 85I, 5T
XNTOHA KNE, AVAF Y, AMP77A4IIDOLEIFT—232ED0H,. BRUOPBREENTVS
F7IONOTOAVIEERAF Y ORKRERYET, ChsOERAS, AFDdJ{LEN
TVWERVWHAS NZHIBRTIZDCEREBEOHTEEEA, AVIVIDVICE > TESUBITAF Y
ah, AVC, AMP, 7Ot AR) S —BEICI > TFHMMAET NI EISICHRETHIONFGETT., H
FTAMMEENTVWEVY A ROFHICOVWTR., "72€ARVSD—, 923> &28BLTL
EEL,

TOEARDS —

IDZ7O7 74 EREKRIC, BRI —TRETNIZEERZ, ISEANSOERNIERAETLIE
. 1DDEERHAZRVTHENBZANDE LTEFHMEEThET, RIC. REETNTVSRER
(ADYII—7", 1—Y, EEEBSGT) ICEIKRUS—BEOBEICOVWTHALET,

« ADTN—T71—% LEOBECEEZRHYEEA, I—YHFIJTIL—TOXN—-TH
20, RUD—TA—HFHIEEEIATVEIHEERE. RUZ—HNFRETNFET,

* SGTHELRVADTIN—T7HLTI—H : A—YHSCTICEHERN TSN THWADTIIL—T DX
PN—THBHE. LRV —TIA-—HHFEEEIATVREE, RUS—RBF—HLEXT

« SGTHERVI—Y : I—H¥ASCTICEHENTFSNTVR L, RUI—TI1—HHNEEETHh
TWaHEE, RUZ—RBREEThET,

HTTPRZ 714 v 0k, BARI<SICTIOEARI D —ICRUTFMEEhE T, HTTPSKRZ 7 «
YOIk, RIEENER, BRE—HRITBRESHKRIS—ICR>TESKT VAV FERAEAT
WBHAESHZEFAEhET, ES{LENLEERICEK, 2DNaccess_logTL KUNHYET, &
AOOJI NIk, HTLSES (ESL) CERAEhDTF7o>3a>aERL, 28B0OJ I
N, EFSLENEHTTPERICHLTTIOEARI D —IC& > THRAT WD 7O a2 &R



LEXT,

"WebZ7’'OF> ) 2023 THETATVWER LS L, SEERAYE—F, 774IL0OEBED
NANEEEZERTZLEHDICERAE N, —BWICOSBRVCT IV ITr—2a> EHY—ERAICKD
THERAENET, SWAT., 77A4INEENBVEIILTITAE Y ORITPAVCHEED R AF
HFARABEICBED D, FTAILRNTINSDOAYA —AREERISEHIBREINETT, ZTYRD—
VDEDZBLODRARNNEFERBITZDEHICNEBNA NERAZHEEICERLTVRHEE, Ch
ICE2TSWAN 7 7 M)A Z2EBICHEATO—RIDAEENHYVET, chiZky), £
AR A 22— Y NFEHEBENAZRICHEL, T—EANfELIDTEEI HGVET. COE
ENRE BB ERIEE, Microsoft WindowsDF7 Y 7'F—K&EAdobeY 7RI TFDOT Y I F—
NTF—E>TY,

CNEBRIDFENOVY 132, CORNT T4V IZSWAILRLIZEETSRHETT,
ChFBBNICERAENZRETEMBT LERBTEEFLA, COXIBHEE., NFT719 D
BERAOTIOEARI—%ERL, ThSORI—ICRUTHAERAY A —EXEZEMICT
DONREOATS3AVTT, CNSOERICKLU TFAVAF ¥ EAVCHARABETH D & ®&
EZEIDHVENHYVET, TOLED, RUS—EFENORNS74YvIEFERRELTHEEIZE
TAMENBYVET, Z<DBE, ChZERRIIEEOHZER, ERAVYA—-ICHBD 1Y
IT—CIORNXFHNZERETRDCETT, " BUBEHRT—EOI—HYI—2I2 MNXFIE
L AVSAVTRONBDI L, BRENEREF T T F Y LTRRTDEETERT,
Microsoft Windows®& & U'AdobeV 7 RNV I T T Y TF—RNZEEBCREAEDT YT F— Y —E
Ak, HTTPSZFERAL TLVEHE A,

FMESLRI>—, 02 a2 THALELSIC, KROEOY A N E2ESILRIS—TERETS
CEREREEhFRA, ALEBAANS, TUVEARUI—TChsZ7OYIT2EREHD
LERA. BNV TOYIMDCAII D VG, BEOHA OOV TUY %, i1 —1)
ATAVIOTF—REHIIERALT, PEEINEY A NEEKTERT, 7EThTLVEVY A~
. URLF—ER—ARRICI 2 THEETNATVBEVWEN—DVENET, COBEZBMCTS
&, SWARD KRG EDOHEDHABDLET,

TOERARIS—OATSIORNAF Y URETR., BROZRATOT—HAT 774 ekE
TEET, XYRND—ONFTTVT—23 0TV TTF—RO—BELTT—HATT7AILEE
HOICADVO—RTZBE. T—HAT 774 ORBREEZEMITSHE, CPUERENKIRIC
BMTDUEESBYNET, IXNTOT—HAT 774\ E2RETIHEERF. CORNZT14v D
ZEUICEIL, BMATEIBRENHYET, CORNT TV IEBINTRDEDHICEZSNDHE
ZREBEIDHAOBAE. I—FI—2IMXFHTY, chldk, #FHFEFICEDATEMED
& BIP allowed-listZE@# T2 DICKIEET,

AAZ LB FVIHEBURLA TV
NAAZLAATIAVIANE, PTRLAFERFRARNETH—NERBBTDLOCEAETLET

o ERKXR(regex)2FEHAL T, Y—NBEZBETDINZ—E2EETEET, H—NBORAEIC
ERRBENZ—2%ZFERATIHEDN, BOXFIOREEFEATEIRNVEVY—AOERTNEDH



CREVLES, ERRBENZ—2DRFIENICHRERBEICOKAMMBRAIDIMLEN BV ET, ERRHE
EEACLTICHT RXAVEBETRDLEHIC, RXAVEBOERHEIC T, , ZBNTEET, L&
ZE. T.cisco.com, & "www.cisco.coms EE—HBLET,

MEME, 023> THALELSIC, BEMERI0OOHAARALADTIVIANELTERS
h, PEMEE20, SEMERIVELTERZENET, BICVAMERRBENZ—2ZFAT
BPHEERIVNINZVEEE., COBEZ20RFICLTHEKEZHHBOLET, FX1T0D
IORUBICOVTORME., "7ORARI—, 20232 a2SBLTLKEEZV,

AEURLT 1 —RiF, BOBAAZLAATIAVIARNKYEGFDINICEEKTT, AFURLT 1 —
RzFIAT L, EBENFETERIDMNENBLKBD LD, EF1 VT (I EEFETHH
BEMANHVY)ET, COMBEE., SWABEEBICLL > TEBENRTVWEVUANEZERBITSEHICHE
ATED 1S, 70— REnET7 RLACEROFISNZENT B HEERF. AsyncOS/N—> 3
~11.8TEMENEL I,

Office 365 APIlE, CO—MRHNICERET D H—EADRUS—REICEIZKRIULSE, BXOTFTTV
‘r—<, 3> ( PowerPoint, Skype. Word%& & ) IZRIBATE £9, MicrosoftTlk, /N7 #—<I A
EBRELTRLEHIC, TXTNDOfice 365874 Y VDT OFEZNA/NARATRDEE2HEDL
£9, MicrosoftdD RFIX MNZRFARDKSICEREETNTVET,


http://www.cisco.com.%E2%80%9D
http://www.cisco.com.%E2%80%9D

A E: "SSLMBreak and Inspect M & AMNIEBIEZS|IZERL L TVWDDICKL, Z7OFR
R LEIT—23VIIy o7y T BREDMHOY—ERR, NT7TF#—XVAQOEKTXL
—HITOARVIVAOETZE|IERCTAREMEN BV ET, 5. ChSOERX
YRD—=OFNAAIZER, IXTORY ND)—VERERZVETDIOICT+IBEREN
PETT, BEDOSice 365FY NI—VBRIZTOFEEEBFA ARG AVTFNA
AZENANATDEZHESOHLERT, 4 - hitps://learn.microsoft.com/en-us/microsoft-
365/enterprise/managing-office-365-endpoints?view=0365-worldwide

RSARTLYRN7OF DRETIOHAA D AZFERIT D ERERBEN HYET,
AsyncOS/N—= 3 2 11.8LL Tk, Office365 APIN SHBL BN AADTF IV ARNEFEALT
NANABRE)ANCTF—RZEANTEET, COUANK, BEEIL—FT12T70EHIZEBI
CI)RALIRENERT T4V DBWCCPTFNARIZEETDEHICFERAEAET,

FNTDOffice 3658 T 71V VENAINATBDE, CORNTZ T4V IVDOERNZEEFI T 145
HELR—NEREVDBELITIEREICESDT, BRERWET, Office 365871V U4
SWALZK D TNANAEThBWVWEEE, RETDIARMOHIBENRMNREZEB IS L


https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide

HFEETT, TO12H. F7UT—23 2V ICHEBRERHTY, Y422 Uk, Office 3657 7
D=2 3V ICHEBREBMOKGENZTCPERICKHNTARS ICEYICHAEITIMXEN HVUET
o CHICKRY), A—YH IV OXKEMBETCPEY > 32 QMMM 10 ~ 15BMIT B AL B V)
£9,

HTTPS7OF D ICE > TERITENBESHEBRESKOT I3 VIC& 2T, E#HRICHLOEE
NFEUET, Office 3657 7V r—>a v FBEOFEEZFEEICZ TR I, WANEHZOEE X
HEBHWICOBLUTWABRENDERICK > GEENELTDE, I—HFITIARVIVANETT
DU EEMNFHYET,

—EDOffice 3657 7V r—2 I3V IFIMBEOTLSINT X —2Z2FERATH L, HTTPS7OF> &
T7)r5—2a>sH—N—EONVRIIAMVBRETTEEFLA, Chid, AAEORKRIEFLE
RARBOERBICHKHETT, Ch%E, TLS Client HelloX ¥ £—=> TServer Name
Indication(SNI) 7 4 —JL RZ3#{E L & L\ Skype for Business B EDT TV r—a >  ElHEDYE
L, CORZTAVIEREINANARATEIUEN CUET, AsyncOS 11.8Tlk, BEIPT R
LADKIZCEDVWTRT T4V IOBNANATIEENBATHATEY), CO>F)FICH 0T
PEHOMBHEFIVIFEAZREATVEEA,

TEZRETT—hH
CLIE=%&

SWACLIC I, EELB7OERZUTIILZAATERTDZIAN RFBYET, REEINEOE
. prox7 Ot ARICEETBHEERERRITSZ IV RTT, status detail AX > Rik, VY—R
DEARRPNT A —IX D AICETRHAEEE (FERE., EATEHE, DEEE, #RlaL
) DEYICELTVET, cOOANY ROEAHIZRICRLET,

SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03
Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:

CPU 3.3%

RAM 6.2%

Reporting/Logging Disk 45.6%
Transactions per Second:

Average in Tast minute 55

Maximum in Tast hour 201

Average in Tast hour 65

Maximum since proxy restart 1031

Average since proxy restart 51
Bandwidth (Mbps):

Average in Tast minute 4.676

Maximum in Tast hour 327.258

Average in Tast hour 10.845

Maximum since proxy restart 1581.297

Average since proxy restart 11.167

Response Time (ms):
Average in Tast minute 635



Maximum in Tast hour 376209

Average in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701

Cache Hit Rate:

Average in last minute 0
Maximum in last hour 2
Average in last hour 0
Maximum since proxy restart 15
Average since proxy restart 0
Connections:
Idle client connections 186
Idle server connections 184
Total client connections 3499
Total server connections 3632
SSLJobs:
In queue Avg in last minute 4
Average in last minute 45214
SSLInfo Average in Tlast min 94
Network Events:
Average in last minute 0.0
Maximum in last minute 35
Network events in last min 124502

rate N> REFEATD L, prox7OANFERATBHCPUN/N—t>T—2, Requests Per
Second (RPS ; ER/® ) ., 8RTF v YL 1RHBRICEITDIVTILZA LBBIRRE N
F9. cOONVRIE, AT hBDERTR—U T &EKET. ILLVEIZRTRILET, cOIX
Y ROEDHIERICRLUET,

SWA_CLI> rate

Press Ctrl1-C to stop.

%proxy reqs client server %bw disk disk
CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds
5.00 51 1 147 370 2283 2268 0.6 48 37
4.00 36 0 128 237 21695 21687 0.0 47 38
4.00 48 2 179 307 8168 8154 0.2 65 33
5.00 53 0 161 372 2894 2880 0.5 48 32
6.00 52 0 198 328 15110 15100 0.1 63 33
6.00 77 0 415 363 4695 4684 0.2 48 34
7.00 85 1 417 433 5270 5251 0.4 49 35
7.00 67 1 443 228 2242 2232 0.5 85 44

tcpservices AN > RiF, BIREhL7O0CAOVAZVIR—NIBEITHBEHRERTLET, &
7Ot ANHBEE, PTRLABLIVR—MNDHEAEDBERRTENET,

SWA_CLI> tcpservices

System Processes (Note: A1l processes may not always be present)
ftpd.main - The FTP daemon
ginetd - The INET daemon
interface - The 1interface controller for inter-process communication



ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon

Feature Processes

coeuslogd - Main WSA controller

gui - GUI process

hermes - Mail server for sending alerts, etc.

java - Processes for storing and querying Web Tracking data

musd - AnyConnect Secure Mobility server

pacd - PAC file hosting daemon

prox - WSA proxy

trafmon - L4 Traffic Monitor

uds - User Discovery System (Transparent Auth)

wccpd - WCCP daemon
COMMAND USER TYPE NODE NAME
connector root IPv4 TCP 127.0.0.1:8823
java root IPv6 TCP [::127.0.0.1]:18081
hybridd root IPv4 TCP 127.0.0.1:8833
gui root IPv4 TCP 172.16.40.80:8443
ginetd root IPv4 TCP 172.16.40.80:ssh
nginx root IPv6 TCP *:4431
nginx root IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
api_serve root IPv4 TCP 172.16.40.80:6080
api_serve root IPv4 TCP 127.0.0.1:60001
api_serve root IPv4 TCP 172.16.40.80:6443
chimera root IPv4 TCP 127.0.0.1:6380
nectar root IPv4 TCP 127.0.0.1:6382
redis-ser root IPv4 TCP 127.0.0.1:6383
redis-ser root IPv4 TCP 127.0.0.1:6379
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128

prox root IPv4 TCP 172.16.11.68:3128



prox root IPv4 TCP 172.16.11.252:3128

prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25255
prox root IPv4 TCP 127.0.0.1:socks
prox root IPv6 TCP [::1]:socks

prox root IPv4 TCP 172.16.11.69:socks
prox root IPv4 TCP 172.16.11.68:socks
prox root IPv4 TCP 172.16.11.252:socks
prox root IPv4 TCP 127.0.0.1:ftp-proxy
prox root IPv6 TCP [::1]:ftp-proxy
prox root IPv4 TCP 172.16.11.69:ftp-proxy
prox root IPv4 TCP 172.16.11.68:ftp-proxy
prox root IPv4 TCP 172.16.11.252:ftp-proxy
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25256
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.21.11.69:https
prox root IPv4 TCP 172.21.11.68:https
prox root IPv4 TCP 172.21.11.252:https
prox root IPv4 TCP 127.0.0.1:25257
smart_age root IPv6 TCP [::127.0.0.1]:65501
smart_age root IPv6 TCP [::127.0.0.1]:28073
interface root IPv4 TCP 127.0.0.1:domain
stunnel root IPv4 TCP 127.0.0.1:32137
Logging

WebhZ 7 4 Y JREEEICEHNT, BHICEATVET, 7OFO0EAN ETLES, 7775
ATVAZBBIBDRNZ 74V IVNEBEBREEHNICBIMMEIZDCENEETT, ES{Lteh



ERNZ74vO0EEEEHN (EEHICIE)) ICFIVYILT, YA AN MBPAAN=ILDOF
BHERIARE—BLTVDR L Z2REITHIHLEN BV ET., Chik, Advanced Web Security
Reporting(AWSR) & £V OJEB R M, FLE 7V AOJ &2 >BEffisBashE i
PowerShell(SSH)OINX > RZFEAL TERITTEEET, £/o, RPSOBEEHWICHETML T, 1
AMFrE<O—RNSZVAENEBRT, PTSATVANRNT T4V IOOANA U ETRERT
I—LFA=—N—ICRRTZDEDICTDBAF—/NN—AY RFHDEEEBIDIHENHYET,

track_statsOJ 50 & ICBMEN, XEFURDprox7V7OLREFDAT DIV NCEREBETY
DHIOERO LI AVNEENET, NTF—XATIRZVITHBERIODDIE, &F
TELEERTOLAOFGELREEZRTEISIAVTT, cOEIZIAVICE, DNSILYOT YT
R, AVIVOOAF v U HE, TOMZS<OERAB7 A —ILRFIEENET, coOVE.
GUIXCLIA 5 IFERETZ 9, Secure Copy Protocol(SCP) ¥ 7= & File Transfer Protocol(FTP)A* 5
DHETIEATEET, chld, NTA—XVAORNS TN 1—TFT14 2V VRKICREEEROY
THA1H, HEICR-—VDIFTIHRENFHYVET,

Where can latency be introduced?

 External Services
« Internal Services

AV

O Q@@



Client side latency

+ “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

= May indicate an upstream issues-keep investigating!

= Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client ]
AV
WBRS ‘
AVC ° H
L]
v
’ e

DNS latency

*» The amount of time in milliseconds that the WSA waited for a DNS
response.

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%:>d ¥-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

AV DNS Egs
W'HHSP
DLP




Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : >a

%.<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

DNS
AD
LDAP
ISE
DLP

AV Authentication

WBRS P
AVC M

Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

* Calls for investigation of your upstream devices and WAN connection.

* access logs can show this in custom field % : >1

[ %=1 | X-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
ISE
DLP

AV
WBRS P

AVC




Server latency-transaction time

» The amount of time in milliseconds for the entire server-side
transaction to complete.

+ Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV
WBRS

e S
=

Internal services latency-not exhaustive

DNS

A AD

LDAP
ISE
DLP

AV Internal

See the user guide for all custom
fields associated with these values.

B% OSHDOJ1TIR60M L ICEEIAE N, BHE, RPS, VZ/4 7 MILH—NAOEREDNE
ARE N7A—XIRVAQERICEELZSZS DT A —I)ILRABENET, SHDOT1TOHIZEIXIC
RLET,

Fri
Fri
Fri
Fri
Fri

Nov
Nov
Nov
Nov
Nov

11 14:16:42 2022
11 14:17:42 2022
11 14:18:43 2022
11 14:19:43 2022
11 14:20:43 2022

Info:
Info:
Info:
Info:
Info:

Status:
Status:
Status:
Status:
Status:

CPULd 2.4 DskUtil
CPULd 2.6 DskUtil
CPULd 1.9 DskUtil
CPULd 2.3 DskUtil
CPULd 2.4 DskUtil

45.
45.
45.
45.
45.

7 RAMUt1i1
7 RAMUt1i1
7 RAMUt1i1
7 RAMUt1i1
7 RAMUt1i1

62
55
48
52
55

Band 11383 Latency 61
Band 10532 Latency 77
Band 7285 Latency 579
Band 34294 Latency 79
Band 8696 Latency 691



Fri Nov 11 14:21:43 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 49 Band 7064 Latency 140
Fri Nov 11 14:22:43 2022 Info: Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.8 Reqs 41 Band 5444 Latency 788
Fri Nov 11 14:23:43 2022 Info: Status: CPULd 2.2 DskUtil 45.7 RAMUtil 6.8 Reqs 48 Band 6793 Latency 820
Fri Nov 11 14:24:44 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 44 Band 8735 Latency 673
Fri Nov 11 14:25:44 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqs 53 Band 8338 Latency 731

access_logsiCld, X DUV ITANDEBERBBRERITINAZLT A=) RZEMNMTEERT, ch
S5M7 4 —=)LRIZIE, H—=/\NIEZ. DNSEER, BRTFAVAF ¥ FEBENEENET, ST
1—FT AT ICERITZIEERERENETDICEK. 71—I)ILRZOJVICEMTIHENf HVFE
T FATDINDARARLT A —)LROERIEHZRICRLET,

[ Request Details: ID = %I, User Agent = %u, AD Group Memberships = ( %m ) %g 1 [ Tx Wait Times (in ms)

, Response Header = %:h>, Client Body = %:b> ] [ Rx Wait Times (in ms): 1lst request byte = %:1<,

a; DNS response = %:

I
R

d, WBRS response

r, AVC response = %:A>, AVC total = %:A<, DCA response = %:C>, DCA total = %:C<, McAfee respon

s, AMP response = %:e>, AMP total = %:e<; Latency = %x; %L ]J[Client Port = %F, Server IP = %k



CNSDEASEEHEENDINT ANV ABHBRIROEHTT,

?Z§A74—k§ﬂﬁ

R

%:<a Web7’'OF N ERZEEL LE, Web7OFRATOELAN SBEESF

o ET2ETOHMIEH,

%:<b ANYR—DEICERELZH—/N—ICEZATCETTOSHERETT,

o< Web7’ OF A BERZRXFEL 2%, Web7OFDNSTOLANSKEESZ

o 1=?%$T®T§%HTF30

%:<h BUONARNDBICERAYA —ZH—)NICEEIAU T TOEFER,

oh:<r Web7OF I ABREREEL K. WebLE1F—3 32 74N SO

o BEHEIETDHETOSHIERE,

%:<s Web7OF A BREREEL %, Web7OF Y DANA I I 7RETOL

o AN SHEEZTRMDETOEEERE,

%:> H—\HDSDRADISE/INA N DIFHEIER,

%->a Web7’ OF RAETAOLAASOREESETHETOSEIERIC

o Web7OF AN BREZXEITDLEHICHERBFBNIrSENET,

%:>b ANYE—ZEBORERAXNDTTETCOEFHERETT,

%:>C Web7’ OF N TFARAIF YV 1D SREZ5AEDDICHEXERE,

%> Web7’ OFDNSTOEAASORBEEZETHETOEMIERD, Web7' O

o FUNEREEETHIEDICMELRBEFrSENET,

%:>h SUOISENA NOEBEOY—INAY & — DR,

opeor WebLE1F7—23>2 74 )N SHEEZZETHETOEFEEEIC(E

o Web7 OF VAEREXZETHIOICHERBEFArSEIRET,

op > WebZ’ OFOANA T ITRETOLAN SHEESET D ETOSBE

o BCE, Web7OF A EREEZETDOICHEZFRENfSENET,

%:1< FHLWIOSAT U NEEDSORIIDER/NA N OFEE™E,

%:1> GSATURNCEZRAENEBIO/INA N OSHEER,

%:b< DTZAT U RNEEOTTETCOSFEBEETY,

%:b> KENTEICTDTAT U NCEZAETNDETEHEORRM,

. Web7OFHNERZEELLEER, AMPAF YOI OO UASKEEZZET

o DETOSHEEE™E,

%:e< AMPAF YOIV UNSHEEZZETHDETOSHEZICIE, WebZ'OF
SHABREZETDEOICHELBEASENET,

%:h< BYUONABNDRBICEERBITAT MY A —2F OB/,




%:h> NYSE—2EN VAT NCEERAENDETOSFEERE,

Yo McAfeer\’—V“/_I“/?“/?b‘5¥UE’E§1§3‘6§‘60)%1%H#%3€:L1‘ Web7'0O0
' FOHNBREZRERETDILHICHELFEAFIreENET,

I Web7’OF N BREEEFEL LE. McAfee AR YV IV UASIKEEZE
' T B ETOFMEER,

%F DZAT > NEERR—KN,

%p WebH —/\K— K,

%k F—=RYJ—AIP7RLA (WebH—/NNIP7RLA),
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