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CORFIAXVRNTE, WebteF 1 UTATTZATAWSADEEAI IV T TR
(AMP)L> > > OEH|(INFO)S &K 7/ Y F/(DEBUG)O Y L X)L Mampvertisez 7> 3 (D)
THBALET,

BIRRA
4

ROERICETDHBAN BB ENHRENET,

- WSAHN' A 2V AR=)LEh&ErL I
CDTANLEATF—23 ETTFAILDHAEN
- BEBIILDITHE

. Cisco Secure Web7 7’5 AT > A

- SSH client

AT R-—FT B

CORFAIXNOABRE., BEDOYVYIRIITRN—RIDITON—2aVICREST D ED
TREHY)FEHA,

CORFIXNDEBERIEFE, BEOTSAREILHDT/NAARAICETVWTHEREELE, COR
FIAIXKRTHERATIINTOFNA R, B (F72I)IEK ) REORELASEEBLTVET
o RIFEBPOZRY ND—U TR, EAXVRICEK>TRZDAGEMNI HHEEETHHEL TL
eV,
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WSAE, T RRA4 NAAMPB KO O—HIAMPI> D EDHKEEZRHLET., AMPIE,
J77A4INLELIT—23a>8rV0T7 7)oz BEL T, FOFAMIILIITICRTSENI
DITHHERELET. WSALRKSBRIPEI D UNEgENATHY ., NTVYOITIRFI
YIODEICABTCTI7TANAF YO RETLET, ROV 3 THEITZOTE. AMPY S
D REEZEFThreat Grid Tk &<, WSAOAMPI > IZBEELTVET,

WSAAMPOJ O BMNZ TN a—F1427

AMPOYICT7OV+EALET, CLIZEALTOI AL, ampOJ ZtailE ldgrepL £ 9
1.SSHOZA T hENLTCLCAT A LET,

2.grepdN> RZAHNL., Enter¥—Z#H UL E T,

3 EXENDamp_logsOBHz A DL ET,

ARDATAVICBATIKEEWNGAT RS 714V 0 RERTIRHEERRF. OTFOKXRRBICATS
AVEBRLTLSEZWV),
5.Enter¥—Z#LE 7,

6.AUANRRIENET,

WSAAMPOJ R EZBLARILOBERIZFELET, ROV IV THATHZIETOEVZER
PRBLARILELETFNY T EREBIRTEET,

X AMPOJ ZBIRTDICE. AMPZAEAZWSAILA AR —IILTRBENHYET

o

AMP INFOLX)LoOY :

Wed Apr 27 12:21:26 2022 Info: Txn 18210 Binary scan on instance[0] 1d[1345]: AMP allocated
menory = 0, AWP used nenory = 0, Scans in flight = 1, Active faster connections = 1, Active
sl ower connections = 0

Wed Apr 27 12:21:35 2022 Info: Binary scan on instance[0] id[1345]:

filename[ npp.8.4.Installer.x64.exe] filem me[application/x-dosexec] file_extension[exe]

| engt h[ 4493047b] ampverdict[(1, 1, "amp', '', 0, O, True)] scanverdict[0] mal wareverdict[O0]
spynanme[] SHA256[ ecdcf497418a1988ebf 20c647acadc9eca7bc8569f d980713582acd0de011bal] Froni C oud]
upl oadr eason[ Enqueued in the | ocal queue for subm ssion to upload] verdict_str[Fl LE UNKNOMN]
is_slowf0] scans_in_flight[0] Active faster connections[0] Active slower connections[O0]

Wed Apr 27 12:22:28 2022 Info: File uploaded for analysis. Server:
https://panacea.threatgrid.com SHA256

ecdcf 497418a1988ebf 20c647acadc9eca7bc8569f d980713582acd0deOl11bal, Fil enane

npp. 8. 4. I nstal |l er. x64. exeTi nest anp: 1651044116 sanpl ei d[]

AMP INFOLRJLOOY (HE )

ampverdict[ (1, 1, "anp', '', 0, O, True)]
(anal ysi s_Action, scan_verdict, ‘verdict_source', ‘spynane’, malware_verdict, file_reputation,
upl oad_action)]

AMPFNY JL A 0OY :



Fri Apr 29 01:38:40 2022 Debug: Binary scan: proxid[3951] filenane[favicon.ico] |en[41566b]
readti ne[ 109. 721680nms] scanti me[ 2. 205322ns] anpverdict[(1, 1, 'anp', '', 0, 0, False)]
scanverdi ct[ 0] nal war everdi ct [ O]

SHA256[ e7a2345¢c75a03e63202b12301c29bb8b6bae7cef 9e191ed58797ec028def 7c4f] Froni C oud]

Fi | eNanme[ favi con.ico] FileM ne[application/octet-streani

AMP7 /N v J L X)L @O % (ampbechation):

anpverdict[(1, 1, ‘amp', "', 0, 0, False)]

ampverdi ct[ (anal ysi s_action, scan_verdict, disposition, ‘spynanme: policy nane if anp registered
with console’, file_reputation, upload_action, ‘sha256', ‘threat_nane')]

HHB7 14— REEATII

7Z4—J)LK {E

0, (&. Advanced Malware ProtectionA" 47 @ 7= & |
TAINOTY 7O0—REERLB, 2 ECEERLE
M1, (&. Advanced Malware ProtectionA" 347 @ 7= & |
TAINOTY7O0—REERLECEERRLET

0: 77A4INICEEREHVY)ERA

1. 77A4AINOBENERT, 774ILEAF Y En

Analysis_action

o~ e ATLI
AT v HE 27 FANAEYIHRALTINLELE
3: AFYIT—
BEYKREW: J7AIIUDNEENHD
Verdict_source amp: 7 7 14 )L
1:[EA ( Unknown ) ]
=T 27 IJ_>
=H 3: BEDHB(amp)
4: A% ¥R (AF TR )
ZAMP7ORTLAORI)D—HNFFERENTLVEVS
ANA ZR—L Simple_Custom_Detection:AMPF7 N7 L 4 OR 1>

FHEhTVWRES
True : 7 7 4 )LIEsandbox|C 58 EENE T
False:sandboxic 7 7 A )L ZEEE hix )

Sha256 SHA256
Threat_name AMPERZA 7 ICEI<KERA

BRE1E

- I R4 > MEFAMP & Threat GridDWSAE QS
cZFPANLEAT—23274ANBVTETFALLNGH
TIOZALNYR=—RERFIXVN-DROA AT A

Upload_action



https://www.cisco.com/c/ja_jp/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://www.cisco.com/c/ja_jp/td/docs/security/wsa/wsa_12-5/User-Guide/b_WSA_UserGuide_12_5/b_WSA_UserGuide_11_7_chapter_01110.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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