FMCTOFTD7 T—LA—/N—14 K> h ORE
£ 57

2E
B=

ElE s
EH%
FHTZIAVR—F B

=b§~§HEB

FMCTODZ7 T —=)FA=N—ARVK
ATV 71 EEMR)S —DEHK

ATY7 2. RUT—OEYHT

ATV 3. TI=NF—N—ARVKRTS—h

ATV T4 BREII—I)NF—N—ARV B

ATVT 5 NATPRASEVTFA XY S AR—R

IE 6 : R CLI

BE1E R

BE

@ RF 21X NTIE, Secure Firewall Management Center(FMC)GUITSecure Firewall Threat
DefenseD 7 T—)LA—N—AXR RN EZBELTOMITDAECODVWTHALET,

AR SR
25

ROERICETDHBAN BB ENFHRENET,

+ Cisco Secure Firewall Threat Defense(FTD)D/\A1 7RAZEUFT 1 (HAY QLY KT YT
« Cisco Firewall Management Center(FMC) D &2y 75 R EM

AT R—FT b
CORFIXNOBERE, ROVIRIITEN—RIITON—23a2VICETVWTVET,

» Cisco FMC v7.2.5
« CiscoFirepower93003/ ') —Av7.2.5

CORFIXVNOERE. REDFARELCLHAITNARAICETVWTERENELEZ, DR
FAXRNTEATEZINTOTNARR, JUTB(F7AIIK ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEOXNVRIEL>TRCDAEMNI HE2FEZ THOEIELT



<,
B=aAA

FMClk, BEBFA 72 IaREREAT >3 0MIC, FirepowerF/N1 ANDEBE Z—THDE
FTEL, VDZILERALBIRTBEOOT AR NODWICRIDTIZTAHINAR—TT
AAEREBELET,

7I—LFA—-N—-CBELTE. 7T—ILA—-N—DARNZFZHLTEEZIRETHOICRKRIL
DHLLWHBRAAM 2 Z—T I/ ALCMASNhTVET,

FMCTO7 IT—=)ILA—=/N—AXR> b

ATYT7T 1 EEMRYS —DBK

ANNARYS —TIlE, £Z 1—)LCluster/HA Failure Status A" T 7 # )L N TERICHE > TVETH
. SplitbrainF I Y VAT 3> ZBMI TR EELTEET,

EEMRYS—THAOA TS a2 &2BRIZTBICIE.,  System> Hedth > Policy > Firewall Threat Defense Health
Policy > High Avilability.

RORIZ, EEHR)S—OHAREZRLET,

Flrewa” _Management Center Overview Analysis Policies Devices Objects Integration

Initial_Health_Policy 2023-08-29 15:26:44 #
Initial Health Policy

Health Modules Run Time Intervals

DISk Usage L @
Warn ng thro hold Critical threshald

85 a0
Warning Threshold (secondary HD) Critical Threshold (secondary HD)

97 99
High Availability @
Cluster/HA Failure Status -
Firewall Threat Defense HA (Split-brain check) «)

~ Integration ® ]

BTAEOEREORE
ATYT2:RU—DFN)HT

FMCA S ERTBHART ICAL AR —HEWEHTSATVWR L ZH/IELE T,



R D—7EN)HTBIC &, System > Health > Policy > Firewall Threat Defense Health Policy > Policy Assignments & Deploy.

RORIC, HARTIZEEMRI S —ZBVWETEDHEZRLET,

Policy Assignments & Deploy

Select devices to which the policy has to be applied.
Available Devices Selected Devices
~ FTD-HA (H4)
10.82.141.169

10.82.141.171

Cancel Apply

HAZV) 5T
RO —HFE)HTSh, RFEhBDE, FMCRZTNZFTDICHBMNICERALET.
ATYT3: 7I=NF—N—ARVKNTZ—h

HADREICIWLU T, 7I—=ILFA—N—ARVRIHFRNIH—EhdE, T7I-IF-—N—EEZH
BAIBRYTTYTTI—RIFRRENET,

RORIC, EXENDTI—IIWNFA—-N—TF—hZRLET,



Devices Objects Integration Deploy Q, 60 4+ @ adminv | M cecuRre

—
Dismiss all notifications
t Pending (0) ® Upgrade (0) A Cluster/Failover Status - 10.82.141.169
SECONDARY (FLM1946BCEX)
FAILOVER_STATE_ACTIVE (Ingpection engine in
ather unit has falled(My falled services-. Peer
o ) A . failed services-diskstatus))
version Chassis Licenses ccess Control P PRIMARY fFLM'IEES'-JLQR]
FAILOVER_STATE_STANDEY (Check peer event
for reason)
A Cluster/Failover Status - 10.82.141.171 X
PRIMARY (FLM19389LQR)
FAILOVER_STATE_STANDEY [Other unit wants me
Standby)
PRIMARY (FLM139389LOR)
FAILOVER_STATE_STANDEY_FAILED (Detect
: F241-24-04-FPRIK-1 cisco.cor : e i i
with FTD 7.2.5 = 5 id Essentials, IPS (2 more...) ETD HA Inspection engine fallure(My failed services-
8l Security Module - 1 diskstatus. Peer falled services-])
) F241-F241-24-4-FPRIK-2.clsco.com:d ) o © Disk Usage - 10.82.141.171 X
th FTD 7.25 : Essentials, IPS (2 FTD HA
wi & security Module - 1 ssentials, IPS (2 more...) Ingfw using 98%: 186G (5,56 Avail) of 191G

7= F-N=TZ—h

T, XOBRICBEI TS C&ETEEXT Noafications>Hedth / T—)LA—/N—ODAINATZ—K%&
B"BENLXLET,

RXOEIZ, notificationsD FTO 7 I —)INFA—N—TFF5—KZRLET,

i 1 i
Firewall Management Center Overviow Analysis Palicies Devices Objects integration peploy O, @ @ admine | Wb
—_—
Daplayments Upgrades @ Healn Tosks -
View By Group -
Al {2)  @Emoe(2) @ Waeing (0} Cfine (0] & Mormal (3} Deployment Pending (0)  ® Upgrade (0) [ 20wt |
—
0 Smart License Monitor Smarn Agont is not registored with Smart Licensing Cloud
@ URL Filtering Manitar LIRL Filtering registration failuse
Hamn Muoes Versian Chassis
+ Ungeouped (1) Devicas

10.82.141. 169
O interface Status Ireriace "Ethemet 112" is not r

.. FIE-HA Interiace "Eemet /3 is not rece
High fwailaisty

Ty packets
Y packets
Interface "Ethenet]/d’ s not recoiving any packets

10.82.141.171
Disk Usage ngiw uSing 08%: 1866 (5,46 Avail) of 1916
4 1042141.169(Sacondary, Activs] e ey cnE L s @ Disk Usage e ising U8%: 186G (5.46 Avail) o 191G
b @ lnterface Status Interface "Ethemet] /2 is not recehing any packets
Irerias 113 is not rece ¥ packels
" §oE g Intenlace “Exhemel] 4’ is not rece W packels
10.82.141.1 71 [Primary, Faibed) P ik R
A a e ,I ik Firepower 9300 with FTD 7.285 el sl

HAB 40
ATY7 4. BET7I—ILA—-N—AXKV K

FMCE, BEICRELETI—INA—N—ARNERENITDIFEZEREBELET, /1RO NE
TAINRITFTBICIE. sysem>Hedth > Events > Edit Search Module NamelZ Cluster/Failover Status%
BELET, Fh, AT—RARAILESTVWTT 1IN R %ZBRATDIEETEET,

RO, 7T=NFA—N—ARRNZTAINE) T IT2HEZERLET,



General Information

Module Name | Cluster/Failover Status
Value
Description

Units

Status I Warning

Device

TI=)NA=N=T1)INEZXY -

BEDHROANRY NZERRIIDLSICHEAREZHABTERT, KYORELZLEEITBICIE.

System > Health > Events > Time.

RO, BRAREZWRETDHEZRLET,

i I r nent L.ente
Firewall Management Center R e Anatysis Policies Dovices Objects Integration pepioy @, @ & @ adminv Sl
s 1V
" 3811
Expanding
* Sanrch Constraints (Ec Seorch Save Senrch) eoe 2023-09-28 1114
Health Monitar  Table View of Health Events A& Mot Secure | W9S:110.62.141,165/dateflime_range.caiTpage_type=Health%2 OMonitoring&lormname=evenformBstar_and=169582692
Health Monitoring Time Window Preferences
Nama X Nama X ® Statun ¥ *
|| Expanding Time Window i
3
- Presets
B3-05-27 19-09 3 a3 397-60-98 111 Y
2023-05-27 11:02 1w : 02w 2023-05-28 11:14 Laat Current
'
Seplember 2023 "
b
&
&
; Synchronize with
. 'y
- i
20
27
10082141171
i 1082141071
1y, 12 minates " 10.82.141.169

1082141171

'y
=3 A R

BE7(ILAR

AR NHFBFEEINIZS, TOANRNOEREZEFTE TS -HIC, [Description)d FIZA—V I %
BEEET,

RORZ, 7T—=)ILFA—=—N—0OEBHZRLET,



—+ Firewall Management Center

Chendew Analysis Polickes Devices Objocts integration
¥ Spanch Consiraints (Edit Search Save Search)
Health Monitor  Tabile View of Health Events
Tast Name % Description x
Clustor/Falovor St Clustor/Fatover Stats 2023-09-28 11:41:52

7 I=I)LF—N—DOFH

ATVYVT 5 NATRATZED) T4 F Y 1R—K

PBRIMARY (FLM 1330008 FAILOVER_STATE. STANDEY. FAL,

Deploy O, @ £ @ adminv
3 | Reparting | Wondlows,, | View Bookmarks |
12 26 12:38:42
Expanding
U =
a i 1082141171

TI=)NF—N—%ERTDES1DDHZEIE. System> Heath Montitor > Select Active or Standby Unit.

HAEZ R IE. HABLTREU > I, BERNRAEZ—T I A, ROL, EAZY MOTZ—h
NDAT—RAICEIZEHRERHLET,

ROEIIC, HAEZ 2= RLET,

1, Firewall Management Center

Overview Analysis Palicies Devicos Objects Integration
Monitoring Health: 10.82.141.169 | @ Critical |
cPu Memory Interfaces Connections Snort ASP drops
Memary
A
Connpction Statistics Process Health
Connections
o Bt s
M
I ”
1 Yo M .
iy LA N -

Disk Usage
Entire Disk
1

ANNARTZT1499

GCritical Pactitions

Inafe

']

All Frocesses

o @ o @ admine | Bk

Deploy

Lo e B

2023-09-28 11:47 - 2023-09-28 1247

Thranaghpat Awg - all inberfaces

| \ i\ { |
II|I'I |I. ||I.!II [|IIL
1
I | ,
High Availability
el Y ® ¥egh umlanisny Link Secondery ¢|
T Seedy A i Acthv {11 hours age)
Monltored Interfaces . Horma
z ®un

To7—RhZ/RENLTDICE + System > Heslth Montitor > Select Active or Standby Unit > Select the Alerts.




Firewall Management Center

Lk ] R e e
—2aitn ¢ VoIt

Overview Analysis Policies Devices

Health: 10.82.141.171 (Standby - Faied) | @ Cfiti533|

Monitoring e
View System & Troubleshoot Detl
TaF Home Overview CPU
¥ Firewall Management Center | O
. CPU
+ Devices (2) g

- ; Data collection for CPU

« FTD-HA A or no data may be show

v 10.82.141.169

» 10.82.141.171 =

FTD-HA (Ha-Standby - Failed)
= Critical
0 |

82.141.171
Alerts: 1 2 |
Top 5 Alerts

! Disk Usage [
! Interface Status

17

& Firewall Threat Defense HA (Split-brain check)
Snort Identity Memory Usage
@ Configuration Resource Utilization

TZ—=h

TZ7—hDOFMZERTTBICIE,

View al alerts > see more.

RORZ, 72—V FA—N—OREREBIDIETAARAVAT—ZAZRLET,

Health Alerts - 10.82.141.171

2 critical 0 warnings

@ Disk Usage
fngfw using 98%: 186G (5.4G Avail) of 191G see less

Local Disk Partition Status

Mount Size Free Used Percent
fmnt/boot 7.8G 7.3G 208M 3%
1.8G 1.8G 3.4M 1%

Jopt/ciscof/config
fopt/cisco/platform/flogs 4.6G 4.3G 19M 1%

460G 43G B23M 2%
684G 498G 187G 28%
191G5.4G 186G 98%

fvar/data/cores
Japticiscofcsp
fngfn

@ Interface Status
Interface 'Ethernet1/2" is not receiving any packets
Interface 'Ethermet1/3 is not receiving any packets

@ Appliance Heartbeat
All appliances are sending heartbeats correctly.

L & Mitamatie Aanlicatinn Runace QStatinie

X

7 normal

Export Run All

Sep 28, 2023 12:47 PM

Interface 'Ethernet1/4’ is not receiving any packets see more

Sep 28, 2023 12:47 PN
Sep 28, 2023 12:47 PM
Can 77 2NI%S ¥ 7 DA

Ob

Snc




75— O
FIE 6 : BREXIHKCLI

BEIC. FMCICBI T2 EBINEHMZUNET S /= IZ. Devices> Troubleshoot > Threat Defense CLI & S 8],
DeviceX®XRITITB2 AN RBEEDNTA—ZZREL ., Execute

RO, AN ROBIZRLUFET sowfaloverhisory 7 T—IILA—/N—DEZEZHFETESDFMCT
RITTEET,

Firewall Management CG.EI‘TTE‘I' . Overview Analysis Policies Devices Objects Integration
——————
Device 10.82.141.169 v
Command | zhow v Parameter | failover history
Qutput

other unit has failed
due to disk failure

05:28:05 UTC Sep 28 2023
Active Drain Active Applying Config Inspection engine in
other unit has failed

due to disk failure

05:28:05 UTC Sep 28 2023
Active Applying Config Active Config Applied Inspection engine in
other unit has failed

due to disk failure

05:28:05 UTC Sep 28 2023
Active Config Applied Active Inspection engine in
other unit has failed

due to disk failure

(o | I

7I—ILF—-N—BFE

BYIE 5 ¥

. FIDONAFRASEYF 4
« Firepower 77’5 A T ATO FID S AM DERE
s TUO_HIL HR—KRERFI XD -Cisco Systems



/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/high_availability_for_firepower_threat_defense.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



