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<#root>

>

configure network managenent-data-interface
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Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices, Set up a Secure
Device Connector

ASH Multiple ASAs FTD
Acaptive Security Appliance Adaptive Security Appliance Cisco Securg
{B.d+) [B.4+) Firewall Threat Defense

Meraki Integrations AWS VPC
keraki Security Appliance Enable basic CDO functionality for Amazon Virnual Private Cloud
ntegrations

Due z7>

Duo Admin Umbrella Organization Import
Duo Admin Panel View Umbrella Organization Policies import configuration for offline
fram CODG managament

FTIDO A R—F 12T

AT Y 73 : #7232 Use CLI Registration keyZ iR L £ 9,

£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

fter on rding. Learn more (£
Firewall Threat Defense 2Dl

= = =
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD 1o 2 supported cloud
an the device using the Command configured devices using their seral environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) (FTD 7.2+)

CLIZEZT—nER

AT Y 7 4 : configure managerN > RASBHBL TCLIF—Z2IE—L £,



FTDv-Azure

Access Control Policy: Default Access Control Policy

Performance Tier: FTDv, License: Threat, Malware, URL License

Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (47

Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-cisco-systems--slkaau.app.us.cdo.cisco.com
t67mPgCBcANEGHZNRhhTUDApoWARdRr7 YJgFWzmpnfbJEWANBeHTARXnod9E7cle cisco-cisco-
systems--slkaau.app.us.cdo.cisco.com

ECLIF—EF, A 7LXZAFMCZEALZFTIDOBRRTHEAT NI ERNE—HLET,



ZTITR, BEERRTNAAINATFNA ADERICHDHECEREFTTILSIC
NAT-IDZERE T&E £, configure manager add <fmc-hostname-or-ipv4> <registration-
key> <nat-id> <display-name>

ATY75: XY RZFTDCLICEEY R ITERT. BEAKILELBEERE. ROXYE-—D%%
EI2LENFHUET,

Manager cisco-cisco-systems--slkaau.app.us.cdo.cisco.com successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

FIE6 : CDOICRY . NextZO Y O L&ET,
'ﬂ' Subscription License Performance Tier: FTDv, Licen:

@ CLI Registration Key 'I;;.H

[ ] ] St iy ST
, Ensure the device's initial

:::.?'l Copy the CLI Key below al

configure manager adc
t67mPqCBcAWGGHZNhRKTL
systems--slkaau.app.L

[Next) 20 UY O L&ET,
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T, BRVOELADAT—RAZHETBRICRE. T—EAR=DOFNA AV 07UV IL
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FIE 7 : Tools & ServicesR—I A SFMCIZF79EALE T,
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AT Y 7 3 : Manager Access® 7 T. Enable management on this interface for the manager¥ T
YIORY DRAEFIZLET,

Edit Physical Interface Q

General IPv4 IPvG Path Monitoring Hardware Configuration Manager Access Advanced

Enable management on this interface for the Manager

Available Networks C —+ Allowed Management Networks
Q, Search any
any-ipvd
any-ipve [ Ada

IPv4-Benchmark-Tests
IPv4-Link=Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

s ] m

RE=DYOT I EADEML

ATV 4:General BT T, AVE—TIAANEFIVFAV—2ICEIYHTShTVWB D
EEBEEL,. OKEVUYOLET,



Edit Physical Interface 7]

General IPvd IPvE Path Monitoring Hardware Configuration Manager Access Advanced
[

Marme:

outside-2
Enabled

Management Only

Description:

Mode:

None -

Security Zone:

outside2-sz v I

ART—ZAVE—TIAADEF1IVT1V—=2

ATY T 5: T, MADAZ—7 I A AICManager AccessZI N FFshizZ&ICFEBL
TLEEW, E8(1C, T7TFARIVF—BZAEZ—TIAANBOEFI1 VT4 U—=2ICEV)EHT
ShTVWBEZHIELET,

FTDv-Azure Cancel
Cisco Firepower Threat Defense for Azure
Device Routing Interfaces Inline Sets DHCP WTEP
——
Q, Search by name Sync Device Add interfaces «

Interface Logical N. Tyr Security Z.. MAC Address (Active/Standby) IP Address Path.. Virtual Reo..

@ DiagnosticOf0 diagnostic Phy Disa... Global ra

@ GigabitEthernat0fdg outgide-1 Phdl outsidel -z 10.6.2.4/255,255,255.0(5tatic) Diza... Global ra

@ GigabitEthernat/ outside=2 Phy outside?-sz 10.6.3.4/255. 255 255 .0(Static) Disa... Global ri

12 8—7 I 4 AREDH

RDED23VTRE, ATY 76 ~ 10, COOILEETHHIC22O0FTANDOTFT7 AL
—hNERETDEZBANEL, ETF7FLNNIL—NEFHIALLESLARZ YR T7OEAICL
DTEZZENEKT, SLARTZYFITIL&LY, BERXNRAVE—T T4/ A%ZEAL TedFMCE
BEIZILHOEENANFETD LN RIASIAET,

F)E 6 : RoutingZ 7 ICBE L., ECMPX_Z1—THADA V) RX—T I A ARAEELHL VECMPY
—ZERLET,



Add ECMP

Name

outside-acmp

Ayailable Interfaces Salected Interfaces

autside-1

outside-2

[ Cancel . OK

ECMPY —> ORE
OKZO v oLT, &#ELZFET,
FI)E 7 : Routing®X 7 » 5, Static RoutesliCBEL £7,

T7ZARVIL— L Z2mETHICRK, ETAOAVZIVIYILET, TZ7AREBEEZIUYILT
 HLWSLARS Y F 2 IAT DO R EZEBMLET,



FTDv-Azure

Cizco Firepower Threat Defensze for Azure

Davice Raouting Interfaces Inkine

Netwo

¥ |Pwt
any-ipy

¥ IPvt

Edit Static Route Configuration

Type: * IPvd IPyG
Interface*
outside=1 -

{Interface starting with this icon [%Bsignifies it is available for route leak)

Available Network O + Selected Network

0, Search Add any-ipvd

IPvd-Benchmark-Tests
IPv4-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8
IPvd-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination

Gateway
10.6.2.1 - +

Metric:

1

Tunneled: (Used only for default Rowte)

,m3

Route Tracking:

T7ARVIL—NEmMELTSLANT Y F T ZEBMT S

LT ...

7]

4 Add Route

latric Tracked

L1}
%]
Gl

ATV 8 BEEMNBSLARS Y XU JICHEBEBNT X=X, RORTRARTEIATVET
o A 723>, Number of Packets, Timeout, FrequencyZ&EDMDREZFAETEET,



Edit SLA Monitor Object

Frasquincy (seconds):
&0

i

Threshold (milliseconds);
S000

Data Size (bytes):
28

Mumber of Packets;
1

Available Zones
0, Search

outside?=-sz

ISP1DOSLARNZ Y ¥ T ORE

Dascription;

LA Monator 1D

1

Timaoast [milliseconds);
2000

ToS:

Manitor Address®:

— ]

Selected Zones/interfaces

]

| cancel | B



OB Tk, outsidelf Y EZ—T IS ARAZNLTA UV RX—FXY N (BKRTCDO) IZEETS
FTDMeEZ EEfR T 5 -8 (C, Google DNS IPAERAENhEL I, EFHNITELS, okZ2 VUV D
LET,

E FTDARRA 2 R—T IA AN SEETRTH D ERABFHDIPZEHRL TVWD L%
HMABLET, HETEBIPERORNT Y VERETDE, COFIDTT 7 AL RNIL—KH
AL, COOL DBEHENFILLT D AREMN DB ET,

ATY79:Savez v oL, ILLWSLARSY X INTSAR VA R—T I A A%RIET
I—KIZEYYETEsNhTVWB 2B LET,



Route Tracking:

outsidel-sla

HNE1SLARNZ v X245

OKZOUYIUTRE, ROBEXYE—DERIRYTTYTHARTENET,

Warning about Static Route

This Static route is defined on the
Defense Orchestrator Access Interface

Ensure the change is not affecting
connectivity to the device

9540

I3

P==3
=

ATY 7 10: AddRoute#47°’>a>&# o)y oLT, ARTF—ZFAEA—TIAAOFHLWIL—
REEBMLET, XORTE. L—ROXRKNDYOEFABALUTHDEICEFELTLEEY, T
=. SLARNSYFJICIFEBDIDNE V) YHTSNTVET,



Add Static Route Configuration L7

Type: @ IPva () IPvB

Interface*

l outside-2

(Interface starting with this icon |% signifies it is available for route leak)

Available Network C + Selected Network

o/

[ Q, Search any-ipv4
'

IPv4-Benchmark-Tests

IPvd-Link=-Local

IPv4-Multicast

IPvd-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
‘ 10.6.3.1

(1 - 254)

Tunneled: j (Used only for default Route)

Route Tracking:

outside2-sla v | 4+

Cancel (0].4
=3

TRAZTA4YI)—KDEE



Edit SLA Monitor Object (7]

Description:

outSide -l

Frequency (Seconds): SLA Monitar ID*:
60 2

Thegshold (milliseconds); Timeout (milliseconds):
000 SiE0

Data Size (bytas): ToS:
28 1]

Mumbér of Packats: homator Solddress

1 [
Avallable Zones
O Search Selected Zonesfinterfaces

L L

I Cancal | m

METF—ZRZAVE—TIAADRTZYFTDRE



[Save] 20U Y O LET,

ATY 7T MBEIZELU T, Device > ManagementTEAV AV F—RA 22 —T T4 AIPEEE
TEEY, EL, REOAAR—F AT AXNTRCLIEFEFF—TOLANfEATND 2O,
CNEHETED)EEA,

FTDv-Azure

Cisco Firepower Threat Defense for Azure

Routing Interfaces Inline Sats DHCP WTEP

Rules: UTC (UTC+0:00)

Health Management

Status: - Remote Host Address: NO-IP
Policy: nitial_Health_Policy 2023-06-29 17:28:08 Secondary Address:

Excluded: Status

Manager Access Interface:

Manager Access Detalls:
(A7°>3 2 )Management7 1 =)L RCARTF—ZA 2V EZ—T7 I 1A ADIPEEELET

ATYT 12EEZRRALET,

(A7 NTIOTATINYITFTYTAUVR—TIAAFE—RDA U R—TI
AADANERELET,

T7AILRNTR, F—RAUEX—TIAALORRERREZ VROV ZFEALT, @HOA
VEBR—TIAABICEBNS 714V 0 ZDBLET, £E. —FOWANU D IOFTEHIEBNES
—BHEWEREL, COVVIOBRTSAIVERBYIICLT, £85—F&2NYIOT7v77&LT
BIBEK., 7FANXVDOODARNENUC, NV OTY TV OOIARNE2ICRELE T,
ROBITE, 4> 2—7 I 4 AGigabitEthernet0/0N" 74 X UWAND > Z & L THEE h,
GigabiEthernet0/1A"/NY O 7Y 7EB) V& L THEL TLWET,

1. Devices > FlexConfigl) > V7 IZ#BE L. flexConfigriR') —&#ER L £9, flexConfigriR') = —H°
I TICEREEN, FIDICBEIYH TSN TVWBREERE., ThEHEELET,



Devices Objects Integration

—
Device Management VPN Troubleshoot
Device Upgrade Site To Site File Download
NAT Remote Access Threat Defense CLI
QoS Dynamic Access Policy Packet Tracer
Platform Settings Troubleshooting Packet Capture

| FlexConfig Site to Site Monitoring
Certificates

FlexConfigX —1—~\OT7 o7&

2. 5L LFlexConfig# 7 T 9 N EERL £ T,

FlexConfigZA 72 T U NCRHIZHITET,

Deploymentz 2> 3> ETypet V2 32T, Fh¥EhEverytime& AppendZEIRL £7,
K221 RT KD, 1 2F—T7IAADIDARNZROOAN RTHRELE T,

[Save] 20U Y IO LET,

<#root>

interface G gabitEthernet0/0

policy-route cost 1

<=== A cost of 1 means this will be the primary interface for management communication with CDO tenant.

interface G gabitEthernet0/1

policy-route cost 2

<=== (Cost 2 sets this interface as a backup interface.



Add FlaxConfig Object

L]

d Copy-pasting any rich i might inbrockcs ling broaks whils generting CLL Pleaso verily the CLI Bsfone doploymaent.

Inset = Daployrrent | | Everytime - Ty | Append

intacface GlgabitEthersatds/o
policy-Toute cost §

Lnuerface GlgabitErhernetds] 4
policy=route cost 2

FlexconfigZ# 7' T N Mi& N

B HICRT LD, REERLEATZ TV MNEIRIRL, BIRL I=FlexConfigsiBilEo > aiC
EBiMLET, EEEZREFL, REZRHEALET,



i ™ Defense Orchestrator

eoocanfia Paolicy

Analysis Palicies Davices Objects Intagration

MyFlexconfig

Entar Description

"8 Selected Prepend FlexConfigs
Avpilable FlexConhg e

FlexConfig Object

] Mame

x

~ User Dafined 2
h.........d1

~ System Defnéd

"3 Default_DNS_Configure

=2 Default_inspection_Protocol_Disable

*& Defaultl_inspection_Protocol_Enable

"8 DHCPvE_Prafoc_Delegation_Configure
- DHCPwE_Prefix_Delegation_UnConfigure
*3 DNS_Configure

8 DNS_UnCaonfigure o7 Selected Append FlexConfigs

*3 Return Home | Daeploy

Description

Description

Q O & @
S

Cancel

| Preview Config |

Palicy Assignments (1)

& Eigrp_Canfigur ] Name
"3 Eigrp_interface_Conhgure

1 InterfaceCost
F Eigrr

3 Elgrp_Unconfigure_A
& Inspect_IPvE_Configura

=7 Inspact_IPvE_UnConfigure
B 1515 _Conhguri

"2 1515_Interface_Confguration
<8 1515 _Unconfigure

=7 1515_Unconfigura_All
il

FlexconfigrlR U —AD AT T O NDEIV) YT
4. ZEZREALEY,

=3
A

1. BRI DI, shownetwork AN REFEALEXT, TREBAEX—T I/ ADHLVWA>

ABVANFERENKT,

> show network

<<m—mmmmm o output omitted for brevity ---------- >>
[ ethO0 ]

State Enabled

Link : Up

Channels Management & Events

Mode Non-Autonegotiation

MDI/MDIX : Auto/MDIX

MTU 1500

MAC Address 60:45:BD:D8:62:D7

---------------------- [ IPVA J-mmmmmm oo

Configuration Manual



[ GigabitEthernet0/0 ]

State : Enabled

Link : Up

Name : outside-1

MTU : 1500

MAC Address : 60:45:BD:D8:6F:5C

Configuration : Manual
Address : 10.6.2.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

[ GigabitEthernet0/1 ]

State : Enabled

Link : Up

Name : outside-2

MTU : 1500

MAC Address : 60:45:BD:D8:67:CA

Configuration : Manual
Address : 10.6.3.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

2. AR —T7 T4 ANsftunnel RXA > O—ZBICZV)EFLE, ZhiE. show sftunnel interfaces ]
Y > R &show running-config sftunnel 1Y > R THERRTEE T,

<ffroot>

>

show sftunnel interfaces

Physical Interface Name of the Interface
GigabitEthernet0/0 outside-1
GigabitEthernet0/1 outside-2

>

show runni ng-config sftunne

sftunnel interface outside-2
sftunnel interface outside-1



sftunnel port 8305
sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346

BRIV —AR=ADIIL—RNEBHHNICARILTIORENET, AV X—TIAAJANZEEL
B2 =B E . adaptive-interface 7’2 a7V ROEVMEBZREL T, MADA > X —
JIAABTEBRNS 74V ODOO—RNZ T ITVET,

<#root>

>

show runni ng-confi g route-nmap

route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346 permit 5
match ip address FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392
set adaptive-interface cost outside-1 outside-2

>

show access-|ist FMC_GEN 056473829 RBD DUAL_WAN ACL_165748392

access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392; 1 elements; name hash: 0x8e8cbh508
access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392 Tine 1 extended permit tcp any any eq 8305 (hi

4. show running-config interface <interface> AN > RZFEAL TA 2 —T7 I/ AREZRZEL
X7,

<tfroot>
>

show running-config interface G gabitEthernet 0/0

|
interface GigabitEthernet0/0
nameif outside-1

security-level 0

zone-member outside-ecmp

ip address 10.6.2.4 255.255.255.0
policy-route cost 1

>

show runni ng-config interface G gabitEthernet 0/1

interface GigabitEthernet0/1
nameif outside-2

security-level 0

zone-member outside-ecmp

ip address 10.6.3.4 255.255.255.0



policy-route cost 2

W<OADENINY REZFEALT, RESNIEIL—MNORNTYFU T 2BFTELRT,

<{froot>
>

show track

Track 1

Response Time Reporter 2 reachability

Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00

Latest operation return code: OK

Latest RTT (millisecs) 10

Tracked by:

STATIC-IP-ROUTING O

Track 2

Response Time Reporter 1 reachability

Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00

Latest operation return code: OK

Latest RTT (millisecs) 1

Tracked by:

STATIC-IP-ROUTING O

>

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.6.3.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.6.3.1, outside-2

[1/0] via 10.6.2.1, outside-1
255.255.255.0 is directly connected, outside-1
255.255.255.255 is directly connected, outside-1
255.255.255.0 is directly connected, outside-2
255.255.255.255 1is directly connected, outside-2

« JRAQOT VAN R=—p XD O—R
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