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License

Lizense Types
Performance Tier: | FTDuS - 100 Mbps

Export-Controlled Features:
Malware Defense:
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Firewall Management Center

Remote Access VPN Policy Wizard

o Polcy Assignment % Conrection Profle Secwre Cherl 4 Access & Certificate Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you thrcugh the " confgurs the Remete Badors you i, srers the Tollowing Conlgerslion
Ar N polcy With I new user-cefined elemants 1o be © place 1o compbete Femobe Access
M . VPN Policy.
Ha

fivpn -ao0-con-

icvpn-a0a-ceri-auth Authentication Senver
Description

Confgune LOCAL or Realm or RAL
or S50 to authenticate VPN clients

Saecure Chant Package

VPN Protocols:

pioaded o you have the relevast Ch
tials to download it during the wizand

s8L

Paie-IKEVZ
Davice Interface

Targeted Devices;

knterfaces shou

eady conbigured on tageted
n be used a5 B Secuxity 2coe
able VPN access.
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Remote Access VPN Policy Wizard

1) Podicy Assgnment @) connecion Protie Secure Chant 4 Access & Cerlifcate

Connesction Profile;

Connection Profiles specify the tunnel group policies for 2 VP
howe Al is accomplished and how addresses.
are defined in group policies.

* | fidvpn-pag-casi-puth

I © This name is contgured as & connection alias, it can be used 1o connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specity the method of authentication (AAR, cenibcales or both). and the AAA servers that will be used for VPN
connectons

(=
LOCAJ +
a2l
Py
%) Map specific field se entire DN (Distinguished Name) as usemame

GN (Commeon Name)

10U (Organisational Unit)
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Add New Local Realm 9 X

Mamet Description

LocalRealmTest

Local User Configuration

»~ sEVPNCEentCN

Lisernanme

S3VPNClientCMN
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Clhient Address ASsignmment:

Chent IP addeess can be assigned from AAA saner, DHCP sarver and I address pools. When multiple options ane
selected, I[P pddress assigriment i iried in the order of A8A senver, DHCP server and I address pool

L Al Sapver (Pealim o RADILS andy] @

Lise [HCF Sarvers

,,._- IP fiddieis Paols
Il Auddeess Fopds

IPviE Address Pools i
IPv47 RL A7 —)L®EM
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« N A7:255.255.255.0

Add IPv4 Pool o

Mame*
ftdvpn=-aaa-cert=pool

Dascription

IFvd Address Range®
172.16.1.40-172.16.1.50

Formal: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask®
255.255.255.0

Allow Overmndes

.‘Ct-"'II"IJL'E' cessle Oermies i e FOOressE Do SSyedt 1o
weoid 1P aidress oonlicis i case of obpect B shared BCr0ss
mutipde devices

»  Override (0]

lpvd7 RL A7"—)L O F4f
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Group PolicylZBEH D#ICHB+REZ V)Y I LET,

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* -

Edit Group Policy
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- & #i:ftdvpn-aaa-cert-grp
« VPNZ'ONJL:SSL

Add Group Policy Q

Name:*

fidvpn -aaa-cert-grp

Description

General Secure Client Advanced
——

specily the VPN tunnel types that user can use. At least one tunnshng mode

IP Address Pools sl b confioured for users to connect over a VPN tunnel
Banner i

DNS/AWINSG IPserc -IKEV2

Split Tunneling

TIN—=TRIS —OFH
FR7 :#BE7O77ALNROEFITIOZAT R X—2 DK

secure client image fileZi#RL ., NextRX>Z2 01U Y ILET,
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Remote Access VPN Policy Wizard

1) Policy Assignmant ') Cannection Profile ©) securs Client + | Access & Certicate 5 Summary

L 1 a . i

=]
B
AaA
Secure Client Image

The VPN gatewary can sutomatically downiload the latest Secure Client package 1o the client device when the VPN
connection (s mtated. Minimize CONMECTion setup tme by choosing the appropriste OS5 for the selected package.

Download Secure Client packages from Cisco Software Dow
<o Cllont Fi8e Diject Nama kage N Oparating
[n - » 362-webdep s

Secure Client Image ®iE3R
ATV 8 BRETO77ALNDOT VEAEMAEDORE

VPNiE#z (- Security Zone%Zi#IR L, Certificate Enrollmentl BB O#ICH B+ REX &2 IV YILE
CB

c AVA—=TIARTIN—=T/F21)FT 4 —">2:outsideZone

] irawall Management Center . -
1, Firewal g nt Overdew  Aralyss  Polcies  Devices  Objects Flagratin

Remote Access VPN Policy Wizard

1) Policy Assignment 7| Connection Prafile 3| Secure Chent D rcoess & Cenitonne 5 | Summary
2 4 . Lk
O - = ]
Asmote m - )
pree Securs Clint vice
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Metwork Interface Tor Incoming VPN Access

Select or crex
vl gecas, bo

& Group o a Security Zone that contains the network intertaces users

outsicelors ] |+

Enabie OTLS on member interfaces
A A the devices must have inter/sces. a3 part of the Ineriace Group/Security Zone selected

Device Certificates

Dwice cavtficate (50 called iantity cartihcste) iden

VPN gatiway 1o th remaote access
tF1UFT Y- DER
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79,
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Add Cert Enrollment

Name*
| fdvpn-cert

Descripbon

Ci Infoemation Canifcale Pasamebers Ky Hevacation

Enrollment Type: | PKCS12 File v

PECS12 Fde* | mdCer pix

| Browse PKCS17 File

Passphease* - |

Validation Usage: [ WPsec Chent [B) 551 Chent SSL Server
Skip Check for CA flag in basic constramts of the CA Certificate

Cancel Caem

FTDEERRE 0B 0

Access & Certificate™ 1 '— RTA DL =EHREEFEL . NextREZEVUYILET,
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Firewall Manﬁgem_e_m Center Overview  Analysis  Poiicies  Dewices  Objcts Integration Depiy O @F £ @ wmn

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Proble ¥ | Secure Chent ° Access B Cenibcae L)

s

Cat

Metwork Interface for Incoming VPN Access

Sebect of create an Inserisce Group of 8 Securty Zone that containg the network ineriaces users

outsideZone - I+

‘Enabie DTLS o membes intertaces

A AR Ehy deneces must v inkerfaces o3 paet of the Iterlace Group/Secunty Zone sekected

Device Certificates

Device certificate (also called Kentty conificate) kertibes the VPN gabeway 5o thi remeote sccess
cherts. Select if whach i3 used to autl the VPH gateway.

feen
—_
E Enroll the ificate abject on
Aceess Control for VPN Traffic

Pichpn-cer

A decrypted bafe in the VPN tunnel is subjected %o the Access Control Policy by default. Select
this 0ption 10 bypass decrypted trafc fram the Access Control Policy.
Bypass Access Control polcy for decrypled e (Sysopt pemat-vpe)
This option bypasses the Acce: Policy Vi
ston ACL cownlaged from AAA server are

: cacel | [ & “
T O EAEMAEDREDHER

ATY7T 9 EE7O7 74 OBEOESR

VPNEHD = ICAD L EHRZH#EEL . FinishRR> 207U YILET,

Firewall Management Center

Overvew Anahysis Policies Devices Objects Integration Depley O ff £ @ sdmin

—
Remote Access VPN Policy Wizard
1) Policy Assignment ') Cornection Profile 3 Secure Client 4] Access & Certificate oSu'mmry

Remote Access VPN Policy Configuration Addiional Configuration Requirements

Firewall Management Center wall conhgune an FA VPN Policy wih the Tolicwing setbings

Afer the wizwd completss. the falowing
Mame frchepn-aaa- cent-auth configuration needs 1o be completed for VPN 10
Device Targets. 100 e work on all device tangats.

Connection Prodle:

© Access Control Policy Update

Gonnection Alias
An Access Control rule must be defined to aliow
AR VPN traffic on o targeted devices.
Anthentication Method Gt Corsticans & AAA ® NATE .
Usemame From Certificate: N [Common Nam) & OU {Orgaeisationst Urst e
. LocaiReaimTest (Local) It NAT is enabled on the targeted devices, you
st define a NAT Policy 1o exempa VPM traffic.
Autherization Serve : ™ : o !
ACCOUNG ’ . © DNS Configuration
Agedress Assy To teschee hostname speciied in ARA Senvrs
Addeess Tro = or CA Servers, configure DNS using FlerCanig
D‘ - Polcy on the targeted devices
A b B el et © Port Configuration
Maddress Pools (IPvE) - SEL will be enabled on pon 443
Group Policy e saneant=grn Pitase ensure that these ports are not used in
NAT Pobcy or other senices before deploying
Secure Clent Images 00 182 ik the cordguration

o
Intestace Objects: cutsiceZons
novpareen

A Network interface Canfguration

Makn sue to acd ieterface from targeted
devices to SecurityZone object "outsideZons"

Drevice identity Certificate Enscliment

Cestificate enecliment cbiect TIcvpn-cen’ is net installed on one of mone targeted
devices. Cenibicate installation will be nitisted on the targeted devices on finishing the
wizard. Go 10 the Carfificalis page to check the status of the installation

VPN 0 5 0 1 RR
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Firewall Management Center o ¢ &9

ftdvpr-aaa-cert-auth =3

UE—RF O EAVPNRY S —OBE
FTD CLITHERR

FMCH S OEM%IC. FTD CLITVPNEGSREXEIALE T,

// Defines IP of interface

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.1.200 255.255.255.0
interface GigabitEthernet0/1

nameif inside

security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50 mask 255.255.255.0

// Defines a local user

username ssTVPNCTlientCN password ***** encrypted
// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

keypair ftdvpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867
quit

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Bypass Access Control policy for decrypted traffic
// This setting is displayed in the 'show run all' command output
sysopt connection permit-vpn

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
banner none

wins-server none

dns-server none

dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20

anyconnect ss1 rekey time none

anyconnect ss1 rekey method none

anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none

anyconnect dtls compression none

anyconnect modules value none

anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none



no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp
username-from-certificate CN OU
secondary-username-from-certificate CN OU
authentication-attr-from-server primary
authenticated-session-username primary
username-from-certificate-choice second-certificate
secondary-username-from-certificate-choice second-certificate
// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes
authentication aaa certificate

pre-fill-username client

group-alias ftdvpn-aaa-cert-auth enable
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&  Certificate o

General Detals  Certification Path

Shivw <Al > v |
Feeld Value M
- Signature algorithm sha256R5A
../ Signature hash algorithm shalss
o Issuer fidra-ca-common-name, Cec...
. \Vahd from Sunday, June 16, 2024 6:12:0...

Maonday, June 16, 2025 6:12:...

SENVPTHCEEATCN, ss=IVPRCEEnDD. ..

- EditProperties...  Copy to File...
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TOF472y 3> nmER
ATY 7 3:FIDCLITOVPNEY < 3> OHER

FTD(Lina)CLI T show vpn-sessiondb detail anyconnect 1X¥ > KZELTL T, VPNEY > 3V E#RREBLET,

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : sdVPNClientCN Index : 7

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14780 Bytes Rx : 15386

PktsTx : 2 PktsRx : 37

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Policy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth

Login Time: 02:38:22 UTC Mon Jun 17 2024

Duration : Oh:01m:22s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb00718200007000666fal9e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 7.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50035 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : O

SSL-Tunnel:

Tunnel ID : 7.2

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
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Ciphersuite : TLS AES 128 GCM_SHA?256

Encapsulation: TLSv1.3 TCP Src Port : 50042

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 Bytes Rx : 2292

PktsTx : 1 PktsRx : 3

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 7.3

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 56382

UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 13094

Pkts Tx : 0 PktsRx : 34

Pkts Tx Drop : 0 PktsRx Drop : O
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ftd702#

capture in interface inside real-tine

Use ctrl-c to terminate real-time capture

1: 03:39:25.729881 172.16.1.40 > 192.168.10.11 icmp: echo request
2: 03:39:25.730766 192.168.10.11 > 172.16.1.40 icmp: echo reply
3: 03:39:26.816211 172.16.1.40 > 192.168.10.11 icmp: echo request
4: 03:39:26.818683 192.168.10.11 > 172.16.1.40 icmp: echo reply
5: 03:39:27.791676 172.16.1.40 > 192.168.10.11 icmp: echo request
6: 03:39:27.792195 192.168.10.11 > 172.16.1.40 icmp: echo reply
7: 03:39:28.807789 172.16.1.40 > 192.168.10.11 icmp: echo request
8: 03:39:28.808399 192.168.10.11 > 172.16.1.40 icmp: echo reply
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/I Certificate Authentication

Jun 17 2024 02:38:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 17 2024 02:38:03: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 17 2024 02:38:03: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=ssl\VVPNClientCl
// Extract username from the CN (Common Name) field

Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 5]

Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 5]

/I AAA Authentication

Jun 17 2024 02:38:22: %FTD-6-113012: AAA user authentication Successful : local database : user = sslVPNClientCN

Jun 17 2024 02:38:22: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = sdVPNClientCN
Jun 17 2024 02:38:22: %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN
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e debugcryptocald
¢ debug webvpn anyconnect 255

e debug crypto ike-common 255
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https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
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https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
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