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1.A42V2—T I AEE :

DVTRIVTHINA RENTVWADHIA 2 EZ—TIA R,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0

2. IKEV27R1) S —

IPSeckx O I—23a>7OCANDTI—X1ONTX—RZERTS

crypto ikev2 policy 10
encryption aes-256
integrity sha256
group 20
prf sha256
Tifetime seconds 86400
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tunnel - group 10. 20. 20. 20 type i psec-1 2l
tunnel - group 10. 20. 20. 20 i psec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****

4. 2') 7 NACL:

ESILL TRV RILBHTEBITIVENHBDIRNT TV IEERTD

object-group network Tocal-network
network-object 192.168.0.0 255.255.255.0

object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-1list asa-vpn extended permit ip object-group local-network object-group remote-network

5. BES1LIPSec7’OR—F)L :

IPSecx I I —2a>07 I —R20BSHETILIVALERBEMTIITVXLZIEET S
IPSec7OR—YILZERT D

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

6. VUTKRIYTDERE :

EE{te DT 714v 9, BT, BLBEIIZEREL kipsec-proposalx &', IPsec VPNIEHED R >
—ZEERITDEL, VWPNNTF 71V IO RMBITDA U R—TIAAICENA 2 RENET,

crypto map outside_map 10 match address asa-vpn
crypto map outside_map 10 set peer 10.20.20.20
crypto map outside_map 10 set ikev2 ipsec-proposal | KEV2_TSET

crypto map outside_nmap interface outside
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1. BEFEDORIS—R—ADVPNEEDHIR :
B, BEORI S —RK—ADOVPNREREZHIRLET, chiClk, TOET7OIUTRNY
WI7TIRY, ACL, BLUVBEETRIERENEENET,

no crypto map outside_map 10 match address asa-vpn
no crypto map outside_map 10 set peer 10.20.20.20
no crypto map outside_map 10 set ikev2 ipsec-proposal IKEV2_TSET

2. IPSecZ7’O7 7 AL DERE :
BE17 DIKEV2 ipsec-proposal £ iz [t transform-setZ A L TIPsec 7O 7 7 A EEHXL E T

o

crypto ipsec profile PROPCSAL_I KEV2_TSET
set ikev2 ipsec-proposal | KEV2_TSET

AR KNV RILAVBE—T I A AVT)DERE :
RERNZRILAEZ—=TTAANVTHEERL., ThiZIPsec7O7 7/ Z2BALET,

interface Tunnel 1

nanei f VPN BRANCH

i p address 10.1.1.2 255.255. 255. 252

tunnel source interface outside

tunnel destination 10.20.20.20

tunnel node ipsec ipv4

tunnel protection ipsec profile PROPOSAL_I KEV2_TSET

4 ABRTAYIN—TFTAVITEEREAFIVIIN—TFT42J7ORINERELET,
ABTAYII—KREEBMTBH, FAFIVIIN—FTA2T7ORINEREL T, b
FWAE—TIAABHTRNTZ T4V IZIN—TFTAILET, COZFIVATR, AZR
TAVIN—TFTATZERLTVET,

AETAYIN—TFT427:

route VPN-BRANCH 172.16.10.0 255.255.255.0 10.1.1.10
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h ZNAVE—TIAADAT—BRAZFIVILT, PFYVYTILB>TVWBCEZHERLET

o

<tfroot>

ciscoasa# show interface Tunnell
Interface Tunnel 1 "VPN-BRANCH', is up, line protocol is up

Hardware is Virtual Tunnel Interface
Description: IPsec VPN Tunnel to Remote Site
Internet address is

10.1.1.2/24

MTU 1500 bytes, BW 10000 Kbit/sec, DLY 500000 usec

65535 packets input, 4553623 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
65535 packets output, 4553623 bytes, O underruns

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

Tunnel source 10.10.10.10, destination 10.20.20.20

Tunnel protocol/transport IPSEC/IP
Tunnel protection

| Psec profile PROPOSAL_I KEV2_TSET

COONY REF, BERAT—2A, IPTRLA, RURIDEBRBEERE, RORILAR—
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o

<tfroot>



ciscoasa# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, seq num: 1, local addr:

10.10. 10. 10

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer:

10. 20. 20. 20

#pkts encaps: 1000, #pkts encrypt: 1000, #pkts digest: 1000

#pkts decaps: 1000, #pkts decrypt: 1000, #pkts verify: 1000

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 1000, #pkts compr. failed: 0, #pkts decompress failed: 0

local crypto endpt.:

10.10. 10. 10

/500, remote crypto endpt.:

10. 20. 20. 20

/500

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: OxCOA80101(3232235777)
current inbound spi : OxCOA80102(3232235778)

i nbound esp sas:

spi: OxCOA80102(3232235778)

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: CSR:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE

out bound esp sas:

spi: OxCOA80101(3232235777)



transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2002, flow_id: CSR:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE

COOXNY REF, AT I RCATEILERENILZNTY NOAD2Z BT, IPSec
SANDAT—RAERTFLET, RONBZHRL TEET L,
NORIWCTOT 1T 5SAN & B,
A7 CICATREATERIALBRAT Y ZABMLTEHY ., RZT714v 070N REh
TVEY,

A OVWTIR, ROBFHRESRLTSLEZ L,

<#froot>

ciscoasa# show crypto ikev2 sa

IKEv2 SAs:

Session-id: 2, Status:UP-ACTIVE

, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
3363898555

10. 10. 10. 10/ 500 10. 20. 20. 20/ 500 READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/259 sec

COONZ RE, IKEV2SADAT—RAZRRLET, COAT—XAKREADYIRET T,

BN—TFT 12T DR
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<{froot>

ciscoasa# show route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF Intra, IA - OSPF Inter, E1 - OSPF External Type 1



E2 - OSPF External Type 2, N1 - OSPF NSSA External Type 1, N2 - OSPF NSSA External Type 2

-| -

o

P -
+ -

S 0.

IS-IS, su - IS-IS summary null, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR

periodic downloaded static route, H - NHRP, T - LISP

replicated route, % - next hop override

0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

C 10.1.1.0 255.255.255.0 is directly connected, Tunnell

S 172.16.10.0 255.255.255.0 [1/0] via 10.1.1.10, Tunnell

NRNADE—TIAARBBHTIL—T 1 TENLIL—FERLET,

ST I—RK

COtEY2aVTR, BEORNZ TN A—FT 1T CRIADBREBNLET,

1. ASADI)—BMR—AD N RIIBREEHERLET,

2.IKEV 2RV ZRLERS TN 2—F42009F2ICk,. ROFNY T %ZFERTEET,

debug crypto condition peer <peer IP address>
debug crypto ikev2 platform 255

debug crypto ikev2 protocol 255

debug crypto ipsec 255
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