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Overview Interfaces JELILEINsANTEEN Security Engine  Platform Settings System Tools Help  admin
Editing - ASAD1 e

Standalone | Cisco: Adaptive Security Appliance | 9.18.3.56

Daita Ports. -

EEhar

Exhen

P
Ethermets/4 ASA - 9.18.3.56
Ethameti/3

A2 8—7 T4 AOBHBE
ATYVT2: 754XV IZY NOFRE

SSHEZEFOAY—ILENLTTTATFXOS CLIZ#E#t L E£T 5 connect module 1 console 8 & T
connect assa N > RZZEITL T, ASACLIUZAWET,

a7 ZANVIZY RTTII=NA—N—ZRELET (T7FAXVIZY MO ATLAAYTFANTINY RERET ) o

<#root>

failover lan unit primary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby 1

failover group 1

O00<--- group 1 is assigned to primary by default preempt 30 failover group 2 secondary preempt 30 fai

bAVFTHFANIWUT 7 I—AA—N=TILN—TEZRELET (TZAXVIZY MO ATADAYTHFANTINY RERST
) o

<#root>
admin-context admin
context admn
<--- admin context is assigned to group 1 by default allocate-interface E1/3 config-url disk0:/admin.c
join-failover-group 1

<--- add conl context to group 1 ! context con2 allocate-interface E1/5 allocate-interface E1/6 config

join-failover-group 2



<--- add con2 context to group 2

c. changeto context conlZERTL T, YATAOVTFARASconlIVTHFANIERLET, conlAVTHFANDAIE—T I
AADIPERELET (7TTAXVIZY MDconlAVTFARNTIANY REREIT)

interface E1/1 nameif conl-insideip address 192.168.10.254 255.255.255.0 standby 192.168.10.253 security-level 100 no shutdown interface EL/2 nameif

d. changeto context col2ZRTL T, YATAIAVTFAM ScomAVTHFANIERLET, coRIAVTHFANDA O Z—7
IfADIPERELET (TTA4IVIZY NOcom AV THFARNTIAN Y RERT ),

interface E1/5 nameif con2-inside ip address 192.168.30.254 255.255.255.0 standby 192.168.30.253 security-level 100 no shutdown interface E1/6 nameif

ATY73:2AVEVIZY NORRE

aSSHELRIOAVY—ILZFEALT, EAYFUFXOSCLICELHELET, EAVFVIZY NTCTI—=I)LA—N—%2RELET

(EAEVIZYMOSATAOAYTHFARNTIAN RERT)

failover lan unit secondary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby

b. falover AX > RZRITLET (EAVHEVIZY RO ATADYTHFARNTRIT ),

fallover

ATV 74 ABEAERBICETLERO 7 I—)LA—N—AT—2ADHER

atAVHEVIZY RO AT LD THF AN Tshow failoverEITLE T,

<#root>
asatt
show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) Version: Ours 9.18(
Secondary

<--- group 1 and group 2 are Standby status in Secondary Unit Group 1 State:



St andby Ready

Active time: 0 (sec) Group 2 State:

St andby Ready

Active time: 945 (sec) conl Interface conl-inside (192.168.10.253): Unknown (Waiting) conl Interface c

Primry
<--- group 1 and group 2 are Active status in Primary Unit Group 1 State:
Active

Active time: 1637 (sec) Group 2 State:

Active

Active time: 93 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface c

b. (#7°2 3> ) nofailover activegroup2 N> RZRITLT, F7ZAXVIZY NOIIN—T22FHTAERNAAT—&
AN ERAERT (FTTARYVIZYRNOVATAODVTFARNTRERIT ). iKY, TJ7A4T7 03— )LZBBITBRNT T 1Y
VNEREDIHTEET,

<tfroot>

no failover active group 2



ECOONVRZRTIRE, 7I—LA—N—DOAT—FAFRNZ 74 v 070-FH1IC—BLET,

i

("}

[

EVINA I SDE, TIN—T10T7 T—=ILF—=N=HFKDH—h, RAZNAQ(€HYFVIZYN)DTF—RLR—T7
IAANTOTITATAVE—TIAADIPT RLAEMACT RLRAZS|EHE, RTT49 9 (ZORFIXDNTIEFTPE
) MASAIC K > THRGEHICEENDKSICAYET,



Winl0-=0I

Frt

192. 164, 10, |

Winl0-03
192. 168, 30. |

EI/S con2-inside
192, 168, 30, 253

El/4 fover
192, 168, 200, 254

El/& fover
192, 168, 240, 253

WLAKEI 240

EIS1 conl-inside
192, 168, 10. 253

[ty — " |

VLANE | 238

EI/E conZ-outside
192, 168, 40, 253

EI/E fover_link
192, 163, 280, 254

EI/8 fover_link
192, 168, 250, 253

VLAME 1241
EI/2 conl-outside
192, 168, 20, 253

|92, 168, 20. |

winl0-04
|92, 168, 40. |

Winlo-01
192. 168 10,1

Winl0-03
192, 168,30, 1

HIOVEI I8
>

-------------------------

EI/S conZ-inside
i 192, 168,30, 254

: EISI conl-inside
1 192,168, 10, 254

VLAKEI1239

El/5 con2-inside
192, 168, 30, 253

El/4 fover
192, 168, 240, 254

El/& fover
192, 168, 240, 253

VLANEI 240

El/]l conl-inside
192, 168, 10, 253

WA RAEEEEREAARREERARA R,

VLANGI 23
Elf6 conZ-outside &
192, |68, 40, 254

FPR
primary

— VLANEI241
o o= =="wm  Elf2 conl=outside

VLANE 238

El/6 cond-outside

192, 168. 40, 253

EI/8 fover_link
192, 168, 250, 254

EI/E fover_link
192. 168, 250, 253

VLANE 1241
EI/2 conl-outside
192, 168, 20, 253

H 192, 168,20, |

winl0-0a
T2, 168, 40. |

gFEESEsssEEEsssssmERRRREE,

- VLANEI 236 -
DOEI/S coni-insice | M i El/6 con2-outside }
09216830, 258 LolTLI6E00.250
FRR
secondary
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EI/S con-inside ——T El/& conZ-outside
192, 168, 30, 253 I 192, 168, 40. 253
El/& fover EI/8 fover_link
192. 168, 240, 254 192, 168, 250, 254
EI/& fover EI/E fover_ ink
Winl0-03 192, 168, 240, 253 192, 168, 250, 253 winl0-08
192, 168, 30, | 192, 168, 40,
..... Active IP . Active IP
| | T VLANE1 240 P [ vuanmiza : I
P EI/I conl-inside : : E1/2 conl-outside
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. s S e
! EIS5 conZ-ingide El/G conZ-outside

92, 168, 40, 254
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Active IP & H:’I'IHIP
FPR

secondary

NUH—Echl7T—ILA—/N—

AT Y 71 : Winl0-01A' 5 Win10-02\ 0) FTP#E#: O B 24

ATY T 2: 7IT=)LFA—/N—HIOFTPEHK O

DATFAOAVTFARNDSconlA TF A NS T S 728 (C changeto context conlZRITLE T, MADASATZ Y N TFTPES:
AT TVDREZRBELET,

<#root>
asalact/pri/conl#
show conn

5 in use, 11 most used
I —-- Confirm the connection in Primary Unit TCP

conl-out si de

192.168.20.1: 21

conl-inside 192.168.10. 1: 49703

, idle 0:00:11, bytes 528, flags UIO asa/stby/sec/conl#

show conn

5 in use, 11 most used
I -—-- Confirm the connection in Secondary Unit TCP



conl-outside 192.168.20.1:21 conl-inside 192.168.10. 1: 49703

, idle 0:00:14, bytes 528, flags UIO

ATYT3: T4 V1Y NOLINkDOWN E1/1

ATY T 4: TI=)NF=N—AT— 2 AR

\’l

ATLAAYTHFARNTR, 7= A—N=—AHATL—T1TRELTVR CZHELET,

FT7I-AA-—N—OAT—RAR, NZ714Y0T70-FHFAC—HBLET,



<#root>

asalact/sect
show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) ...... Group 1 last
Secondary

Group 1 State:
Active

<--- group 1 of Secondary Unit is Switching to Active Active time: 5 (sec) Group 2 State:
Active

Active time: 10663 (sec) conl Interface conl-inside (192.168.10.254): Normal (Waiting) conl Interface
Primry

Group 1 State:

Fai | ed
<--- group 1 of Primary Unit is Switching to Failed status Active time: 434 (sec) Group 2 State:
St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.253): Failed (Waiting) conl Interface co

ATY T 5. JI—=)IA—N—%BOFTPEHKRORER

changeto context conlZ £1TL T, YATAIAYTFARD SconlAV TFFANCELSL ., FIPEGEA FIEhTOWEV I & /R
LET,

<#root>
asalact/sec#t
changet o context conl

asa/act/sec/conl# show conn 11 in use, 11 most used
! -—- Confirm the target FTP connection exists in group 1 of the Secondary Unit TCP

conl-outside 192.168.20.1:21 conl-inside 192.168.10. 1: 49703

, idle 0:00:09, bytes 529, flags UIO

FlE6: VI 7 NEEBEOTER

T5A4IVIZY NOLINkUPEV1ZZEL, 30WRBEFRTZE (TUIVTRERE )., 7I—)ILA—-N—RENF TOREICRY)
FT(NEZ—=1ORNZT74v070—IC—8),

<{froot>



asa/stby/pri#
G oup 1 preenpt mate
0000<--- Failover is triggered automatically, after the preempt time has passed asa/act/pri# show fail
Primary
Group 1 State:
Active
<--- group 1 of Primary Unit 1is switching to Active status Active time: 34 (sec) Group 2 State:
St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface
Secondary

Group 1 State:

St andby Ready

OO<---- group 1 of Secondary Unit is switching to Standby status Active time: 125 (sec) Group 2 State:

Active

Active time: 10816 (sec) conl Interface conl-inside (192.168.10.253): Normal (Monitored) conl Interfac

{RAEMACT RL A

FOTFATITOTAT7I—=ILA—N—T, (REMACT RLA (FETHREENLE, BEBEREShEE £EETF7AIN
BYNEBILFERAENET, 79T 1 TBREMACT RLAR, POTFATAE—TIAAICEERITShET,

REMACT RL ADOFERE

VMBSV R—T I ADREMACT RLAZFHTHRETDICIE. macaddress IV > RE I mac-address 1Y > R ( IIFRREE—
R ) ZERATEET, Chik, WEBAZ—T7 I A4 AEVIOEEMACT RLAZFHTRETZH T,



AR CBEUTNAMAATR., Ch82BEOINY ROFEARREITTEEZL,

<#root>

asalact/pri(config)# failover group 1 asa/act/pri(config-fover-group)#

mac address E1/1 1234.1234.0001 1234.1234. 0002

asa/act/pri(config-fover-group)# changeto context conl asa/act/pri/conl(config)# show interface E1/1 |
1234. 1234. 0001

, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl

1234.1234. 0002



, MTU 1500 <--- Checking virtual MAC on the Secondary Unit(conl) side

FhE

<#root>
asa/act/pri(config)# changeto context conl asalact/pri/conl(config)# int E1/1 asalact/pri/conl(config-if)#

mac- addr

1234.1234. 0001 standby 1234.1234. 0002
asa/act/pri/conl(config)# show interface E1/1 | in MAC MAC address
1234.1234. 0001
, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl
1234. 1234. 0002

, MTU 1500<--- Checking virtual MAC on the Secondary Unit(conl) side
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<#froot>

asa/act/pri(config)#

mac- addr ess auto



INFO: Converted to mac-address auto prefix 31

asa/act/pri(config)#

show run all context conl

<--- Checking the virtual MAC addresses generated on conl context
allocate-interface Ethernetl/1

mac-address auto Ethernetl/1l a21f.0000.0008 a21f.0000.0009
allocate-interface Ethernetl/2

mac-address auto Ethernetl/2 a21f.0000.000a a21f.0000.000b
config-url disk0:/conl.cfg

join-failover-group 1

asa/act/pri(config)#

show run all context con2

<--- Checking the virtual MAC addresses generated on con2 context
context con2

allocate-interface Ethernetl/5

mac-address auto Ethernetl/5 a2l1lf.0000.000c a21f.0000.000d
allocate-interface Ethernetl/6

mac-address auto Ethernetl/6 a2l1lf.0000.000e a21f.0000.000f
config-url disk0:/con2.cfg

join-failover-group 2

REMAC7 FLZ2DTF 71 FBRE
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