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(1407343, +0 ms) Aug 23 18:06:01 [9568]: Processing AMP UI SCAN action: 1, type 2
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C T, Scanhitiator7OEAAScan7 Ot AZRBLET,

(1407343, +0 ms) Aug 23 18:06:01 [9568]: ScanInitiator::RequestScan: Attempting to start scan: dConnect
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ERD

RIS, COBEDARY NMIB) TSN EAERRVETH2EF21UT 4#BIFSIDIHY) .
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(1407343, +@ ms) Aug 23 18:06:01 [17268]: imn::CEventManager::PublishEvent: publishing type=554696714,

json={"iclsa":"@","sce":168,"scx":"Full Scan","sid":1487343,"sit":2,"sop":0,"stp":5},
uib4Eventld=713521182147189146€
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(1407343, +@ ms) Aug 23 18:06:01 [17268]: PublishScanStartEvent publishing event succeeded for 1407343, (null)
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(1487343, +0 ms) Aug 23 18:06:01 [17268]: Scan::ScanThreadProcess: published event. Starting Scan: 1487343, [type:
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AFVYUANETLES, AIRVNELI-—TFTAF Y OBEZBIETEXT,

Cisco Secure Endpoint  Numero de eventos: 43

Nivel Fecha y hora Origen Id. del evento  Categoria de la tarea
l'j}lnfnrmacin’n 23/08/2022 06:29:40 p. m. CiscoSecureEndpoint 1249 Scan
e 23/08/2022 062318 p. m, CiscoSecureEndpoint 1311 Quaranting
() Informacién 23/08/2002 06:23:18 p. m. CiscoSecureEndpoint 1300 Detection
lj\.lluﬂormacidn 23/08/2002 0&:14:24 p. . CiseaSecursE ndpoint 1310 Quarantine
() Informacién 23/08/2022 0fc14:24 p. m, CiscoSecureEndpoint 1300 Detection
i 23/08/2022 D:11:55 p. . CiscoSecureEndpoint 1310 Quarantine
23/08/2022 0&:11:55 p. m. CiscoSecureEndpoint 1300 Detection
23/08/2022 08:11:25 p. m. CiscoSecureEndpoint 1310 Cuarantine
L'_i-}lnformaun'n 23/08/2022 0€:11:25 p. . CiscoSecureEndpoint 1300 Detection
I_T'Infmrmctdn 23/08/2022 (&=11:24 p. m, CiscoSecureEndpoint 1310 Quarantine
'ji'lnfnrmacin’n 23/08/2022 06:11:24 p. mn. CiscoSecureEndpoint 1300 Detection
Evento 1249, CiscoSecureEndpoint
General  Detalles
Scan (Full Scan) completed successfully. A total of 278172 files were scanned and 6 threats were detected,
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V). SEIFE2458015A BEE A TVET,

(2458815, +8 ms) Aug 24 19:21:19 [1758@]: Scan::ScanThreadProcess: beginning scan id: 2458815, [type: 1, options: 3, 3, pid: ®, initiator: 2]
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RODTO>aA2FE, ARNECSEVZIVRIZAATAHZETT,

58@15; +8 rnsfil Jiu 24 19:21:19 [175ee]: irnn:.'E'.-'enﬂ-'uanager-::Pub—lishE'.ren‘t: publishing type=554696714, ", "sce":188,"scx": "Flash

n","sid":24580815,"sit":2, "sop":3,"stp":1}, uibdEventId=7135602311388589188

AFYUOHNRTITDE, ARV ITTRERNRAENET,

58'315; +8 I'HEi:I a'a.u 24 19:21:19 [175e8]: irnn:.'Ex-'en‘tl'-'uanager-;:Publi:.hE'.fen‘(; publishing type=554696714, json={"iclsa":"@","sce":188,"scx":"Flash

n","sid":2458015,"sit":2,"sop":3,"stp":1}, uib4EventId=7135602311308509188

AFvRTNT VYD a

AR MEWindows A R NE1—T THFETEXRT, CEOLSIC, BREIOTICKRTREND
BHRERLU T,

- <EventData>
<Data Name="JsonEvent'>{"dios":0,"ds":0,"hi":0,"scx":"Flash Scan","sdds":0,"sdfs":10951,"sdps":215,"sid":2458015,"sios":0,"sit":2,"sop":3,"sspc":0,"stp™:1}
</Data>
<Data Name="EventTypeld">554696715</Data>
<Data Name="TimeStamp">133058605022030000</Data>
<Data Name="Eventld">7135602410092756997 </Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_CLEAN</Data>
</EventDataz
=/Events

JSONA AR b
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ATV1-)BEENEAF Y ICOVTR, —EORAEICEETILEN BV XTI,
AFYUONATI21-)ehde, DUTILESHFEEENET,
CCTRR, TARNRUS—CATD1-)ENIZAF Y EHUEEA,
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BB 5% Advanced Settings > Scheduled Scans.



Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Process Scan
Cache

Endpoint Isolation
Orbital

Engines

TETRA

Network

Scheduled Scans
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AFYUERELES, AdddZI Y ILET,

Scheduled Scan

Scan Interval

Scan Time

Scan Type
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,20|1661470488|Daily Flash Scan (18:4@)|1|3|-|48|e|2022|8|24|2122|8|24|18|4e|e|e|1|1|1|e|e|e|e

20|1661478489 |Daily Full Scan (18:50)|5|e|-|48|@|2022|8|24]|2122|8|24|18|5e|e|e|1|1|1|e|e|e]|e«
52428888 >
52428860

RS —XML

HistoryDBO AT 2 1 —ZICIBIMENE T, <scheduled>Z T DENDXFF, AF¥ v &2HRFTS
70+ ZAIDPID)T T,

(86616693, +8@ ms) Aug 25 18:43:59 [12488]: AddScheduledScanExecStatusToHistoryDB Queued 16614708488 scan. last run status: Bx@ with status: exe

ZO+A D

RICRTKRSIC, ThRERF1-—ICANSNET,

(86616093, +@ msj Aug 25 18:43:59 [12488]: ScheduledScanMgr::CheckAndTriggerScheduledScans scan_id: 1661478488 queued execution status: @xe

F1—-ICAF¥>

OYTRAF Y EREL, AF TV ESTSRATESHESHEMBTEET, THEBER
. AR T UFEFENRET,

(86616893, +8 ms) Aug 25 18:43:59 [12488]: ScheduledScanMgr::CanTriggerMow: [TASK_TIME_TRIGGER_DAILY] executing 1661478488 scheduled scan,
bShouldTrigger: true, timeDiff: @, days_interval: 1

(86616893, +8 ms) Aug 25 18:43:59 [8472]: ClEngineInterface::ReadOptions 1, 1, @, @, 120eee

(86616893, +@ ms) Aug 25 18:43:59 [12488]: ScanInitiator::RequestScan loading scheduled scan ID 166147488

AFYoOOATTarHNO—R&Eh, Scanhitiator 7O AN AF Y ORBEERLTVWSR L
BHERTEET,

(866160893, +8 ms) 25 18:43:59 [8472]: ClEngineInterface::SetOpticns setting scanner options
(86616093, +@ ms) 25 18:43:59 [12408]: ScanInitiator::RequestScan: successfully loaded scheduled scan:

(8E616@93, +8 ms) A 2 i H 9 [8472]: ClEnginelInterface::SetOptions 1, 1, @, @, 12eeee
(86616@93, +8 ms) 25 18:43:59 [12488]: ScanInitiator::RequestScan: Name: Daily Flash Scan (18:4@), Type: 1, Options: 3, ScanPath: -

XRIZ. 7’0+ AScan::ScanThreadProcess " AF¥ ¥ ZHHBLET,

(86616093, +@ ms) Aug 25 18:43:59 [15372]: Scan::ScanThreadProcess: beginning scan id: 86616893, [type: 1, options: 3, 3, pid: 166147e488, initiator:

4]
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ATV 1—NENEAF T ORTARY N

RDBAICBE TEELE T, Event Viewer > App and Services Registries.

v I Applications and Services Logs

Arellia

r

Cisco AnyConnect Diagnc
Cisco AnyConnect ISE Pos
Cisco AnyConnect Netwo

Cisco AnyConnect Secure

Cisco AnyConnect Umbre
Cisco Orbital
Cisco Secure Client

a1 () (R () (RREE) (R (Y

> | CiscoSecureEndpoint

TV r—avey—Ea2007
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AR

- <EventDataz
=Data Mame="Scanld"=86616093</Data=
=Data Name="ScanType"=1</Dataz
zData Name="FilesScanned">11575=/Data=
zData Name="Threats">=0</Dataz
=Data Mame="ScanlInitiator'>4=/Dataz>
zData Name="ScanContext">=Flash Scan</Dataz
<Data Name="ErrorCode"=0</Dataz
=Data Name="ErrorContext" /=

</EventData=
=/Event>

ARV EI—
777 R:

- «EventData=
<Data Name="]sonEvent"={"iclsa":"0","sce":108,"scx":"Flash Scan","sid":86616093,"sit":4,"so0p":3,"stp":1}</Data>
<Data Name="EventTypeld">554696714</Data>
<Data Name="TimeStamp">133059446390220000</Data=>
<Data Name="Eventld">7135963775756140548 </Dataz
<Data Name="Description">EVENT_SCAN_STARTED</Data>
</EventDataz
</Event=

92 RE1I—

AF VYN RTITRDE, VTV RERAETNIZANRY N 2HETERT,

(86641515, +8 ms) Aug 25 18:44:24 [3116]: imn::CEventManager::PublishEvent: publishing type=554696715, json={"dios":8,"ds":8,"hi":@,"scx":"Flash

Scan”,"sdds":@,"sdfs":11575, "sdps":218,"sid":866160893, "sios":0, "sit":4,"sop":3,"sspc":@,"stp”:1}, uiG4EventId=7135963883130322951
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RICRTEDIZ, WindowsA X NE 1 —7IZ "TEvent Scan Started; &ERRENET,



- «<EventData=
<Data Name=")sonEvent"={"iclsa":"0","sce":108,"scx":"Full Scan","sid":87216125,"sit":4,"sop":0,"stp":5}</Data=
<Data Name="EventTypeld">=554696714</Datax
<Data Name="TimeStamp">133059452390500000</Data=
zData Name="EventId">7135966352736518152 </Datax>
<Data Name="Description">EVENT_SCAN_STARTED</Dataz
z/EventDataz
=/Event:=

TTLES, NTUY21EniARYNEEBTEERT,

json={"dio: "hi":@,"s

+8 ms) Aug 25 19:89:48 [18536]: im rent 3 ishEwv : publishing

p! ! » 2 2 it
Scan", "sdds":46012, "sd 80196, "sdps":224,"sid":87216125," Ml ":4,"sop":0,"sspc":@,"stp":5}, uiG4EventId=7135970428668482661

ZhiE, WindowsD AR NE1I—F THRIETEXT,

- <EventData:z
<Data Name="JsonEvent">={"dios":0,"ds":2,"hi":0,"scx":"Full
Scan","sdds":46012,"sdfs":280196,"sdps":224,"sid":87216125,"sios":0,"sit":4,"sop":0,"sspc":0,"stp":5} </Data>
<Data Name="EventTypeld">1091567628</Data>
<Data Name="TimeStamp">133059461880170000</Data=
<Data Name="EventId">=71359704286604832061</Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_DIRTY </Data=>
</EventDatax>
</Event=
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