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Roman-VM1-Clzco

Roman-VM1-Clsco

File Detection

Connector Datails

Comments

CDTARNT,

abcdatxt =5 Win.Ransomwars_Elcar=W32_EICAR.15lc |4+ 2021-10-05 15:25:32 EDT
Detection
Fingerprint (SHA-256)
Fibi: Name
Fibe Path
File Size
Parent Filenamea
5
abcde.ixt 25 WinRansomware.Elcar-W32.EICAR.15lc + eat Delected 2021-10-05 152532 EDT
Detection
Fingerprint (SHA-256)
File Name
File Path
File Size
arent Fingerpeint (SH

1A= 256)

Parent Filename

a@77:/3>t gjb‘f%ibﬁ.3?0);t’d—:ﬁwh\f‘€i?o

CRAFTYTTIY MAERENKRL L

. {5 & Threat Grid(TG)
CIVRERA U NE, ERE N,
RIZRTRSIC, COHITRE,

CEEEhELL
ISOLATIONE FE N B BIO TN —TICBBEhEL I
CNSINTZHRETEXT,

Moved to ISOLATION group from TEST SINGLE P... Threat Detected 2021-10-05 15:26:05 EDT

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 15:26:05 EDT

Forensic Snapshot on Medium Severity Threat Detected 2021-10-05 15:26:05 EDT

COIYRRAVRAREENIZZD, ROTARTR, RICRTLSIC, BLOEENHS 7
TAWHFEBDEROERELALET,

Roman-VM1-Cisco

Connector Details

Comments

Roman-VM1-Clsco

File Detection

Connector Details

Comments

Error Details

kL, O
R NEEFEENT,

Automated Actions

i BREMREE

=E

ENLIY RRAY RARENZVRY),

xyz.txt 25 WinRansomware. Elcar=W32.EIGAR.15lc 2021-10-05 15:43:42 EDT
Detection
Fingerprint (SHA-258)
File Mame
File Path
Parent Fingerprint (SHA-256)
Parent Filename
% |

xyz.txt 25 WinRansomware.Elcar=W32.EICAR.15lc 2021-10-05 15:43:42 EDT
Detection
Fingerprint {SHA-256)
Fila Name
File Path Cr\xyz tut

Parent Filename

=[]

RERFHRENATVWEVLES, TCGEBZERTSC tb#féiﬁh T A

ZN2E B OF A KNOHIC[Isolation]® A 7=V T E Ly,

Action Logs

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 15:44:13 EDT

RRNEBBT7TI2a2NIA—ITFEBLTLSEZ L,
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AR—REFRODESICHBYNET, N—t>FT—2 &E[Mark Resolved] RZIC, BEENLEAXRY
RARRENET, NUH—TNBDARNORICERLEL, 1DORAFTY 723y NO&EERK
TE&, REBN—TEUT—20HBEEFEChELA, COBEREBRNOEFIVTFABEELR
L, BRI RERANOBEICETVTVET, OBRLAENS VTOREEENET
o cOBITEE, ZSRADTFNAANEBLEFTTHBD D, COBEEZLBO>TVWET, £, &
AARNESTBIETDEEBNICOUTEND CEITERELTLSEETLY,



Dashboard

Dashboard Inb»an Overview Events D5 Clarity

5.6% compromised 30 days ~ || 2021-09-05 20:58 | 2021-10-05 20:58

Q1718 Significant Compromise Artifacts

TEST SINGLE PC FILE ~ | eicarcom

Server

CUSTOM

Compromise Event Types

) Threat Detected
IR Guaortin Fare

@ 1 Requires Attention @ 0 In Progress & 3 Resolved
=]

= £2 Roman-VM1-Cisco in group TEST SINGLE PC 4 events

32 Not Isolated
Hostname Roman-VM1-Cisco Group
Operating System Windows 10 Pro Policy
Connector Viersion 7.45.20701 Internal IP 1€ D
Install Date 2021-06-11 10:08:24 EDT External IP LT 19 |~
Connector GUID B35L In5458cd Last Sean 2021-10-05 16:39:38 EDT
Definition Version TETRA 64 bit (dally version: B5826) Definitions Last Updated 2021-10-05 16:04:18 EDT
Update Server tetra-defs. amp.cisco.com

Processor 1D 118bibMD0S0E5T

Related Events Vulnerabilities

2021-10-05 15:33:08 EDT Mo known software vulnerabilities obsenved
2021-10-05 15
2021-10-05 1

2021-10-05 1

ROATY T, BIOARNEERL, 7FL OOV IRFYTOAYRNEERTDETT
o RAINDATY T TlE, COREEMAL. [Mark Resolved| RX>EIVY OV LET, T RAK
AVRIEIZTSCEE, HBRNOINTHDIEBZEIRTZDEETEET,




D 1 Requires Attention @ 0 In Progress @ 3 Resolved

o Sort | Date

o 2 Roman-VM1-Cisco in group TEST SINGLE PC I 4 events

&2 Mot Isolated
Hostname Roman-VM1-Cisco Group
Operating System Windows 10 Pro Policy
Connector Version 7.4.5.20701 Internal IP 19 0~
Install Date 2021-06-11 10:08:24 EDT External IP B 9w

Connector GUID B3E 458¢cd Last Seen 2021-10-05 16:39:38 EDT
Definition Version TETRA 64 bit (daily version: 85826) Definitions Last Updated 2021-10-05 16204218 EDT

Update Server tetra-defs. amp.cisco.com

Processor ID 11BbbR0D0S0657

X IXTOZWMZERTDE, 0%ICUEY RENET,

[fRREHR DX —2 (Mark Resolved)| RZ > ZBIRTBDE, EF21T7IVRRAINE Y 21R—
RTIDOIY RARANEFNFREShLELD, ROXSIZBYVET, COBRT, TANIY
VETHLULVWEEAARM NIH—EhEL

Dashboard

Dashboard Irikyene Events 1035 Clarity
O% compromised J0 days -~ || 20271-09-05 21:05 | 20271-10-05 2103

Significant Compromise Artifacts

TEST SINGLE PC

Sernver

CUSTOM

Prodect

Compromise Event Types
PROTECT-NOTE

ROBIE, BEEOHZD T TAINEEKELVEIRIDNDARLARIIT N EEALTARY NE
RUH—-LET,




E'-l:-r:ure Endpaoint

KICRF&KSIZ, Secure Endpoint AV — LA BEREEhELLE



Dashboard

Dashboard Iniban Overview Events 105 Clarity

5.6% compromised 30 days ~ || 2021-09-05 21:14 | 2027-10-05 21:14

Significant Compromise Artifacts

FILE | BlCar.com

CUSTOM

Compromise Event Types

=) Threat Detected
m Quarantine Failure

@ 1 Requires Attention ® 0 In Progress @ 4 Resolved

[ | Sort | Date

| i= Roman-VM1-Cisco in group TEST SINGLE PC I 2 events

o2 Not Isclated
Hostname Roman-VM1-Cisco Group
Operating System Windows 10 Pro Policy
Connector Version 74520701 Internal IP . (LY
Install Date 2021-06-11 10:08:24 EDT External IP 64 9w
Connectar GUID B2 Last Seen 20271-10-05 21:12:45 EDT
Definition Version TETRA 64 bit (daily version: B5826) Definitions Last Updated 2021-10-05 16:04:18 EDT
Update Server tetra-defs.amp.cisco.com

Processor ID 118bfbff00050657

Related Events Vulnerabilities

m 2021-10-05 21:10:56 ED Na known software vulnerabilities obsensed

[ Medium | i 2021-10-05 21:10:56 EDT

KICTRT KSIZ, [Automated Actions] D FICEHTL WA R KRBV E T,




Automated Actions

Automated Actions Action Logs

Threat Grid Submission on Medium Severity Threat Detected 2021-10-05 21:11:29 EDT

Forensic Snapshot on Medium Severity Threat Detected 2021-10-05 21:11:28 EDT

(BB 7 V> 3> (Automated Actions)]| O FDRARNBZZBIRT D &, [FINA1ARNTDIT ORI —
(Device Trajectory)|ic VA AL I RENET, CORICRIRSIC, [AVE 1 —Z(Computer)] X
TEREATRE, AF v T2 ay MERENET,

Device Trajectory

52 Roman-Vi1-Cisco in group TEST SINGLE PC 2 COMPEOMISe events (spanning bess than a

:§§ Pt Heclated

Hoatmname Geoup

Dparabing Syslem i s 10 Pro Policy

Connacior Version 7 Intermal W
2021-06-11 10:08:24 EDT Extesrmal I
B3 S458ed Last Seen 2020=10=05 21:11:40 EDT
TETRA B4 bit (clally version: 85826) Dedritions Lasl Updst 1=10-05 15:04:18 EDT

Upsdabe Server tedra-diefs amp cisco.com

Procgssor ID 188LHMD00SDES T

Related Events Vulnérabalites
2021-10-05 21:10:56 EDT Tararg vilnerahites obhoiredd

==
== T 20E1-10-08 21:10:88 EDT

RICRIESIC, BORICAFTY T3y MAERENET,

Device Trajectory

58 Roman-VM1-Cisco i group TEST SINGLE PC 2 coempeomse events (spanning kess than a

% kol [solated

Hesthame Roman-VM 1 -Cisco Group
Windows 10 Pro Policy
74520001 Internal 1P L O |~
20E1=06~11 1000824 EDT External IP B 8w
B3, raicd LSt Seadn 2021 =10-06 2921140 EDT
TETRA 64 bit (dally werslon: 85826) Deehinithons Last Lpdsted 2021-10-05 16:04:18 EDT
tetra-dels amp cisco com

Processor ID ELEMIO0S0E5T

Relaled Events Vulnerabilities

=3 i 2021-10-05 21:10:56 EDT My knecrwen aoibwane vulnerabilies observed

H0E1-10-05 21:10:56 EDT

RRENET—RERRTEXRT,
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AFENDT RRAVNEBRBEDEZGHN HIEFICABEELZRETE, B4DI RERAU B
ANDFES— a2 NFREEBRDUEMNI HGDIDRRNICEBTEETT, BE, FIATEIH—DHE
REE, E—RYY7TZEAL, XOBIORSICEBAIY RRAKIFBHIDEEDTIL—TICR
JIEDOFTBETT,



Dashboard

Dashboard Inbox Cwverview Evenls i0S Clarity

1.89% compromised 30 days ~ || 2021-09-11 21:47 | 2021-10-11 21:47

] 12 / 681 Significant Compromise Artifacts
0. FILE | 2546dcil.. BeSeedad eicar_com.zZip
FILE | 275a021b...16511d0f eicar.com. bxt
A FILE | @1105070...67470397 eicarcom2.zip

ab ) FILE | 434 Unconfirmed 483963 .c
1 abhe...  Umont
FILE 3e3189celfe24524 0

pete... | yujterad Prat- X jesuto : - -

l Stkel... TAC Il 234567
Mi i Re...
34413 jes... |Prot-test

B p..  edubar

Be P... Dinsh.... ol m Threat Detected

IND... | Orh
= Audit m Threat Cluarantined
lab... him.. | jorgq

K. [t jorg,.. el =) Quarantine Failure

High | ExecutedMalware ioc

) PowerShell Download String

sumit

Compromise Event Types

@ 11 Require Attention ® 1 In Progress & 7 Resolved

E8 win in group prandave . 14 events

2 DESKTOP-078F5Q1 in group elirojas Windows Week 3 . I 8 evenis

B SUMRAM-M-V5AS in group sumit_group 7 events

ES DESKTOP-NHVAFUE in group fsquirt

&2 DESKTOP-TNC3KTK in group ncalvaca-test-change _| 42 avents

8 DESKTOP-K9THOUS in group edubarma_7_2 1 event

£ DESKTOP-OT8F5Q1 in group jesusm2_7.3.15 1 event

£8 josemhie-clone-2 in group josemhue_testing_files . 9 events L
2 DESKTOP-SESRSS1 in group traininggroup_iscarden_sep . I 80 events

B2 NEW-W10.5vd01.1ab in group danieben . 1 event

104

E—MYYTTIIN—TZBRLIES, IRVRNEREBELETIL-TICBBHLET, TOJTIIL—
TR DOIVRRAZRLABVES, REGAIABLTVARHEDTIL—TICETVT
100%AREENTVRCEICEBLTLKEEWY, 2FY, COTIL—TIZ2200IY RRAV K
FH35E, 12 7U—2T, £E531D2RBEBEEETNLEIY RERAY MEE0 %DBRAZRLET,




Dashboard

Dashboard Inkbox Cverview Events i05 Clarity

‘] OU% compromised 30 days ~ || 2021-09-11 21:47 | 2021-10-11 21:47

traInINgGroup_SCarden_sep i Significant Compromise Artifacts

nca... jua FILE | 2546dcl.. GeSeedad eicar_com.zip
nc

— or FILE | 275a021b...16511d0f eicar.com. it
nca.. jorg AR FILE | @1105070...a7470397 eicarcom2 zp
m i -

trainingQroup_iscarden_sep abhs Umaont
yujlerad  pey jesirto.
Stkel..
J Ro
134413 jms . Prat-test
A il e Compromise Event Types

Iei isc DHrsh =T Threat Quarantined

Orbi. jmaciasc

Audiy Th .
Threat Detected
o | Medium |
fsquirt jrg.. hsivel... m Quaranting Failure

TAC

surmit

© 1 Requires Attention @ 0In Progress & 0 Resolved

L &8 DESKTOP-SESRSS1 in group traininggroup _iscarden sep 80 events

Hostname DESKTOP-SESRSS1 Group

Operating System Windows 10 Home Policy

Connector Version 7.3.15.20174 Internal IP 10

Install Date 02 9-23 21:12:23 UTC External IP B4

Connector GUID : Last Seen 2021-09-30 07:45:03 UTC
Definition Version TETRA 64 bit (dally version: 85778) Definitions Last Updated 2021-09-30 07:45:03 UTC
Update Safer telra-dels amp.cisco.com

Processar ID Of8bfb0000061

Related Events Vulnerabilities

2546dcfl.._6eSeedad 2021-09-27 20:34:34 UTC No known software vulnerabilities obsernved

| Medium | 2546dcil._ Gedeedad 2021-09-27 20:34:36 UTC

10 .
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