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Horme » App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Cisco Secure Email Encryption Add-in 1 vy

Supported account types

| Who can use this application or access this API? | 2

(®) Accounts in this organizational directory only {- Single tenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Selecta platform v | e.g. https:/fexample.com/auth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Microsoft Platform Policies -

resoe |
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Home > App registrations > Cisco Secure Email Encryption Add-in Add a Client sacret 1Y
Cisco Secure Email Encryption Add-in | Certificates 8 secrets

Description CRES Clignil Segnet
— 3
i Search i Got feediback?
" Expines [ 365 days 12 monthsy |
B Overview
& Quickstar Credeniials enabie confidential applhicaiions to sdeniily thesneehees bo the suthentication senvce when recering 1

schemel. For a higher leved of sssurance, we recommend using & certificate (instead of a client secret] as a creder
A" integration assistant

Maruge
0 Appleation egistration certiicmes, secrets and Fedented crechentiali can be fousd in the Ll Beloe

= Branding & properties
2

2 Auahernication
2 ' Ceilicates 0} Federated credentials (0]
1

- A decrit stiing that the applcation wied ta prove it dentity whin requeiting & token Alio can be referred to &
1 Teken configuration

B AR prmisorg T+ BNew client decret | d—

S Expose an AP Descriplion Expires Value

B App roles
Ho chent secreis have been oreated for this apphcaiaon
& Owners

il Roles and administrmons

M Manifest

Support = Troubleshaoting
P Troubdeshooking

d M support requedt

DZAT 2 RNI—=OLY NORE

6.EBRTTUT—a>OBMER—IH S, Application (client) ID & UfDirectory (tenant) IDZ JE—L £ 3, BIOFIETERL =
MAESRTI—IL Y hH SClient Secret ZAE—LUF T,

Home > App registrations >

s Cisco Secure Email Encryption Add-in =

| X Search | % |E| Delete @ Endpoints Preview features
B Overview : N .
@ Got a second? We would love your feedback on Microsoft identity platform (previously .

&4 Quickstart
;‘i.‘ |I"Itegra-tiﬂl'l assistant ~ Essentials
Manage Display name : Cisco Secure Email Encryption Add-in

. . Application (client) ID -dﬁﬁ—aﬁﬂ-?ﬁ?e?fﬁcﬂ,’:a'l
& Branding & properties Pr

Object 1D . d0db75f5-cTef-4458-a9c2-b0Tab8%f4b03

—:i) Authentication
Directory (tenant) |D -Zgﬁ-aﬂad -f45d431104d8

Certificates & secrets

Supported account types : My organization cnly

Enter I D7 7D —23a > OBE



Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwaord.

-+ Mew client secret

Description Expires Value (0 Secret D

30/04/2025 21-SQvwkﬁSnGthBVgManPGE.Ukn1.. 2004cB90-94d0-4081-8362-Becd0d4505d 1 [i]
DZATN—oL Yy bOOE—
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Request API permissions

€ All APIs

@ Microsoft Graph

https:/fgraph.microsoftcom/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissicns

Your application runs as a background service or daemon without a

signed-in user.

expand all

A mail, +————————

*

Permission
~ Mail (3)

= Mail.Read (o)

Read mail in all mailboxes

Mail ReadBasic (0

Read basic mail in all mailboxes

Read basic mail in all mailboxes

Mail.ReadWrite O

Read and write mail in all mailboxes

Mail.Send O

U
0 Mail ReadBasicAll
]
=

Send mail as any user

Add permissions m

Microsoft Graph#& R 0 5%

Admin consent required

Yes

Yes

Yes

Yes

Yes

7. TGrant Admin Consent for <tenant-name>; 22U Y 2L T, BBICRL>TT7F V=23 IC#EREFELE T,

APl f Permissions name
“ Microsoft Graph (4)
Mail Read
Mail. ReadWrite
Mail Send

User.Read Al

Microsoft Graph API#E R

Type

Application
Application
Application

Application

Description

Read mail in all mailboxes
Read and write mail in all mailboxes
Send mail as any user

Read all users' full profiles

Admin consent requ... Status

@ cranted for [ R
@ cranted for [ R
@ cranted for [ R
@ Granted for || N
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 Details |[ Groups |[ Tokens |[ Addin Config |[ Rules || Profiles || Branding |

i r
Name  |[Domain v] ﬂDther [
Values (comma or .
: .onmicrosoft.com | +——
semicolon separated)™ -

—— Add Entries

CRESEEAR—XI7O774)

4.Add-in ConfigR 7 ICBEBIL £ 3,

AT Y 71 Azure ADDO MO TOEntralDA SEEBLETF UM, 954F7 2 ND, 8KTFI—IL Y RNEAALET, ZUUY

Y U&ETJ . SaveDetals
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AT2ICIk. $XTORXA > TSave ConfigurationZ AL £9,
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| Details || Groups || Tokens || Addin Config || Rules || Profiles || Branding || Features || Migration || Security || Templates ||

1
Step 1: Configure the Office 365 Mailbox Settings 7

Azure AD Details: | ?

Tenant D™ [-9-34434293-aﬂad-f45d4311ﬂ4dﬂ |

Client 10* (I 5-0929-4d69-a6b3-787e7i5c85a1 | 2

Client Secret* l | O
3

i Saye Detaills| Reset

Step 2: Configure the Add-In Settings

Domain I o microsoft.com | 4
Encryption Type W 5
Password remembered in Add-In client for [313 days
Flag Type ) subject Flag ) Header Flag
Flag Value l J

]

——% | Save Configuration Save Configuration for All Demains

Step 3: Download the Manifest File to Deploy the Cisco Secure Email Encryption Service Add-In to Your Organization's Users

T
—— Download Manifest

CRESEER—XIT R4 DER

Microsoft 365ICY Z 7 I AR 774N ET Y 7O—RUTEX—IBELY—EAT R4 ZEH

1. Microsoft 365 Admin CenteriC B & E L TOJ A1 LET, (Microsoft 365BE > X —),

2. ICBE L Settings > Integrated apps T, [P RA 2OV Y O LET,

Microsaft 365 admin center

— Homa Integrated apps
r  Hame
Integrated apps
B Users b
. Discover, purchase, acguine, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. ou can alo deploy 4 age |
W Groups = For advanced management of these apps go to the respective admin center or page : Azure Active Direciory | SharePoint
PA Rid S 3
Deployed apps  Available apps Blocked apps
B Resources et
All apps in this st huves Beon indtalied for teram ugers
2] Markeiplace
B gilling L Pogular apps to be deployed
U support - fn Mural JB Adobe Acrobat for Mi... CadeTwa for Outlod
= u'ﬂ'r.'\-u:u'. Crithaok
@5 Settings | 1 5 G L
@ WAt a diep partfesitiap Soeeds the Rlerserianll Do mane with PDFi - iy Adrohal el nghl Cromborede e sy duutiriatis errsl 1o
Deemains Hh epcaysiem. Mural ©onnets teams S0 B ol RDCHOIT ENRTESE S0{H. begal daslasment B morbebing banmarr
O settings

Microsoft 365 Backup

]
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Microsoft 03657 R4 > MERE

3. &2 1) v U Deploy Add-inL . Upload Custom AppsZi#IR L £ 7., &I D FIJEI have the manifest file (.xml) on this device @ Cisco Email
Encryption Service(ESA)BEBAR—RIIASX U O—RLETZ7 7L EEIRL, 7Yy7O—RLET, 29UV I LFET, Upload

4. )RDOFET, Cisco Secure Email Encryption ServiceND 7 VAN BEBERI—HZE) HTET, BENICEATIHESE. &8
R Specifc Users/groupsL.. &9 1) ¥ UDeployLE ¥,

Configure add-in

Cisco Secure Email Encryption Service

By Cisco
Assign Users
Choose which wsers will have access to Cisco Secure Email Encryption Service
@' Everyane
O Specifie users / groups &
Search for specific users of groups o add of remove 1

| atart typing a name to search for users

DJuﬂm

Deployment Method
(®) Fixed (Defauit)
The sdd-m will B automatically deployed to the assigned users and they will not be able to rermove it fram their ribion.

O Available

Users may install thig add-in by chic king the Geét More &dd-ing button on the hame nbbon m Qutlook and oand i A.-:hnin-rrun.‘lglj‘:ti

() optional

The add-in will b automatically deployed to the assigred users but they can choose to remove it from thair ribbon

2

m

Microsoft 03657 R4 > 5’E
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2. Cisco Secure Email Encryption Service7 R4 > Z2FW\WT IV Y I LET,
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fo o ce Bee
Wouu masst use encryption only for business
' ! - FRITEHEAGS
Subject Testing Mew Encryplion Frionity
Encryption Flow Summary
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