EFIVT A THREENEEFA-LBRICH
THBHETS LHOEFIUT 1 TRES 1
cBFX—LT—RIIA DRI —Z DD
T —F )T DORE

AR

BUSDIC

BSR4
FRYBOAVR—FH

BE

N | Sl N
TDCHE#EEN

FL®IC

O RF 21X NTIE, Secure Email Threat Defense(SETD)DRU S —Z &Ny —F )T %
£1T79 % & S |ZSecure Email Gateway(SEG) &R ET D FIBIC OV THBEALET,

B4

Cisco Secure Email Gateway(SEG)D £ MM BEREELREICEITDIHBI HNERICALBEET,
FRIZAVER—F N

COERETI, XKOMANFBETT,

« Cisco Secure Email Gateway(SEG)AsyncOS 15.5.1LAB#
« Cisco EX—/)LEBRME(SETD)M ARV A
« ERMEIRIZX(TDC)e 2700 FV /A —HOEHRE NIz,

"CORFIXDNOBERE. BEOFARRELCLHZTNAAILEIVWTEREhELE, COR
FAXRNTEATEIINTOTNARR, JUTB (F72IIK ) RETHERZRBLTLE
T, BETORY ND—UTHEEZITSHES. O ROZEECODVTHRICEBLES A THE
ELTLKEEV,

BE



Cisco SEGIESETDEKEE L TREZBILTEE T,

« SEGPY—FINToavik, IXTOIV—2 AV E—D0OREBEFXA—IINZEIEL
79,

« SEGIE, X—=ILARVI—CENO—BICEDVTEGX—IL7O0—%2BRWISBIRTZDFT
avaER#HLET,

« RUS—BHDOSEGA > a>Tlk, AF¥2BL, F7FILNOXYE—FETRL
A, FLERBAARAZLXAY -2 FET7 RLADIDOEBRENHYET,

c TFT7AILRNOZRETRLAK, BEOTHIRMA VAR AOX=)IZ2Z T3
SAXVUSETD 7 HO > h&EKRLET,

c NARLXYE—DZEFET RLAR, BRIEREARXMNOX—I) 22 THD2%F
BOSETD7 WU RNZERLET, cOZFUFE., KYEMBESETDREICEAE ©
x79,

s v —F T EXYE—DICIE, SEGX Y —TID(MID) & %8 & ##:ID(DCID)AY & )
9
s BEF1—ICE, SETDEREN DV REF YT FVYITRLEOORXAICULEE T
the.tdc.queues FEENTVET,
the.tdc.queues 7T 4 7 H> K&, cli>tophosts ( IJECESDIBA ) £ IEKSEG
Reporting > Delivery Status ( 3FCESDBE ) THFETEET,
M tdc.queues Wk, FEERXAVBICHYETHERERFMEIRIX(TDC)ERLET,

T

AaxX AE

"Xy E—SZETRLAL ZERTZE-HOSETDOMIEBAEY N7 Y 7 FIE,

il

1. EV, EF1T7EX—LT—RNIITAHNFELEXT,
2. 2 ATDSEG


http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?

Welcome to Cisco Secure Email Threat Defense

Socurs Emall Gatoway

Do you have a Secure Email Gateway (SEG)?

1 & Yes, Secure Email Gateway is present. Mo, Secure Email Gateway is not present.

Secuns Email Gateway

Indicate type of S3EG and header

& Clsco SEG Non-Cisco SEG

) Use Cisco SEG default hoacler Wae Custom SEG hepdes

X - romPart- RemotelP

Use Custom SEG header

3. XYy t—TnHE=&E.
4. FREE L=RTRD ko



© 2]

Secure Emad Gakoway Message Sowrco

Select the message source

Micrasolt 365 ) Gateway

Maciagn Dirgctian Midiags Dirgcticn

G InSoeming SG Ineaming
Infermal

£) Ouigeing

© @, ©

Saciure Emadl Gateway Pl eipin Savarcd Visilsility & Remediation

Microsoft 365 Authentication Mo Authentication
ResdWrite (Recommended) 4 ®) Visibility Only
Visibility

S5 XV tE—DNZEFETRLARK, ATVTANZHFANSNIERTRRENET,

® 9 @, @

Secure Email Gateway Massage Source Visibility & Remediation Massage Intake

Send message copies to Secure Email Threat Defense.

+ Configure your Securg Email Gateway to send messages to Secure Email Threat Defense for processing. For details, see the

Cloud Email Gateway documentation.

« Message Intake Address: b5986efe-374c 1847e1ab@beta.cmd.cisco.com Iy

6. EY RTYTRIXYVE—DIDRETRLAZIFBIZLEN HIBERE. [RUZ—X 21—
CBBLET,



3 Accaunt
Cisco Beta o

£ Home Message Source
¥ Messages Microsolt 34 Message Intake Address

S Incoming Configure your Secune Email Gateway 1
il Insights > ntarna e it "~

&) Outgaing umentat
' Palicy 5]

| Gateway Message Intake Address
BEOEG0Te-3740 1247 lad@batacm
o Administration > % Incoming

d.cisco.com

SEG WebUIIZ#1T L. Security Services > Threat Defense Connector SettingslCc BB L £ 7,

Edit Threat Defense Connector Settings

Mode —Cluster: Hosted_Cluster Change Mode... e

b Centralized Managemsnt Options

Thraat Defense Connector Settings

Enable Threat Defense Connector

Message Intake | [phoagsefe-374c- 184715 @0eta.cmd. cisoo.com
Address: |7 — —

E= [ Submit |
X=)LRIS—IZBEBLET,
s FEX=I RIS —
- AEORBEOY—E ARG TEEXEIRIZ, T,
« BREVUICIE., IO THRETZHESIE "Disableds ERRENET,

Mail Policies: Threat Defense Connector

Mode —Cluster: Hosted_Cluster Change Mode...

B Centralized Management Dptions

Threat Defense Connactor Sattings

Policy: DEFALLT

Emable Threat Defense Connectar Tar This @ Use Global Settings (b5986efe-374c

Policy: 184 Felab@beta. crmd. cisco.cam)

) Use custom Message Intake Address
2 Mo

NAZRLXY =D Z BT RLAR, EAVHUSETDA VAR AZEALTADENET,



Policy: DEFANT
Enable Threat Befense Connector for This Polloy: | 0 cion i Settings (bS686efe-374c-47 a5 -aade-bEASEE4Te 1 ab@beta omd. cisco.com)

() Ve custom Mestage [ntake Address

Meszage [ntake Addross: LT
I 1%elcdbb-0SHc-ded /- H0EDeta omd. Clsco.0om

N HRRLBETRLAEERALTA—L RS —O—HEEEDEL. ELORAAY
RS74v o8+ 7Fr3588E. ChAEETT,

BREOFERNEEI—ICE, BREBAT—EADIE "Enabled) FRERENET,



Threat Defense Connector
(use default)

(use default)
[use default)

(use default)

Enabled
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IXTOFEAETITDE, EFX—IHNSETDH Y A R—RIZAHENET,

g

SEG CLIONY > R>tophostsik, 79U 7 14 7 BEED tdc.queueh IV ZERRLET,

(Machine esal.myesa.com)> tophosts

Status as of: Fri Feb 16 19:55:34 2824 C5T
Hosts marked with 'x' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced

5 the.tdc.queue 1 %] 184,163 8 a

NS7ILTa—h
TDCHE#AENE -

c BEFI—ICIVRNIAFETREHEE, DB EE3IDDEHENRINET
- ThUFEOELGR., BEOEFXA-IIRBEFI-—CRUODY VZERAL TEHNICERKET

x5
« BLWTLWAERE, F1—DZLEZD, BEFI—CTIBIVRNINFELKBZEBERAUS
nEI,

- BRATR., 77 IIHOEICHE> TEITENET,
- BRATIRD R, FERXYE—IHFF1-CRIEIEE (1208 ) A>TVRHEE
XV E—DRFI1-HNSHIRENET

ERNRIRIVZOBAITANZX LA

IZ—7T—RA BRATART BETEH
SMTP 5xx L2 — ( 503/5527% Bx <

)
SMTP 4xxT5— ( 503/552% &%

)
TLSIZ— WOz N/A
—MBEBRY ND—O\BERIS -
. DNSIS—% &,

Whz N/A

Yes 1

Yes 1

BERBRICEDSTDCX=)ILOToH> 7
TDCEEOOJIVRNUICKEK, OJTFANDOHEICTDC : EFfEEATVET,

BTV EERTDCEEZRLTVET,



Fri Feb 16 21:19:22 2024
Fri Feb 16 21:19:23 2024
Fri Feb 16 21:19:23 2024
Fri Feb 16 21:19:23 2024
Fri Feb 16 21:19:24 2024
Fri Feb 16 21:19:24 2024

Info: TDC: MID 14501404 with Message-ID '<07afv777xxreIlLg20Q@gostrt-sstp-0>' e
Info: TDC: New SMTP DCID 4566150 interface 10.13.0.99 address 10.10.55.171 por
Info: DCID 4566150 TLS success protocol TLSvl.2 cipher ECDHE-RSA-AES128-GCM-SH
Info: TDC: Delivery start DCID 4566150 MID 14501404

Info: TDC: MID 14501404 successfully delivered for scanning with Cisco Secure
Info: Message finished MID 14501404 done

COYUTILTRE, 1200024 LT IR BBLERICBREFREXY - RRATERELS

—ARELEXT

Wed Nov 29 09:03:05 2023

Info: TDC: Connection Error: DCID 36 domain: the.tdc.queue IP: 10.10.0.3 port:

BOTLTR, TLSIZ—HFREOEBREIZ—AREhTVERT,

Fri Feb 14 04:10:14 2024

Info: TDC: MID 1450012 delivery failed to Cisco Secure Email Threat Defense:TL

COYTITRE, BMBESETDD ¥ —F LT RLAANREN, N—RNDVANFRELET,

Wed Nov 29 09:07:16 2023 Info: TDC: MID 171 with Message-ID '<20231129090720.24911.11947@vm21bsd0050.cs
dress test@esa.example.com

Wed Nov 29 09:07:16 2023 Info: DNS Error esa.example.com MX - NXDomain

Wed Nov 29 09:07:16 2023 Info: TDC: Hard bounced - 5.1.2 - Bad destination host ('000', 'DNS Hard Error
Wed Nov 29 09:07:16 2023 Info:

TDC: MID 171 delivery failed to Cisco Secure Email Threat Defense: Hard Bounced.

Wed Nov 29 09:07:16 2023 Info: Bounced: DCID O MID 171 to RID O - Bounced by destination server with re

MX)

XvtE—=IRIYERDTICE, SETDANDOXY E—DOBENKB L I E 2RI ITLETHIRR

ENET,

COHTILTR, TLSIZ—ICLRBPBEIZ—NTRENTVWET,

202442 B16H21:19:24
(GMT -06:00)

TDC : XY +—1450140474", Cisco Secure Email Threat DefenselZ
LBPAFYURHICEERICBREENEL

BYIE 5 2

s EX=MtEFIVFAREHAR

« HR—BMHA RADCisco Secure Email Gatewayi2BR—

« ETDI—%#A R
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