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Network Access Users List > New Network Access User

¥ Network Access User

* Name | ESA_admin

Status |[] Enabled «

Email |admins@mydomain.com

v Passwords

Password Type: Internal Users d

Password Re-Enter Password

* LOgiI"I Password (LTI IITI TR ]

| | Generate Password

| |
Enable Password | | | | | Generate Password

User Groups
v User Information [ = ]
l‘"
First Name | vET
1 ALL_ACCOUNTS (default)
Last Name | o
2__: Anyconnect
. L potiX
v Account Options e
<% Employee

Description — 4% ESA_Admin

-

0 4 © ESA_DEMO
Change password on next login .
<7t ESA_Diego_Admins

£t ESA_Monitor
v Account Disable Policy
7% GROUP_ACCOUNTS (default)
] Disable account if date exceeds <.° GuestType_Contractor (default) fy-mm-dd)
£ GuestType_Daily (default)
v User Groups I GuestType Weekly (default)
|Select an item
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Authorization Profiles > Aavega_ESA_Admin

Authorization Profile

*Name |[ESA_Admin

Description |

£

* Access Type | ACCESS_ACCEPT

Network Device Profile s Cisco | w | 83

Service Template 0
Track Movement [ ;

Passive Identity Tracking [ ;

v Common Tasks

[_] web Authentication (Local Web Auth)

() Airespace ACL Name

ASA VPN Administrators

(L] AvC Profile Name

v Advanced Attributes Settings

|Select an item |
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[Policy] > [Policy Sets] > [Add] ( +i2 & ) CBBILET.

+  Swhes  Policy Set Name Description Conditions Allowed Profoccls | Server Sequence  Hits  Actions  View
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Glick here to do visibility setup Do not show this again
Policy Sets Reset Policyset Hitcounts
+ Status  Policy Set Name Description Conditions Allowed Protocols /| Server Sequence Hits  Actions View
@  EsA_Poky B MNetwork Access Device IP Address EQUALS 10.122.111,238 Default Notwork Access LRd 16 o >
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Result
-
Status  Rule Name ‘Conditions Profiles Security Groups Hits  Actions
® ESA Monilor A IntemalUserldentityGroup EQUALS User [dentity Groups ESA_Monitor = ESA_Monitors + roeT v % o 3
@ ESA HelpDosk A& IntemalUser-IdentityGroup EQUALS User dentity Groups-HelpDesk % ESA_sdmin +* It v % o o]
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[Users] > [External Authentication] > [Enable External Authentication on ESAJICB &L £ 3,

Edit External Authentication

External Authentication Settings

Enable External Authentication

[ Cancel | [ Submit |
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Edit External Authentication

External Authentication Settings

Enable External Authentication
Authentication Type: RADIUS B
RABIUS ServerInformation: | | pantus Server Port Shared Secret Timeout | Authentication| [ Add Row |
Hostname Value protocol
(in
seconds)
x.x.x.X | [1812  [seeseeee [s PAP B @
External Authentication Cache Timeout: (7) o seconas
Group Mapping: (O Map externally authenticated users to multiple local roles. (recommended)
RADIUS CLASS Attribute Role '-fi' Add Row
|Admin istrators Administrator a @
|Mn nitors Operator %] @
RADIUS CLASS attributes are case-sensitive. -
Map all externally authenticated users to the Administrator role.

X : RADIUS CLASSEMIE, AT Y 3TEZL EEMENamet — BT B SENHVYET
(ASAVPNEL TR Y TENBDHEZAIDT )

R

Async0877°547“/7\(,:|:|'7"f‘/l/ 7'7t7\7’3“'§"r—féh EIJU'_—Ll‘C n-O—J)LAELLE

o

Email Security Appliance is getti

stftalie Cisco CO00V

Cisco Email Security Virtual Appliance

N Monitor

My Dashboard

I Printable PDF &

Attention — i You can customize this "My Dashboard" page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Monitor

> Overview.

System Overview
Overview > Status [< Overview > Quarantines - Top 3 by Disk Usage (Policy and Virus) B
System Status: Online No guarantines are available
Incoming Messages per hour: 0

Messages in Work Queue: 0

Local Quarantines

System Status Details
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ESAICOY 14 > L. [External Authentication]?' S [Map all externally authenticated users to the
Administrator role] Z3&IR L £ 7,

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.
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