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Secure Access DashboardiCBEL £9,

* Admin>Api Keys>Z 2 UY U LET, Add

Admin <

o] Account Settings Management
Accounts AP| Keys
&  Workflows o e = A . ¢
& Add, invite and delete users Generate and manage API keys
Authentication Log Management
View authentication information View and manage logs
Subscription
View subscription, package, and
feature information
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Secure Access's APl keys are used to authenticate your Secure Access AP requests. You can create multiple keys and manage each key's access controls to meet specific use cases.
APIF — D1
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o HEIZIGU T, APl Key Name, Description (Optional), Expiry DateZBiL £,


https://dashboard.sse.cisco.com/

Add New API Key

To add this unique API key to Secure Access, select its scope—what it can do—and set an expiry date. The key and secret created here are unigue.
Deleting, refreshing or modifying this API key may break or interrupt integrations that use this key.

APl Key Name
New AFl Key

Key Scope

Select the appropriate access scopes to define what this APl key can do.

O Auth
D Deployments

O Investigate

PONCIES | epe—

O reports

1>

18 >

Expiry Date

@® HNever expire

O Expire on May 21 2024

CANCEL

APIF—DEKS3

Description

1 selected

Scope

Policies

« O TKeyScope, %R LPolicies, RV —2RELET,

Destination Lists

«  ZEiBIRL. Dedtinations

o BEICISUTScopeZE L. ThIUADIEBEIF Read/Write

e 1YY CREATEKEY

Remove All

Read [ Write 4 ><

CREATE KEY



Add New APl Key

To add this unique API key to Secure Access, select its scope=what it can do=—and set an expiry date. The key and secret created here are unique.
Deleting, refreshing or modifying this APl key may break or interrupt integrations that use this key.

APl Key Name Description (Opnonal)
Mew AP Key
Key Scope [ Policies 2 selected Remowe All
Select the appropriate access scopes to define what this APl key can do.
Scope
"’ I
—=| @ Destination Lists Policies / Destination Lists Read [ Write ™ X
— Destinations e
Palicies [ Destinations Read [ Write b4

D DLP Indexer

O Rules

Expiry Date
® never expire

O Expire on May 21 2024
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+ AP Key$ kU KeySecret Z#E—L T, #2JY U LET ACCEPT AND CLOSE

Click Refresh to generate a new key and secret.

APl Key Key Secret
o2 M U H = mm A i | = [ | ]

n Copy the Key Secret. For security reasons, it is only displayed once. If lost, it cannot be retrieved. —— ACCEPT AND CLOSE
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curl --user key:secret --request POST --url https://api.sse.cisco.com/auth/v2/token -H Content-Type: ap

e EWENiBearer APIN—U 2 IE—LTRETS
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curl -L --Tocation-trusted --request GET --url https://api.sse.cisco.com/policies/v2/destinationlists -

BOTIWEHIODAZIARY K

{"id":23456789,"organizationId":1234567,"access":"none","isGlobal":false, "name":" Test Block 1list","thi
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WindowsX > ROV 7 hEEEMacX—ZFIIL 2BV TION REZTLET,

curl -L --Tocation-trusted --request GET --url https://api.sse.cisco.com/policies/v2/destinationlists/d

i H 4 :

{"status":{"code":200,"text":"OK"}, "meta": {"page":1,"Timit":100,"total":3},"data": [ {"id":"415214","de
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curl -L --Tocation-trusted --request POST --url https://api.sse.cisco.com/policies/v2/destinationlists

i TDestination List Name, G HFE T2 RBBICEZE!AZTLIEEL,

H a6l

{"id":23456789,"organizationId":1234567,"access":"none","isGlobal":false,"name":"API List 1","thirdpart
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c ZOEROFIEZMEM L TdedtinationListld, IXTDHEEJANZRELET,

WindowsdX > RZ7OV 7 N E LM —SF L 2BV TIONY RERTLET,

curl -L --Tocation-trusted --request POST --url https://api.sse.cisco.com/policies/v2/destinationlists/

H 6

{"status":{"code":200,"text":"0OK"},"data":{"id":17804929, "organizationId":1234567,"access":"none","isG1
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WindowsdX > RO 7 hEEEMacZ—ZFIIL 2BV TION REZRTLET,

curl -L --Tocation-trusted --request DELETE --url https://api.sse.cisco.com/policies/v2/destinationlist

H A

{"status":{"code":200,"text":"0K"},"data": []}
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curl -L --Tocation-trusted --request DELETE --url https://api.sse.cisco.com/policies/v2/destinationlist

H 6

{"status":{"code":200,"text":"0OK"},"data":{"id":17804929, "organizationId":1234567,"access":"none", "isGT
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200 0K Success. Everything worked as expected.

201 Created New resource created.

202 Accepted Success. Action is queued.

204 No Content Success. Response with no message body.

400 Bad Request Likely missing a required parameter or malformed JSON. The syntax of your query may need 1o be revised.
Check for any spaces preceding, trailing, or in the domain name of the domain you are trying to query.

401 Unauthorized The authorization header is missing or the key and secret pair is invalid. Ensure your AP token is valid.

403 Forbidden The client is unauthorized to access the content.

404 Not Found The requested resource doesn't exist. Check the syntax of your query or ensure the IP and domain are
valid.

409 Conflict The client requests that the server create the resource, but the resource already exists in the collection

429 Exceeded Limit Too many requests received in a given amount of time. You may have exceeded the rate limits for your
organization or package.

413 Content Too The request payload is larger than the limits defined by the server.

Large



REST APl : J5& 10— R1

500 Internal Server Something wrong with the server.
Error

503 Service Server is unable to complete request.
Unavailable

REST API — J5& 11— K2
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https://developer.cisco.com/docs/cloud-security/#!secure-access-api-guides-rate-limits/rate-limits
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-guides-rate-limits/rate-limits
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-guides-rate-limits/rate-limits
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-guides-rate-limits/rate-limits
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://docs.sse.cisco.com/sse-user-guide/docs/add-secure-access-api-keys
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication/token-authorization-request
https://developer.cisco.com/docs/cloud-security/#!secure-access-api-authentication/token-authorization-request
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