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Overview
”‘
i Data Transfer
' TOTAL USAGE
= L=D 69.52 MB Total traffic _ B e s
725.98 MB -« Decrease (last 7 day)
M .
- 16,45 MB Received ) 8 — RN

35.30 MB . Decreass (last 7 day

53.07 MB sent
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B Overview

&Y Connect

Overview

The Overview dashboard displays

Essentials

MNetwork Connections

Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc

I~"  Monitor

LY MLFUERS for use In ACCESS rules

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access
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*  TNetwork Tunnel Groupsy, T. +Add

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1 0

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely control
uSer ACCess Lo the Intermet and peivate resources. Help of

[ @ Saarch | ( Region s ] [ Status w ] 2 Tunnal Groups
Metwork Tunnel Group Status Region Primary Hub Data Center ::I:::: Secondary Hub Data Genter Secondary Tunnels
HOME ) Disconnected Europe [Genmany] sse-euc-1-1-0 [+] S5E-euc-1-11 o
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»  Tunnel Group Name, Region® &% Device Type
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General Settings

Give your network tunnel group a good meaningful name, choose a region through which
it will connect to Secure Access, and choose the device type this tunnel group will use.

Tunnel Group Name

Palo Alto ® ]
Region

Europe (Germany) v ]
Device Type
[Other v ]




F TJTATOA—INOBACHREEV I ZZERLET,

Tunnel ID Format

e« X~ R& Passphrase

e 1YY Next



Tunnel ID Format

® Email IP Address

Tunnel ID

[ FaleAn ® ] <@h<uci)rf.>:;se.cisco.com

Passphrase

[ ssesssssssssssssssss Show ® ]

The passphrase must be between 16 and 64 characters long. It must include at least one upper
case letter, one lower case letter, one number, and cannot include any special characters.

Confirm Passphrase

[ Show ® ]

(o) (3

EULLIPP RLABRAFLZBHRANEZREL, NZ71V 021770 ARHTEBESES

gl?"

- RYRD-UT

o« 1YY Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

1T T7OCA-RNRLWIN=T - V=T TFT> 3>
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: PaloAlto@ -sse.cisco.com [

Primary Data Center IP Address: 18.156145.74 [

Secondary Tunnel ID: PaloAlto@ -sse.cisco.com [
Secondary Data Center IP SisnAEDS

Address: T =

Passphrase: PO

Pao AltoTH R RILDERE

RRILA2E—=T7 T4 ADERE

PaoAltoX ¥ 2 I R—RICBBL KT,

¢ Network > Interfaces > Tunnel

e Click Add



&3 Interfaces

B3 Zones

o VLANS

Frl_@ Virtual Wires
Virtual Routers
(}g;' IPSec Tunnels
'ﬂ'ﬁ- GRE Tunnels
£ DHCP

DNS

% DNS Proxy

E Proxy

v @I GlobalProtect

@ Portals

& Gateways

@] MDM

Clientless Apps

»  ConfigX Z 1 —TVirtua Router, Security ZoneZ &% E L. Suffix Number

IPv4

Tunnel Interface

Ethernet | VLAN Loopback | Tunnel | SD-\
MANAGEMENT

INTERFACE PROFILE IP ADDRESS
tunnel none
tunnel.1 Interface_CSA
tunnel.2 169.253.0.1
4

Add Delete  (E) PDF/CSV

@

Interface Name
Comment

Netflow Profile | None
Config | IPv4 | IPv6 | Advanced

Assign Interface To

| Virtual Router Routerl
I Security Zone | CSA I

« OFT. A—FTAVITRIPERELET, LEXE, 169.2540.1/30

. 1Y I0OK
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Tunnel Interface

Interface Name
Comment

Netflow Profile | None

Config IPv4 IPvé Advanced
Olw
(] 169.254.0.1/30
(+) Add
|P address/netmask. Ex. 192.168.2.254/24

ZTDHE, RDRSICRETEET,

Ethernet | VLAN Loopback | Tunnel SD-WAN
Q
MANAGEMENT VIRTUAL SECURITY
INTERFACE PROFILE IP ADDRESS ROUTER ZONE FEATURES
tunnel none none CSA
tunnel.1 169.254.0.1/30 Router CSA 0—1_:;;|
tunnel.2 169.253.0.1 Router CSA 0—1_)

CHESICERELTHBDHER. Commit 20 Y UL TREEREFEL. XORAT Y T Configure IKE Crypto Profilel_ # & £,

IKEEE{Z7O7 71 I DORE

BESL7O7 7ML ERETRICE. ROBAICBEHLET,

¢ Network > Network Profile > IKE Crypto

e JUvJAdd



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

e
L]
ﬁ Clientless App Groups i 'f' 4 items
2 Qos
[] | name ENCRYPTION AUTHENTICATI... | DH GROUP KEY LIFETII
™ Lop
[] default aes-128-cbc, 3des  shal group2 8 hours
{= Network Profiles
GlobalProtect IPSec Crop [ ] Suite-B-GCM-128 aes-128-cbc sha256 groupl9 8 hours
f IKE Gateways [ ] Suite-B-GCM-256  aes-256-cbc sha384 group20 8 hours
) IPSec Crypto [ ] CSAIKE aes-256-gcm non-auth groupl9 8 hours
| IKE Crypto
5 Moenitor

[:":‘- Interface Mgmt
[a Zone Protection
2 QoS Profile
™ LLDP Profile
4 BFD Profile

(?; SD-WAN Interface Profile - PDE/CSV

e RONFA—BZRELET,

Name: ZO7 7 AN ZHBAT DO DERERELE T,

DH GROUP : ¥ )L—7"19

AUTHENTICATION : JESR:E
« ENCRYPTION: aes-256-gcm

e Timers

Key Lifetime:8 B/

¢ |KEv2 Authentication:0

. FRTOBRENETLES. OK



IKE Crypto Profile

Mame | CSAIKE

[] | oH GrouP

O | ENCRYPTION

|| group1? [] aes-256-gcm
(¥) Add : . _ : @ Add
[[] | AUTHENTICATION | Timers
[ ] non-auth Key Lifetime | Hours
8
Minimum lifetime = 3 mins
. : IKEv2 Authentication | 0
®Add ' ' Multiple

COESICHRELTHDHEERF. Commit 2V VY ILTRHREZREFEL., ROATY SICHEHKEFT, Configure IKE Gateways.
IKES'—hJ I A DR

IKES'—RDJIAZRETDICK

¢ Network > Network Profile > IKE Gateways

e YA



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

" DNS Proxy 10 2 items
_;_ Proxy

o= Local Address |
'-.E‘I GlobalProtect

|'§l Portals D NAME PEER ADDRESS INTERFACE 1P ID

& Gateways CSA_IKE_GW 18.156.145.74 ethernet1/1 192.168.0.204/24 18.156.145.74
@] Mbm
Clientless Apps ]
[f'} Clientless App Groups
2 Qos
™ uop
| =) Network Proﬁiesl
GlobalProtect IPSec Cryp

I 1 IKE Gatewaysl

CSA_IKE_GW?2 3.120.45.23 ethernet1/1 192.168.0.204/24 3.120.45.23

IPSec Crypto ‘
1 IKE Crypto [ Add] © Delete (@) Enable (%) Disable () PDF/CSV

e RONFA—ZZRELET,

Namelke— R DI A 2B T2 EODBHERELET,

+  Verson: IKEV2ZERE—R

e AddressType: IPv4

* Interface : 122 —Y RWANA VB2 —7 T4 AZERLET,

+ Locd IPAddress: 1 2 —%Y NWANA > Z—7 T4 ADIPEERL £T,

¢ Peer IPAddressType:IP

e Peer Address:FJlE "Tunnel Data; THEE L #=Primary |P Datacenter IP AddressD IPEER L £,
¢ Authentication:Pre-Shared Key

*  Pre-shared Key : Tunnel Data® FJETIEE L 1= passphrase Z2FEAL £,

«  Confirm Pre-shared Key : Tunnel Data® FIETIEE L = passphrase ZFEAL £9,

« Local Identification : %Zi®iRUser FQDN (Email address) L. FJE "Tunnel Data;, THEE L =Primary Tunne
IDZFEALET,

»  Peer ldentification : IP Address%i#3R U TPrimary |P Datacenter IP AddressZ R L £,



IKE Gateway @

General | Advanced Options

Name [ CSA_IKE_GW

Version ‘ IKEv2 only mode v
Address Type @ IPv4 ) IPV6
Interface I ethernet1/1 v
Local IP Address | 192.168.0.204/24 v
Peer IP Address Type @ IP ) FQDN () Dynamic
Peer Address [ 18.156.145.74 v
Authentication @) Pre-Shared Key () Certificate

Pre-shared Key

Confirm Pre-shared Key

Local Identification ‘ User FQDN (email address) v [ paloalto@ -sse.cisco.cl
Peer Identification ‘ IP address v |18.156.145.74 ‘
Comment ‘

« 1) ¥ 2 Advanced Options

Enable NAT Traversal

« AT Y 7 Configure IKE Crypto Profile T4EIKE Crypto Profile & L #=
e FIVIRYIUREFZIZT S Liveness Check

e YUY YOK



IKE Gateway

General Advanced Options

Commeon Options

|:| Enable Passive Mode
| Enable NAT Traversal

IKEv2

IKE Crypto Profile | CSAIKE

[ Strict Cookie Validation

Liveness Check

Interval (sec) | 5

COESICHRELTHDHEERF. Commit 2V VY ILTRHREEZREFEL., ROATY SIZ#HKEFET, Configure IPSEC Crypto.
IPSECEESL7O7 7 1 L DFR

IKEX— KNI A%&ETSICIE. Network > Network Profile > IPSEC Crypto

o Uy SIAdd



DASHBOARD MONITOR POLICIES OBJECTS NETWORK

@ Clientless App Groups Q) 4 items
.
QoS D NAME ESP/AH ENCRYPTI... | AUTHENTI... | DH GROUP LIFETIME LIFE
= Lop
[] default ESP aes-128-cbe, shal group2 1 hours
[~ L Network Profiles | 3des
GlobalProtect IPSec Cryp | ™) gyite-B- ESP aes-128-gem  none group19 1 hours
IKE Gateways GCM-128
| . IPSec Cf\'lm)l [ ] Suite-B- ESP aes-256-gcm  none group20 1 hours
GCM-256
IKE Crypto
. «[ ] CSA-IPsec ESP aes-256-gcm  sha256 no-pfs 1 hours
5 Monitor

ﬁ\ Interface Mgmt
@ Zone Protection
8 QoS Profile

B LLDP Profile
4 BFD Profile

% SD-WAN Interface Profile = PDF/CSV

o RONTFXA—REZRELET,

Name: BRIZFEALTEF 21770 EAIPec7 A7 74 L EZRBILET,

¢ |PSec Protocol:ESP
¢ ENCRYPTION: aes-256-gcm

+  DH Group: pfs’x L, 18R

« UUYYOK



IPSec Crypto Profile @

Name | CSA-IPsec |

I IPSec Protocol | ESP I v DH Group | no-pfs WV

[7] | ENCRYPTION Lifetime | Hours v [[1

|_] 395—256-30‘1'1 Minimum lifetime = 3 mins

[]Enable

() Add

D | AUTHENTICATION

[] sha256

() Add

COERSICHELTHBBEE., Commit 2V VY VL TREEZREL. KOATY T IZEARET, Configure|PSec Tunnels.
IPSech > I DERE

IPSec TunnelsZ X E T 2 12 k. Network > IPSec Tunnelsic B8 L £9 .

e JUYY A



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

23 Interfaces -
E® Zones IKE Gateway/Satellite
o VLANs
PEER \
B virtual Wires
{8 Virtual Vvires D NAME STATUS TYPE INTERFA... | LOCAL IP ADDRESS STATUS INTERFA... | F
.'.f-\,] Virtual Routers
— | CSA - Auto Key ethernet... 192.168... 18.156.1.. @ IKE tunnel.l I
I ay IPSecTunnelsI fimind nfo (
unn I
4 GRE Tunnels nfo
= DHCP CSA2 . Auto Key  ethernet.. 192.168.. 3.12045.. ® IKE tunnel.2 I
= (
Tunnel nfo |

DNS Proxy
= Proxy
(&< GlobalProtect
';,‘ Portals
I‘:&' Gateways
;D MDM
f&\ Clientless Apps
lf_‘_‘?, Clientless App Groups
& Qos
™ Lop

[ Network Profiles

GlobalProtect |PSec Goy

2 PDE/CSV
4 » S

s RONSA—ZZRELET,

Name: EF 17TV EAR RN ZREBITDEREZEALET,

e Tunnd Interface : A7 ¥ 7’ Configure the tunnel interfaceCRREL NV RIL AV Z—T T4 A%ERLET,
« Type: F—bhF—
e AddressType: IPv4

+ IKEGateways: AT7Y 7 NIKEX— b VI A DFEE | THRELVEIKESX— RV T/ ZRBIRLET,

«  IPsec Crypto Profile : A7 ¥ 7 Configure IPSEC Crypto Profile CEREL EIKES' — R I 4 Z&8RLE T,

o FIVURYYUAZEFIZTS Advanced Options

IPSec Mode Tunnd:Tunnel Z23#R L £9,



.« YUY OK

IPSec Tunnel (©)
General Proxy IDs
Mame | CSA
Tunnel Interface | tunnel.l v
Type o Auto Key Manual Key GlobalProtect Satellite
Address Type ° IPwd IPvé
IKE Gateway | CSA_IKE_GW v
IPSec Crypto Profile | CSA-IPsec W

Show Advanced Options
[] Enable Replay Protection Anti Replay Window | 1024 v
[[] Copy ToS Header

IPSec Mode ° Tunnel Transport

I:' Add GRE Encapsulation
[J Tunnel Monitor

Comment

“ Canl;c'

VPNA'EEICHERE 25, Configure Policy Based Forwarding® FIBIC &K E T,
RIS —R—ADEFEDOHRE

Policy Based ForwardingZ 5% E 9 % (Zl&. Policies> Policy Based Forwarding.

e YUY Add



DASHBOARD ACC MONITOR POLICIES

<+ NAT '

2 Qos I
r@; Policy Based Forwarding |
PO”C\/ 6pt‘|m|zer = NAME TAGS ZONE/INTERFA
= Rl e 1 ' CSA none g3 AN
L': Unused in 30 days 0 B3 LAN2
) Unused in 90 days 0
Ié;__. Unused 0
4 S
Obiject : Addresses + | (#) Add \

c RONTA—RERELET,

- Generd

- Name: BRIZEAL T, EF1T7T7I1A, RUI—R—-RAEE (RERICLDIL—T 127 ) Z&HIL
ESCH

¢ Source

- Zone: EERICETVTIRZ 74V I BIL—TAVIIB4ENF V-2 BRLET,

+  SourceAddress: EETE L THERATIIOFELRFEROFARNERELET,

+ SourceUsers: N7 4V 0 &\N—FT42TFBI1—HERELET (RETIHENDH ),



¢ Destination/Application/Service

Destination Address : CNZANYDEFICLTHELAH, EF 1T T U 1£A(100.64.0.010)0 T RL A&FE %5
ETEET,

¢ Forwarding

. Action:#zi%

+ Egressinterface : AT ¥ 7°Configure thetunnel interface TEREL AN R4 B —T T4 A%ZEIRL £
ED

* Next Hop:None
OK

e« ZOVUYZOL, Commit

Policy Based Forwarding Rule @

General Source Destination/Application/Service Forwarding

Name [ CcsA

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive



Policy Based Forwarding Rule @

General Destination/Application/Service Forwarding

Type  Zone W D Any any v
D‘zoue A ‘ [J] SOURCE ADDRESS ~ ‘ D‘sounce USER ~
[) LAN 0 2192168302
[ Lan2 O Q192168403
® Add Delete () Add Delete (+) Add Delete

D Negate

Policy Based Forwarding Rule @

General Source |Destinationiﬁgglicationf$ervice| Forwarding

H Any E Any any v
O ‘ DESTINATION ADDRESS ‘ O ‘ APPLICATIONS ~ 0 | SERVICE ~

®Add () Delete (®Add () Delete ®Add (=) Delete
[] Negate




Policy Based Forwarding Rule

General Source Destination/Application/Service

Action | Forward
Egress Interface | tunnel.1
Next Hop | None
DMonitor

I:] Enforce Symmetric Return

NEXT HOP ADDRESS LIST

Schedule | None

T, PAOAINOTINTORENETLELE. L—PMORBRERICK R EZBITES &, 5| & #tE Secure Access

Dashboard CRA-VPN, Browser-Based ZTA, E 7= kClientBase ZTAZRETHDHBEN HV) X,
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