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Security Console

Home | | Identity = | | Authenticaton = | | Access = | | Reporting * | | RADIUS ~ | | Adminstration = | | Setup ¥ | | Help ~ |
Session Lifetimes b

| unrestricted || Restricted | | Authentication Agents *| Manage Existing I
All users in the current realm can aut Tt Access . e ! *
Generate -EHE
Security Domain: o” Deleted 1agent Download Server Certificate Fie
| SystemDomain = Authentication Manager Contact List »
For:

| Al Unrestricted Agents =]

2. [Add New Authentication Agent] 71 > RJT, 2 DOI—2 IV MNDENRETEINDRARNEE
IP7RLAZERZLET,

Authentication Agent Basics

(@] Hostnams: ' @  |acs51zamplecom |_Resolve IP E
™ Exigting moia: | — Chocse One — =]

[ P Address: " ete10.451

ACSI—YIHRMDDNS DESEEHESENOWMANKETIHEN HYKRT,

B3 I—CIVNBRATERBETI-JIVRNELTERLET,

Authentication Agent Attributes

Agent Type: Standard Agent ;I

‘Standard Agent
Web Agent

[i] Disabled:

KIS, T—=2T 2 hZ2EBMULIEEECRTENDEHROFZRLET,

3 found. ewirg 1-2.

i = [ 8

™| Authentication Agent IP Addresy Type Disabled Security Doenain
Im H ac=s1 sample com = 1010100151 Stanclard Agent SystemCioman
?‘ 1 acss2 sampla comi- 1010100152 Standard Agent SystemDiomsn
T suthentication Agent IP Address Iype Disatied Security Dosnain
Dsdiecieds |Enabee e || ﬂ

4. RSAtF 1154 2V —)LT, [Access] > [Authentication Agents] > [Generate
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Security Console

Home | | Identity ™ | | Authentication ™ | | Access ™ | | Reporting ™ | RADIUS = | | Administration = | | Setup ™

Seszion Lifebmes k

3 Authentication Agen{uE— L

| Unrestricted | | Restricted Authentication Agents | Manage Existg
ﬂmnﬂuﬂ.ﬂmtmd‘nmm-rﬁt _,,_Mdm ]
Generate Configuration File ",—|——
Security Domain: o Added 1agent(s Download Server Certificate File
| SystemDomain = Authenbcation Manager Contact List *
For 2 found, Showing 1-2.

5. [Maximum Retries] & [Maximum Time Between Each Retry] D77 # )L NMEZFERBL £,

Cancel | Reset | | Generate Config File EI .

Agent Timeout and Retries

[i] Maximum Retries: Allow |5 = I attempts before timing out
[i] Maximum Time Between Each Retry: Allow |5 = I seconds between each attempt
Communication Services

The agents will communicate with the Authentication Manager server using the following service r

[i] Authentication Service: Name: securid
Port: 5500

Protocol: udp

[i] Agent Auto-Registration Service: Mame: rsaadmind
Port: 5550

Protocol: tcp

[i] Offline Authentication Download Service: Name: rsaoad
Port: 5530

Protocol: tcp

6. d>74F1L—>3> 774 ) 2XJ>O0—RLET,



Download File

The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.

Filename: AM_Config.zip

Download: [ Download Now 24 *
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Server connection
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Realm Configuration File
The R34 Configuration file (sdconfrec) showld be provided by your REA administrator after they have
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Authentication Details

Status:

Failure Reason:

Logged Al Feb 16, 2013 12:24 FM
ACS Tima: Feb 16, 2013 12:24 PM
ACS Instance: acshl

Authentication Method: FAP_ASCII
Authentication Type ASCI

Privilege Level: 1

Usemame: TEZT1

Remote Address:

Metwork DEMICE e ssssssssssssssrssases sevemmsssssmssssssss s s sn s s as spssssss mssserens
Metwork Device SwitchBNNZ231

MNetwork Device IP Address:

Dewice Type:All Device

Types: SWITCHES: SWITCHES_35H,
Location:All
Locations:DATACENTER _BN

Network Device Groups:

A i A
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lected Shell Profile: PRIVILEGE_15
ory Domain.
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Time Activity Key  Description Reason User Agent Server Client TP
I Node TP
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