10S & & T ASA/PIXIFWSM T ACS < T )L
< > R® Authorization Sets )& E 5l

&

BZE

Bl

E#®

FAITRIVR—F b

RELE

AN REFAIEY b

> I)L XY REFAIEY b QB

SFVA BB/ EERART IV ERAFLERG TN PO EADER
SFVA2 GV ERT I ADER

SFVA3: FIRFET I ADH#ER

A=Y TN—=T A0 T) IXZ REFTEY b OEEF T

A—H JN=T7 (BEBIN—T )OO T) AXV RFAEY b (BB /EERAKZT IR
) DEEES T

A—Y IN—7 (GHBNERIN—T )OO T) IXV RFAEY b (GRABVERAT I+
A) DEEMNT

I—HAOIT) ARV RFFAEY N (HRAET IR ) OBEENF G

I0S L —R DERE

ASA/PIX/FWSM & E

KZ7I)a—b
I < —:command authorization failed
PR

~ e ~ ] ; ® IL—REREF ALY F* Cisco Security Appliances ( ASA/PIX/IFWSM ) 7
‘Z&M?lﬁ)f(f%‘l/\Eﬂ&%ﬁsc%lgggulg)&cess Control Server (ACS ) @2 T)L OX > RFFAIZY N%Z, TACACS+ &

AR7ORILNELTRETRDHECODVWTHALET,

3 : ACSExpressid AN RFAZHR—KNLTVERA,

LI Sua
BEf

CORFIXVRNTR, AAAUTATRNEACS DS TEAREN RITEATVWE 24
ELTWET,



ACS T [Interface Configuration] > [Advanced Options] Zi#iR L . [Per-user TACACS+/RADIUS
Attributes] FI Y IRY VAN AV ICBED>TVWD L ZBRBLET,

FATAIIR—F b

CORFIAIXNOBERIE, YVIRNIIT7 N—232 3.3 BN BB TS Cisco Secure Access
Control Server (ACS ) ICEDVWTLVET,

CORFIXVNOERE. FEOZARELHZTNAARACETVWTERENhELEZ, DR
FAXVRNTEATEZINTOTNARR, B (F7FI)N ) REOREASEBELTVET
o WRODRY RD—UNRBBHTHIBEICE. EOLRSBANYRICDOVTE, ZTOEEN
BEEBIODVTHREIEBL TIHEBENHVET,

RECE

RFIXDNREOFMIOVWTR, T2ROATIZANTAYTADOREZEL 2ZRLTLE
=V,

AR REFAEY b

ON> REFAEY MME, FEORY D=0 FNAALTRITEAEZIAN ROFAZHIEHT
DHOHNBANZZALERY)ET, COBET, FADOHRERETDILOICKAEZRAT—FE
71 CEBMNRBICEMLELET,

ACS Tk, F7#I MDYV RHFEAEY RNELT, 2 T)L AXVRFTEY hE PIXOX Y
REFAT Y RA"®H V) £9, CiscoWorks Management Center for Firewalls 2% &M< A0 781 A
BERBT V=23, BOON REAEY N R4 72 HR—KNTBHKSIZ ACS IR
TE&ZET,

S PIXOY Y KET+HY NTR, TACACS+IR Y RHAERA ¥ —E R % pixshelle L THEIT
BRENBUET. COY—ERN, T7AFTIA—LTEAE NS PIXOS D\ -V IV IR
HENTVWBIELERRLET, TS5THEWVWSAR, I/ OX RFETRY NEFEAL T,
PIX Z/NA AQOX Y RFTERFTLET., HMIIOVWTR, "1—¥ JI—T0> 1) OX>
KAty hORE, ZBBL T,

X : PIXOS/N\—2326.3Tlk, pixshell F—EARGREENTVELEA,

X : CiscotF1UTATFTTSATAMASAPIX)TRRRE, O/ VBICI1I—YE2EREAZ—7
LE—RIZFTBZERTEFRHA, I—HE, FETAIZR—TI E—RIZTIBENHYET,

TNA AN RARNTZEE Telnet £V > 322K V) FMICHIH TS -HIC, TACACS+ Z2EAT
BPRYNT—=U FNAAR, BAXV R A2 OFAZ, TOXRTHICERTEERT, —ENI
N RZERLT, AIEDTNAATORENDI—HICLDRITNFARLFEREND LS

FRENTEXRT, ACSIF, ROMEET, CORENZETSICRILLTVET,

- Reusable Named Command Authorization Sets : 1—H€1—Y% J)IL—7 € EESIAETIC
s X RETORBFEEY NEERTEERT, SFSTFEETIERR 7O 7ML ERT
BHROOR RFAEY REERTEET, UTIC, W22 0HlERLET, ONX REF
At Y |~ [Help desk] /&, showrun ZED LN LARILDT SO0 A RADT IR
ZFALEITHN, D 74F21L—>32 AN REIXNTEBRLET, AN REFTEY
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N [All network engineers] ICld, BEDINTDRY NT— OB WEICHFTISIN ROR
FEUXRNEEDHDCENTEFET, [Local network engineers] IY > KT Y N Tlk, N
THDIOIN REFATEFYT (F, IPFRLAREIN REELZENTEET ),

- Fine Configuration Granularity : BEI{FE N> REATEY REXYRNT—=O FNNAA T
—7 (NDG) OMOBERITEZERTEERT, LN 2T, I—YHFTIOEATEIERY RND
— 0 FNARIZIBLUT, I—HICEBZDTIORRATO77AINEERETEELET, 1 DOBHE
&R I\":‘F_Hz Y NZEBEO NDG IZBIEMN T, BHBOI—Y JII—TTHERATEXRT

ACS Tk, F—RBEHNBENTVET, BRIFEITY REFTEY MK, ACS IEB
—ANR— XM%?—*:énia“o ACSONNY OT Yy THeEL BEneEeERTd E, NV IT
J7’<°1§75’E¥ﬁ'(€¥3'0 TSIC, ANV RFARY hEMOBRET—REEEICEDY
A1) ACS ICEHTDEETEERT,
SAAFNAAREET 7V T—23 2 R—KNIBINREFATEY N 247 TR, OYUR
Faty NMEARICRARORNINFHWET, FINAREBT7SUS—23> 01— %EE8 ACS
TIN—=7ICAX > RFATEY NZ2BALT, FNAABBT T IVT—23 Q& EETEBHBED
FHERITTEET, COACSTIL—T . FNARERBT 7 Tr—>3 IcHa»EEOO—
LCHIETED D, REBICHUT, FEYIIL—TICELZ IV RFATEY N2ERATEET,

ACS ICIF. OXNY RFAZAINZVJICHTEZ—ED I DORENFHYET, I REFH
BEXREFE, ROUANDJEICFHEiEhET,

1. Command Match : ACS i, LB hAEII Y RA, AXY KETEY NCEENRD T
RIE—BIIHESHEHMLET. OV RFA—HLEWVWEEIE, [Unmatched
Commands] BE D permit £/ deny TAX > RFANFREEIhET, —HITZIV R
FRONP>IEBEE. FHMENSRITENET,

2. Argument Match : ACS &, BREh AT Re|HHF, AV RETEY MCEENS ]
NV RE|IBE—HITRHLESHEHUMLET. ED5IHE—HLBEWVEEEK, [Permit
Unmatched Args] 7> 3 AN EBRMAES A TIANY RFINFREENET, —;zé&bf& W5l
BAFTEIATVRBEEE, O RAFTE A, FHMEArKRTLET, ThUANDIE
OX Y RAFAENT, FHEAKTLET. IXNTOSIHAN—HL B, FHEA *Lﬁé
nxX9,

3. Argument Policy : ACS &, N> ROSIHA AN REFAEY hOSIE—HT D & HT
LE#E, FOX2 REIBHFATHICHETEATVRIHESHEHMLUET, IXTO5|H
FARNICHETENATVRHEE, ACSERINY RFITZER/RELET., FIHE AV
HBEE, ACSIFINY RFAZIEBLEFT,

1) AN REFAIEY biah

COtEo2aviCEk, ONVRFATEY NOEBMAEZFHATIUATOSFIANEENET,

F)A1 nzL&HQU/EEJA&) DEAFEEFZIN T IO EADER

OFVA2 IV ERAT IV EADER

.2FUA3: %'JI‘EH%) I ADHER
¥ OXRFATEY NOERFEDFMICOWVWTIE, FCisco Secure Access Control Server
AND—HYHA Ry © "IN REFAIEY hOQEM, 923202 RBLTLKEEV, OV REF
Aty NORESFEZEHIBRAEICETZAERICOVTR., OV RFAEY hOHEE LY
TR RFTEY FOHIBR, Z2SRBLTLSEEL,

SFTIA1: BREY)/REART IOEAFLEB TN FIOEADER
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COIFIVATRE, I—FICHAIRY/BERAK (FLEET7L ) PTORANFFITEATVET,

[Shared Profile Components] 7 1 > K7J ® [Shell Command Authorization Set] f8i# T, XD &k S
ICRRELET,

1.[Name] 7 1 —JLRIZ, AN RFFATEY & & LT ReadWriteAccess EA DL E T,
2. [Description] 7 4 —J)L RIZ, AN REFAEY NOFEBAZADLET,
3.[Permit)] A#7°>a> RE&# VUYL, [Submit] E0UYOLET,

Shared Profile Components

Shell Command Authorization Set

IMame: IReadWriteAccess

For Administrators etc ;I

Description: full access
|-
Tnmatched Comtnands:
" Deny

|- Fermit Unmatched Args

Add Command I Bemove Command I

SFVA2  RABWERF I AOHER

COZFIATRE, -k show AV RETZERATEET,

[Shared Profile Components] 7 4 > R7J @ [Shell Command Authorization Set] f8i5 T, XD &S
ICERELET,

1.[Name] 7 4« —JLRIZ, O R&EA Y h&E & L T ReadOnlyAccess EA DL ET,
2. [Description] 7 4 —J)L RIZ, AN REFAIY NOFEBAZADLET,
3.[Deny] A7 a> KRR EIVYIVLET,



4. [Add Command] REX> O LD 7 1 —)L RIZ show AN > RZAHBL, [Add Command] % &
DYy OLET,
5. [Permit Unmatched Args] FI Y IORY VAZF/ICL, [Submit) ZOVY I LET,

Shared Profile Components

Shell Command Authorization Set
Hame HRoadOnhaceset |22

Users are allowed to _ﬂ
Description: run only show conmands
=
" Permit

Tnmatched Commands:
Ly

Add Command I Eemowe Command I

>F)A3: HRAGEFIEAOHER

COIFIATRE, I—HYRIEBRIV RZEATEXRT,

[Shared Profile Components] 7 4 > R7J @ [Shell Command Authorization Set] f8i8 T, XD &S
ICERELET,

1.[Name] 7 4 —J)L RIZ, ON > REFT+EY B & L T Restrict_access EADLET,

2.[Deny]| A7>a> REAEIVVUYILET,

B.AAAUSAT U RTHUTSI AN RZANDLET, [Add Command] RE> D EIZH BT
1 —)LRIZ show AXY> RZABL., [AddCommand] 20 )Y JLET,



Iatne:

Description:

TImatched Commands:

b andwidth
configure

descriptian
ethernet
linterface

Shared Profile Components

Shell Command Authorization Set

timeout

Restrict_access

" Permit
& Deny

i}" Fermit Unmatched Args

=

configure ANX > R

ZAHBL, [Add Command] 22 1) Y 2 L& T, configure AN RZBIRL, BRIOT 1 —
JL RIZ permit terminal EAB UL E Y,



Shared Profile Components

Shell Command Authorization Set

Matne: Restrict_access

=l

Description:
=l

P .
Tnmatched Commands: Permit
* Deny

idth !u Pormit Unmatchad or
permit terminal i |

_d_iir\-ri'l:\.‘l'inn
ethernet
interface

show
timeout I o
interface 1V > R

ZABL, [AddCommand] 20 1) Y U LET, interface AN RZBIRL, GRDT 1 —
JL RIZ permit Ethernet EA DL E T,




Matme:

Description:

TTnmatched Commands:

b andwidth
configure
dezcription
ethernet

iinterface

=hiown
timeout

Shared Profile Components

Shell Command Authorization

FRestrict_access

" Permit
& Deny

iu Fermit Unmatched Args

permit Ethernet :| d-!

ethernet AN RZALL

. [Add Command] 221U Y 2 LE 9, interface AN RERIRL, HAINDT7 1 =)L RIC
ermit timeout, permit bandwidth, @ & U' permit description EA DU E T,

Mame:

Description:

Tntmatched Commands:

b andwidth
canfigure

interface

Shell Command Authorization Set

FRestrict_access

" Permit
& Deny

r Fermit Unmatzhed Args

permit timeout -S-i
permit bandwidth
permit description

bandwidth <>/ R

ZABL, [Add Command] 20 Y OLET,



Iame:

Description:

Tnmatched Commands:

Shared Profile Eumﬁunents

Shell Command Authorization Set

Festrict_access

" Permit
* Deny

b an duidth

=
=

i;'" F]ermit Unmatched Args

O aTE

dezcription
ethernet
interface
shom
timeout

=

timeout Y2 K%

AJBL, [Add Command] 20U YU LET,



Shared Profile Components

Shell Command Authorization Set

Matne: Festrict_access
Description:
hd
" Perrmt
Tnmatched Commands:
& Deny
bandwidth i:;. Fermit Unmatched Args
configure 1
dezcription -i'-.i
aethernet
interface
zhowu

fimeaut

description Y >/

RKEAHL, [AddCommand] 221 JY VL ET,



Shared Profile Components

Shell Command Authorization Set

IMatne: Festrict_access
Description;
=
" Perrmt
TTnmatched Commands:
@ Deny
bandwidth i;"u FPermit Unmatched Args
=]
ethernet
interface
showy
timeout

4. [Submit] EZ U Y I LET,

dA—Y TUN—TA0> ) O REFAEY SOBEER T

A—H JI—70> ) ON RFAEY NORESFZEICEATIERICOVTIE., TCisco
Secure Access Control Server 4.1 1—% HA Ry @ "I—H¥ J)—F0> 1) AX RE&FT+E
YNDERE,L VO ESBLTLKEEY,

1—Y IN—7 (BBIN—F) AOZ )L ITY KAy b (BHE/EE
AEFOHR) QBB

1.[ACS] 7 4 > R™JT [Group Setup] 22 Y YL, [Group] ROY 7RI VDAKNAS
[Admin Group] Zi#IRL £7,
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Group Setup

p
Group k| 1: Admin Group vl]

Users in Group | Edit Settings I Rename Group

2. [Edit Settings] 202 JY VL&Y,

3. [Jump To] RAY 7A 7> 1) A KT [Enable Options] ZEIRL £T,

4. [Enable Options] #8133 T [Max privilege for any AAA client] 7> a2 REAZ VIV UL,
ROYZ7HAD )ARNT[Level 15] ZBIRLFET,

Group Setup

Jump To

Enable Options

" No Enable Privilege
[ﬁ' Max Privilege for any AAAL Client]

[levelic B

" Define max Privilege on a per network device group basis

Cevice Group Privilege

5. [Jump To] RO Y 7&> JUANT [TACACS+] Z&RL £,

6. [TACACS+ Settings] #8135 T [Shell (exec)] F I ¥ VR Y U A & [Privilege level] FT v VR Y
DAREFICL, [Priviegelevell 74— RIC15 EABLET,




Group Setup

Jnmp Y TACACSH -

TACACS+ Settings

I~ PPPIP
I In access control list
T ©Out access control list
[T Route
Routing ™ Enabled

Note: PPP LCP will be automatically enabled if this service

Shell {exec}]

Access control list

Auto command

Callback line

Callback rotary

Idle time

Mo callback wverify ™ Enabled
Mo escape ™ Enabled
Mo hangup ™ Enabled

0 s B Wi M M B B W TS0

Privilege level 15 J

7. [Shell Command Authorization Set] $81% T [Assign a Shell Command Authorization Set for
any network device] A7/~ 3> R&>&OVUY YL, RAYFHAI VARNT
[ReadWriteAccess] ZiBIR LU £7,



Group Setup

Y TACACST hd

T Privilege level

I Timeout

Shell Command Authorization Set
= MNone

[ﬁ' Assign a Shell CGmmaT_‘I Authorization Set for any network device

ReadWriteAccess 'I

- Assign a Shell Command Authorization Set on a per Network Device
Group Basis

8. [Submit)| 20U Y U LET,

A=Y TI—=7 (BBWERIN—-T) A0 1)L OI>Y RFFAIEY b (B
RYVEATPOtA ) OREEFNG

1.[ACS] 7 14 > RJT [Group Setup] 22 JY U L. [Group] ROAY Z7H I DARHS
[Read-Only Group] ZiRIRL £,

| Group Setup

Group| : |2: Read-0Only Group j]

Users in Group Edit Settings Rename Group

2. [Edit Settings] 22 )Y O LET,

3. [Jump To] RO Y 7’A > 1JAKNT [Enable Options] ZiZIRL £,

4. [Enable Options] #8133 T [Max privilege for any AAA client]) 7> a2 REAZ VIV UL,
ROYZ7HI2 VDANT [Level 1] ZiBRLET,



Group Setup
RN Enzble Options 7]

Enable Options

" Mo Enable Privilege
[ﬁ' Max Privilege ﬁ:urTrw AAA Client

[evell B2

" Define max Privilege on a per network device group basis

5. [TACACS+ Settings] #8135 T [Shell (exec)] FT Y V7RY U A & [Privilege level] FT Y VR Y
DA'EAICL, [Privilegelevel] 74— RIC1EABDLET,



Group Setup
Jump To

TACACS+ Settings

I~ PPPIP
I In access control list
T ©Out access control list
[T Route
Routing ™ Enabled

Note: PPP LCP will be automatically enabled if this service

Shell {E]{EE}]

Access control list

Auto command

Callback line

Callback rotary

Idle time

Mo callback wverify ™ Enabled
Mo escape ™ Enabled
Mo hangup ™ Enabled
Privilege level ;I J

6. [Shell Command Authorization Set] #8313 T [Assign a Shell Command Authorization Set for

any network device] A7>a> REA>&ZOVUYHL, ROAYVYFHAI VARNT
[ReadOnlyAccess] Z:#IRL £7 .

Q7 0 ()




Group Setup
Jump To

[ S I

Shell Command Authorization Set
i None

i Assign a Shell Cnmmanj Authorization Set for any netw

Read[}nlﬂ.rﬂccess 'I

7. [Submit] 22 Y 2L £,

A—HYA0 ) IR REFEATEY N (FIRFETZIOERA) D
Ba:E {1
-0 )L AN REFAEY MORELFEICETRERICOVW T, FCisco Secure

Access Control Server4.1 1—% H4 Ra @ "1—H¥0> 1)L AN RFATEY NOEE, £
avESBLTLSEZY,

ZE:A—YLARILORREE. ACSODUIN—TLRILOBEL) EB/EENET, DFY, I—
AA—HLARILOBRETI IR RFATZRELTVWBREHEERE, TIL—TLRILORELY)
EBREENET,

1. [User Setup] > [Add/Edit] 22 U Y 2 LT, TAdmin_users EVWSEBDFHL VNV I—HEE
KL, EEIN—TICMZFET,
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User Sefup

User: Admin_user (New User)

T Account Disabled

Supplementary User Info

Real Name Lﬂu:lnﬂn_user J

Description

User Setup

Password Authentication:

ACS Internal Database j

2. 1—HNEHTSNTWAIIL—70ROY 7HA DT> 1) AKNT [Admin Group] Z3&IR L
£9,

User Setup

TSI O LRSI D510 ¥ 5510 10 WaSal 1w GQuill IS Tl QL 1y, JLII.J'JI}'IIIE' L |
separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is

enabled.

|.-1|:Imir'| Group j ]

Fam] o | —— | | : : |
[ SPULIE LU RTINS T LT LSS 1o EI‘:-‘:-IHII':LI.

3. [Shell Command Authorization Set] $81% T [Assign a Shell Command Authorization Set for
any network device] A7/ 3> R&>&OVUY YL, RAYFHAD VARNT
[Restrict_access] ZIBIRLUET. F: cO>FVATR, CcOI—HYREBRIINL—T 00—
T, [Restrict_access] > I/LFAT Y NEEH TE F T4, [ReadWrite Access] = T /L&

Aty NEEHTEXE A,



User Setup
| | ldle tme |
T Mo callback verify " Enabled
T Mo escape " Enabled
T Mo hangup " Enabled

™ Privilege level

™ Timeout

Shell Command Authorization Set
" MNone

" As Group

- Assign a Shell Command Authorization Set for amy|
network device

Restrnict_access I

Assign a Shell Command Authorization Set on a
per Network Device Group Basis

X : [Interface
Configuration] #8138 O [TACACS+ (Cisco)] 2V > 3> T, [User]5|®[Shell (exec)] 7> 3>
HFBRENTVDREEZRIBELETD,

1I0S L—2 DE&RE

Tty MREICMZT, ACSH—NTIXY RFAEERTHLHIC. KOIT KA 10S
L—RELRALS Y FTHETT,

aaa new nodel

aaa aut horization config-comands

aaa aut horization commands O default group tacacs+ |oca
aaa aut horization commands 1 default group tacacs+ |oca
aaa aut horization commands 15 default group tacacs+ |oca
tacacs-server host 10.1.1.1

tacacs-server key ciscol23

ASA/PIX/FWSM R TE

7)Y RREICMAT, ACSH—NTIONY RFAZEETHLHIC, XROONXY RH
ASA/PIXIFWSM THE T,

aaa- server authserver protocol tacacs+
aaa- server authserver host 10.1.1.1
aaa aut horization command aut hserver

X :RADIUSZORIILZFERAL T, ASDMAD1I—H TV AZFHHMUBAICHRTD &



FTEEEBA. RADIUSNT Y NCRFBFEIEAANBRICEENTVS 28, RADIUSH—/NTER
AENDIXNTOI-—HORFELARILFIGICEN ET, Chld, TACACSZHEAL TIOX > REF
ALY NZ2RETDETERRETERT,

EACSHINY RFAZRITTERVEETE, ASDLEEINY ROBTICKHFI LAY E

Fo ACS AERATRAT, ASATINY RFFAINRETNTVRHEETE, ASAREIN RIC
DVWTIONY REFAZERLET,

7L 1—hb

T 2 —:command authorization failed

Lih |

TACACS oAF > T &ZNLTT77AFTIa—)LICOTA > L&, O RFEELEEA, O
NVRZADTDE, T 7 —[command authorization fail ed] NFRRENET,

BRRT &
COBEEZBRTDICE, ROFIEZRTLET,

1LELVIA—HYEANEAEThTVWS e, BDEBERNIIXNTI—HICEYITShTVS

CEEBRBLET,
2. I—REFBENEL VWEEE, ASAICACS LOBEMA B, ACSHTITATTHS
CEERALET,

E:COIS—IF, BEENE>TO—HILBKRTTACACSI—HIZH L TIAY Y RFAEEE
LEBEICERETDAREMNI BYET, CcOBERK. NAD—REEZETL TEEBEZHBERL
TLEEL,

BOE TR

. Cisco PIX Firewall Y 7Z NI T

. Cisco Secure PIX ZPAF =) AR R V7L A

- EFIVTIHRICETS Field Notice (PIX 2T )

- Requests for Comments (RFCs)

- Cisco Secure Control Access Control Server [CcB8 g2 HR—h R—D
- TOZHhIL BHR—bE RFI XD - Cisco Systems
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



