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Point-to-Point Tunnel Protocol ( PPTP ) @ 7R— K&, Cisco 7100 & KT 7200 7'F Y K7 # —
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W) HBOTSYRTA—ATOYR—KE, CiscolOSYT7RTITF7 JVI)—RA1215T TEH
EhFELE( "MSCHAP N—2 3> 24 ZZRLTLKEEY ),

PPTP [CDWTIld, RFC 2637 ZZRL T<KE&E ., RFCICENIE, PPTP O AFE T, PPTP
Access Concentrator (PAC ) "2 254 F7 >~ (PC, D&VW3EH ) T. PPTP Network
Server (PNS ) Y —/N (JL—&, DFWZEE) T,

CORFIXNTR, =3O PPTPE#EHENA CNSORFIXNEZFERALTHEISA, T
TICEMELTVWACEZRIIBELTVET, O PPTP #4&ICIE. O—7JL O Microsoft-
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I—JRA7ORIN ) O VIR (BRTATS 32T MPPE, ChiZld MS-CHAP V1 A %4 E
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— 2R 12.2(2)XB5 (Zi&fM& h, CiscolOS Y7 RIITF UU—R 122(13)T ICEEdEhELE (T
MSCHAP N—2 3> 2, #8388 ). —H. BEATE MS-CHAP V2 TE £ MPPE &4 7HR— K
EsnTLVEREA,

COREFTIE, )L—2 (10.66.79.99 ) ND PC #E#: &I L. Cisco Secure Access Control
System ( ACS ) 4.2 for Windows H#—/\ (1 10.66.79.120 ) ICx L TI1—H &AL THS, 11—
HIZXY RND—IANDSMEFITLET,
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RDOIN—Z2REEZFEALET, RADIUS H—/NICELETE R WEETE ( H—/VIZ Cisco Secure
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Cisco 3600 JL—2&

Current configuration : 1729 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname moss

!

boot-start-marker

boot-end-marker

!

enable password cisco

!

username john password 0 doe

aaa new-model
1

aaa authentication ppp default group radius local

aaa authentication login default local

l--- In order to set authentication, authorization, and
accounting (AAA) authentication !--- at login, use the
aaa authentication login command in global !---
configuration mode as shown above.

aaa authorization network default group radius if-
authenticated

aaa session-id common

ip subnet-zero

!

ip audit notify log

ip audit po max-events 100

vpdn enable

!

vpdn-group 1

!--- Default PPTP VPDN group. accept-dialin
protocol pptp

virtual-template 1

!

no ftp-server write-enable

!

no voice hpi capture buffer

no voice hpi capture destination

1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
half-duplex

!

interface Ethernet0/1

ip address 10.66.79.99 255.255.255.224

half-duplex
!




interface Virtual-Templatel

ip unnumbered Ethernet0/1

peer default ip address pool testpool
ppp authentication ms-chap

1

ip local pool testpool 192.168.1.1 192.168.1.254
ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 10.66.79.97
!

radius-server host 10.66.79.120 auth-port 1645 acct-port
1646

radius-server retransmit 3
radius-server key cisco

!

line con 0

line aux 0

line vty 0 4

password cisco

1

end
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RRIEN DIE DN
BB L OB

ROAXY RZFEAL T, MPPE BES{LZEBMTEE T,

interface virtual-template 1
(config-if) #ppp encrypt mppe 40|128|auto passive|required|stateful

COBITERESEO—NIIRIE (L—FTOI-YEEL/NAT— I\)’Eﬁﬁﬁ?‘%‘&’&*ﬁmb
TWR7E®), PCRELKBEEATVWET, CCTROIONY RZEML T, FEMEZHAR
ICEHET,

ppp encrypt mppe auto

H—NASOEEIP P RLADHI KT

I—HICHULTHEDIP TRLAZE HTEIHENHSHSE. ACS User Setup T Assign
static IP Address ZiZRL., P 7RLAZALLET,

B—XNOFOEA VADEM

W—RICEGEL LRI PPTP A—YAT IV CAWREZEDZHHIZICE. L—RICTIEA D




ARNZERELET, LA, AOOXV RZRITLEELET,

access-list 101 permit ip any host 10.1.1.2 log

—MFH4E. ACS T Filter-Id (attribute 11) Z3#IRL, HETBRY VAL 101 EALTHDE, D
PPTP 1—% & 10112 RARNICT IV ELATEXRTH, HOKRANIRT IO ELATELRLSZYE

9, show ip interface virtual-access x AN > R ( x /& show user IY > K THEFITE D H1E ) &

HRITTDE, BETBI T IR URRYRERESIhET,

Inbound access list is 101

FhovT1>F 08N

ROOAXR > REFALT, Y23 20F7hoO0T4 0072 EBMTEET,

aaa accounting network default start-stop radius

Cisco Secure ACS D7 HO>T4>T LOA—RAROEBEIHDESICRTRENET,

Date, Time, User-Name, Group-Name, Calling-Station-Id,
Acct-Status-Type, Acct-Session-Id,Acct-Session-Time,
Service-Type, Framed-Protocol,Acct-Input-Octets,
Acct-Output-Octets, Acct-Input-Packets, Acct-Output-Packets,
Framed-IP-Address,NAS-Port,NAS-IP-Address
09/28/2003,20:58:37,georgia,Default Group,,Start,00000005,,
Framed, PPP,,,,.,, 5,10.66.79.99
09/28/2000,21:00:38,georgia,Default Group,,Stop,00000005,121,
Framed, PPP,3696,1562,49,

38,192.168.1.1,5,10.66.79.99

X ZofITRER., KRFALHTHAEIMEATVET, EEOHITORTHERL., COFlERFE
BYET,

AZUY N RRUT

PPTP R RN PCIZETETSHEE. PPTPIL—ZAUBOTT7FIILREYEFTVUXKNY Y
TTAZVAR—LENET, TOLD, AVEF—FY MMOERIADNET, ChEBRTD
ZE., L—FAOXRY NT—U5101.1.XTHBHEE. /NY F7 7 A )L(batch.bat)Z2ER4TL T,
Microsoft/V —F 1 T ZZELTF7 AL N ZHIBRL, 7 #IBIL—RZBAVARM—J)LLR
F(CNIZE, PPTPOZATURNCEHTSNEIPT RLANBETT, LA,
192.168.1.1):

route delete 0.0.0.0
route add 0.0.0.0 mask 0.0.0.0 10.66.79.33 metric 1
route add 10.1.1.0 mask 255.255.255.0 192.168.1.1 metric 1

R

CHIETE, RENEBLCBHELTVWRIHESHEZRIBITDIBRICRI>BEBREBNLTVET,




TIORTYINADR=7TD)RZY—=), (BEFEI—YEH) (OIT) E. BE®D show IV R&EY
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

. show vpdn session : 77 4 7 7% Level 2 Forwarding ( L2F; LRI 2 7#D—F 125 )
ORI RIS 1EE,E . Virtual Private Dialup Network ( VPDN; N\—F ¥ )L 75
AR=NEBAVILTYT ZIYRNT=D)DXYE—DRBBFZRRLET,

moss#show vpdn session
%No active L2TP tunnels
%No active L2F tunnels

PPTP Session Information Total tunnels 1 sessions 1

LocID RemID TunID Intf Username State Last Chg Uniqg ID
7 32768 7 Vi3 georgia estabd 00:00:25 6
moss#show vpdn

%No active L2TP tunnels

%No active L2F tunnels

PPTP Tunnel and Session Information Total tunnels 1 sessions 1

LocID Remote Name State Remote Address Port Sessions VPDN Group
7 estabd 10.66.79.60 3454 1 1

LocID RemID TunID Intf Username State Last Chg Uniqg ID

7 32768 7 Vi3 georgia estabd 00:00:51 6

hZ7L>31—b

CoTH. BEORSTAYI-F AT EATEBBBERLET,

1.PC TRESAFEEENTVEYN, L—RTREETATVWEWV, PCI-FICERO
SIERTENFTT,

The remote computer does not support the required data encryption type.

2.PC E—ATREE{FBEENTUVWS N, RADIUS —/\Tlk MPPE BEXFETSHLD
CEREEZhTVWAED (BEE7RNUELI—-N26 ELTRFEEND ), PCI—HICIRD
EDOICRRENET,

The remote computer does not support the required
data encryption type.

3. N—RTRESLFEEENTVS (HE ) F, PC TRIEEEATVAW (XTEhTV
BEW), PCI—HIBROLS CRRENET,

The specified port is not connected.

4. A—FHFB2EDA—HVRELEENAD—RZANLE, PCI—HIZRRXDELSICRRE N
£9,

Access was denied because the username and/or
password was invalid on the domain.

JIL—Z®D debug DHEARRXDISICKRRENET, F: COPITE. XRAICHITHAEM
ThTVET, REBROEITOHRITHNERK., COBlEFEENET,

Sep 28 21:34:16.299: RADIUS: Received from id 21645/13 10.66.79.120:1645,
Access-Reject, len 54

Sep 28 21:34:16.299: RADIUS: authenticator 37 BA 2B 4F 23 02 44 4D - D4
A0 41 3B 61 2D 5E 0OC

Sep 28 21:34:16.299: RADIUS: Vendor, Microsoft [26] 22

Sep 28 21:34:16.299: RADIUS: MS-CHAP-ERROR [2] 16

Sep 28 21:34:16.299: RADIUS: 01 45 3D 36 39 31 20 52 3D 30 20 56 3D
[?E=691 R=0 V=]

Sep 28 21:34:16.299: RADIUS: Reply-Message [18] 12

Sep 28 21:34:16.299: RADIUS: 52 65 6A 65 63 74 65 64 0A 0D
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[Rejected??]

5.RADIUS H—/NEBETERBRWVW, PCI1—HICRRODESICRTENET,
Access was denied because the username and/or password
was invalid on the domain.

JIL—32® debug DHEARRXDRSICKRRENETT, F: COFITE. XRRAICHITHAEN
ENTLVET, ERBOEITORITNER. COBERFREBZYET,

Sep 28 21:46:56.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:01.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:06.135: RADIUS: Retransmit to (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:11.135: RADIUS: No response from (10.66.79.120:1645,1646)
for id 21645/43

Sep 28 21:47:11.135: RADIUS/DECODE: parse response no app start; FAIL
Sep 28 21:47:11.135: RADIUS/DECODE: parse response; FAIL

NSV a—F4200kEHOIIVER

TIORTYIRNAEZ=TNEY=) (BEBI—HEH) (OIT) IF. BEND show IX R& Y
R—KLET, OIT ZFEHAL T, show AN ROBHOoHZERRLET,

3 :debug OV REFATZHIC, Tdebug AV ROEEXERHR. 22BLTKEEV,
BELBZWES, debug AN RICKE, PBLLEERDEDHN HYEFT,

. debug aaa authentication : AAA/TACACS+ FRREICEE T2 1FHZERRLET,

- debug aaa authorization : AAA/TACACS+ A ICBI T2 1BHERTLET,

- debug ppp negotiation : PPP ORBRICIEEE D PPP/NT Y RZERRLET, PPP O
BREFICE PPP A2 arfxdI—RENFET,

- debug ppp authentication : CHAP /N ¥ K X#iX> Password Authentication Protocol ( PAP;
NAD—RBEAZORIL ) R|ABEQORIAZ7ORIIL XV E—JERRTLULET,
- debug radius - RADIUS ICB8E T2 F7/\Y JOFMBERERTILET,

WAL BETBHENOND, MPPE BES{LICBRTHREN H2HEE. ROON ReFEALET

- debug ppp mppe packet : EES XTREFED MPPE kS 7 1Y UV ZRRLET,

. debug ppp mppe event : EE’ MPPE DR4EZRRLET,

. debug ppp mppe detailed : F#l%& MPPE l§8Z &k ~LE T,

. debug vpdn I2x-packets : L2F 7O R AV R —ERT—RAICET B AV E—JERTR
LET,

. debugvpdnevents : BED RN RILBIELES Y Y REIOO—HBTHEI2ARNCET
PAVE—TERTRLET,

- debugvpdnerrors : N RILOEAUZREID IS —., FLEBIEhLMN XL Z270—
ATBIS—%&XkRLET,

. debug vpdn packets : KT NBE7ORIN NTY RERTLET. CcOFT7>arIc&k
W, REOTFNY T XV E—INERENDEEN BRSO, BERTIT17hty=
N1 OOKOREDTNY T v —2ICRWULTIOOAN RZEETLTLSEZD,

T, ROOAXVRERNTZ TN 2—F 14 VJICERTEET,

. clear interface virtual-access x: EL MV ZXILB RN ZXILAOIXTOEYS I %
Yy NIV ULET,
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//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

debug @ IEE 7%t h Bl

RIZRITFNYTE, RFCHSDEEBARYNERRLTVERY,

- SCCRQ = Start-Control-Connection-Request - message code bytes 9 and 10 = 0001

- SCCRP = Start-Control-Connection-Reply

- OCRQ = Outgoing-Call-Request - message code bytes 9 and 10 = 0007

- OCRP = Outgoing-Call-Reply
E:ZOHITE, RRALCITIEMENTVET, EROEITOHRTHERK., COFIERFE
BY)ERT,

moss#show debug
General 0S:
AAA Authentication debugging is on
AAA Authorization debugging is on
PPP:
PPP protocol negotiation debugging is on
Radius protocol debugging is on
Radius packet protocol debugging is on
VPN:
L2X control packets debugging is on
Sep 28 21:53:22.403: Tnl 23 PPTP:
I 009C00011A2B3C4D0001000001000000000000010000. ..
Sep 28 21:53:22.403: Tnl 23 PPTP: I SCCRQ
Sep 28 21:53:22.403: Tnl 23 PPTP: protocol version 100
Sep 28 21:53:22.403: Tnl 23 PPTP: framing caps 1
Sep 28 21:53:22.403: Tnl 23 PPTP: bearer caps 1
Sep 28 21:53:22.403: Tnl 23 PPTP: max channels 0
Sep 28 21:53:22.403: Tnl 23 PPTP: firmware rev 893
Sep 28 21:53:22.403: Tnl 23 PPTP: hostname ""
Sep 28 21:53:22.403: Tnl 23 PPTP: vendor "Microsoft Windows NT"
Sep 28 21:53:22.403: Tnl 23 PPTP: O SCCRP
Sep 28 21:53:22.407: Tnl 23 PPTP: I
00A800011A2B3C4D0007000080007COEO0000012CO5F5. ..
Sep 28 21:53:22.407: Tnl 23 PPTP: CC I OCRQ
Sep 28 21:53:22.407: Tnl 23 PPTP: call id 32768
Sep 28 21:53:22.411: Tnl 23 PPTP: serial num 31758
Sep 28 21:53:22.411: Tnl 23 PPTP: min bps 300
Sep 28 21:53:22.411: Tnl 23 PPTP: max bps 100000000
Sep 28 21:53:22.411: Tnl 23 PPTP: bearer type 3
Sep 28 21:53:22.411: Tnl 23 PPTP: framing type 3
Sep 28 21:53:22.411: Tnl 23 PPTP: recv win size 64
Sep 28 21:53:22.411: Tnl 23 PPTP: ppd 0
Sep 28 21:53:22.411: Tnl 23 PPTP: phone num len 0
Sep 28 21:53:22.411: Tnl 23 PPTP: phone num ""
Sep 28 21:53:22.411: AAA/BIND(0000001C): Bind i/f Virtual-Templatel
Sep 28 21:53:22.415: Tnl/Sn 23/23 PPTP: CC O OCRP
Sep 28 21:53:22.415: ppp27 PPP: Using vpn set call direction
Sep 28 21:53:22.415: ppp27 PPP: Treating connection as a callin
Sep 28 21:53:22.415: ppp27 PPP: Phase is ESTABLISHING, Passive Open
Sep 28 21:53:22.415: ppp27 LCP: State is Listen
Sep 28 21:53:22.459: Tnl 23 PPTP: I
001800011A2B3C4D000F000000170000FFFFFFFFFFFFFFFF
Sep 28 21:53:22.459: Tnl/Sn 23/23 PPTP: CC I SLI
Sep 28 21:53:22.459: ppp27 LCP: I CONFREQ [Listen] id 0 len 44

Sep 28 21:53:22.459: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.459: ppp27 LCP: PFC (0x0702)
Sep 28 21:53:22.459: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.459: ppp27 LCP: Callback 6 (0x0D0306)



Sep 28 21:53:22.459: ppp27 LCP:
Sep 28 21:53:22.459: ppp27 LCP:
Sep 28 21:53:22.459: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.463: ppp27 LCP: (0x2D0OE8100000016)

Sep 28 21:53:22.463: ppp27 LCP: O CONFREQ [Listen] id 1 len 15

Sep 28 21:53:22.463: ppp27 LCP: AuthProto MS-CHAP (0x0305C22380)

Sep 28 21:53:22.463: ppp27 LCP: MagicNumber 0xDOB06B2C (0x0506D0B06B2C)
Sep 28 21:53:22.463: ppp27 LCP: O CONFREJ [Listen] id 0 len 11

Sep 28 21:53:22.463: ppp27 LCP: Callback 6 (0x0D0306)

Sep 28 21:53:22.463: ppp27 LCP: MRRU 1614 (0x1104064E)

Sep 28 21:53:22.467: ppp27 LCP: I CONFACK [REQsent] id 1 len 15

Sep 28 21:53:22.467: ppp27 LCP: AuthProto MS-CHAP (0x0305C22380)

Sep 28 21:53:22.467: ppp27 LCP: MagicNumber 0xDOB06B2C (0x0506D0B06B2C)
Sep 28 21:53:22.467: ppp27 LCP: I CONFREQ [ACKrcvd] id 1 len 37

Sep 28 21:53:22.467: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.467: ppp27 LCP: PFC (0x0702)

Sep 28 21:53:22.467: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.471: ppp27 LCP:
Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.471: ppp27 LCP: (0x2D0OE8100000016)

Sep 28 21:53:22.471: ppp27 LCP: O CONFACK [ACKrcvd] id 1 len 37

Sep 28 21:53:22.471: ppp27 LCP: MagicNumber 0x377413E2 (0x0506377413E2)
Sep 28 21:53:22.471: ppp27 LCP: PFC (0x0702)

Sep 28 21:53:22.471: ppp27 LCP: ACFC (0x0802)

Sep 28 21:53:22.471: ppp27 LCP:
Sep 28 21:53:22.471: ppp27 LCP: (0x1317010D046656E8C7445895763667BB)
Sep 28 21:53:22.471: ppp27 LCP: (0x2D0OE8100000016)

Sep 28 21:53:22.471: ppp27 LCP: State is Open

Sep 28 21:53:22.471: ppp27 PPP: Phase is AUTHENTICATING, by this end

Sep 28 21:53:22.475: ppp27 MS-CHAP: O CHALLENGE id 1 len 21 from "SV3-2 "
Sep 28 21:53:22.475: Tnl 23 PPTP: I
001800011A2B3C4D000OF000000170000FFFFFFFFFFFFFFFF

MRRU 1614 (0x1104064E)
EndpointDisc 1 Local

EndpointDisc 1 Local

EndpointDisc 1 Local

Sep 28 21:53:22.475:
Sep 28 21:53:22.479:
18 magic 0x377413E2
Sep 28 21:53:22.479:
30 magic 0x377413E2

T™nl/Sn 23/23 PPTP: CC I SLI

ppp27 LCP: I IDENTIFY [Open] id 2 1len
MSRASV5.00

ppp27 LCP: I IDENTIFY [Open] id 3 len
MSRAS-0-CSCOAPACD12364

Sep 28 21:53:22.479: ppp27 MS-CHAP: I RESPONSE id 1 len 61 from "georgia"

Sep 28 21:53:22.483: ppp27 PPP: Phase is FORWARDING, Attempting Forward

Sep 28 21:53:22.483: ppp27 PPP: Phase is AUTHENTICATING, Unauthenticated User
Sep 28 21:53:22.483: AAA/AUTHEN/PPP (0000001C): Pick method list 'default’

Sep 28 21:53:22.483:
Sep 28 21:53:22.483:
[Unig-Sess-1ID]

Sep 28 21:53:22.483:
Sep 28 21:53:22.483:
Sep 28 21:53:22.483:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:

RADIUS: AAA Unsupported [152] 14
RADIUS: 55 6E 69 71 2D 53 65 73 73 2D 49 44

RADIUS(0000001C) : Storing nasport 27 in rad_db
RADIUS(0000001C): Config NAS IP: 0.0.0.0
RADIUS/ENCODE (0000001C) : acct_session_id: 38
RADIUS(0000001C) : sending

RADIUS/ENCODE: Best Local IP-Address 10.66.79.99

for Radius-Server 10.66.79.120

Sep 28 21:53:22.487:

RADIUS(0000001C) : Send Access-Request to

10.66.79.120:1645 id 21645/44, len 133

Sep 28 21:53:22.487:
0C FO - 00 00 00 0O
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:
Sep 28 21:53:22.487:

RADIUS: authenticator 15 8A 3B EE 03 24
00 00 00 00

RADIUS: Framed-Protocol [7] 6 PPP
RADIUS: User-Name [1] 9 "georgia"
RADIUS: Vendor, Microsoft [26] 16

RADIUS: MSCHAP_Challenge [11] 10

RADIUS: 15 8A 3B EE 03 24 0cC [??2;?2?$7]
RADIUS: Vendor, Microsoft [26] 58

RADIUS: MS-CHAP-Response [1] 52 *

RADIUS: NAS-Port-Type [61] 6 Virtual
RADIUS: NAS-Port [5] 6 27
RADIUS: Service-Type [6] 6 Framed



Sep 28 21:53:22.491: RADIUS: NAS-IP-Address [4] 6 10.66.79.99
Sep 28 21:53:22.515: RADIUS: Received from id 21645/44 10.66.79.120:1645,
Access-Accept, len 141

Sep 28 21:53:22.515: RADIUS: authenticator ED 3F 8A 08 2D A2 EB 4F - 78
3F 5D 80 58 7B B5 3E

Sep 28 21:53:22.515: RADIUS: Service-Type [6] 6 Framed [2]
Sep 28 21:53:22.515: RADIUS: Framed-Protocol [7] 6 PPP [1]
Sep 28 21:53:22.515: RADIUS: Filter-Id [11] 8

Sep 28 21:53:22.515: RADIUS: 31 30 31 2E 69 6E [101.in]
Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 12

Sep 28 21:53:22.515: RADIUS: MS-MPPE-Enc-Policy [7] 6

Sep 28 21:53:22.515: RADIUS: 00 00 0O [?22?]

Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 12

Sep 28 21:53:22.515: RADIUS: MS-MPPE-Enc-Type [8] 6

Sep 28 21:53:22.515: RADIUS: 00 00 0O [?22?]

Sep 28 21:53:22.515: RADIUS: Vendor, Microsoft [26] 40

Sep 28 21:53:22.515: RADIUS: MS-CHAP-MPPE-Keys [12] 34 *

Sep 28 21:53:22.519: RADIUS: Framed-IP-Address [8] 6 192.168.1.1
Sep 28 21:53:22.519: RADIUS: Class [25] 31

Sep 28 21:53:22.519: RADIUS:

43 49 53 43 4F 41 43 53 3A 30 30 30 30 30 30 36 [CISCOACS:0000006]

Sep 28 21:53:22.519: RADIUS:

33 2F 30 61 34 32 34 66 36 33 2F 32 37 [3/0a424£63/27]

Sep 28 21:53:22.519: RADIUS(0000001C): Received from id 21645/44

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: service-type

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: Framed-Protocol

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: inacl: Peruser

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: MS-CHAP-MPPE-Keys

Sep 28 21:53:22.523: ppp27 PPP/AAA: Check Attr: addr

Sep 28 21:53:22.523: ppp27 PPP: Phase is FORWARDING, Attempting Forward
Sep 28 21:53:22.523: Vi3 PPP: Phase is DOWN, Setup

Sep 28 21:53:22.527: AAA/BIND(0000001C): Bind i/f Virtual-Access3

Sep 28 21:53:22.531: $LINK-3-UPDOWN: Interface Virtual-Access3,

changed state to up

Sep 28 21:53:22.531: Vi3 PPP: Phase is AUTHENTICATING, Authenticated User
Sep 28 21:53:22.531: Vi3 AAA/AUTHOR/LCP: Process Author

Sep 28 21:53:22.531: Vi3 AAA/AUTHOR/LCP: Process Attr: service-type

Sep 28 21:53:22.531: Vi3 MS-CHAP: O SUCCESS id 1 len 4

Sep 28 21:53:22.535: Vi3 PPP: Phase is UP

Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/IPCP: FSM authorization not needed
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/FSM: We can start IPCP

Sep 28 21:53:22.535: Vi3 IPCP: O CONFREQ [Closed] id 1 len 10

Sep 28 21:53:22.535: Vi3 IPCP: Address 10.66.79.99 (0x03060A424F63)
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/CCP: FSM authorization not needed
Sep 28 21:53:22.535: Vi3 AAA/AUTHOR/FSM: We can start CCP

Sep 28 21:53:22.535: Vi3 CCP: O CONFREQ [Closed] id 1 len 10

Sep 28 21:53:22.535: Vi3 CCP: MS-PPC supported bits 0x01000060 (0x120601000060)
Sep 28 21:53:22.535: Vi3 PPP: Process pending packets

Sep 28 21:53:22.539: RADIUS(0000001C): Using existing nas_port 27

Sep 28 21:53:22.539: RADIUS(0000001C): Config NAS IP: 0.0.0.0

Sep 28 21:53:22.539: RADIUS(0000001C): sending

Sep 28 21:53:22.539: RADIUS/ENCODE: Best Local IP-Address

10.66.79.99 for Radius-Server 10.66.79.120

Sep 28 21:53:22.539: RADIUS(0000001C): Send Accounting-Request

to 10.66.79.120:1646 id 21645/45, len 147

Sep 28 21:53:22.539: RADIUS: authenticator 1A 76 20 95 95 F8

81 42 - 1F E8 E7 C1 8F 10 BA 94

Sep 28 21:53:22.539: RADIUS: Acct-Session-Id [44] 10 "00000026"
Sep 28 21:53:22.539: RADIUS: Tunnel-Server-Endpoi[67] 13 "10.66.79.99"
Sep 28 21:53:22.539: RADIUS: Tunnel-Client-Endpoi[66] 13 "10.66.79.60"

Sep 28 21:53:22.543: RADIUS: Tunnel-Assignment-Id[82] 3 "

Sep 28 21:53:22.543: RADIUS: Framed-Protocol [7] 6 PPP [1]
Sep 28 21:53:22.543: RADIUS: Acct-Authentic [45] 6 RADIUS [1]
Sep 28 21:53:22.543: RADIUS: User-Name [1] 9 "georgia"



Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:
Sep 28 21:53:22.543:

30 30 36 [CISCOACS

Sep 28 21:53:22.543:

RADIUS:

: 00000061

RADIUS:

[3/0a424£63/27]

Sep 28 21:53:22.547:
Sep 28 21:53:22.547:
Sep 28 21:53:22.547:
Sep 28 21:53:22.547:
Sep 28 21:53:22.547:

(0x1206010000F1)

Sep 28 21:53:22.547:
Sep 28 21:53:22.551:

(0x120601000060)

Sep 28 21:53:22.551:
Sep 28 21:53:22.551:

(0x120601000040)

Sep 28 21:53:22.551:
Sep 28 21:53:22.551:

(0x120601000040)

Sep 28 21:53:22.551:
Sep 28 21:53:22.551:
Sep 28 21:53:22.551:
Sep 28 21:53:22.551:
Sep 28 21:53:22.551:
Sep 28 21:53:22.551:
Sep 28 21:53:22.551:

we want 0.0.0.0

Sep 28 21:53:22.551:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:

we want 192.168.1.1

Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.555:
Sep 28 21:53:22.563:
Sep 28 21:53:22.563:

(0x120601000040)

Sep 28 21:53:22.563:
Sep 28 21:53:22.563:

(0x120601000040)

Sep 28 21:53:22.567:
Sep 28 21:53:22.567:

(0x120601000040)

Sep 28 21:53:22.567:
Sep 28 21:53:22.567:
Sep 28 21:53:22.567:
Sep 28 21:53:22.567:
Sep 28 21:53:22.571:
Sep 28 21:53:22.575:
Sep 28 21:53:22.575:
Sep 28 21:53:22.575:

Vi3
Vi3

Vi3
Vi3

Vi3
Vi3

Vi3
Vi3

Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3

Vi3
Vi3
Vi3
Vi3

Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3

Vi3
Vi3

Vi3
Vi3

Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3
Vi3

RADIUS:

CCP: I CONFREQ
CCP: MS-PPC

CCP: O CONFNAK
CCP: MS-PPC

CCP: I CONFNAK
CCP: MS-PPC

CCP: O CONFREQ
CCP: MS-PPC

IPCP: I CONFREQ

Service-Type
RADIUS: NAS-IP-Add
RADIUS:

ress

Acct-Delay-Time

RADIUS: Acct-Status-Type [40] 6 Start [1]
RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: NAS-Port [5] 6 27

RADIUS: Class [25] 31

43 49 53 43 4F 41 43 53 3A 30 30 30 30

33 2F 30 61 34 32 34 66 36 33 2F 32 37

[6] 6 Framed [2]
[4] 6 10.66.79.99
[41] 6 0

[REQsent] id 4 len 10
supported bits 0x010000F1

[REQsent] id 4 len 10
supported bits 0x01000060

[REQsent] id 1 len 10
supported bits 0x01000040

[REQsent] id 2 len 10
supported bits 0x01000040

[REQsent] id 5 len 34

IPCP: Address 0.0.0.0 (0x030600000000)

IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0,
AAA/AUTHOR/IPCP: Processing AV inacl
AAA/AUTHOR/IPCP: Processing AV addr
AAA/AUTHOR/IPCP: Authorization succeeded
AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0,
AAA/AUTHOR/IPCP: no author-info for primary dns
AAA/AUTHOR/IPCP: no author-info for primary wins
AAA/AUTHOR/IPCP: no author-info for seconday dns
AAA/AUTHOR/IPCP: no author-info for seconday wins
IPCP: O CONFREJ [REQsent] id 5 len 28

IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
IPCP: I CONFACK [REQsent] id 1 len 10

IPCP: Address 10.66.79.99 (0x03060A424F63)

CCP: I CONFREQ
CCP: MS-PPC

CCP: O CONFACK
CCP: MS-PPC

CCP: I CONFACK
CCP: MS-PPC

[REQsent] id 6 len 10
supported bits 0x01000040

[REQsent] id 6 len 10
supported bits 0x01000040

[ACKsent] id 2 len 10
supported bits 0x01000040

CCP: State is Open
[ACKrcvd] id 7 len 10

IPCP: I CONFREQ

IPCP: Address 0.0.0.0 (0x030600000000)
IPCP: O CONFNAK [ACKrcvd] id 7 len 10

IPCP: Address 192.168.1.1 (0x0306C0A80101)
IPCP: I CONFREQ [ACKrcvd] id 8 len 10

IPCP: Address 192.168.1.1 (0x0306C0A80101)

IPCP: O CONFACK

[ACKrcvd] id 8 len 10



Sep
Sep
Sep
Sep
Sep
Sep

P
ANT

28
28
28
28
28
28

21:
21:
21:
21:
21:
21:

53:
53:
53:
53:
53:
53:

22.
22.

22

22.
22.

22

575:
575:
.575:
583:
583:
.603:
Accounting-response,
Sep 28 21:53:22.603:
BF 91 E2 3C 01 3E CA
Sep 28 21:53:23.531:
Virtual-Access3,

EEH

Vi3 IPCP: Address 192.168.1.1 (0x0306C0A80101)
Vi3 IPCP: State is Open

AAA/AUTHOR: Processing PerUser AV inacl

Vi3 IPCP: Install route to 192.168.1.1

Vi3 IPCP: Add link info for cef entry 192.168.1.1
RADIUS: Received from id 21645/45 10.66.79.120:1646,
len 20

RADIUS: authenticator A6 B3 4C 4C 04 1B BE 8E - 6A

$LINEPROTO-5-UPDOWN: Line protocol on Interface

changed state to up

. Cisco Secure ACS for Windows icB8 ¥ 2 HR— Kk R—D
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