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-VPN5000 Ot RL—2Z
- VPN 50000 ZAF >

VPN 5000 >t ML —4&

[ IP Ethernet 0 ]

Subnet Mask = 255.255.255.0
Mode = Rout ed
| PAddr ess = 172.18.124. 153

[ IP Ethernet 1 ]

Mode = Rout ed
Subnet Mask = 255.255.255.0
| PAddr ess = 161.44.17.1

[ VPN Group "ciscolocal" ]

| PNet = 172.18.124.0/ 24
Transform = esp(nd5, des)

St art | PAddr ess = 172.18.124. 250
MaxConnect i ons =4

Bi ndTo = "et hernet 0"

[ General ]

Et her net Addr ess = 00: 00: a5: f0:¢c9: 00
Devi ceType = VPN 5001 Concentrator
Confi guredOn = Ti neserver not configured
Confi gur edFrom = Command Line, from
172.18.124.99

| PSecGat eway = 161. 44.17. 254

[ Logging ]

Level =7

Enabl ed = On

LogToAuxPor t =

LogToSysLog =

Sysl ogl PAddr ess = 172.18.124.114
SyslogFacility = Local 5

[ IKE Policy ]

Protection = MD5_DES Gl

[ VPN Users ]
| ocal user Config="ciscol ocal" SharedKey="Iocali ke"

[ Radius ]

Accounti ng = Of

Pri mAddr ess = "172.18.124.99"
Secr et = "csnt key"

Chal | engeType = CHAP

Bi ndTo = "ethernet0"

Aut henti cati on = On

[ VPN Group "csnt" ]

Bi ndTo = "ethernet0"
Transform = ESP(nd5, Des)
MaxConnecti ons =2

| PNet = 172.18.124.0/ 24

St art | PAddr ess

172.18. 124. 245




Assi gnl PRADI US
Bi ndTo

Start| PAddress
| PNet

Start| PAddress
Transform

Bi ndTo
MaxConnect i ons

MaxConnecti ons
Start| PAddress
Bi ndTo
Transform

| PNet

[ VPN Group "csntgroup" ]

O f

"et her net 0"
172.18. 124. 243
172.18.124./ 24
172. 18. 124. 242
ESP( nd5, Des)
"et her net 0"

1

2

172. 18. 124. 242
"et her net 0"
ESP( nd5, Des)
172.18.124.0/ 24

Configuration size is 2045 out of 65500 bytes
VPN 50002 714 F > K

Note: None of the defaults have been changed. Two users
wer e added, and

the appropriate passwords were entered when pronpted
after clicking Connect:

user nane password radi us_password
| ocal user | ocal i ke N A
csntuser gr ouppass csnt pass
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Network Configuration

Access Server Setup For
vpn3000

Metworl:
brcess Server 172.158.124.153
TP Address

Eey csntkey

Luthenticate
Tsing

single Connect TACACH+ INAS (Record

stop 1 accounting on fatlure). —

[RADIUS (Cisco WPN 50007 =

-

Log UpdateWatchdog Packets from this
Access Server

Log Eadms Tunnelling Packets from thas

-
Access Server -

2. [Interface Configuration] > [RADIUS (VPN 5000)] IZ#& L. [VPN Groupinfo] & [VPN



{>roup

% [026/255/000]
CWEPMS000-Clompatible-Tunnel-Delay

% [026/255001]
CYWPIS000-Tunnel-Throughput

* [026/255/002]
CWEPIS000-Chent- Assigned-IF

* [026/255/003]
CWEPIS000-Chent-Eeal-IP

¥ [026/255/004]
CVPIS000-VPN-Grouplnfo |

v [026/255/005]
W PRA000- VP -Password

* [026/255/006] CVPHS000-Echo
[026/255/007] -]

N T T S ] . 4T

submit | Cancel |

Password:
3. A—HERET/NAT— R( Tcsntpassy )&EAL TI1—H( "csntusery )2 REL ., 1—H%
JIN—T13ICEBL &, JIL—TtEY NT7Y S TVPNSOOOBHZRELET |TIL—7




Group Setup

dccess Bestrictions @ IP &ddress dssignment IETF Radius

Cizco WVPHAOID R adius

Cisco VPN 5000 Concentrator E i
RADIUS Attributes

v [255\004] CVPM5000-WVPHN-Grouplnfo

|csntgrnup

v [255\005] CVPNS000- VPN -Password

|grnuppass

@ Back to Help |
=}

submit | Subrmit + Restart | Cancel |

13:

PAPRERED ZEE

Challenge Handshake Authentication Protocol(CHAP)SREEN #EE T B F S (k. Password
Authentication Protocol(PAP)IZZEE T2 LEANHVWE T, ChiZkV, CSNTTNTF—EXR—RA
ASIA—TFONATD—RZFEHATEET,

VPN 5000 RADIUSOZ A7 FAILEE

[ Radius ]
PAPAut hSecr et = "abcxyz"
Chal | engeType = PAP

X :CSNTR, TOI—HOFRIAILNTF—EIR—AZFEAITDLSICREENTT,

I—HIERRENBHE (32D/NAT—REYHIR):

Shared Secret = grouppass
RADI US Logi n box - Password = csntpass



RADI US Logi n box - Authentication Secret = abcxyz

IP7 RLAHI ST OB

I—H%®OCSNTZ'O7 7 4 )L H[Assign static IP Address] T 45 1E D & L’.Eﬁié nNTLWaEE, B&
VPN 5000 RL—BRTIN—THFROXSICEREENTWVWEES,

Assi gnl PRADI US = On
RIZ, RADIUS IP7 RLANCSNTA SEFEEN, VPN5000D 2 ML —2O1—FICERAE
nEx9,

FHOT 127 DEM

Ly a o FhAITAaTL - I\’EiClscoSecureRADIUS‘U' NICEET2HEEE. VPN
50000t ML —2ORADIUSEREIZEML F T,

[ Radius ]

Accounting = On

COEEZBMCTSICE, apply X Rewnte AN REFEHLTA S, boot1N > RZVPN
5000CERAIBIHENf HYVET,

CSNTASOFHI>T14>JLd—K

11/ 06/ 2000, 16: 02: 45, csntuser, G oup 13,, Start, 077745c5- 00000000, ,,,,,,,,
268435456, 172. 18. 124. 153

11/ 06/ 2000, 16: 03: 05, csnt user, Group 13,, St op, 077745c5- 00000000, 20, , ,
104, 0, 1, 0,, 268435456, 172. 18. 124. 153

&R
CCTlR, SRENELLKHBBEL TVWBR L 2R ITHEOICHEATIEHRZERLET,
—ZD show ANV RETZIORTYIRNAEZR—=TIVEZ Y —=)LJICE2THR—RENTVET (&

BI1—HYEH), COVY—I)ILEFRATREICLEL2T, show AN REIODMERERTT

- show system log buffer
Info 7701. 12 seconds Conmand | oop started from 172. 18. 124. 99
on PTYl1

Notice 7723.36 seconds New | KE connection: [181.44.17.149]:1041: csntuser
Debug 7723. 38 seconds Sendi ng RADI US CHAP chal | enge to

csntuser at 181.44.17.149
Debug 7729.0 seconds Received RADI US chal | enge resp. from

csntuser at 181.44.17.149, contacting server
Notice 7729.24 seconds VPN 0 opened for csntuser from 181.44.17. 149
Debug 7729.26 seconds Client's |ocal broadcast address = 181.44.17. 255
Notice 7729.29 seconds User assigned |P address 172.18.124. 242

- vpn trace dump all
VPN5001_A5F0C900# vpn trace dunp al
6 seconds -- stepmmgr trace enabled --
new script: | SAKMP primary responder script for <no id> (start)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

manage @91 seconds :: [181.44.17.149]:1042 (start)
91 seconds doing irpri_new conn, (0 @Q0)
91 seconds doing irpri_pkt_1 recd, (0 @0)
new script: | SAKMP Resp Aggr Shared Secret script for
[181.44.17.149]:1042 (start)

91 seconds doing irsass_process_pkt_1, (0 @0)

91 seconds doing irsass_build_rad_pkt, (0 @0)

91 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @91 seconds :: [181.44.17.149]:1042 (done)
manage @93 seconds :: [181.44.17.149]:1042: csntuser (start)

93 seconds doing irsass_radius_wait, (0 @0)

93 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @93 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_radius_wait, (0 @0)

95 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_radius_wait, (0 @O0)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_rad_serv_wait, (0 @O0)

95 seconds doing irsass_build_pkt_2, (0 @0)

96 seconds doing irsass_send_pkt_2, (0 @0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (start)

96 seconds doing irsass_check_timeout, (0 @O0)

96 seconds doi ng irsass_check_hash, (0 @0)

96 seconds doing irsass_last_op, (0 @0)

end script: | SAKMP Resp Aggr Shared Secret script for
[181.44.17.149]:1042: csntuser, (0 @0)

next script: |SAKMP primary responder script for
[181.44.17.149]:1042: csntuser, (0 @0)

96 seconds doing irpri_phasel_done, (0 @O0)

96 seconds doing irpri_phasel_done, (0 @O0)

96 seconds doing irpri_start_phase2, (0 @0)

new script: phase 2 initiator for [181.44.17.149]:1042: csntuser (start)

96 seconds doing iph2_init, (0 @O0)

96 seconds doing i ph2_build_pkt_1, (0 @0)

96 seconds doi ng i ph2_send_pkt_1, (0 @O0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (start)

96 seconds doing i ph2_pkt 2 wait, (0 @O0)

96 seconds doi ng i hp2_process_pkt_2, (0 @0)

96 seconds doing i ph2_build_pkt_3, (0 @0)

96 seconds doing i ph2_config_SAs, (0 @0)

96 seconds doi ng i ph2_send_pkt_3, (0 @0)

96 seconds doing i ph2_last_op, (0 @0)

end script: phase 2 initiator for [181.44.17.149]:1042:csntuser, (0 @0)
next script: |SAKMP primary responder script for
[181.44.17.149]:1042: csntuser, (0 @0)
96 seconds doing irpri_open_tunnel, (0 @O0)
96 seconds doing irpri_start_i_maint, (0 @O0)
new script: initiator maintenance for [181.44.17.149]:1042:csntuser (start)

96 seconds doing imt_init, (0 @O0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
<vpn trace dunp done, 55 records scanned>
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VPN 5000 ©F/\v

Noti ce 359.36 seconds New | KE connection: [181.44.17.149]:1044: csntuser
Debug 359. 38 seconds Sendi ng RADI US CHAP chal | enge to csntuser at 181.44.17. 149
Debug 363. 18 seconds Received RADI US chal | enge resp. From
csntuser at 181.44.17.149, contacting server
Noti ce 423.54 seconds <no ifp> (csntuser) reset: RADI US server never responded

A—HICXT DR

VPN Server Error (14) User Access Denied

Boalk
Cisco Secure NTO1—HEBEXLEIEF/NAD—RAELLHYYEEA,

VPN 5000 ®7/Yy 7

Noti ce 506.42 seconds New | KE connection: [181.44.17.149]:1045: csntuser
Debug 506. 44 seconds Sendi ng RADI US CHAP chal | enge to csntuser

at 181.44.17. 149
Debug 511.24 seconds Received RADI US chal | enge resp. From csntuser

at 181.44.17.149, contacting server
Debug 511.28 seconds Auth request for csntuser rejected by RAD US server
Notice 511.31 seconds <no ifp> (csntuser) reset due to RADI US aut hentication
failure.

-T2 R

VPN Server Error (14) User Access Denied
Cisco Secure:

[Reports] &[Activity] IZBEL ., KB UEETOTICKREBARRENET,

A—YHFADULEVPNIIL—F/NAD— RHFVPNPassword &E—B LB WVEBE

VPN 5000 ©F/\v

Noti ce 545.0 seconds New | KE connection: [181.44.17.149]:1046: csntuser

Debug 545. 6 seconds Sendi ng RADIUS CHAP chal l enge to csntuser at 181.44.17.149
Debug 550. 6 seconds Recei ved RADI US chal | enge resp. From csntuser at 181.44.17. 149,
contacting server

A—HICX T B KRR

| KE ERROR. Aut hentication Fail ed.
Cisco Secure:

[Reports] &[Activity] IZBEBILET. KBLUELETOJVICRBARTRENETLEA,



RADIUSH—/YIC & 2 THEEE BT IIL—7FH VPN 5000 (C & WVIFE

VPN 5000 ©F/\v

Noti ce 656. 18 seconds New | KE connection: [181.44.17.149]:1047: csntuser

Debug 656.24 seconds Sendi ng RADI US CHAP chal |l enge to csntuser at 181.44.17. 149
Debug 660. 12 seconds Received RADI US chal |l enge resp. Fromcsntuser at 181.44.17. 149,
contacting server

War nin 660. 16 seconds User, "csntuser", has an invalid VPN G oup config, "junkgroup"
Noti ce 660.20 seconds (csntuser) reset: connection script finished.

Noti ce 660.23 seconds -- reason: S NO POLICY (220@72)

A—HICXT DR

VPN Server Error (6): Bad user configuration on IntraPort server.
Cisco Secure:

[Reports] & [Activity][ I BEIL . £BLERTOTICKBN XFSAETE A,

BYE1E ¥R

. Cisco Secure ACS for Windows B892 HR— K R—T

. Cisco VPN 5000 =X Ot RL—ROBEFTRTOEHS B
. CiscoVPN 5000 Ot RL—RICBET D HR—KIR—=D

. Cisco VPN 5000 25 A F > NCBT B YR—bK R—=D

. IPSec Y R—K R—T

- RADIUS ICBE¥ D HHR—K R—=D

- Requests for Comments (RFCs)

cTOZHhIL BHR—bE RFI XD - Cisco Systems
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