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LAC RADIUS E%7E : Cisco Secure ACS for UNIX

LAC RADIUS FZEICIE. 1—% ripcisco.coms (T4 7Y MAERTD RXAY ) AFEEN
£, cOI—YDO/NAT—REEcisco THhAIHBENFHVET,

# ./ViewProfile -p 9900 -u rtp.cisco.com
user = rtp.cisco.com{

radius=Cisco {

check_items= {

2="cisco"

}

reply_attributes= {

6=5

9,1="vpdn:tunnel-id=DEFGH"

9,1="vpdn: tunnel-type=12tp"
9,1="vpdn:ip-addresses=10.31.1.9"
9,1="vpdn:12tp-tunnel-password=ABCDE"
}

}

}

LAC ET®M RADIUS SREDFEMICDWVWTE, TLAV2 h>ILN ZO80)a O TLAC LD
FAOESHDO RADIUS ZO7 74N, 923> aSBLTLSEEL,

LNS RADIUS % : Cisco Secure ACS for UNIX

# ./ViewProfile -p 9900 -u janedoe@rtp.cisco.com
user = janedoe@rtp.cisco.com{
radius=Cisco {

check_items= {

2="rtp"

}

reply_attributes= {

6=2

7=1

}

}

}
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Z H—/\ ) SEF- [RADIUS (Cisco IOS/PIX)] ZER T2 &5 ICBRELE T,

TL—8 KT CHAP O AIC, /NATD—RA cisco ®1—1 Trip.cisco.coms ZE&EL &
T, ek, FORILBHICEAENDI1I-—HFETT,
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FIVO AT INTERESATVEVEEE, [Interface Configuration] &, #
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. & TE® [Cisco I0S/PIX RADIUS attributes] 242 3> T, [009\001 cisco-av-pair] DR ¥

DACFIVIOR—0% AN, RYDAICIRDEISIZAAIULUET, vpdn: tunnel-id=DEFGH
vpdn: tunnel-type=12tp
vpdn: ip-addresses=10.31.1.9

vpdn:12tp—tunnel—password:ABCDELAC t'C(D RAD'US EQEE@E¥Z\H (,:’D L\_C‘i\ 'FI/’( —V 2 I\
> 708Ny ® TLACICEBFEADESHD RADIUS Z7O7 74 )y 0> 3> %%
BLTLSEz L,

Cisco SvsTems Emu SE[I}
| i

AN Y Access Festrictions - I
u ——— -
Iﬁ I Eif:p _I

B [0 Cisco IOS/PIX RADIUS Attributes 9

B | oot W [009\001] cisco-av-pair

— ypdni:tunhe l-id=DEFGH ;]

Metwork
@Ennﬁguraﬁm vpdn:tunhel-type=l2tp

vpdn: ip-addressesz=10.31.1.9
= | Sustem wpdn: lZtp-tunnel-
%1 Configuration P P

pnssuu:d-LECDEI J
Interface
B Configuration

#drninistration
Control

5 A | External User
B3 | patissces IETF RADIUS Attributes

?
@ I Reports and -
Aotivity W [006] Sernce-Type J
| E:;Lr:':entaﬁm | Dutbound j

™ [007] Framed-Protocol

|PPP [

I [009] Framed-IP-INetmask

j0.000
IO T e e d T oo ndion ll

Euhﬁnﬂ Submit + Restart Cancal



//www.cisco.com/warp/customer/cc/pd/iosw/tech/l2pro_tc.htm
//www.cisco.com/warp/customer/cc/pd/iosw/tech/l2pro_tc.htm
//www.cisco.com/warp/customer/cc/pd/iosw/tech/l2pro_tc.htm#wp1002259

LNS RADIUS B&E : Cisco Secure ACS for Windows

RDOFIEZRITLET,

1. 1—% ID janedoe@rtp.cisco.com ZFEL . 7L —2 & KRV CHAP AICEEND/NAT—KR
ZABDLET,

2. ERIDO/N—ICH B [Group Setup] RE>Z DV UY I LET, 1—FHFEITDTIN—T%&ER
L. [Edit Settings]22' )Y VL&Y,

3. [Internet Engineering Task Force (IETF) RADIUS Attributes] D> 3> o ROAY 7&Z D>
X”Z1—H»5, [Service-type (attribute 6) = Framed] & & U [Framed-Protocol (attribute
7)=PPP] ZiZIRL £, X BIRL LEMD [Service-Type] & & U [Framed-Protocol] ¢ B (Z
HBIFIVIRYIAREVIY VT RRENHYET,

LAC RADIUS E&*E - Merit RADIUS

3: Livingston H—/\B KV Merit H—/Ni&, RKOA—EEDO AVARTEHYR—KNTBLEHICHEE
ICIEETRDHENBYET,

rtp.cisco.com Password = "cisco"
Service-Type = Outbound-User,

"vpdn: tunnel-id=DEFGH",

"vpdn:tunnel-type=12tp",

cisco-avpair
cisco-avpair

cisco-avpair "vpdn:ip-addresses=10.31.1.9",

cisco-avpair "vpdn:1l2tp-tunnel-password=ABCDE"

LAC ET®M RADIUS SREDNFEMICDWVWTEE., TLAV2 h>ILN ZO80)a O TLAC LD
FADESHDO RADIUS ZO7 74N, 923> aSBLTLSEEL,

LNS RADIUS &%7E : Merit RADIUS

janedoe@rtp.cisco.com Password = "rtp",
Service-Type = Framed,
Framed-Protocol = PPP

L—Z2DRE

CORFIXNTE, ROREZFEALET,

- LACJL—Z2 DR E
.LNS IL—ZDEE

LAC JL—& ORE

LAC#show run Building configuration... Current
configuration: ! version 12.0 service timestamps debug
datetime service timestamps log uptime no service
password-encryption ! hostname LAC ! !--- AAA commands
needed to authenticate the user and obtain !--- VPDN

tunnel information. aaa new-model aaa authentication
login default local aaa authentication ppp default if-
needed radius aaa authorization network default radius
aaa accounting exec default start-stop radius aaa
accounting network default start-stop radius enable
secret level 7 5 $1$Dj3K$9jkyuJR6£JV2J0./Qt01C1l enable
password ww ! username cse password 0 csecse username

john password 0 doe ip subnet-zero no ip domain-lookup !
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jnj00=tfdfr vpdn enable ! !--- VPDN tunnel authorization
is based on the domain name !--- (the default is DNIS).
vpdn search-order domain ! ! ! interface Loopback0 no ip
address no ip directed-broadcast ! interface Ethernet0
ip address 10.31.1.6 255.255.255.0 no ip directed-
broadcast ! interface Serial0 no ip address no ip
directed-broadcast no ip mroute-cache shutdown !
interface Seriall no ip address no ip directed-broadcast
shutdown ! interface Asyncl ip unnumbered Ethernet0 no
ip directed-broadcast ip tcp header-compression passive
encapsulation ppp async mode dedicated peer default ip
address pool async no cdp enable ppp authentication chap
! interface Group-Asyncl physical-layer async no ip
address no ip directed-broadcast ! ip local pool default
10.5.5.5 10.5.5.50 ip local pool async 10.7.1.1 10.7.1.5
ip classless ip route 0.0.0.0 0.0.0.0 10.31.1.1 ! [---
RADIUS server host and key. radius-server host
171.68.118.101 auth-port 1645 acct-port 1646 radius-
server key cisco ! line con 0 transport input none line
1 session-timeout 20 exec-timeout 0 0 password ww
autoselect during-login autoselect ppp modem InOut
transport preferred none transport output none stopbits
1 speed 38400 flowcontrol hardware line 2 16 modem InOut
transport input all speed 38400 flowcontrol hardware
line aux 0 line vty 0 4 password ww ! end

LNS JL—& ORRE

LNS#show run Building configuration... Current
configuration: ! ! Last configuration change at 12:17:54
UTC Sun Feb 7 1999 !==méknr5yuibytéegv2wr2bnfdlrsion
12.0=4rservice exec-callback service timestamps debug
datetime service timestamps log uptime no service
password-encryption ! hostname LNS ! aaa new-model aaa
authentication login default local aaa authentication
ppp default radius local aaa authorization network
default radius local aaa accounting exec default start-
stop radius aaa accounting network default start-stop
radius enable secret 5 $1S$pnYMSB.FveZjZpgA3C9ZPqg/cma/
enable password ww ! username john password 0 doe [---
User the LNS is used to authenticate the tunnel. !---
The password used here must match the vpdn:12tp-tunnel-

password !--- configured in the LAC RADIUS server.
username the_LNS password 0 ABCDE ip subnet-zero ! [---
Enable VPDN on the LNS. vpdn enable ! !/--- VPDN group
for connection from the LAC. vpdn-group 1 !/--- This
command specifies that the router uses !--- virtual-
template 1 for tunnel-id DEFGH (which matches the
tunnel-id !--- configured in the LAC RADIUS server).

accept dialin 12tp virtual-template 1 remote DEFGH !/---
The username used to authenticate this tunnel !--- 1is
the LNS (configured above). local name the_ LNS !
interface Ethernet0 ip address 10.31.1.9 255.255.255.0
no ip directed-broadcast ! !--- Virtual-template that is
used for the incoming connection. interface Virtual-
Templatel ip unnumbered Ethernet0 no ip directed-
broadcast peer default ip address pool default ppp
authentication chap ! interface Serial0 no ip address no
ip directed-broadcast no ip mroute-cache shutdown no
fair-queue ! interface Seriall no ip address no ip
directed-broadcast shutdown ! interface Asyncl ip
unnumbered Ethernet0 no ip directed-broadcast
encapsulation ppp async mode interactive peer default ip
address pool async ppp authentication chap ! ip local
pool default 10.6.1.1 10.6.1.5 ip local pool async




10.8.100.100 10.8.100.110 ip classless ip route 0.0.0.0
0.0.0.0 10.31.1.1 ! !--- RADIUS server host and key
information. radius-server host 171.68.120.194 auth-port
1645 acct-port 1646 radius-server key cisco ! line con 0
transport input none line 1 session-timeout 20 exec-
timeout 5 0 password ww autoselect during-login
autoselect ppp modem InOut transport input all escape-
character BREAK stopbits 1 speed 38400 flowcontrol
hardware line 2 8 line aux 0 line vty 0 4 password ww !

end

2

Ot arTlR, RENERCEBELTVRIAESH ZBRFEITIBRICRIOFRERMHL T
WEd,

B ED show IV Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KrEhTV
F9, cOY—I)LEFERTDE, show AN REHOBHERTRTEET,

. showvpdntunnel : 7971 7 BIXNTOLAV2EES KV L2TP MU RILICE T 2183k
ZEBMEOEATRRLET,
. showcallerip : #EELZ IP 7 RLADREERHROBMEZRTLET,

NSNS I=—F 42

SCTH. BEONSTAY 1—F A JCBU BRI OV THALET,

NSTZIW2a—=F14290kEHOOAIVR

XE:debug AN REFERATSHEIIC, Tdebug ANV RICEIZIEERER 25RBL K KEE
(A

- debug aaa authentication : AAA/TACACS+ FREEICBAT 2 1EHERRLET,

- debug aaa authorization : AAA/TACACS+ FAICB T2 1BHERTLET,

- debug aaa accounting : 7HI T4 VT ARBAR M RELLEEZEDEDARY N
Bﬂ?é'tﬁ#ﬁ’&ﬁf\biio CHOOAXN Y RTRRENDEHREE, THOOT 12 TBEHROT—
NANQEAICERENDTHO T4 7R JNLICEKFLEE A,

- debug radius : RADIUS IZB8E 32 7/\Y JOFMBEHRERTLET,

. debug vtemplate : (RE7 > 7L —hASIVO—Z_2FEnkEBahr S, I—IHFETLTR
BT IOEBRAAVE—TIA AN T IRELLBEDETD, RETIEAAVEZ—TIAAD
J0-Z2TJEHeERTLET,

. debug vpdnerror : PPP N> X DML ZBEIETED IS —, FLEEBIEhENRILED
O—X925I5—%2KXRLET,

. debug vpdn events : BE®D PPP R RXILBEALF LRI Y Y RATOO—HTHBD ARV K
BT XYE—272RTFLET,

- debug vpdn I2x-errors : L 4V 2 O ZHEEL LY, ELEZTOEEEEZBAEL YT
L4V 270RINOIZS—2RRLET,

- debug vpdn I12x-events : L 4V 2 DBE®D PPP R RIBEIALFE L@ vy RO O —Ef
THIAIRVBNIETEIXAYVE—DZRTRLET,

- debug vpdn 12tp-sequencing : L2TP (CEE T2 X v E—J &R RLET,
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L2TP /XY JOFMIC DWW Tk, TL2TP bR DRI EFEB. ZZRL T EE L,

LACL—ZASDIEEBT/INY T

LAC#show debug General 0S: AAA Authentication debugging is on AAA Authorization debugging is on
AAA Accounting debugging is on VPN: L2X protocol events debugging is on L2X protocol errors
debugging is on VPDN events debugging is on VPDN errors debugging is on L2TP data sequencing
debugging is on VTEMPLATE: Virtual Template debugging is on Radius protocol debugging is on LAC#
Feb 7 12:22:16: Asl AAA/AUTHOR/FSM: (0): LCP succeeds trivially 2d18h: %LINK-3-UPDOWN: Interface
Asyncl, changed state to up Feb 7 12:22:17: Asl VPDN: Looking for tunnel -- rtp.cisco.com -- Feb
7 12:22:17: AAA: parse name=Asyncl idb type=10 tty=1 Feb 7 12:22:17: AAA: name=Asyncl flags=0x1l1
type=4 shelf=0 slot=0 adapter=0 port=1 channel=0 Feb 7 12:22:17: AAA/AUTHEN: create_user
(0x25BA84) user='rtp.cisco.com' ruser='"' port='Asyncl' rem_addr='"' authen_type=NONE
service=LOGIN priv=0 Feb 7 12:22:17: AAA/AUTHOR/VPDN (6239469): Port='Asyncl' list='default'
service=NET Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469) user='rtp.cisco.com' Feb 7 12:22:17:
AAA/AUTHOR/VPDN: (6239469) send AV service=ppp Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469) send
AV protocol=vpdn Feb 7 12:22:17: AAA/AUTHOR/VPDN (6239469) found list "default" Feb 7 12:22:17:
AAA/AUTHOR/VPDN: (6239469) Method=RADIUS Feb 7 12:22:17: RADIUS: authenticating to get author
data Feb 7 12:22:17: RADIUS: ustruct sharecount=2 Feb 7 12:22:17: RADIUS: Initial Transmit
Asyncl id 66 171.68.118.101:1645, Access-Request, len 77 Feb 7 12:22:17: Attribute 4 6 0A1F0106
Feb 7 12:22:17: Attribute 5 6 00000001 Feb 7 12:22:17: Attribute 61 6 00000000 Feb 7 12:22:17:
Attribute 1 15 7274702E Feb 7 12:22:17: Attribute 2 18 6AB5A2B0 Feb 7 12:22:17: Attribute 6 6
00000005 Feb 7 12:22:17: RADIUS: Received from id 66 171.68.118.101:1645, Access-Accept, len 158
Feb 7 12:22:17: Attribute 6 6 00000005 Feb 7 12:22:17: Attribute 26 28 0000000901167670 Feb 7
12:22:17: Attribute 26 29 0000000901177670 Feb 7 12:22:17: Attribute 26 36 00000009011E7670 Feb
7 12:22:17: Attribute 26 39 0000000901217670 Feb 7 12:22:17: RADIUS: saved authorization data
for user 25BA84 at 24C488 !--- RADIUS server supplies the VPDN tunnel attributes. Feb 7
12:22:17: RADIUS: cisco AVPair "vpdn:tunnel-id=DEFGH" Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn:tunnel-type=12tp" Feb 7 12:22:17: RADIUS: cisco AVPair "vpdn:ip-addresses=10.31.1.9," Feb
7 12:22:17: RADIUS: cisco AVPair "vpdn:1l2tp-tunnel-password=ABCDE" Feb 7 12:22:17: AAA/AUTHOR
(6239469) : Post authorization status = PASS_ADD Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV
service=ppp Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV protocol=vpdn Feb 7 12:22:17:
AAA/AUTHOR/VPDN: Processing AV tunnel-id=DEFGH Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV
tunnel-type=12tp Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV ip-addresses=10.31.1.9, Feb 7
12:22:17: AAA/AUTHOR/VPDN: Processing AV 12tp-tunnel-password=ABCDE Feb 7 12:22:17: Asl VPDN:
Get tunnel info for rtp.cisco.com with LAC DEFGH, IP 10.31.1.9 Feb 7 12:22:17: AAA/AUTHEN:
free_user (0x25BA84) user='rtp.cisco.com' ruser='"' port='Asyncl' rem_addr='"' authen_type=NONE
service=LOGIN priv=0 Feb 7 12:22:17: Asl VPDN: Forward to address 10.31.1.9 Feb 7 12:22:17: Asl
VPDN: Forwarding... Feb 7 12:22:17: AAA: parse name=Asyncl idb type=10 tty=1 Feb 7 12:22:17:
AAA: name=Asyncl flags=0x1l1l type=4 shelf=0 slot=0 adapter=0 port=1 channel=0 Feb 7 12:22:17:
AAA/AUTHEN: create_user (0xB7918) user='janedoelrtp.cisco.com' ruser='' port='Asyncl'
rem_addr="'async' authen_type=CHAP service=PPP priv=1 Feb 7 12:22:17: Asl VPDN: Bind interface
direction=1 Feb 7 12:22:17: Tnl/Cl 51/1 L2TP: Session FS enabled Feb 7 12:22:17: Tnl/Cl 51/1
L2TP: Session state change from idle to wait-for-tunnel Feb 7 12:22:17: Asl 51/1 L2TP: Create
session Feb 7 12:22:17: Tnl 51 L2TP: SM State idle Feb 7 12:22:17: Tnl 51 L2TP: O SCCRQ Feb 7
12:22:17: T™nl 51 L2TP: Tunnel state change from idle to wait-ctl-reply Feb 7 12:22:17: Tnl 51
L2TP: SM State wait-ctl-reply Feb 7 12:22:17: Asl VPDN: janedoe@rtp.cisco.com is forwarded Feb 7
12:22:17: Tnl 51 L2TP: I SCCRP from the_LNS !/--- Tunnel authentication is successful. Feb 7
12:22:17: Tnl 51 L2TP: Got a challenge from remote peer, the LNS Feb 7 12:22:17: Tnl 51 L2TP:
Got a response from remote peer, the_LNS Feb 7 12:22:17: Tnl 51 L2TP: Tunnel Authentication
success Feb 7 12:22:17: Tnl 51 L2TP: Tunnel state change from wait-ctl-reply to established Feb
7 12:22:17: Tnl 51 L2TP: O SCCCN to the_LNS tnlid 38 Feb 7 12:22:17: Tnl 51 L2TP: SM State
established Feb 7 12:22:17: Asl 51/1 L2TP: O ICRQ to the_LNS 38/0 Feb 7 12:22:17: Asl 51/1 L2TP:
Session state change from wait-for-tunnel to wait-reply Feb 7 12:22:17: Asl 51/1 L2TP: O ICCN to
the_LNS 38/1 Feb 7 12:22:17: Asl 51/1 L2TP: Session state change from wait-reply to established
2d18h: $LINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl, changed state to up LAC#

LNS L—2 A S DIEEBT/INY T
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LNS#show debug General 0S: AAA Authentication debugging is on AAA Authorization debugging is on
AAA Accounting debugging is on VPN: L2X protocol events debugging is on L2X protocol errors
debugging is on VPDN events debugging is on VPDN errors debugging is on L2TP data sequencing
debugging is on VTEMPLATE: Virtual Template debugging is on Radius protocol debugging is on LNS#
Feb 7 12:22:16: L2TP: I SCCRQ from DEFGH tnl 51 Feb 7 12:22:16: Tnl 38 L2TP: New tunnel created
for remote DEFGH, address 10.31.1.6 Feb 7 12:22:16: Tnl 38 L2TP: Got a challenge in SCCRQ, DEFGH
Feb 7 12:22:16: Tnl 38 L2TP: O SCCRP to DEFGH tnlid 51 Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state
change from idle to wait-ctl-reply Feb 7 12:22:16: Tnl 38 L2TP: I SCCCN from DEFGH tnl 51 Feb 7
12:22:16: Tnl 38 L2TP: Got a Challenge Response in SCCCN from DEFGH Feb 7 12:22:16: Tnl 38 L2TP:
Tunnel Authentication success Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state change from wait-ctl-
reply to established Feb 7 12:22:16: Tnl 38 L2TP: SM State established Feb 7 12:22:17: Tnl 38
L2TP: I ICRQ from DEFGH tnl 51 Feb 7 12:22:17: Tnl/Cl 38/1 L2TP: Session FS enabled Feb 7
12:22:17: T™nl/Cl 38/1 L2TP: Session state change from idle to wait-for-tunnel Feb 7 12:22:17:
Tnl/Cl 38/1 L2TP: New session created Feb 7 12:22:17: Tnl/Cl 38/1 L2TP: O ICRP to DEFGH 51/1 Feb
7 12:22:17: T™nl/Cl 38/1 L2TP: Session state change from wait-for-tunnel to wait-connect Feb 7
12:22:17: ™ml/Cl 38/1 L2TP: I ICCN from DEFGH tnl 51, cl 1 Feb 7 12:22:17: Tnl/Cl 38/1 L2TP:
Session state change from wait-connect to established Feb 7 12:22:17: Vil VTEMPLATE: Reuse Vil,
recycle queue size 0 Feb 7 12:22:17: Vil VTEMPLATE: Hardware address 00e0.1e68.942c !--- Use
Virtual-template 1 for this user. Feb 7 12:22:17: Vil VPDN: Virtual interface created for
janedoe@rtp.cisco.com Feb 7 12:22:17: Vil VPDN: Set to Async interface Feb 7 12:22:17: Vil VPDN:
Clone from Vtemplate 1 filterPPP=0 blocking Feb 7 12:22:17: Vil VTEMPLATE: Has a new cloneblk
vtemplate, now it has vtemplate Feb 7 12:22:17: Vil VTEMPLATE: *******x*x*+x*x CLONE VACCESS1

KAk KKk kK k Ak kkAkxkk*k Fel 7 12:22:17: Vil VTEMPLATE: Clone from Virtual-Templatel interface Virtual-
Accessl default ip address no ip address encap ppp ip unnum eth 0 no ip directed-broadcast peer
default ip address pool default ppp authen chap end Feb 7 12:22:18: janedoe@rtp.cisco.com 38/1
L2TP: Session with no hwidb 02:23:59: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state
to up Feb 7 12:22:19: Vil AAA/AUTHOR/FSM: (0): LCP succeeds trivially Feb 7 12:22:19: Vil VPDN:
Bind interface direction=2 Feb 7 12:22:19: Vil VPDN: PPP LCP accepted rcv CONFACK Feb 7
12:22:19: Vil VPDN: PPP LCP accepted sent CONFACK Feb 7 12:22:19: Vil L2X: Discarding packet
because of no mid/session Feb 7 12:22:19: AAA: parse name=Virtual-Accessl idb type=21 tty=-1 Feb
7 12:22:19: AAA: name=Virtual-Accessl flags=0xll type=5 shelf=0 slot=0 adapter=0 port=1
channel=0 Feb 7 12:22:19: AAA/AUTHEN: create_user (0x2462A0) user='janedoe@rtp.cisco.com'
ruser='"' port='Virtual-Accessl' rem_addr='"' authen_type=CHAP service=PPP priv=1l Feb 7 12:22:19:
AAA/AUTHEN/START (2229277178): port='Virtual-Accessl' list='"' action=LOGIN service=PPP Feb 7
12:22:19: AAA/AUTHEN/START (2229277178): using "default" list Feb 7 12:22:19: AAA/AUTHEN/START
(2229277178) : Method=RADIUS Feb 7 12:22:19: RADIUS: ustruct sharecount=1 Feb 7 12:22:19: RADIUS:
Initial Transmit Virtual-Accessl id 78 171.68.120.194:1645, Access-Request, len 92 Feb 7
12:22:19: Attribute 4 6 0A1F0109 Feb 7 12:22:19: Attribute 5 6 00000001 Feb 7 12:22:19:
Attribute 61 6 00000005 Feb 7 12:22:19: Attribute 1 23 6464756E Feb 7 12:22:19: Attribute 3 19
34A66389 Feb 7 12:22:19: Attribute 6 6 00000002 Feb 7 12:22:19: Attribute 7 6 00000001 Feb 7
12:22:19: RADIUS: Received from id 78 171.68.120.194:1645, Access-Accept, len 32 Feb 7 12:22:19:
Attribute 6 6 00000002 Feb 7 12:22:19: Attribute 7 6 00000001 Feb 7 12:22:19: AAA/AUTHEN
(2229277178) : status = PASS Feb 7 12:22:19: Vil AAA/AUTHOR/LCP: Authorize LCP Feb 7 12:22:19:
AAA/AUTHOR/LCP Vil (1756915964): Port='Virtual-Accessl' list='' service=NET Feb 7 12:22:19:
AAA/AUTHOR/LCP: Vil (1756915964) user='janedoe@rtp.cisco.com' Feb 7 12:22:19: AAA/AUTHOR/LCP:
Vil (1756915964) send AV service=ppp Feb 7 12:22:19: AAA/AUTHOR/LCP: Vil (1756915964) send AV
protocol=1lcp Feb 7 12:22:19: AAA/AUTHOR/LCP (1756915964) found list "default" Feb 7 12:22:19:
AAA/AUTHOR/LCP: Vil (1756915964) Method=RADIUS Feb 7 12:22:19: AAA/AUTHOR (1756915964): Post
authorization status = PASS_REPL Feb 7 12:22:19: Vil AAA/AUTHOR/LCP: Processing AV service=ppp
Feb 7 12:22:19: AAA/ACCT/NET/START User janedoe@rtp.cisco.com, Port Virtual-Accessl, List "" Feb
7 12:22:19: AAA/ACCT/NET: Found list "default" Feb 7 12:22:19: Vil AAA/AUTHOR/FSM: (0): Can we
start IPCP? Feb 7 12:22:19: AAA/AUTHOR/FSM Vil (1311872588): Port='Virtual-Accessl' list=""
service=NET Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588) user='janedoe@rtp.cisco.com' Feb 7
12:22:19: AAA/AUTHOR/FSM: Vil (1311872588) send AV service=ppp Feb 7 12:22:19: AAA/AUTHOR/FSM:
Vil (1311872588) send AV protocol=ip Feb 7 12:22:19: AAA/AUTHOR/FSM (1311872588) found list
"default" Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588) Method=RADIUS Feb 7 12:22:19:
AAA/AUTHOR (1311872588): Post authorization status = PASS_REPL Feb 7 12:22:19: Vil
AAA/AUTHOR/FSM: We can start IPCP Feb 7 12:22:19: RADIUS: ustruct sharecount=2 Feb 7 12:22:19:
RADIUS: Initial Transmit Virtual-Accessl id 79 171.68.120.194:1646, Accounting-Request, len 101
Feb 7 12:22:19: Attribute 4 6 0A1F0109 Feb 7 12:22:19: Attribute 5 6 00000001 Feb 7 12:22:19:
Attribute 61 6 00000005 Feb 7 12:22:19: Attribute 1 23 6464756E Feb 7 12:22:19: Attribute 40 6
00000001 Feb 7 12:22:19: Attribute 45 6 00000001 Feb 7 12:22:19: Attribute 6 6 00000002 Feb 7
12:22:19: Attribute 44 10 30303030 Feb 7 12:22:19: Attribute 7 6 00000001 Feb 7 12:22:19:
Attribute 41 6 00000000 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we want



0.0.0.0 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp Feb 7 12:22:19: Vil
AAA/AUTHOR/IPCP: Authorization succeeded Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Done. Her address
0.0.0.0, we want 0.0.0.0 Feb 7 12:22:19: RADIUS: Received from id 79 171.68.120.194:1646,
Accounting-response, len 20 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we
want 10.6.1.1 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp Feb 7 12:22:19: Vil
AAA/AUTHOR/IPCP: Authorization succeeded Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Done. Her address
0.0.0.0, we want 10.6.1.1 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Start. Her address 10.6.1.1, we
want 10.6.1.1 Feb 7 12:22:19: AAA/AUTHOR/IPCP Vil (2909132255): Port='Virtual-Accessl' list="'"
service=NET Feb 7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255) user='janedoelrtp.cisco.com' Feb 7
12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255) send AV service=ppp Feb 7 12:22:19: AAA/AUTHOR/IPCP:
Vil (2909132255) send AV protocol=ip Feb 7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255) send AV
addr*10.6.1.1 Feb 7 12:22:19: AAA/AUTHOR/IPCP (2909132255) found list "default" Feb 7 12:22:19:
AAA/AUTHOR/IPCP: Vil (2909132255) Method=RADIUS Feb 7 12:22:19: AAA/AUTHOR (2909132255): Post
authorization status = PASS_REPL Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Reject 10.6.1.1, using
10.6.1.1 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp Feb 7 12:22:19: Vil
AAA/AUTHOR/IPCP: Processing AV addr*10.6.1.1 Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Authorization
succeeded Feb 7 12:22:19: Vil AAA/AUTHOR/IPCP: Done. Her address 10.6.1.1, we want 10.6.1.1
02:24:00: SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to up
LNS#

EXS5Sh3EE : LAC » S OFEYNET/NY T

LAC#show debug General 0S: AAA Authentication debugging is on AAA Authorization debugging is on
AAA Accounting debugging is on VPN: L2X protocol events debugging is on L2X protocol errors
debugging is on VPDN events debugging is on VPDN errors debugging is on L2TP data sequencing
debugging is on VTEMPLATE: Virtual Template debugging is on Radius protocol debugging is on

1 —%(& (janedoe@rtp.cisco.com Tl 7% < ) janedoe@sj.cisco.com &£ L TA2 TEXTH,
LAC RADIUS H—N\TRRCO RXAS U HFBEBEhFTEA,

Feb 7 13:26:48: RADIUS: Received from id 86 171.68.118.101:1645, Access-Reject, len 46 Feb 7
13:26:48: Attribute 18 26 41757468 Feb 7 13:26:48: RADIUS: failed to get authorization data:
authen status = 2 %VPDN-6-AUTHORFAIL: L2F NAS LAC, AAA authorization failure for Asl user
janedoe@sj.cisco.com

ROTINY T, NORIBEBIZEE DD, bORILOBAFRACHL TRHEMSE IPTRLA
EBODTVWARRAZRLET, I—HFREYZIVERMULELSELTE, BERTEXRE A,

Feb 7 13:32:45: Asl VPDN: Forward to address 1.1.1.1 Feb 7 13:32:45: Asl VPDN: Forwarding... Feb
7 13:32:45: Tnl 56 L2TP: Tunnel state change from idle to wait-ctl-reply Feb 7 13:32:46: Asl
56/1 L2TP: Discarding data packet because tunnel is not open

ROTFINY T, ORI NAT—ROFR—FNFHBDRAZERLET, LNS Tlk. Tusername
the_LNS password ABCDE; #" Tusername the_LNS password garbage, (CZEH B 7=®, KX
IR ZREITLEDOETHELRBMLET,

Feb 7 13:39:35: Tnl 59 L2TP: Tunnel Authentication fails for the_LNS Feb 7 13:39:35: Tnl 59
L2TP: Expected E530DA13B826685C678589250C0BF525 Feb 7 13:39:35: Tnl 59 L2TP: Got
EO9D90E8A91CF1014C91D56F65BDD052 Feb 7 13:39:35: Tnl 59 L2TP: O StopCCN to the LNS tnlid 44 Feb
7 13:39:35: Tnl 59 L2TP: Tunnel state change from wait-ctl-reply to shutting-down Feb 7
13:39:35: Tnl 59 L2TP: Shutdown tunnel

TEEOEE : LNS » 5 OFBELBT/NY T

LNS#show debug General 0S: AAA Authentication debugging is on AAA Authorization debugging is on
AAA Accounting debugging is on VPN: L2X protocol events debugging is on L2X protocol errors
debugging is on VPDN events debugging is on VPDN errors debugging is on L2TP data sequencing
debugging is on VTEMPLATE: Virtual Template debugging is on Radius protocol debugging is on LNS#

BTk, Taccept dialing 12tp virtual-template 1 remote DEFGH_ A" Maccept dialin 12tp
virtual-template 1 remote junky ICEEENET, LNS TREHEES MRJL DEFGH ZR2F5hN



ERA (KDY Tunks KBS TUET ),

Feb 7 13:45:32: L2TP: I SCCRQ from DEFGH tnl 62 Feb 7 13:45:32:

13:45:32: L2TP: Could not find info block for DEFGH

LNS PHO T4 LO—R

10.31.1.9 janedoe@rtp.cisco.com 1 - start
server=rtp-cherry time=09:23:53
date=02/ 6/1999 task_id=0000001C
Sat Feb 6 12:23:53 1999
Client-Id = 10.31.1.9
Client-Port-Id = 1
NAS-Port-Type = Virtual
User-Name = "janedoe@rtp.cisco.com"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
User-Service-Type = Framed-User
Acct-Session-Id = "0000001C"
Framed-Protocol = PPP
0

Acct-Delay-Time

10.31.1.9 janedoe@rtp.cisco.com 1 - stop
server=rtp-cherry time=09:24:46
date=02/ 6/1999 task_id=0000001C

Sat Feb 6 12:24:46 1999
Client-Id = 10.31.1.9
Client-Port-Id = 1
NAS-Port-Type = Virtual
User-Name = "janedoe@rtp.cisco.com"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
User-Service-Type = Framed-User
Acct-Session-Id = "0000001C"
Framed-Protocol = PPP
Framed-Address = 10.6.1.1
Acct-Terminate-Cause = Lost-Carrier
Acct-Input-Octets = 678
Acct-Output-Octets = 176
Acct-Input-Packets = 17
Acct-Output-Packets = 10
Acct-Session-Time = 53
Acct-Delay-Time = 0

1R
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L2TP Z#EAL %= VPDN AL YINAL> FOEA

LAY 2 b XIL 70O
RADIUS B892 HR—bh R—D

. Cisco Secure ACS for Windows cB8 ¥ 2 HR—Kk R—

. Cisco Secure ACS for UNIX IcBE T2 HR— KN R—D

Requests for Comments ( RFC )
- TOZHAINYER—=Db - Cisco Systems

L2X:

Never heard of DEFGH Feb 7
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