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Cisco Secure UNIX TACACSH—/YDEE

User = cse {
password = clear "cse"
default service = permit

}
Cisco Secure UNIX RADIUSH— /YD E

X : BEBGUIZEAL T, PIXDIPY RLRAEF—ERY NT—0F U ZAH—/\(NAS)) A
MMIEMLET,

user=bill {
radius=Cisco {
check_items= {



2="foo"

}

reply_attributes= {
6=6

}

}

}

Cisco Secure Windows RADIUS

Cisco Secure Windows RADIUSH—/NZRET2ICIE. XOFIEZFERALET,

1.User Setup 29> 3> TNATD—RZAFLET,

2. Group Setup 9> 3>hs5, 7hJE 11— 6 ( Service-Type ) Z Login iz l&
Administrative [CEREL £,

3. GUI ™ NAS Configuration 29> 3> TPIXIP 7 RLAZEMLE T,

Cisco Secure Windows TACACS+

J1—%& UserSetup 29> 3> TNATD—RZAFLET,

Livingston RADIUS H—/Y D& E

¥ : PXOIPZRLAEF—%clients7 7AW ICEMLET,

- bill Password="foo" User-Service-Type = Shell-User

Merit RADIUS % —/XD & E

F: PIXOIP7 RLAEF—%clients 7 7AW ICIEMLUET,

- bill Password="foo" Service-Type = Shell-User

TACACS+ ZV)—J I 7 HY—/NDERE

key = "cisco"

user = cse {

login = cleartext "cse"
default service = permit

}

PIX Q#EARRTE : B TDBE

PIX OFIHARRE : BRI T DOBE

PIX Version 5.2(0)205

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd OnTrBUG1TpOedmkr encrypted
hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80




fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!

!--- These lines are necessary !--- 1f the new feature
in 5.2 is used to define which !--- target/source IP
addresses are to be authenticated. access-list 101
permit tcp any any eq telnet

access-list 101 permit tcp any any eq ftp
access-list 101 permit tcp any any eqg www

!

pager lines 24

logging on

no logging timestamp

no logging standby

logging console debugging

no logging monitor

no logging buffered

logging trap debugging

no logging history

logging facility 20

logging queue 512

interface ethernet(0 auto

interface ethernetl 1l0baset

mtu outside 1500

mtu inside 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 172.18.124.157 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.10-99.99.99.20 netmask
255.255.255.0

nat (inside) 1 172.18.124.0 255.255.255.0 0 O
static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

conduit permit udp any any

conduit permit icmp any any

route inside 172.18.0.0 255.255.0.0 172.18.124.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00

si p 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

!

!--- For the purposes of illustration, the TACACS+
process is used !--- to authenticate inbound users and
RADIUS is used to authenticate outbound users. aaa-
server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 172.18.124.111
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 172.18.124.111




cisco timeout 5
!
!--- The next six statements are used to authenticate
all inbound !--- and outbound FTP, Telnet, and HTTP
traffic. aaa authentication include ftp outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include telnet outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http outside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include telnet inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include ftp inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
!
!--- OR the new 5.2 feature allows these two statements
in !--- conjunction with access-1list 101 to replace the
previous six statements. !--- Note: Do not mix the old
and new verbiage.

aaa authentication match 101 outside AuthInbound
aaa authentication match 101 inside AuthOutbound
no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

no sysopt route dnat

isakmp identity hostname

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:5882£514247589d784a0d74c800907b8
: end

RUEA[#E/x RADIUS R— b (5.3 LA )

— & D RADIUS H#—/NE. 1645/1646 AZL @ RADIUS 7R— ~ ( BHE I 1812/1813 ) ZFEAL &
¥, PIX53LETE., XNOXY RZFEAL T, RADIUSRERER—KNET AV T A TR—K
277 #I)ND1645/1646 ANICEETE XY,

aaa-server radius-authport #
aaa-server radius-acctport #

PIX REET/NY T D Bl

TNV ITEAVICTRFEILCODVTE, "FNYIFIE, 22RLTILKEEVL, chslF, HEB
172.18.124.114(99.99.99.99)\D N Z 7 1 ¥ U %2 FH1H I 599.99.99.20 1 —HFDHITH V), TD
FEREEKTT, BENT 714 Y UE TACACS TRAEEL., EENF 7 14 ¥ U1F RADIUS TFRELL




£9,

BREEMARZh : TACACS+ ( B8)

109001: Auth start for user '???' from 99.99.99.2/11003 to 172.18.124.114/23
109011: Authen Session Start: user 'cse', sid 2
109005: Authentication succeeded for user 'cse' from 172.18.124.114/23
to 99.99. 99.2/11003 on interface outside
302001: Built inbound TCP connection 4 for faddr 99.99.99.2/11003
gaddr 99.99.99 .99/23 laddr 172.18.124.114/23 (cse)

A—YBINAD—RHAELLBEWVWESHABRU LR : TACACS+ (2E) 1—YIC "Error: B X
RITEHEEBAELLE,

109001: Auth start for user '???' from 99.99.99.2/11004 to 172.18.1 24.114/23
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1004 on interface outside

H—NHFPIXEBEFELEL : TACACS+ (Zf§ ) . username FF—EXEHRTEh PIX &E/NAD
—REZERLEBA (Telnet £) o TErrorBAXBTEHZEEXEL L.

109001: Auth start for user '???' from 99.99.99.2/11005 to 172.18.124.114/23
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1005 on interface outside

IEEZBEE : RADIUS (A8 )

109001: Auth start for user '???' from 172.18.124.114/35931 to 99.99.99.2/23

109011: Authen Session Start: user 'bill', Sid O

109005: Authentication succeeded for user 'bill' from 172.18.124.114/35931
to 99 .99.99.2/23 on interface inside

SBRULSE (1—YEEEE/NATD—K) : RADIUS (), I—HII1—HYE0ERNFE
TEN, FENAD—RIFEREhET, CchSOADETSHWAN3I2HY ET, kERLEBES
. TErrorBXARITEHEBAXAEL L,

109001: Auth start for user '???' from 172.18.124.114/35932 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35932 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124.114/35932

to 99.99.99. 2/23 on interface inside

H—/NE PING TETET—FEHNEILE, H—NICPING TZEREV, FEEF—IVFA4TF D
SAYYFICELY PIX EBELEL : RADIUS (¥ ) o I—HIC[Username], [password],
[RADIUS server failed], [Error:BARITEHEBIEL &,

109001: Auth start for user '???' from 172.18.124.114/35933 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed



(server 172.18.12 4.111 failed) on interface inside

109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside

109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside

109006: Authentication failed for user '' from 172.18.124.114/35933
to 99.99.99. 2/23 on interface inside

REECEFAEMX S

ITRNTCORAE NI —HICPIXBRATINTOERE (HTTP, FTP, & UTelnet ) LT &
B8, RIATHHTHY ., FIEMBEHYEBA, EEL, —HBOH—EREZRFBEOI—Y
CEFRILiZY), I—YHFR_EOH A NCT 7tZ?é®Eﬂ@be?é B, FUNFrMBET
¥, RADIUSEET (&, PMEE@?%h574W7EHEWTH§U¥EAO:@%%\
TACACS+ERA BT,

WALICEKL., RAUNF A 0BE, PXEI—FARITLTVWA IV REG—NICEELET
ottiw\rhm1234JKtT?oPMA 2 3252Tlk. TACACS+RUNTIVEAIA
NeHAxEDLETHERAEh, I—HOBHEZHHELET,

HTTP ( 7O tAEni=WebH A4 N ) OFREZEETIHEEIE. BE—OWebH 1 NZZHOIPT
RLAZBEENGFACENTESD -, WebsenseZEDY 7 NI T #FEALET,

=0ty N7y 7 -RBECHTENXEBE

Cisco Secure UNIX TACACSH—/YDERTE

user = can_only do_telnet {
password = clear "**xxxkddkkkn
service = shell {

cmd = telnet {

permit .*

}

}

}

user = can_only do_ftp {

password = clear "***xkkkun
service = shell {
cmd = ftp {

permit .*
}
}
}

user = httponly {

password = clear "***xkkkxun
service = shell {

cmd = http {

permit .*

}

}

}

Cisco Secure Windows TACACS+

Cisco Secure Windows TACACS+H— /Nty N7 Y7 32ICIE. XROFIEZETLET,



1. JIIL—73ZE D T EP(C H B [Deny unmatched I0S commands]2 7)Y I LE T,

2. Add/Edit New CommandZz 2 )Y 2 LE 9 (FTP, HTTP, Telnet), & XE, HEDH A
N( Ttelnet 1.2.3.41 )N DTelnetZzFFAI %1545, ONX > RidtelnetT¥ ., 51%iF1.2.34T7
o command=telnet; £ AHDL EET, Argument DRY T AIZ Tpermity @ IP 7 RL A
ZANLET, (LEAE "permit1.2.341 ) INXTD Telnet ZFFAT5FE. OINV R
(& telnet® EE T, Allow all unlisted argumentsZz 2 )Y 2 L& T, RIZ. Finish editing
command 27 UJYOL&ET,

BATY T 2%HFATHINRENFNICEITLET (&AW Telnet, HTTP, 8KV
FTP) .

4. GUIZEA L T, [NAS Configuration]|z7> 3 2 ICPIX IP7 RLAZEML T,

TACACS+ 7)—0 I F —/NDFHE

user = can_only do_telnet {
login = cleartext "telnetonly"
cmd = telnet {
permit .*
}
}

user = httponly {
login = cleartext "httponly"
cmd = http {
permit .*
}
}

user = can_only_do_ftp {
login = cleartext "ftponly"
cmd = ftp {
permit .*

}
}
PIX B&%E - BraliBin

WA ZXEETRHIN RZEMLET,

aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include ftp outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

LW 2HEEZEATDE, CONZEUMICERLET IV EAVANMOIEEKEDET, &O
BONNZBEMADCENTERT, ALVRREFLVRAZ-BICAVBELTILEZ,

aaa authorization match 101 outside AuthInbound

PIX BBEEEFFAT/NY T DBl




BRI EEICTDONEFAE MR : TACACS+

109001: Auth start for user '???' from
99.99.99.2/11010 to 172.18.124.114/23

109011: Authen Session Start: user 'cse', Sid 3

109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to 99.99.99.2/11010
on interface outside

109011: Authen Session Start: user 'cse', Sid 3

109007: Authorization permitted for user 'cse'
from 99.99.99.2/11010 to 172.18.1 24.114/23
on interface outside

302001: Built inbound TCP connection 2 for faddr
99.99.99.2/11010 gaddr 99.99.99.99/23 laddr
172.18.124.114/23 (cse)

BIERGEECTONEFFTRAEK : TACACS+, 1—HIZ & TError:Authorization Denied; & &
REnFETD,

109001: Auth start for user '???' from
99.99.99.2/11011 to 172.18.124.114/23

109011: Authen Session Start: user 'httponly', Sid 4

109005: Authentication succeeded for user 'httponly'
from 172.18.124.114/23 to 9 9.99.99.2/11011
on interface outside

109008: Authorization denied for user 'httponly'
from 172.18.124.114/23 to 99.99.99.2/11011
on interface outside

MLLWPOEAY A D OREE

PIXYZ7RJITVI—=A52LB Tk, PXTTIOEAVANZEEZLET, Y —/N01—H7
O77A)NICEIVT, I—HZEICEBALET, TACACS+ 2k, SREEEHFANMETT,
RADIUS Tlk, RAFTFHAMBETT, COHITIE, TACACSHI N T B RERLELERANETES
NTWVWET (TACACS+NIBE ) o PIXOT VLAV ARABREEN TV,

¥ PIXIN—2 326.0.150 TlE. RADIUSZEAT 284, ZEEIETF RADIUS/E #11(Filter-
d) [CSCdt50422]IC U AR ZEADL T TV EAVARERELET., COBITE., RVA—EH
M Tacl=1151 ORBEOKDYIZ, BHMA1BCREEATVET,

PIX OFE

access-list 115 permit tcp any host 99.99.99.2 eq telnet
access-list 115 permit tcp any host 99.99.99.2 eq www
access-list 115 permit tcp any host 99.99.99.2 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq www
access-list 115 deny tcp any host 99.99.99.3 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq telnet

H—NO707F74)L

¥ : TACACS+7 U—xTF7M2AN—>3 2k, Tacly N—2 3> zRBEBLEEA.



Cisco Secure UNIX TACACS+H—/SDEE

user = pixaf
password = clear "***xxkkdn
service=shell {
set acl=115
}
}

Cisco Secure Windows TACACS+

A—HATOEAVANZHERATZEAMEZHBE TR -OICPIXICHFTZEMT DI,
shelllexecz 7>/ 1 L. Access control list/RY DAICFIY IOI—DZAN (PIXOTIOEAVA
NEFSE—HTD ), BEFZANLET,

Cisco Secure UNIX RADIUS

user = pixa{
password = clear "FF*FAkxAw
radius=Cisco {
reply_attributes= {
9,1="acl=115"
}
}
}

Cisco Secure Windows RADIUS

Radius/Cisco T /N4 A R4 7 TF, Tpixay I—HICF. I—FE, NAD—R, BLVUFI
vk Tacl=1151 AU ETYT, CORY J AL, 009001 AV-Pair(vendor-specific) &£ RRZE 1
F9.

Hh

Z7O77A4IAD Tacl=1151 ZF 2T I RNV RI—Y Tpixas AREABIFHFATZTVERT
o H—/NFacl=115ZPIXIZEL ., PIXEXDLSICRRLET,

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 2

user 'pixa' at 172.18.124.114, authenticated
access-1list 115
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

d—4 Tpixas #799.99.99.3(FX 1= FEEHRDdenyFH B 1=, 99.99.99.2UADEEDIPT KL A
JCBBLAIADSETRE, RDKSICRTRENETT,

Error: acl authorization denied

dA—YZeic Ao 0—RAgER, NI—>232620HMLVWFPIEA VAL




PIX Firewall @Y 7 RO T TF V) =620 T, 7O7EAVANIRIARICPXIZAD>O—R
TREHICTIOEAIY MO-ILY—/YACS)TERENTVWET, ik, RADIUSZONIIL
TOHEBELET, TUV/ELA VAN ZPIX BRICRETIHBERHERA, JIL—-TT27L
—MFEHOI-—FICERAETIET,

BaioN—>3a> Tk, TOEAVARNEPIXTERENTVET, B, ACSET7IEAR
JARZBZPIXICTYS2LELE, ILWIN—23 2 TR, ACSHT7OEAU A NZEREPIXIC
TV 1TEET,

Y TI—NA—N—ARELEBE. vauhT—7 LI —EhEtA, I—HFEBERTE 1
£, TOLAURANFBEL I O—REhET,

ACS Oty NPY7J

[Group Setup]Z22 U Y 2 L. RADIUS(Cisco IOS/PIX)T /N4 A4 7 & BRL T, 1—HT7H™
VRERELET, 1—HIC, IR (OBITE "cses ) ENADT—RZEVHTET,
[Attributes]') A KA S, [009\001] vendor-av-pairE RET DA 7> 3 EBIRLEFT, XOHIC
RIRSIC, PTUVOEBAVANZERLET,
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PXQFNNY YT : ENERIEEA IV O—RENAETFTIELA VAR

- TelnetD A ZFFAIL, OKRZ 71 v U ZIERLET,
pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11063 to outside:172.16.171.201/1049
109001: Auth start for user '???' from 172.16.171.33/11063



to 172.16.171.202/23
109011: Authen Session Start: user 'cse', sid 10
109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11063
to 172.16.171.202/23 on interface inside

302013: Built outbound TCP connection 123 for outside:
172.16.171.202/23 (172.16.171.202/23) to inside:
172.16.171.33/11063 (172.16.171.201/1049) (cse)

show uauthdY > ROHITT,

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-list 1Y > RASOHITT,

pix#show access-list

access-list AAA-user-cse; 2 elements

access-1list AAA-user-cse permit tcp any any eq telnet (hitcnt=1)
access-1list AAA-user-cse deny ip any any (hitcnt=0)

TelnetD A ZIEBL., HOKRZ 7 1Y U &ZFALET,
pix# 305011: Built dynamic TCP translation from inside:

172.16.171.33/11064 to outside:172.16.171.201/1050
109001: Auth start for user '???' from 172.16.171.33/11064 to

172.16.171.202/23
109011: Authen Session Start: user 'cse',K sid 11
109005: Authentication succeeded for user 'cse'

from 172.16.171.33/11064

to 172.16.171.202/23 on interface inside
109015: Authorization denied (acl= AAA-user-cse) for user 'cse'

from 172.16.171.33/11064 to 172.16.171.202/23 on interface inside

show uauthd Y>> ROWHBITT,

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-list 1Y RASOHITT,

pix#show access-list

access-list AAA-user-cse; 2 elements

access-list AAA-user-cse deny tcp any any eq telnet (hitcnt=1)
access-list AAA-user-cse permit ip any any (hitcnt=0)

dA—¥YZecAU> 00— RAgER, ACS3.0 ZFEALLEHLLWFZIERA VAL

ACSNN—>3> 30T, 70774 AR—ZFXNEFRALTTI9ERA UANDTY
Z7L—RhEERL, FEOI—YXITIN—TICTTL—NBEERITDENTEET, T
7L—RhNEB., PEBROI—YFELEFEIIN—TTEHATEEXT, chicky), I—HZEICE
—DTIVEAVARNERETDIHEN BB ET,

F:7I-MNAFA-—N—HFRELIEHE., vauthE AV FVUPXICOE—chEBA, AT—K7
L7IT—ILF-N—TE, Ev>a> T hExs, L, HLLVEGZBFEL, 77t



AVANZBESVO-—RIBDBENHBYVET,

REZOZ74ILOER

HETO7 74\ 2ERATZHER. ROFIEZRITLET,

1. Interface Configuration 22 )Y 2 L&,

2. User-Level Downloadable ACLs & &k T'/& /= l& Group-Level Downloadable ACLsZF I ¥ &
LET,

J.[HRE7O77A4LAVKR—FN&EI)Y U ULET., [User-Level Downloadable ACLs]%&
PVYOULET,

4. XD O—RAEEZR ACLZEELE T,

5.[JIN—75%E]ZVVY Y LET, [Downloadable ACLS] T, £FEERLETIVEAUVARN
ICPIX7OEAVARNZEVEHTET,
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PXOFNYYT : BHBRBAEAIO—REhEFIORA VAN (XEZ7O7 742 ERAL
B8 )

- TelnetD & ZFFAL, HHOKZ 71 Y VZERLET,

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11065 to outside:172.16.171.201/1051

109001: Auth start for user '???' from 172.16.171.33/11065 to
172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 12

109005: Authentication succeeded for user 'cse' from
172.16.171.33/11065 to 172.16.171.202/23 on interface inside

302013: Built outbound TCP connection 124 for outside:




172.16.171.202/23 (172.16.171.202/23) to inside:
172.16.171.33/11065 (172.16.171.201/1051) (cse)

show uauthdY > ROHITT,
pix#show uauth
Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1
user 'cse' at 172.16.171.33, authenticated
access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3
absolute timeout: 0:05:00
inactivity timeout: 0:00:00
pix# 111009: User 'enable_15' executed cmd: show uauth
pix#
show access-list 1Y > RASOHITT,
pix#show access-list
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3; 2 elements
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3
permit tcp any any eq telnet (hitcnt=1)
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3
deny ip any any (hitcnt=0)
pix# 111009: User 'enable_15' executed cmd: show access-1list

TelnetMh ZIEBL., HORST 71 Y U EFALET,

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11066 to outside:172.16.171.201/1052

109001: Auth start for user '???' from 172.16.171.33/11066 to
172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 13

109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside
109015: Authorization denied (acl=#ACSACL#-PIX-cse_access_list-3cffl1ddé6)
for user 'cse' from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

show uauthdY > ROHITT,

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated

access-1list #ACSACL#-PIX-cse_access_list-3cfflddé
absolute timeout: 0:05:00

inactivity timeout: 0:00:00

pix# 111009: User 'enable_15' executed cmd: show uauth

show access-list 1Y > RASOHITT,
pix#show access-list
access-list #ACSACL#-PIX-cse_access_list-3cffldd6; 2 elements
access-list #ACSACL#-PIX-cse_access_list-3cffldde6
deny tcp any any eq telnet (hitcnt=1)
access-list #ACSACL#-PIX-cse_access_list-3cffldde6
permit ip any any (hitcnt=0)
pix# 111009: User 'enable_15' executed cmd: show access-listpix#

FHhOooT14>50EM
PXDERTE : FHOT 1> J0EM

TACACS ( Authinbound=tacacs )




COON RZEMLULET,

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

R, 520HMEZFEALT, TOVERAUVANTAZERIDHNEZERLET,

aaa accounting match 101 outside AuthInbound

E:TFIOEAVANMOIBBIZICERENET,

RADIUS (_AuthOutbound=radius )

COON RZEMLULET,

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthOutbound

R, 520HMEZFEALT, TOVERAUVANTAZERIDHNEZERLET,

aaa accounting match 101 outside AuthOutbound

E:TFOEAVANMOIBBIZICERENET,

EPIX7.00— RUEOPIXEDEEEY > IVIIRMLT, PHIOTAVJLOA—REEKT
XY,

FPHYIY>TF1>5 06

- TACACSTHho T 14T MHl : 99.99.99.2 outsideH* 5172.18.124.114
inside(99.99.99.99)\ MTelnet,

172.18.124.157 pixuser PIX 99.99.99.2 start server=rtp-cherry
time=10:36:16 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114 cmd=telnet

172.18.124.157 pixuser PIX 99.99.99.2 stop server=rtp-cherry
time=10:37:50 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114
cmd=telnet elapsed_time=94 bytes_in=61 bytes_out=254

. 172.18.124.114 inside(Telnet) A £99.99.99.2 outside(Telnet) \ Mt & 1899.99.99.3
outside(HTTP)NDRADIUST hO > T 1 > T DBl

Sun Aug 6 03:59:28 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004
User-Name = cse



Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937
Destination-IP=99.99.99.2
Destination-Port=23

Vendor-Specific

Vendor-Specific

Sun Aug 6 03:59:32 2000

Acct-Status-Type = Stop

NAS-IP-Address = 172.18.124.157

Login-IP-Host = 172.18.124.114

Login-TCP-Port = 23

Acct-Session-Id = 0x00000004

Username = cse

Acct-Session-Time = 4

Acct-Input-Octets = 101

Acct-Output-Octets = 143

Vendor-Specific = Source-IP=172.18.124.114

Vendor-Specific = Source-Port=35937
Destination-IP=99.99.99.2
Destination-Port=23

Vendor-Specific

Vendor-Specific

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 80
Username = cse
Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35949
Destination-IP=99.99.99.3
Destination-Port=80

Vendor-Specific

Vendor-Specific

Vendor-Specific

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 80
Acct-Session-Id = 0x0000000a
Username = cse
Acct-Session-Time 0
Acct-Input-Octets = 1277
Acct-Output-Octets = 310
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35949
Vendor-Specific = Destination-IP=99.99.99.3
Vendor-Specific = Destination-Port=80

exclude N> ROEH

CORYRIT—UTR, BEODEBRLEEREEICRIL. A, THITAVINFBERVWE
¥ L 123B &, ROON RZEHITLET,

aaa authentication exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa authorization exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa accounting exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

¥ : includedN REITICHYNETNOTT,



aaa authentication|authorization|accounting include http|ftp|telnet

T, 520#HBEZEAL T, BRATEIRNREERLET,

access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq telnet
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq ftp
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq www
access-list 101 permit tcp any any eq telnet

access-list 101 permit tcp any any eq www

access-list 101 permit tcp any any eq ftp

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

aaa accounting match 101 outside AuthInbound

E I RBREASKRYIVRZRAL, BAZAVICLTVWRIGEERE., TORY JAEHANSKRAT
DRBENBHYNET,

BAtYS 3 BEOQTA2I—YBOERT

—&8® TACACS+ B KT RADIUS H—NIZlF, "&XEv>ar, ®kE@ 'OJ4> 1—H0
RN, BEENHYET, BREYAVZEAFLEYOTAY I—H%2FIT v oLV TDHEE
&, 7HO T4 LO—RIZEK2TEDYES, FHOT4200 "B, LI—RAIE
BREhTWaA TEIE, LO—RABWVWEES. TACACS+ £/l RADIUS H—NNIE, EhhHNE
EFOJA4LTVWS (2FY, - PXENLEEYS IV EHIZELTVS ) ERBLET
o i TelnetX® FTP L TIRRIELOMEBE LS E<HRELET, L., CNEHTTPTEE
TNICEELERBA, COHFITE, BBEEIRXYNIT—IREZFEALTVETHY, BIREFEREALUTT

o

A—YAPIXESTL TTelnetZR1TL, BRTHRAZTVET,

(pix) 109001: Auth start for user '???' from

171.68.118.100/1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pix) 109005: Authentication succeeded for user
'‘cse' from 171.68.118.100/1200 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for
faddr 9.9.9.25/23 gaddr 9.9.9.10/1200 laddr
171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task_id=0x3
foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

H—NEE "BB) LO—RZFBEL LD "EFE LO-RZFEELTVEVLES, CORBRITY
—\& "Telnety I—H¥HFOJA4LTVWBREZRLET, I—PHN (BESKBEOPCHSD
) R ZMLEETHROEREZH K. cOI1—H DY —/\Tmax-sessionsH "1 ICREENT
WBiHE ( —/\Hmax-sessionsZHR—KLTWBHEE ), H—NICK 2> TEHENERELE
T, I—HREEX—7Y NFRANLETTelnetEF ZREFTPED X AZTVW, BTLET (FZEXT
105D HDPVET ),



(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1 laddr
171.68.118.100/1281 duration 0:00:00 bytes
1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 stop task_id=0x3
foreign_ip=9.9.9.25 local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98
bytes_out=36

uauth A" 0 ( DFV), BERRITS ) DHEETE, 0 LEDFETE (FRi%Z 1 BT\ vauth H
BREBETOLEV), PHIOT42T0 LO—RETIEAEAEITXNTOY A NTHIBRE h
¥,

HTTP &, TOZ7ORIJILOMEICKR>T, BENFERYEFT, HTTPOBIZRICRLET, <D
BTk, PIXZANLT171.68.118.10041 59.99251. 75X LET,

(pix) 109001: Auth start for user '???' from
171.68.118.100/1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pix) 109005: Authentication succeeded for user
'cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 laddr
171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 start task_id=0x9
foreign_1ip=9.9.9.25 local_ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1

laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rtp-pinecone.rtp.cisco .com

cse PIX 171.68.118.100 stop task_id=0x9
foreign_ip =9.9.9.25 local_ip=171.68.118.100
cmd=http elapsed_time=0 bytes_ in=1907 bytes_out=223

-k, FUOVO—RENZWeb R—DZEFEAET, BHAEL I— RIF16:35:34ICT/Eh, F
IELO—REF16:35: 35 BBENET, cOXVO—RICKIBAAYELE (DFY, BEBL
O—REFELOA-ROBIEIBERBTLE ). I—YHAWebT A NZOTA2LTVEV, 1
—HF—HWebR—DZHHAI > TVWBIHE, EREEINERA, CZTR, ZRREYZIVE
FROJAVI—TFORTEBELEEA, Chid, HTTPOELGERME ( "Builty &
Teardowni OEOEE ) MBI ERLHTT, "FHHI KT Eky LO—RE. 1 BUTT
T, FERURBICEFRNIr RETD LSO, Fiby LO—ROAV THE, LI-KREHYFRE
Ao vauthAOICEREE N TV TE, TR LEEEREEATVTE, NP U2 arZelly—
INIC Tstarty &R Tstopy LIA—RAEFENETT, £LEL. HTTPEROMEICKY) . max-
sessions & view logged-in usersid #EEL £ A

A=Y A2 X=T7I(4A
1-—YERTIBTOYT FOEE

RKODIXY R HBDIHE



auth-prompt prompt PIX515B

PIXZBBIT2I1—HICE., ROZTOVT MR RENET,

PIX515B

XV E—]—HOHAEZINAAXRE

ROIXY R BHBDIHE

auth-prompt accept "GOOD_AUTHENTICATION"
auth-prompt reject "BAD AUTHENTICATION"

OAICKRBELERBLEBEDRAEAT —RACEIIXAY E-—JHFRRENKT,

PIX515B

Username: junk
Password:
"BAD_AUTHENTICATION"

PIX515B

Username: cse
Password:
"GOOD_AUTHENTICATION"

A—Y DT A RIAERZA LTI b

PIX @ timeout uauth AN > RiF, BEAZENDKSVOHETHEEITIAZRABLET,
TACACS+RRAL/ZBAN A2 DiFE. ChRFI—F e llHHEhE T, COI—H¥7O0774)
k. RALT IR ZHHIDRSICREETNATVET ( cnFTACACS+7 U —J1TF7H—/\E
CHY)., RALTINEDEMNTT ),

user = cse {

default service = permit
login = cleartext "csecse"
exec {

timeout 2

idletime = 1

}

}

FeRL/FF I D&

service

show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 99.99.99.3, authorized to:
port 172.18.124.114/telnet
absolute timeout: 0:02:00
inactivity timeout: 0:01:00

oE



ERNERALT IRy a2V RBHEIBRENET,

109012: Authen Session End: user 'cse', Sid 20, elapsed 122 seconds
302002: Teardown TCP connection 32 faddr 99.99.99.3/11025
gaddr 99.99.99.99/23 1 addr 172.18.124.114/23 duration 0:02:26
bytes 7547 (TCP FINs)

{R%8 HTTP JAE

PIXAZBDOH A4 N XPIXEAE TR BERERE, 75N I—HFRBENAT—REFYYD
193500, EERTSUOHOEBEN RSNDHEE’ BN ET,

chZzBE#ETHICE. REC1918 P RLA(MM VY E—XY NETIL—FT 1 JFARERT RLAT
. PXRZBRY RD—DICRHLTEMT—E)ZFEATPIXEREICEML T, REHTTPZERKEL F
9,

virtual http #.#.#.#

A—FHPXARBICBELLSETDE, FEANFrVELEYNET, wan /NTX—2HH25E

IA—HRUAALIN XV E—D2ZFELET, Bkl vauth OFOBBICITHhhET, K
FIAIXRNIRENATWVWARKRSIZ, RBHTTP T (Etimeout uauthd N> RO HIE Z20W ICFREL &
WTLEE W, HTTP AR D Web HF—/NICEBETERLS BN ET,

X RBHTTPH & MRABTelnet IP7 RL Aldk. aaa authenticationX ICEH D HEHNF HVET,
COBITIE, 0.0.0.0%2ETHDE, CNSOFT RLANEENET,


http://www.ietf.org/rfc/rfc1918.txt?number=1918

-,

99 99 99 3

(Outside - 99 99 99 1
machine being *— COutside PI}{]l

browsed)

17218124157
(Virtual P 17218 124 47)
(Inside PLX)
_
TACACS+
or RADIUS 17218124 114
server (browser)

PIX&RET., XOIX> RZEML XTI,

virtual http 172.18.124.47

A—YKFT 5 IH%#99.99.993ICRARTBDE, COAYE—IHARRENET,

Enter username for PIX515B (IDXXX) at 172.18.124.47

AL, R 74V 01399.99.993ICUA AL I RNENET,

{R#8 Telnet

X REHTTPH & MRABTelnet IP7 RL Alk. aaa authenticationXICEH D HEHNFHVET,
COHITIE, 0.0.0.02BETDE, CNSOT RLANEENET,

{R#8 Telnet {5




mB

999399 2 99 .99 .99 1
(mail sender (Wirtual IP 99 9999 30 -

outside ) a Dutmde Flx)
17218124157
(Inside P1X)
_E

TACACSH 17218124114

server (mail recipient -
static to 99,9995 99)

BEX—INEZEGEIDLEODTA Y RINRREABWVED, BEX—IIEFRLTD & FHER
TEFEA. KDV (CexcludedN RZFEAL KXY, 7‘._7LL/‘ FEDLHIC, RO RAE
mEhTVERT,

aaa authentication include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
!--- OR the new 5.2 feature allows these !--- four statements to perform the same function. !---

Note: The old and new verbiage should not be mixed.

access-list 101 permit tcp any any eq smtp

!--- The "mail" was a Telnet to port 25. access-list 101 permit tcp any any eq telnet

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

1

!--- plus ! virtual telnet 99.99.99.30

static (inside,outside) 99.99.99.30 172.18.124.30
netmask 255.255.255.255 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.30 eq telnet any

conduit permit tcp host 99.99.99.99 eq telnet any

conduit permit tcp host 99.99.99.99 eq smtp any



I—% ( SNIFTACACS+7U—9IFTH ):

user = cse {

default service = permit
login = cleartext "csecse"
}

user = pixuser {

login = cleartext "pixuser"
service = exec {

}

cmd = telnet {

permit .*

}

m,\nIEGD&b‘“ZI'/G) ZEa. I_ﬁj:l_a)l HKIP7 RL A99.99.99.30\DTelnetididEN R ICEEX—I
BEELET, RIANBEFEES. 1— Tcsel £99.99.99.30(CTelnetL, TACACS+I1—H'3&
INATD—REZADULET, TelnetEFHEAIENET, RIC, 11— Tcses £799.99.99.99
(17218124 MM X =)L ZIEEFELE T, I1—Y pixusers OFREEFHRIILET, L.
PIX# cmd=tcp/258 & Wemd-arg=172.18.124. 114\C T B HFABRERETD £, KOEHICR
FTROICERNIKRBLUET,

109001: Auth start for user '???' from
99.99.99.2/11036 to 172.18.124.114/23

109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to
99.99.99.2/11036 on interface outside

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

pixfirewall# 109001: Auth start for user '???' from
99.99.99.2/11173 to 172.18.124.30/23

109011: Authen Session Start: user 'cse',6 sid 10

109005: Authentication succeeded for user 'cse' from 99.99.99.2/23
to 172.18.124.30/11173 on interface outside

109011: Authen Session Start: user 'cse',6 sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11173
to 172.18.124.30/23 on interface outside

109001: Auth start for user 'cse' from 99.99.99.2/11174 to
172.18.124.114/25

109011: Authen Session Start: user 'cse',6 sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11174
to 172.18.124.114/25 on interface outside

302001: Built inbound TCP connection 5 for faddr 99.99.99.2/11174
gaddr 99.99.99.99/25 laddr 172.18.124.114/25 (cse)

pixfirewall# 109001: Auth start for user '???' from 99.99.99.2/11175
to 172.18.124.30/23

109011: Authen Session Start: user 'pixuser',6 sid 11

109005: Authentication succeeded for user 'pixuser' from 99.99.99.2/23
to 172.18.124.30/11175 on interface outside



109011: Authen Session Start: user 'pixuser',k sid 11

109007: Authorization permitted for user 'pixuser' from 99.99.99.2/11175
to 172.18.124.30/23 on interface outside

109001: Auth start for user 'pixuser' from 99.99.99.2/11176
to 172.18.124.114/25

109008: Authorization denied for user 'pixuser' from 99.99.99.2/25
to 172.18.124.114/11176 on interface outside

{5#8 Telnet AE

g.

9999 99 2 9999 99 1
(mail recipient (Virtual [P 99 99 .99 30 -
outside) Dutmde F1x)

17218124157

(Inside PLX)
f;_ =

RADIUS
server

17218124114
(mail sender)

BEXA—INZEETEIEOOTA RINRRENBEVED, BEX—IINEZRLEITIEFHE
TEEFA. KDV IZexcludeAX REZFEHALET, L, HBPEOLEHIC, XOOX > RAE
mEhnTVWEd,

EEX—IINZEFEITRDLEODTA Y RINRREABVED, BEX—IIEFRLTD L FHER

TEEEA, KDV CexcludeAV REZFEALET, 12120, HAOLHIC, XAOIONT RAE
MEAhTVERT,

aaa authentication include tcp/25 inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
I-—— OR the new 5.2 feature allows these three statements !--- to replace the previous
statements. !--- Note: Do not mix the old and new verbiage.

access-list 101 permit tcp any any eq smtp
access-list 101 permit tcp any any eq telnet
aaa authentication match 101 inside AuthOutbound



!-—- plus ! virtual telnet 99.99.99.30
!--- The IP address on the outside of PIX is not used for anything else.

RNEA SHATBICA—IINZREETRICF. X—IKRARNTIOAN RZ7OVT ~NZEEL.,
99.99.99.30I_TelnetL X T, ChICKY), X—IIHFBRIRARAEET. X—I)LIF
172.18.124.1141 599.99.99. 21X EE h&E T,

305002: Translation built for gaddr 99.99.99.99
to laddr 172.18.124.114

109001: Auth start for user '???' from
172.18.124.114/32860 to 99.99.99.30/23

109011: Authen Session Start: user 'cse', Sid 14

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32860 to 99.99.99.30/23
on interface inside

302001: Built outbound TCP connection 22 for faddr
99.99.99.2/25 gaddr 99.99.99.99/32861
laddr 172.18.124.114/32861 (cse)

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

{R*E Telnet O F I B

I—H(F{R%E Telnet IP 7 RL AA Telnet % & &, showuauth Y RT, k=LA BVLTL
P2RFEERTTEERT, I—FFrEva>soR7TEIC, RZFT714VvINBEBLEVWKSICTS
BEE (vauth ICKFREAEDTWBHEE ), RE Telnet IP 7 RL AICEE Telnet $2XEN D
WET, CchiZkY Y2 a2 EEFT7ICHOVEDYET, ChEXOHITRLET,

4] O FEEE

109001: Auth start for user '???'

from 172.18.124.114/32862 to 99.99.99.30/23
109011: Authen Session Start: user 'cse', Sid 15
109005: Authentication succeeded for user

'cse' from 172.18.124.114/32862 to

99.99.99.30/23 on interface inside

B OEEE#E

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

2% B OREE

pixfirewall# 109001: Auth start for user 'cse'



from 172.18.124.114/32863 to 99.99.99.30/23

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32863 to 99.99.99.30/23
on interface inside

2E B QOFREE#

pixfirewall#show uauth

Current Most Seen
Authenticated Users 0 2
Authen In Progress 0 1
R— BN DOEET

XY hI—=UK

i1

9999 99 3
e e Vituel I 99.99.99.96
traffic in TCP/40- e (Virual P 99.99.99.99 -
50 range) Outside PLK)
° PIX

17218124 157
(Inside PLX)
Illlli
TACACS+
server 17218124 114
(device to recelive
traffic in TCR/A0-50
range - static to
949 99 99 99)

HARR—NEBHICEZAZCENTEET, PIXTRETelnetI REE N THY), HHEHDKR—
NCKLUTEHANREETNTVREES, 1—Y Ik EE8TelnetTHR—I)LEBAEET, TL T, R—

NEFICKTAHFAN T THY COERONST 74V IONFPIXEEY NTDE, PIXIFEFETZ
T5H0X > RE TACACS+ H—NICIEELET, XHlE, R—NEEHOBERILZERLT
WET,



aaa authentication include any outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/40-50 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
!-—- OR the new 5.2 feature allows these three statements !--- to perform the same function as
the previous two statements. !--- Note: The old and new verbiage should not be mixed.

access-list 116 permit tcp any any range 40 50

aaa authentication match 116 outside AuthInbound

aaa authorization match 116 outside AuthInbound

!

!--- plus ! static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

virtual telnet 99.99.99.99

TACACS+ H—N\REDH (7)—J1I7F)

user = cse {

login = cleartext "numeric"
cmd = tcp/40-50 {

permit 172.18.124.114

}

}

—HE, JRAICREBIPT RL A99.99.99.99(_TelnetiZEft T2 LEBEN H V) £T, i, 1—
75‘"P|X/J‘b99 99.99.99 (172.18.124.114)ETDHR— K40 ~ 50N EFHDTCPRS 71 v V% T v <
1L&SETBE, cmd=tcp/40-50F TACACS+H —NIZEFEEhFET,

109001: Auth start for user '???' from 99.99.99.3/11075
to 172.18.124.114/23
109011: Authen Session Start: user 'cse',6 Sid 13
109005: Authentication succeeded for user 'cse'
from 172.18.124.114/23 to 99.99.99.3/11075
on interface outside
109001: Auth start for user 'cse' from 99.99.99.3/11077
to 172.18.124.114/49
109011: Authen Session Start: user 'cse',6 Sid 13
109007: Authorization permitted for user 'cse'
from 99.99.99.3/11077 to 172.18.124.114/49
on interface outside

HTTP, FTP, 8& T Telnet MAD KRS 71 v O D= D AAA
FPhIOT14>2T

R TelnetH XY NTO—TOHDKRARNANDTCP/A0-50RTZ 7 1Y UV ZFHATH I 2BIELIES
VROV REFERALT, CORNZTAYIDTAITAVTZEMLET,

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
!-—- OR the new 5.2 feature allows these !--- two statements to replace the previous statement.
!--- Note: Do not mix the old and new verbiage.

aaa accounting match 116 outside AuthInbound
access-list 116 permit ip any any



TACACS+ PHIT 42T LO— ROB

Thu Aug 24 08:06:09 2000 172.18.124.157 cse PIX 99.99.99.3

start task_1d=0x17 foreign_ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50

Thu Aug 24 08:06:17 2000 172.18.124.157 cse PIX 99.99.99.3

stop task _id=0x17 foreign_1ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50 elapsed_time=8 bytes_in=80 bytes_out=101

DMZ T Q) FE5E

HBEDMZA 2 RA—T IA AN SHHODMZA 2V Z—T7 IAAICBEB TR I —HZ2RATHICE. B
AfEA 2 EZ—TIAADNT T4V O ERIATDIRIICPIXICERLET, PIXOEEIF XD &K
SICBEVYYFERT,

least secure

PIX outside (security0) = 172.18.124.155

pix/intf3 (DMZ - securityl5) = 3.3.3.3 & device 3.3.3.2

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2 (static to 3.3.3.15)
PIX inside (securityl00) = 10.32.1.250

most secure

XY BND—UR




Internet

TACACS+ server
17218124 111

17215124 155

(outside) DIMZ intf2
2333

DMM

4444

4447
(static to
3.3315)

10.321.250
Inside

PIX &5 3E

RICRT &SI, pixlintf3& pix/intfANBDTelnet RS 7 4 v V&I L F T,

PIX O 5 EE

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

(nameif ethernet2 pix/intf2 securityl0)

nameif ethernet3 pix/intf3 securityl5

nameif ethernetd pix/intf4d security20

(nameif ethernetb5 pix/intf5 security25)

interface ethernet0 auto

interface ethernetl auto

(interface ethernet2 auto shutdown)

interface ethernet3 auto

interface ethernet4d auto

(interface ethernet5 auto shutdown)

ip address outside 172.18.124.155 255.255.255.0

ip address inside 10.32.1.250 255.255.255.0

ip address pix/intf3 3.3.3.3 255.255.255.0

ip address pix/intf4 4.4.4.4 255.255.255.0

static (pix/intf4,pix/intf3) 3.3.3.15 4.4.4.2 netmask
255.255.255.255 0 0




conduit permit tcp host 3.3.3.15 host 3.3.3.2

aaa-server xway protocol tacacs+

aaa-server xway (outside) host 172.18.124.111 timeout
5

aaa authentication include telnet pix/intf4 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway

aaa authentication include telnet pix/intf3 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway
!--- OR the new 5.2 feature allows these four statements
!--—- to replace the previous two statements. !--- Note:
Do not mix the o0ld and new verbiage.

access-list 103 permit tcp 3.3.3.0 255.255.255.0
4.4.4.0 255.255.255.0 eq telnet

access-list 104 permit tcp 4.4.4.0 255.255.255.0
3.3.3.0 255.255.255.0 eq telnet

aaa authentication match 103 pix/intf3 xway

aaa authentication match 104 pix/intf4 xway

TACH—EARAVITANEF—T >IR3 BECRETIEHR

ERONSTIL1—F 1 TFIRERTLEREYR
— NIFBET, CiscoTACTT—AREA—T TG
&, PIXFirewall®d NS 7IINS1—F 12T DiEHRE
BIFEHTLIEEW,
- BEEOHBEEET S MROD OFH
H—EAVIIANEFA—TVFRDEONTTILY
1—F427
- show tech-support X > RO H B
- logging buffered debugging AN > RZETL =HE D
showlogdY¥ > RO N, £L-EEEZRIIAY
—IILF ¥ T F ¥ (TRERIZE)
PRELETF—ZREF. EBLEVSL—2 TFARNER
(txt) TH—ERAUVIIARMCHRMFLTLSEZW, 7T
—ALBEHRZRT TSI, Case Query Tool ( BRI
—HER ) ZFEALTT7Y7O—RL, EHZET—AIC
AFLTLKEE L, Case Query Toollc 7V EATE K
WEEE, BREEFA-ILNORIT77AILELT
attach@cisco.comlZIEEL, XY E—20H#BRICT—A
B ZRLALTLEZL,

BOE TR

- Cisco PIX Firewall Y 7RI TF

. Cisco Secure PIX ZPAFO#—) AR R V7F7L A
cEFIDVT A BRICBITS Field Notice (PIX ZET )

- Requests for Comments (RFCs)

- Cisco Secure Access Control Server for Windows

- Cisco Secure Access Control Server for Unix

- Terminal Access Controller Access Control System ( TACACS+ )



//www.cisco.com/tac/casequery
//www.cisco.com/tac/casequery
//tools.cisco.com/RPF/register/register.do
mailto:attach@cisco.com
mailto:attach@cisco.com
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps4911/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav

- Remote Authentication Dial-In User Service ( RADIUS )

- TO_HAIL HR—PE RFI X2 B -Cisco Systems
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