PIX500E*1VUFT A1 TFTSZATF>A6xBY 7
ROITFPODIXANDTYTTIL—R

A&

BE

BIE&R MY

=4

FHTRAR—F b

BN ATLEHR

PIX515/515E P75 A T ABITOXE) Py 7L —RICETZIER
Tk

PXtF1)T4 PTIATAOTYTIL—K
VZhDI70Xo>0—R

7yv7I9L—RFIE

E_RE—RASOPXEFI1VTA FPTSATADTYTIL—R
E_ZE—RICAD

EZRXRE—RALASOPXDTZYFTIL—R

copy tftp flash ANV RICKD PIX X1 VT A PTISATOAOT YT IL—R
PIX7XH5 6XADXITL—R
Z2I=)NFA—N—BETOPXTITSATVADFTYTIL—R
Adaptive Security Device Manager (ASDM ) DA 2 A=)
N Sl

FTIP A2 AR 3> QOERE

B —ERZHOEE

B E B R

Bz

CORFIXRNTR, PXTTSATAON—=23262FEE63H5/N—232 7xA
DTYTIL—RAEZEICODVTHBALET, £/, Adaptive Security Device
Manager (ASDM ) N—2 32 50 DAV AR = FEICODVTEHBALET,

LI Sua
BEf

COTYTIL—RFIEZBHBETIRIC., ROEZEZZEITLTLIEETL,

- show running-confi Y > REZ write net AV RZFEAL T, BED PIX DREZETF
ANTPANEREETFTP Y —NCRELE T,



. showversion X REFAL T, DUTFILEBESETFTITAR—>32 ¥F—ERRLET,

CcOHEIZETFHFAN 77A4NICREFLET, dWN—2a3a2 00— RIZERTHDHBEN BB
EELLR. TOTITAR=—232 F—NFRECBDZENHBYERT, TOTAR=>32
F—OFMICOVWTI, TPIXFirewall ICBAT2L<BFESNhDER (FAQ) 1 Z2FRBL TL
EEL,

- BEDKREIC conduit IV REEF outbound XY RABVWCEERPRELET, Chsm
ON Y REE, 7x TRERYAR—PMEhTVEVES, PYTIL—R 7O0FVAICEK > THIERE
nNET, PTYTIL—REFTSHIZ, ChSsOOAXU RETIVEAVANIERTBICIE,
TIORNTYINAVBR—T VR (BEI—HYER ) ZFRALET,

. PIX #" Point to Point Tunneling Protocol ( PPTP ) ##Z &L TWaWZ &t 2R LE T,
BHE., PIX71 LB TIE PPTP OKimEHR—RNLTLVERA,

T I=NA-N—ZZFERALTVWEEHEEE., LANTFERGAT—RNINLAER—=TIA AN, 4
VR—TIAAZBIBIBZDZT—RICE >THESTNTVWEVWI L ZERELET, L&A,
TF—RRNZTAVIOOEERICARBA O EZ—T 14 AZFEALT,. BERICAT—N7IL 7T
—NA—N—AVE—=TIA A (ABT7I=ILA—=N— U290 )BICEEALTVWREHEE
TYVTIL—RZFGTSHIIC, AT—RINL 7I—=INA—N—A2VEB—TIARAZRDA >
R—TIAAICBBESEIMLENf HYVET, chzTHBEVE, AFPAI 2 X—T7 T4 AICH
ERTSNETXNTORENHEIBRENE T, £k, PYTIL—REBERERF—ER NZT7149 D
FZDAVR—T I/ RAEBBLELBZYET,

AEEEEDDEIC, PXTN—23262FLE63EZRTLTIVDCEERIELET,

TV TIL—RL&E&DSELTVWBEN=D32 0OV )—RA /—REGR&, HILLINR, &
EESNEONY R, BEE B FEOIN RICODVWTINTIEBEL TS EEL,

N=23VexETXEOEOMNOIN ROZBFEICOVTE, TZPYTIL—R FHA Ry
ESBLTLSEETL,

FATAIIR—F b

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

-PXtEF2UFT4 FTS5A4F>A515, 515E, 525, &KV 535
CPIXYZ7RDITFT N—23> 6.3(4), 7.0(1)
CORFIXINDODEBEHIEFE. BEOSAREBILHZTFNAAICETVWTHERENELE, COR
FAXKRNTERAIZINTOT/NA AR, A (F7 2N ) REORELSEEBLTVET
o IRODRY ND—INRBEBPTHIBAICIE., EOKSBIOATRICODVTE, TOEEN
BEEIIODVTHEICERAL THESBEN HYET,

BN AT LEH

SAATR, N=2a2 7x\NOF7Y7JL—R 7O0AZRBITBEE. PIX TN—23 >
6.2 BN ETENTVDCEZHBLET, ChICKk>2T, BEDRENELLERET D &
SICBYET, E5IC, chSON—RIVITEHREZ. RICRITRPED RAMBLVTTYS
INEH/HEFBELTVRIHBRENHVYET,

PIX —_ o~
29>

£7 |RAM E4

n 1NEH

HR® |[HERZEL (UR)/Z7I—=IIF
W (R) |—/X\—®& (FO)
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PIX-
515

PIX-
515
E

PIX-
525

PIX-
535

64 MB* 128 MB* 16 MB

64 MB* 128 MB* 16 MB

128 MB 256 MB 16 MB

512 MB |1 GB 16 MB

*PIX-515 £ PIX-B1BE P 7' SA T AT, SXTXFIUOTYTIL—RHIVBETT,

BEPX EIZAARMN=IEZNTVWAB RAMETSYS1NOEZFAXNDIZIE. show version IV
VRERITLET, CORICHDIRNTOPXTTSAT ALK, F7FI 8T 16 MB A4
VARN=ILENTVWBR LS, 75V 10TYTIL—REMBEHY)EEA,

E:NXN—2ar7xTlR, CORICRIPIXEFIVFATISAT ARG R—REnTL
£7, PIX-520. 510, 10000, & &L Classic %& . UBIO PIX EX1UF 1 PTSAFT AR
FTICRERLEICAEI>THY, N—T3V 70 UBRETTEERA. COEIBTTSATY
ADVWETNAEFRELTVT, 7x UBERTTZBAR. FROEF1UFA FTSAFTUAR
DEBAICOVT, BEKOIADTHIVN F—AFEEBREZCSBVESESEETV, £k
. 64 MB K&ED RAM Z#BELTWS PIX 77 4 T4 —)L ( PIX-501. PIX-506. & &1 PIX-
506E ) Tlt, WD 7.0 JU—REZFTTEEL A

PIX515/515E P7’SATF > ABHOXEY FYv7JL—RICHET1ER

XEVOTYTIL—RIBEZDE, PIX-515 B8R PIX-515E TS ZA TV ARZITY, &
NEDTTZATVATAEVZTY7TIL—RIZICE. ROXRTHRESBRESEZRALT
<EZEW,

X HBRABBE. PXICAVARN=ILENTWVWERSAEAICEK>TERYET,

BEOT IS4 T2 AORE Z;Zgl’_ kJUa
TSy N7 % |[GHXTED —_— A ATV
—LDSAt | (Fy7IL |2™ (Y7L
VA — K#T) ’5 — k&)
PIX-
HIFRd V) 515-
(R) 32 MB MEM. |64 MB
32=
PIX-
HIFR % L 515-
(UR) 32 MB VEM. | 128 MB
128=
> TN PX
N—D & 64 MB VEM. | 128 MB
(FO) 128=




FMICOVWTEE., TCiscoPIX515/515E 2FX 1 )T 4 FTFZATATOPIXVYTZRDIT
VIODEHDOXE) FYTIL—RICETIRHRER) 2SRBL T EEL,

RECE

REFIXDNREBOFBICOVWTR, RO TININTAYTADREFES 2ZRUTE
=L,

PXtEF1VUTFA PTSAFADFYTIL—R
Y7 hIIFPQHY>O—k

PX7xVY7KRDIF7#AD2O—RTBIZIE. Cisco Software Center ( BRI —HER ) ICT D
TALET, TFTPH—/N YT RNJ I T Ciscocom HASAFTERLSBEYELE, EELBER
ICAWDA U EZ—ZY NRRI VDU T Ttpservery Z2BETDE, ZLO TFTP H—/\NED
AYET, DAOTE., FED TFTP OREKREFHBL TVER A, FHEICOVTE., TFTP ¥ —
NOR—=D (BFI—HERA)ZSRLTLEE L,

Fyv7IL—KRFE

PXEF1UFA TITSATAON=23 2 I XANOTYTITL—RIE, RKEBLEETHD A
(EBLTLEEV, CLIOKR¥ENZEEFENTVWSES, TYTIL—REBEORER., KEKE
BOEEDILRBRYET, PY7IL—RZ7OCVACREZLOZ I RA LN VETHZI D, T
VT IL—REXTFFABBOBICOKITOIESICLTLKEEW, 6XDA X—JICERT
DRENHDGHEE., "XV ITL—Ry) OFEICH2TLEEZV, COFIEICHEDBZEVE,
PIX A"EHEMIC) T —RNZRVIEBLET, EZZEDHDICZEFE, FALTWAPXTTSA4T A
DEFINEZXORLSEHEL, TOIO0&IIYOLT, PY7T7IL—RFIEOFHBEZSHBL T
<EELV,

PIX EFI) Fyv7IL—REZE
PIX-515 F—_X

PIX-515E copy ttp flash
PIX-525 copy tftp flash
Ij))(l:5)35 (PDMARA YRR [ e fash
PIX-535 (PDM /> AR— | — _

LiEH ) ==

EF-RXE—RASOPIXtEXI1UTA PTSAFTUAOTF YT
JL—KR

EZX2E—READ

PX TEZR E—RICADICE, ROARTYTEZRTLTIKEZL,

1. ROBEHREZEALT, OV T—7LZPIXDOIOAYY—) R—KNIEHRLET,
9600 EY R¥8 F—R EYMNUF4Z L1 ANYZ EY 70—z L
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4.
5.

-

BREAZICLTASHAVICTDH, PXZUO—RLEY, BEFIC, 7F5v21 7T—h

EHHTDICIE Break ¥F—F L Esc F—Z2FHITBZIELDICERTZ SOV MARRE
hEd, BEO7—N7OAZHIZ-H0OREE. 10¥HYWET,

.ESC¥—%# 9N, Break XFZHEEFETHE, EZX E— RIZAYET, Windows Hyper

Terminal ZEAL TV 33F &, ESC ¥—74', Ctrl+Break ¥ —Z#H 9 _ & T, Break X F
BEETEET, PXOOAVY—=ILR—=RNIZTIOEARTDEHIC, 2—ZF) H—/\EH
T Telnet 2172 TLW2BAIK, Telnet DXV R 7OV 7 N&28% =8I Ctrl+] ( Control
+HAANY] ) ZHIMBENf HVYVET, TND&E., sendbreak AN RZAHDLET,
monitor> 7O 7 "RARRENET,

TE_RE—RASOPXDTYTIL—R, O IAVICHEARTT,

RE—RHPSOPXDOFPYTIL—R

EZRXRE—RPSPXZETYTIL—RITBICEF, ROATYTZERITLET,

X :64EY RAOYRDT77AM—HRYRMD—RE, EZXE—RTRERENEEA,
DEZEF., TFTPH—NHNAhSOA U EZ—T IAAOVWTIhHL 1 DIZFETEBVZ EZEK
LET, =YD TFTPENLTPIX T F7ATIF=INDAX=2 T7A4)INEZDO0—KRTS
([Zi&, copytftp flash AN RZFERAITHIHBENFHYET,

1.

2.

3.

PXTTZATADNAFT) A X—=2 (=& ZE pix701.bin ) Z TFTP H—/\DJL— Kk
F4LOURNIICOE—-LET,

PXTEZR E—RICAWET, COFENDASHVESREFE., CORFIXIND TEZ
R2E—RICAD, OFBAZSBLTILKEEV, F:FZXE—RICADE, ™y Z2FEHT
EXT MAAEBEASIO)VANERRITEEXT,

TFTP H—N\AEHRENTWVWR A EZ—T I AESH, TFIPH—NIHREEVS 2 X—
TJ7IAARZANLET, F7AILNEAEZ—TIA A1 (AZP) TY,

noni t or >interface

¥: EZR2ETE—RTR, AVF—T I/ ARRA—N ZdI—MNC&K>TEEETITL
VIORZRELET, I VX—TIAMADOFZEZ/\—R I—RITBEBFTEEEA, L
EN2T, PXAVR=—TIAAREZREXRTFTITLY VAN /N—R I=—REhTWB AT Y
FICELHTIEHERRK, TZX ET—RIZA2TVRAEIC, A—N XTI —KFT2&LDICA
A1YVFEBRELET, £, PXTTSATFUATR, TEZX E—RASFHEY N A
—HBRXIYNAVE=—TIA RZHHILTERBZVWEITEFELTLKEZVL, ®bYIZ, 77
ANA—HURYNAVER—TIA AZERAITBZIVLENf HYVET,

ATYTITAALIEAVR—TILAADIP PRLAZASILET,

noni t or >address

5 TFTIPHY—NDIPT7RLAZAHDLET,

noni t or >server



6. (A7>3V)F—RITADIPTRLAZANLET, "—hTVIT A4 T RLAR, PIX
DAVE—TIAAN TFTIP H—NERURY ND—J LB WEEIIHETT,

noni t or >gateway

7.0-—RIDTFIPH—NLEDT77AINDERZANLET. chIF PIXDNAF) 4 X—
SOTTAINETY,

nmoni t or >file

8.PIX 1S TFTP H—/NICX L T ping ZE1TL. IP DEHRMEEBERLE T, PING ICEKL
A, T—7)I,. PXAVR—TIAARETFTIPH—=NDOIP7RLA, BT —hH
DJIMDIPT7RLA(MBEBZBE)ZBEFIVILTLKEEZY, UROFIEICEDICE
. ping "X TBUENHYET,

noni t or >ping

9.TFTP DA TVO—RZRKIBICKE. thtp EADLFT,

noni t or >tftp

10.PIX ICK2TAX—=H RAMIZA D> O—R&Eh, RAMABBWIZT—RhEhEd, 7
—NZ7O0tAOE, 774N JATALANBEDRELE —BICEBREhET, L., EXE
BELFETLTVELA, 7—RLEE, ATY T 11 ICEDHIC, ROBEXYE—DIC
EELTLSEEL,

EE Sk I S S O O R O I S

* * * %
** ok WARNE NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG ***  **
* * * %
** ----> Current image running fromRAMonly! <---- * %
* * * %

**  \When the PI X was upgraded in Mnitor npode the boot imnmage was not **
** witten to Flash. Please issue "copy tftp: flash:" to | oad and *x

** save a bootable image to Flash. Failure to do so will result in **
** a boot loop the next tine the PI X is rel oaded. *x
* * * %

M. 7—=RMNETLES, 41Z—7ILET—RIZAVY, BULAX=2%ZPIXICBEIOE—LET
o SEIF copytitpflash X REZFEALET. COBREICKI2T, /1 X—IJHT7Fv>
1774 ATAICREENET, CORTY T &2ITDLAVE, RICPXAUO—KR



Liz&gIZ, 7—MBRICIL—TICHRYET,
pi xfirewal | >enable
pi xfirewal | #copy tftp flash

X : copy titp flash AN REFEAL TA A= EIE—F D HEOFHMAICOVWTE, T
copy tftp flash AN >V RICKBPIXEX I VT AT ITSAT UV ADT YT IL—R, 0>
AESBLTLSEETL,
12. copy tftp flash IV > REFEHALTA X—I2JE—FThiF, Py 7JL—KR 7O0€AR
J_FET-(‘-Q-O
BREH : EZR2E—RIPSOPXEXIVFTA PTAFTAOFTYTIL—R

noni t or >interface 1

0: i8255X @PCl (bus:0 dev: 13 irq: 10)
1. i8255X @PCl (bus: 0 dev:14 irqg:7 )
2: 18255X @PCl (bus:1 dev:0 irqg:11)
3: i8255X @PCl (bus:1 dev:1 irq:11)
4: i8255X @PCl (bus:1 dev:2 irq:11)
5: 18255X @PCl (bus: 1 dev:3 irqg:11)

Using 1: 182559 @PCl (bus:0 dev:14 irq:7 ), MAC. 0050.54ff. 4d81

noni t or >address 10.1.1.2

address 10.1.1.2

noni t or >server 172.18.173.123

server 172.18.173.123

nmoni t or >gateway 10.1.1.1

gateway 10.1.1.1

nmoni t or >file pix701.bin

file pix701.bin

noni t or >ping 172.18.173.123

Sendi ng 5, 100-byte Oxa0l14 | CMP Echoes to 172.18.173.123, tineout is 4 seconds:
Success rate is 100 percent (5/5)

nmoni t or >tftp

tftp pix701. bi N@L72. 18. 173. 123, . . . oo
Recei ved 5124096 bytes

Cisco PI X Security Appliance adm n |oader (3.0) #0: Mon Mar 7 17:39:03 PST 2005
HHHBHBHSRH B H IR R H R R B H R R R R R R R R R R R R R
128MB RAM

Total NI Cs found: 6

nmcwa i 82559 Ethernet at irq 10 MAC: 0050. 54f f. 4d80

nmcwa i 82559 Ethernet at irq 7 MAC 0050. 54ff. 4d81

nmcwa i 82558 Ethernet at irqg 11 MAC. 00e0. b600. 2014

nmcwa i 82558 Ethernet at irqg 11 MAC. 00e0. b600. 2015

nmcwa i 82558 Ethernet at irqg 11 MAC. 00e0. b600. 2016

nmcwa i 82558 Ethernet at irq 11 MAC. 00e0. b600. 2017

Bl GS Fl ash=AT29C257 @ Oxf f f d8000

adfile systemdetected. Attenpting to save data in flash

I-—— This output indicates that the Flash file !--- system 1is formatted. The messages are
normal. Initializing flashfs... flashfs[7]: Checking block 0...block nunber was (-10627)
flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block nunber was (-14252)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunber was (-15586)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunber was (5589)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunmber was (4680)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunmber was (-21657)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunmber was (-28397)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunmber was (2198)
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock . bl ock nunmber was (-26577)

NogkWNE
N ~WN



flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block nunber was (30139)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...bl ock nunber was (-17027)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...Dblock nunmber was (-2608)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...Dblock nunmber was (18180)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...Dblock nunmber was (0)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking block 14...Dbl ock nunmber was (29271)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking block 15...Dblock nunmber was (0)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking block 61...Dblock nunmber was (0)
flashfs[7]: erasing block 61...done. flashfs[7]: inconsistent sector list, fileid 9,

parent _fileid O flashfs[7]: inconsistent sector list, fileid 10, parent _fileid O flashfs[7]: 9
files, 3 directories flashfs[7]: O orphaned files, O orphaned directories flashfs[7]: Tota
bytes: 15998976 flashfs[7]: Bytes used: 10240 flashfs[7]: Bytes avail abl e: 15988736 flashfs[7]:
flashfs fsck took 58 seconds. flashfs[7]: Initialization conplete. Saving the datafile ! Saving
a copy of old datafile for downgrade ! Saving the configuration ! Saving a copy of old
configuration as downgrade.cfg ! Saved the activation key fromthe flash i nage Saved the default
firewall nmode (single) to flash The version of image file in flash is not bootable in the
current version of software. Use the downgrade conmand first to boot ol der version of software.
The file is being saved as image_ol d. bi n anyway.
rrrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrri il upgrade process complete

Need to burn | oader....

Erasi ng sector 0...[CK]

Burni ng sector 0...[CK]

Erasi ng sector 64...[ ]

Bur ni ng sector 64...[ ]

Li censed features for this platform
Maxi mum Physical Interfaces : 6

Maxi mum VLANs ;25

I nsi de Hosts : Unlimted
Fai | over : ActivelActive
VPN- DES : Enabl ed
VPN 3DES- AES : Enabl ed
Cut -t hrough Proxy : Enabl ed
Quar ds : Enabl ed
URL Filtering : Enabl ed
Security Contexts 2

GTP/ GPRS : Disabl ed
VPN Peers : Unlimted

This platformhas an Unrestricted (UR) |icense.

Encryption hardware device : VAC+ (Crypt 05823 revision 0x1)

. . | .
N N B RN
sco Systems

Cisco PI X Security Appliance Software Version 7.0(1)

EE Ik O \Mr nl ng R O O S O O S

Thi s product contains cryptographic features and is
subject to United States and | ocal country | aws
governing, inmport, export, transfer, and use

Del i very of Cisco cryptographic products does not
imply third-party authority to inmport, export,
distribute, or use encryption. Importers, exporters,
di stributors and users are responsi ble for conpliance
with U S. and local country laws. By using this
product you agree to conply with applicable | aws and
regul ations. If you are unable to comply with U S



and |l ocal laws, return the enclosed itens i medi ately.

A sunmary of U. S. |aws governing Cisco cryptographic
products may be found at:
http://ww. ci sco. coml wMd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by

sending email to export@isco.com
kkhkkhkhkhkkkhkkhkhkhkkhkkhkhhkhxkkhkhkhhkkkhkdkhkxkkhhhkkx \Mrnl ng kkhkkhkhkhkkkhkhkhkhkkhkkhkdhhkhrkkhkhkhkhkkkhkdkhkxkkhhhkkx

Copyright (c) 1996-2005 by G sco Systens, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Conmmercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

!--- These messages are printed for any deprecated commands. .ERROR This command is no | onger
needed. The LOCAL user database is always enabled. *** Qutput fromconfig line 71, "aaa-server

LOCAL protoco..." ERROR This conmand is no | onger needed. The 'floodguard' feature is always
enabl ed. *** Qutput fromconfig line 76, "fl oodguard enabl e" Cryptochecksun{unchanged): 8c224e32
cl17352ad 6f2586c4 6ed92303 !--- All current fixups are converted to the !--- new Modular Policy

Framework. | NFO converting 'fixup protocol dns maxi numlength 512' to MPF conmands | NFO
converting 'fixup protocol ftp 21' to MPF commands | NFO converting 'fixup protocol h323_h225
1720' to MPF commands | NFGQ converting 'fixup protocol h323_ras 1718-1719' to MPF commands | NFO
converting 'fixup protocol http 80" to MPF conmmands | NFO. converting 'fixup protocol ils 389" to
MPF commands | NFO converting 'fixup protocol netbios 137-138" to MPF commands | NFG converting
"fixup protocol rsh 514' to MPF conmands I NFO. converting 'fixup protocol rtsp 554' to MPF
conmmands | NFO. converting 'fixup protocol sip 5060' to MPF commands | NFQ converting 'fixup
protocol skinny 2000 to MPF conmands | NFO. converting 'fixup protocol snmtp 25 to MPF conmmands
INFO converting 'fixup protocol sqglnet 1521' to MPF commands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177' to IVPF COI’TTTHndS khkkhkkhhkhkhkkhkhhhkhhkdhhhhkhhhhhhkdhhhhdhhhhhdhhhhdhdhhhhdhhhkhddhhdrrddhrhhddhrdxrddhxrhdddx*x %%
k% **%x k%% \/\ARNI’\KB * k% % \/\ARNI’\KB * k% \/\ARNI’\KB * k% % \/\ARNI’\KB * k% % \/\ARNI’\KB k% k% ** **k *x% Y Ojrrent
image running fromRAM only! <---- ** ** x*x **x \Wyen the Pl X was upgraded in Monitor node the
boot inage was not ** ** witten to Flash. Please issue "copy tftp: flash:" to load and ** **
save a bootable image to Flash. Failure to do so will result in ** ** a boot |oop the next tinme
the PIX is reloaded. ** ** **
khkkhkhkhkkkhkhkhkhkhkhdhhhhkkhhhhhhdhhhkhdhhhhdhhhhdhhhhdhhrhhdhhhrdhhrdhdkdhrhrdhrrxhhddxx*k Type hel p or '?' for a
list of avail able conmands. pixfirewall> pixfirewal| >enable

Passwor d:

pi xfirewal | #
pi xfirewal | #copy tftp flash

Address or name of renote host []? 172.18.173.123

Source filenane []? pix701.bin

Destination filenane [pix701. bin]?

Accessing tftp://172.18.173. 123/ pi x701. bin. .. trrrrrrrrrrrererrrrrrrrrrrrrnl
RN R R RN RN RN R RN

Witing file flash:/pix701.bin...



5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pi xfirewal | #

copy titp flash AN RIC&B PIX EFa1 VT A PTSAFUR
ODFYTIL—K

copy titpflash IN > RZFERALTPIXZT7YTIL—RTBICE. ROATYTZEZRITLET

o

1.PXTTZATVADNAFT) A A= (& pix701.bin ) & TFTP H—/XDJ)L— K
F4LIRMNJICOE—LE Y,

2.4%—7) 7OV7T KNS5, copytitpflash IV RERITLET,
pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash

B.TFTPH—NDIP 7RLAZAALET,

Address or name of renote host [0.0.0.0]?

4 0—RIBTFTIPH—NEDT7AILDBBZAILET. ChEEPIXDNAF A4 X—
SOTTAILETY,

Source file name [cdisk]?

5. TFTP AE—ZRHBIHEVSTAOV T M KRTRENEZS, yes EAHNLET,
copying tftp://172.18.173.123/pi x701.bin to flash:imge
[ yes| no| agai n] ?yes

6. AX=JHNTFTPH—NAST7ZYv22AILAE—ENEXT, ROXYE—IHFRRENET
o COXY =D, EBENFRHL, 77V 31 LOEVWNAFTU A X=IAHEETH,
HLVAX=DHEERETNTAARN—IINENLECEZRLTVET,

Recei ved 5124096 bytes
Erasi ng current inmage

Witing 5066808 bytes of inage
R R RN RN R R R

I mage installed
pi xfirewal | #

7.PXT7SA4T7AZ)O—RLT, HILWAX—2FT—-KLET,
pi xfirewal | #reload
Proceed with rel oad? [confirni

Rebooting. . ..
8. CHEERT, PXIR7T0DAX—>22T—NLET, CATFPZYTIL—R Z7O0CARRET
T,



EREH : copy titp flash AN RICKD PIXPTSAFUADTFYTIL—R

pi xfirewal | #copy tftp flash

Address or nane of renpte host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:imge

[yes| no| agai n] ? yes

| A I A I I I A A I |

Recei ved 5124096 bytes
Erasi ng current inmage

Witing 5066808 bytes of inage
| A I A I I I A A I |

I mage installed

pi xfirewal | #

pi xfirewal | #reload

Proceed with rel oad? [confirni

Rebooting. .y

Cl SCO SYSTEMS PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Devi ce Tabl e.

Bus Dev Func VendI D DeviD C ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 OD 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mn Dec 31 08:34:35 PST 2001
Pl at f orm Pl X- 515E
System Fl ash=E28F128J3 @ Oxf ff 00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 5063168 bytes of inmage fromflash.

HHHBHBHIRHH B H IR AR AR R AR R AR R R R R R R
HHHBHBHIRHH B H IR AR AR R AR R AR R R R R R R
128MB RAM

Total NICs found: 2

ncwa i 82559 Ethernet at irg 11 MAC. 0009. 4360. ed44

ncwa i 82559 Ethernet at irg 10 MAC. 0009. 4360. ed43

Bl OS Fl ash=an29f 400b @ 0xd8000

Ad file systemdetected. Attenpting to save data in flash

I-—-— This output indicates that the Flash file !--- system is formatted. The messages are
normal. Initializing flashfs... flashfs[7]: Checking block 0...block nunber was (-27642)
flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block nunber was (-30053)
flashfs[7]: erasing block 1...done. flashfs[7]: Checking block 2...block nunber was (-1220)
flashfs[7]: erasing block 2...done. flashfs[7]: Checking block 3...block nunber was (-22934)



flashfs[7]: erasing bl ock ..done. flashfs[7]: Checking bl ock
flashfs[7]: erasing bl ock ..done. flashfs[7]: Checking bl ock
flashfs[7]: erasing bl ock .done. flashfs[7]: Checking bl ock

3 . bl ock number was (2502)
4
5..
flashfs[7]: erasing block 6...done. flashfs[7]: Checking bl ock
7
8
9

. bl ock number was (29877)

. bl ock number was (-13768)

. bl ock number was (9350)
flashfs[7]: erasing bl ock ..done. flashfs[7]: Checking bl ock . bl ock number was (-18268)
flashfs[7]: erasing bl ock ..done. flashfs[7]: Checking bl ock .. bl ock nunber was (7921)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...bl ock nunber was (22821)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...block number was (7787)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...Dblock nunmber was (15515)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...Dblock nunmber was (20019)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking block 14...Dbl ock nunmber was (-25094)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking block 15...Dbl ock nunmber was (-7515)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking bl ock 16...Dbl ock nunmber was (-10699)
flashfs[7]: erasing block 16...done. flashfs[7]: Checking block 17...Dblock number was (6652)
flashfs[7]: erasing block 17...done. flashfs[7]: Checking bl ock 18...Dbl ock nunmber was (-23640)
flashfs[7]: erasing block 18...done. flashfs[7]: Checking block 19...Dblock nunmber was (23698)
flashfs[7]: erasing block 19...done. flashfs[7]: Checking bl ock 20...Dblock nunmber was (-28882)
flashfs[7]: erasing block 20...done. flashfs[7]: Checking block 21...block number was (2533)
flashfs[7]: erasing block 21...done. flashfs[7]: Checking block 22...block number was (-966)
flashfs[7]: erasing block 22...done. flashfs[7]: Checking bl ock 23...Dblock nunmber was (-22888)
flashfs[7]: erasing block 23...done. flashfs[7]: Checking block 24...block nunber was (-9762)
flashfs[7]: erasing block 24...done. flashfs[7]: Checking block 25...block nunmber was (9747)
flashfs[7]: erasing block 25...done. flashfs[7]: Checking bl ock 26...Dblock nunmber was (-22855)
flashfs[7]: erasing block 26...done. flashfs[7]: Checking bl ock 27...Dblock nunmber was (-32551)
flashfs[7]: erasing block 27...done. flashfs[7]: Checking bl ock 28...Dblock number was (-13355)
flashfs[7]: erasing block 28...done. flashfs[7]: Checking bl ock 29...Dblock nunmber was (-29894)
flashfs[7]: erasing block 29...done. flashfs[7]: Checking bl ock 30...Dblock nunmber was (-18595)
flashfs[7]: erasing block 30...done. flashfs[7]: Checking block 31...Dblock nunmber was (22095)
flashfs[7]: erasing block 31...done. flashfs[7]: Checking block 32...block nunmber was (1486)
flashfs[7]: erasing block 32...done. flashfs[7]: Checking block 33...block nunmber was (13559)
flashfs[7]: erasing block 33...done. flashfs[7]: Checking block 34...Dblock nunmber was (24215)
flashfs[7]: erasing block 34...done. flashfs[7]: Checking bl ock 35...Dblock nunmber was (21670)
flashfs[7]: erasing block 35...done. flashfs[7]: Checking bl ock 36...Dblock nunmber was (-24316)
flashfs[7]: erasing block 36...done. flashfs[7]: Checking block 37...Dblock nunmber was (29271)
flashfs[7]: erasing block 37...done. flashfs[7]: Checking block 125...bl ock number was (0)
flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector list, fileid 7,

parent _fileid O flashfs[7]: inconsistent sector list, fileid 12, parent _fileid O flashfs[7]: 5
files, 3 directories flashfs[7]: O orphaned files, O orphaned directories flashfs[7]: Tota
bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes avail able: 10999808
flashfs[7]: flashfs fsck took 59 seconds. flashfs[7]: Initialization conplete. Saving the
configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation key
fromthe flash i mage Saved the default firewall npode (single) to flash Saving inmage file as

©NoOM

PIRIRIEI R il Upgrade process conpl ete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this

pl atform Maxi mum Physical Interfaces : 6 Maximum VLANs : 25 |Inside Hosts : Unlinmted

Fai |l over : Active/Active VPN-DES : Enabled VPN 3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GIP/GPRS : Disabled VPN

Peers : Unlimted This platformhas an Unrestricted (UR) |icense. Encryption hardware device :
VAC (I RE2141 with 2048KB, HW 1.0, CGXROM 1.9, FWB.5) ------mmmmmm oo
-------------------------------- e L L e N e B O B e O R R A NN B B A
C i S C 0 S Y S & € M S oo oo oo oo oo b oo
--- Cisco PI X Security Appliance Software Version 7.0(1) *****xxkkkxskkxkkrrdkkxkkrxkrxx* WArni ng
Frkkkkkkkkkkxkkkkkkkxkkkxkkxxkrx This product contains cryptographic features and is subject to
United States and local country |aws governing, inport, export, transfer, and use. Delivery of

Ci sco cryptographic products does not inply third-party authority to inport, export, distribute
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U S. and local laws, return the enclosed itens
imediately. A sunmary of U.S. |aws governing Ci sco cryptographic products may be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg.htm If you require further assistance pl ease
contact us by sending email to export @i SCO.com *****Fkkxkdkkrsdkkxkkrxkkrxkkxkkrx* WArni ng

Rk kkkkkkkkkkkkkkkxkkkxkkkxxkkx Copyright (c) 1996-2005 by Cisco Systenms, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth



in subparagraph (c) of the Commercial Conputer Software - Restricted R ghts clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Conputer Software
cl ause at DFARS sec. 252.227-7013. Cisco Systens, Inc. 170 West Tasnan Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
command is no | onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig
line 50, "aaa-server LOCAL protoco..." ERROR This conmand is no | onger needed. The 'fl oodguard'
feature is always enabled. *** Qutput fromconfig line 55, "floodguard enabl e"

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. |NFO. converting 'fixup protocol dns maxinmm
length 512" to MPF commands | NFGQ converting 'fixup protocol ftp 21' to MPF commands | NFG
converting 'fixup protocol h323_h225 1720' to MPF commands I NFO converting 'fixup protocol
h323_ras 1718-1719' to MPF conmands I NFO converting 'fixup protocol http 80" to MPF commands
INFO converting 'fixup protocol netbios 137-138 to MPF commands | NFO converting 'fixup
protocol rsh 514' to MPF commands | NFO. converting 'fixup protocol rtsp 554' to MPF commands
INFO converting 'fixup protocol sip 5060° to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF commands | NFO
converting 'fixup protocol sqglnet 1521' to MPF conmmands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177° to MPF conmands Type help or '?" for a list of available conmands. pixfirewall >

FEBHRZAEATR, PIXS15EICH&EA8DDVLANZRETE, PIX535(C& K250
VLANZRRETE X T,

PIX7XDS 6XADAITL—R

PXtEFX2UTA4 TTSATAN=23 2 70 TR, BLEIO PIXNN—2 3> &R 7
S22 T7T7AINDT3—XY RZ2FERALET, LEN2T, 70D/ X—TJH56Xx DA X—
ZIZ copy tftp flash AX > REFEAHLTHA IV IL—RETD LB TEEREA, KDY
downgrade N> RZEFEHTIBEHNHWET, COFIEICHDAEVE, PX AT —KMRICIL—
ZIZHRYET,

PXARACTYTIL—RENLEEIL, 6XAREX—KNTPY 7 A T74F1L— /3/(1
downgradecfg ELT 7S Y2 2AILREENELE, COXTUVITL—RFIBICHSBE. &7
VUOL—RULEEZEIL, CORENFTFNARAIZERENET, COREE. more
flash:downgrade.cfg N> RZ7.0Menabl e>F o Fiz, EZXE—RTPIXETYTJL—RKRULE
BE, BO6.X/NAF A4 X—kimage_oldbinE LT 7T Y2 1ICICBREENET, show
flash: N> RARTRENBWVWEBEEHWET, A X—IHFT7ZVv21LICHBDBEERE. COFIE
DATYTATTFTIPH—N\HAS A AXA—2ZO0—RTBRDYIC, COAMX—DZFEATEERT

PXtEFI1UTA TFTIZATVARAZAIVITL—RIBICE. RODATYTEZRITLET,

1.downgrade X > REAHDLT, AV JIL—KRIBDAA—DOBRERELET,

pi xfirewal | #downgrade tftp://

F:EZARE—RIPSPIXZETYTIL—RUEBETE, aWNAFTVAX—2ET75Y
JAREENET, TOAMX=DIZAIITL—RIZEHEE. XOON REHITLE
9,

pi xfirewal | #downgrade flash:/image_old.bin

227292 AN TA—RYBENLDELTVBR I ELEZBEITDAY E—INFRRENET,



e T 25 A Enter F—ZHLE T,
This command will reformat the flash and automatically reboot the system
Do you wi sh to continue? [confirni

BAX=IYARAMICOAE—EI&ET, &, AX—KNFY 7 I 714F2L—>32%

RAM IZJE—&h KT,

Buf f eri ng i mage
| I I I O I I O

Buffering startup config

Al itens have been buffered successfully

4. 72V21MT7A—X YN ZEHRTDCEZRT2HBOBEXY E—INFRRENET,
CcO7O0LAZHRBLEVTLSEEY, FiTHETIYVIINBBITREEN HYET,

7A—X Y NEMGETBHEEE Enter F—ZHLET,
If the flash reformat is interrupted or fails,

data in flash will be |ost

and the system m ght drop to nonitor node.

Do you wi sh to continue? [confirni

5. 759 ANT A=Y REN, HWAA—IHFAVAR=)LE N, PIXHFUT—RLET

o
Acqui ring exclusive access to flash
Installing the correct file systemfor the i mage and

saving the buffered data
| T I A A I A I I O A |

Fl ash downgrade succeeded

Rebooting. . ..

6. PIX A7 —KL, BEO7OVTMNFERRENET, ChTEIVIJL—RZ7OCARET

T9,
BREH -PIX7TX DS 6XANDAITL—K

pi xfirewal | #downgrade tftp://172.18.108.26/pix634.bin
This command will reformat the flash and automatically reboot the system
Do you wish to continue? [confirni

Buf f eri ng i mage
PREIRIRI e

Buf fering startup config

Al'l itens have been buffered successfully.

If the flash reformat is interrupted or fails, data in flash will be | ost
and the system mi ght drop to nonitor node.

Do you wi sh to continue? [confirni

Acqui ring exclusive access to flash

Installing the correct file systemfor the image and saving the buffered data
RN RN

Flash downgrade succeeded



Reboot i ng. . ..

Cl SCO SYSTEMs PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Devi ce Tabl e.

Bus Dev Func Vendl D DeviD C ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 0D 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mn Dec 31 08:34:35 PST 2001
Pl at f orm PI X- 515E
System Fl ash=E28F128J3 @ Oxf ff 00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 1962496 bytes of image from flash.

R R R R R s e e e e e s s s e d
Hg R R

128MB RAM

ncwa i 82559 Ethernet at irg 11 MAC: 0009. 4360. ed44
ncwa i 82559 Ethernet at irg 10 MAC. 0009. 4360. ed43
System Fl ash=E28F128J3 @ Oxf ff 00000

Bl OS Fl ash=an29f 400b @ 0xd8000

| RE2141 with 2048KB

. S R R
ci scoSystems
Private Internet eXchange

Cisco PI X Firewal |

Cisco PIX Firewal | Version 6.3(4)
Li censed Features:

Fai | over: Enabl ed

VPN- DES: Enabl ed

VPN- 3DES- AES: Enabl ed

Maxi mum Physi cal Interfaces: 6
Maxi mum | nterfaces: 10

Cut -t hrough Proxy: Enabl ed
Guar ds: Enabl ed

URL-filtering: Enabled

I nside Hosts: Unlinmted
Throughput: Unlinited

| KE peers: Unlimted

This PI X has an Unrestricted (UR) |icense.



Rk S O S O R S R O \Mr nl ng R O O S S

Conpliance with U S. Export Laws and Regul ations - Encryption.

Thi s product perforns encryption and is regulated for export
by the U S. CGovernment.

This product is not authorized for use by persons | ocated
outside the United States and Canada that do not have prior
approval from C sco Systems, Inc. or the U S. Governnent.

Thi s product may not be exported outside the U S. and Canada
ei ther by physical or electronic nmeans w thout PRI OR approval
of Cisco Systems, Inc. or the U S. Governnent.

Persons outside the U.S. and Canada nay not re-export, resell
or transfer this product by either physical or electronic neans
wi t hout prior approval of Cisco Systenms, Inc. or the U S

Gover nnent .
EE I I S I R R I I S I \Mr nl ng EE I I S I I R I I S I I I I

Copyright (c) 1996-2003 by G sco Systens, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255
Type help or '?" for a list of avail abl e commands.
pi xfirewal | >

72I—MNA—N—RETDOPXFTITZAFTADFYTITL—
K

PXT7SATVABXDES TXANDTYTIL—RIE, RELTYTIL—RTT, PIXIZT X
— LA —=N—DRENETNTVTE, XV RALBLTEITITRER@FTEEFEA, 7T —)L
FA—N—OOAXROZL K, FYTIL—RIZK>TZEDLYET, BIZTFYTIL—RN
ARELTR, ETT7I—ILFA—N—REOVITNADPIXDEREAZICLET, XIZ, COR
FAXNOHBICHLT, EFNFFOREOPIXETY TSI L—RLET, PYTIL—R
AFRETLES, RST74VvONFEBLTVWAZEEZERELET, £/, PXZE—EUJ—KNLT
. BEBLKERIDCEEERBLET, INTHELLKEETDCEEERLES, FILLTY
77|/ RUEPIXDERZFAZICLT, £E5—FOPIXDODERZFICLET, <_(D|\=\"IL)(
VROHBICR2T, TOPXETYTIL—RULET, PYTIL—RHFETLES, NTF7
1Y IONBBLTVWRDCEEBRBLET, £, PXZE—EU7—MLT, BELZ<KERTZDC
EZBRLET, 3"\17'3‘IEL/<EJJ1’|53“%><_<‘:EEEWL/L‘:> E5—HADOPIXDERZAIZL
F9. MAOPIXH 7XICTYTIL—Reah, ERNFFICHEYEL K, show failover Y
REEALT, 7I=IA—NN—DOBEHNFAEL<BYILTVWS L ERBELEXT,

EPIXTR, T—RRZ 71V I ZBBIDAVE—TIAAZLANT I—)LF—-N—A42R—



TIAARAT—RNINTI=NFA—=—N—"AVZ—TIAARELTEFEATEZVE VS HIRD
BAEhDESICAYELE, REOPIXORREIC, BEOT—X NF 714 v 0 &—4#IC LAN
TJTI=)IFA=N—"BHRERPAT—N7IIEREBEBESEIHEBEAN U EA—TIAANEEIATVSE
Bk, TYV7IL—RTDE, F—RARNTTAVIRBIDA U EZ—T I RAZBBTERLIKY)
FT, cOAMVE—TIAAICEERITSNATWVWA IV REEITTERLLBEYET,

Adaptive Security Device Manager ( ASDM ) O 4 > A =)L

AT, ASDMZ2A 2 AR—=ILFBHIIC, 1 AR=ILELSELTVBIN=320) )
—A/—PhERFENDEZHRLTVET, VU—RA /=M, YR—FEZhTLIRER
BBIET ZIHXR Java DIN—232 HR—KREATVDHL VBERPLARENTVREES

HODARREENATVERT,

ASDM O A4 > ARN=I)LFIEIEZ, N—23> 70 TRUFOFIEEDTHAICERYET, £/,
ASDM A X—=HFT7Z v aAdE—chnks, PXAChEFEHAITRIELSIC, [RETEETS
BENFHVYNET, ASDMAA—DB TSV ALAVARN=ILTDILE, ROARATY T &2ETL
x99,

1. Cisco.com 'S5 ASDM A X—2 (BEFI1—HEH ) ZX V> O—KRL., TFTP =YD J)L—
N TFALIORVICEZEET,

2.PIXAS TFTP H—XAD IP #EHGHNBILT N TVD EZBIELET, ChzTd5ICE.
TFTP #—/\A'5 PIX IZ PING 2£1TL £ 3,

3. 4= 7AV7T~"H S, copytftpflash N> RERKITLET,

pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash

4. TFTPH—NDIPT7RLAZADLET,

Address or nanme of renote host [0.0.0.0]?

50— RIBTFTPH—/NEOASDM 771 IILDOERIZANDLET,

Source file name [cdisk]?

6. 7YV IICRIFETBASDM 7 7AINDBEZAALET, U7 7AILNBOERKRICTS
(&, Enter ¥F—%&#L X,

Destination filename [asdm 501. bin]?

7. AX=DHFTFTP Y —NAS57ZYv21ICaAE—chE T, BEICKILEZEZRTRD


//www.cisco.com/cgi-bin/tablebuild.pl/pix
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

XY E=IHRRENETT,
Accessing tftp://172.18.173. 123/ asdm 501. bin. ..
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Witing file flash:/asdm 501. bin. ..
| A I A A I A I O |

5880016 bytes copied in 140.710 secs (42000 bytes/sec)
8.ASDM A X—2 & IE—L %, #HAT2 ASDM A X—2 #IEET S -, asdm image
flash: QN> REITLE T,

pi xfirewal | (confi g)#asdm image flash:asdm-501.bin

9. write memory X > RERITLT, BEZ7Z Y2 I1LRELET,

pi xfirewal | (confi g) #write memory

10. CNTASDM DA AR—)L Z7OLARZET T,

7L 1—b

IER

R &

PIX®DTF Y 7L —RIC copy
thtp flash X ZEAL =& )
T—KhTBE, XD&KSHED
T—RNDOI—TREICHED,

Cisco Secure PIX Firewall
BIOS (4.0) #O:

Thu Mar 2 22:59:20 PST 2000
Pl at form Pl X-515

Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.

Use SPACE to begin flash boot
i medi ately.

Readi ng 5063168 bytes of

i mge fromflash.

BIOS /N—>3ar A 42 &
WEID PIXT7SAT >
Alk. copy tftp flash Y
YREGSALTTY T

L—R¥DcEQFETEE

ﬁ/\lo :E:'}'( :E_ HL:J—\
BDHETTYTIL—R

TRIRENHYNET,

PIXT7.0Z4TL 1z, U
7—RK9BE, RDEKS
T—rOIL—TDREIZES
;{ebooti ng. ...

Cisco Secure PI X Firewall
BICS (4.0) #0: Thu Mar 2
22:59: 20 PST 2000

Pl at f orm Pl X-515

Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.
Use SPACE to begin flash boot
i mredi ately.
Readi ng 115200 bytes of inage
fromflash.

PIXZ#EZ&X® E—RAS
7T0N7Y7JL—RLE
£E0ODN, 7.0 DFEIT — K
BIZTODAX—=DH7
Zvy2a1lcBIE—Eh
Bh2EHEE. PIXH
DO—REnikEEICD
T—RMDI—TREIC%
WET, BRREK, EZ
XE—RHASAAXN—TD%&
BO—RY9%Z&ETY,
T—KT7 v 7%, copy
tftp flash ¥ > K&
LT, 1 X=D%E5—
EOE—T2XEENFHY)
X9,




Pl X Fl ash Load Hel per

Initializing flashfs...

flashfs[0]: 10 files, 4
directories

flashfs[0]: O orphaned files,
0 orphaned directories
flashfs[0]: Total bytes:
15998976

flashfs[0]: Bytes used:
1975808

flashfs[0]: Bytes avail abl e:
14023168

flashfs[0]: Initialization
conpl et e.

Unabl e to | ocate boot
configuration

i mage

Booting first inage in flash
No bootable image in flash.
Please download

an image from a network
server in the monitor mode

Failed to find an image to
boot

copy tftp flash IN > R%&{E
A5 ETTY7TIL—R
IBE, ROIT7— XvE—
THRREND,

pi xfirewal | #copy tftp flash
Address or nane of renote
host [0.0.0.0]?
172.18.173. 123

Source file name [cdisk]?

pi x701. bin

copyi ng
tftp://172.18.173. 123/ pi x701
bin to flash:imge

[yes| nolagain]? vy
N

Recei ved 5124096 bytes
Erasi ng current inmage
Insufficient flash space
available for this request:
Size info: request: 5066808
current: 1966136 delta: 3100672
free: 2752512

I mge not installed

pi xfirewal | #

BE, COXvE—2R
. PIX-535 =& PIX-

515 (E THALVED ) %

copy tftp flash ZEH T3
FETFYTIL—KRL
T, PDMECDOPIXD7
Zv21CO—REhT
WABELRTREIhET
o BRRIEF., EZX E—
REFEHTBDHETTY
79L—R¥BETT

o

PIXZBXHNST0ANTYS
JL—RULE#®E, —HORE
NMELLSBITE N,

show startup-config errors
O ROBEHICE, 58
EOBITHRICRELET
F—HARRENET, T




S—EPIX ZHSHTT—
NUEgICCOHEDICE
RENEXT, chsDI
S—EANT, BRER
HARTLEEV,

PIX TN—232 7TxHEIT
ENTHY, FLLN-T 3
oA 2VARM=I)LLT, PIX
OUT—REIZ, FON=D
avAsIEREO—REND

o

PIX/N\—>3> 7x Tl&
7TV aAlCEROA
X—DZRETEEXT,
PIX & & 9. boot system
flash: N> REFHITLE
T, chS5OINRT
&, PIXA"7—K92%
BEOHBDAA—DERE
L TW&ET, boot system
flash: AN RAFRO2H S
VWGBS, PXIET75Y
S ATHRICT — NTJEE
BAX—T%T—KNUE
T, BloN—>3a>z7
— M9 3(C1&. boot
system
flash:/<filename>1<Y > R
ZHERALTI77A4) %288
ELET,

ASDM A X—=2 A" 72 v 21
ICO—REhTWVWR A, 11—
YA T ZOH T ASDM £0
—RTER,

x£9., 7ovalcO—
KR9S5 ASDM 7 7 1 ILA
asdm image
flash://<asdm_file> Q<N >/
RTEEEhTVWSCL
ZRBLET, RIC, http
server enable N> R#F
RELCHDCLZEEL
9., &Z&IC. ASDM &
O—RULEXSETBKRA
RAFFAEhTVWE A Z

. http <address> <mask>
<interface> 1Y > R CH#
%bivo

TY7TIL—REICFTP A
BEeL 5L\,

Ty 7TIL—R#%, FTP
AARD S AN ER
ftEhFELBATLE,
FIP A2 ARYI> 3> D
Bts €93 TR
FT2O00FEOVT D
TFIPA2 AR >3
EEMICLET,




FIP A2 AR5 3> 0ERIL

FTIPA VAR AV, RO2O2O0FEOVThATEMLTEET,

. default/global 1 > AXRI>a> RV —ICFTP ZEMT D, chHFBEVEES.
inspection_default 7 2 AN Y 7ZERLET,

Pl X1#configure terminal

Pl X1(confi g) #class-map inspection_default

Pl X1( confi g- cmap) #match default-inspection-traffic
Pl X1( confi g- cnmap) #exit

global_policy RV — I v 72 ERT - ITAREL
RO>AVEBMELET,

Pl X1(confi g) #policy-map global_policy

495 A inspection_default ® FTP 4 > A

Pl X1(confi g- pmap) #class inspection_default

Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect
Pl X1( confi g- pmap- c) #inspect

dns preset_dns_map
ftp

h323 h225
h323 ras
rsh

rtsp
esmtp
sglnet
skinny
sunrpc
xdmcp

sip
netbios
tftp

global_policy 27 A—/N)LTEMELL F T,

Pl X1(confi g) #service-policy

global policy global

CERDA ARSI R —%ERLUTFTP 28T S,

Pl X1#configure terminal

Pl X1(confi g) #class-map ftp-traffic
!--- Matches the FTP data traffic. Pl Xl(confi g-cmap)#match port tcp eq ftp
Pl X1(confi g- cmap) #exit

Pl X1(confi g) #policy-map ftp-policy



Pl X1( confi g- pmap) #class ftp-traffic

!--- Inspection for the FTP traffic is enabled. Pl X1(confi g-pmap-c)#inspect ftp
Pl X1( confi g- pmap) #exit
Pl X1(confi g) #exit

!--- Applies the FTP inspection globally. Pl Xl(config)#service-policy ftp-policy global

B —EAZKOME

PXVYZ7KIIT72EI7VO0-RIBICE, BMNBY—EAZWABETT, T—EARZNZN
BIBICRE. ROFIEZRITLET,

- BEBAZNEEZBESNDHAEF, Cisco DEEBRHICTERKSEEL,

CH—ERTECEBAICLEDIESIE, Cisco DIN\— M F—FEFRFGERBEICSEELSESE
Lo

. Cisco.com ZVOA7 7AIIN2EH L T, Y —EAZHYAOBEENRITZVIOIARNTZICE,
Profile Manager Z RIS EE LV,

BYE1E ¥R

PXtEFIVTFA PTFATFTACBEATEIYR—K R—=D
PXAONRZRVUZ7L2RA

- Requests for Comments (RFCs)

. PIX Firewall ICB§ 95 A<FEShHHEE (FAQ)
cTOZHhIL BHR—bE RFI XD - Cisco Systems



//tools.cisco.com/WWChannels/LOCATR/jsp/partner_locator.jsp
//tools.cisco.com/WWChannels/LOCATR/jsp/partner_locator.jsp
//tools.cisco.com/RPF/profile/edit_entitlement.do?Tab=3
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_qanda_item09186a0080094874.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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