PIX/ASA 7.x:nat, global, static $ & T access-
list AV RZEALER—N VAAL OIS 3Y
(7AD—F127)
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BIE&MY
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FHTRZAR—FK b

BEERG

REcE

XY RI—UK

HEERE

TIORNIRTFOELADFET

NAT ZfE A L & inside 7RA R A S outside XY RD—IADT I AN
PAT Z{F M L /= Inside 7RA R A'S Outside RY RD—IADQT I EADFFT
inside IRA R A*'S outside RY RT—TANDT It ADFIE
BHETELBVERARN SEBTESZIRXRYRND)—ITLOFRAMNDODT IELADFHTA
PIX/N\—23> 7.0 AR T®O ACL O fEA

BEDKRARNB LV RY RD—ITDH NAT OEME

static Z2FERALER—KN VXA L D23 (TAD—F14>2T)

XYRNIT—=D BALT 77A R—KNUAALOI3a> (T#D—F1>25)
PIX BHEEE - R—KURXAL D3>

static ZFA L = TCP/UDP v < 3> O #lR

BREX—ADTItA VAL
TO_HNBR—BOY—ERAVITANEFA—T>FZBRICINETD1EHR
B E B R

B=

CiscoPIX EF21UT A PTZATAN—23 2 70 2ERELEBECEFIVT 1 Z2HKAR
(CRIE T B I(C(E, nat-control, nat, global, static, access-list, access-group N &N RZfF
A3, X1 )T7108VWA 2 RX—TIAAREBVAEZ—T T4 AOBZNTY MR
NEHEAZEBIDCENEETT, CORFIXIRNTE, CchsOIN ROEV, KR—
NDAEALOSA (T7AD—F42T)ORERE, ANV RFAVAVER—TIAAEER
Adaptive Security Device Manager ( ASDM ) ZERA L PIX Y7 RNJIF7 N—=232 7xTO
Outside XY N —9 7 RL AZ#: (NAT ) OBBEIZODVWTEHBLET,

3 ASDM52LIED —EO AT a >k, ASDM5ADOA TSI ERFRBEZIBEN HYVET,
HMICOVWTIEE, ASDMO RFIAXVRZESRHBLTLSESL,
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ASDM TF/NA AERETERDLSICTRHEICODVTIE, TASDM A® HTTPS 7 U+ ADFF
o 25RLUTLSEEL,

FATAIIAR—Fb

CORFIXVNOEBRE. ROVIRIITEN—RIITON-I3VICETVTVET,

- Cisco PIX500 =X &F21UT 1 PTSATAVYTIRNIIT N=232 7.0 k&

- ASDM /N\—> 3> 5.x LAk
CORFIXDNOBEHRIE. REDTRRRICHZTNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, B (F7FIIN ) REOREASBELTVET
o WRORY RD—UNRBBHRTHIBEICE. EOLSIBIARVRICDOVTE, ZTOEEN
BB I ODVTHRRIIERLU THEBENHBYET,
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COWMER. CiscoASAEF1UT A FPTIATVAN—I IV TxUBTEEATEET,

RFIXDNREBEOFBICOVWTR, 2RO TIAINTAYTADREFES 2ZRLUTLE
=L,

XY ND—IK
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AW YO U -ONLCOIm Outside NAT 192.168.1.3:24

Real: 10.16.1.16 -
Registered: 172.16.1.16

==

172.16.1.2:24

10.1.1.278

Your Inside Hosts E1 ED
10.1.1.25 to 10.1.100.254
and 10.1.6.1 to .62 Untrusted
Hetwork —
Inside Outside
Inside HAT r
—h.
i 192.168.1.2:24
10.0.0.0/8

COBRETHEALTWVWAIPFRLA AF—AR, 128 —%Y NETERICIL—FT 1 5T
BENTRBYERA, Cholk, SKBETEMAENIERFC1918 DT RLATT,

HIAEE

A2VE—TILARAERRDEHVTT,

- interface ethernet 0 : Outside ® nameif

. interface ethernet 1 : Inside ® nameif
F:CORFIXNTHEASTATVEZIN ROFMEFANSICIE. Command Lookup
Tool(BHFI—TFERA)ZFEAL TEEL,

FORNNOUY R FOEADEFA

TIORNDURTOEAR, EF21)T4 LRILOEGVA 2V EZ—TIAALS5EF2UFTa L
RILDEWA D Z—T I ANDELHEZZRLET, < NlZlE, inside A*'S outside N\ DIEH:.
inside A" S IERFEMT (DMZ ) NDIELE. BKRY DMZ ' 5 outside N\DEFEHENEENE T, RKE
TAVE—TIAADEFIVT A4 LRIFBEL)EVEVSEZHT TR, % DMZ H S5
O DMZADEHRECNICEFTFNDAREMENI HYVET, ChEBETBICE, PXAME2—TI
AALED TEF21)F 1 LRI BEEEIALET,

ROBIE, EF1VT 4 LRILEAVER—T I/ ABEOREZRLTVET,

pi x(confi g) #interface ethernet 0
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pi x(config-if)#security-level 0

pi x(config-if)#nameif outside

pi x(config-if)#exit

PIX 7.0 Tl& nat-control X > RABAEThTVWET, I 714F¥1L—>3> T—RT nat-
control N> RZFEH TS &, Outside BEAIC NAT A RETHIHNESHERBETEET,
NAT #lfl 2 A ZX—TIICTDE, PXYTRIIFTOLEON—3 2 ERUELSIC, PIRN
DR KNS TAVIEHFATDLEDICNATIIL—IIOEREN BETT, NAT #lIHHFT1E=—T I
IC%& 2 TWAEE (nonat-control ) . Inside R A NE, NAT JL—ILDFEES L T, Outside XY
RDO—DEBETEET, L. NTUY O PRLAEFELELZ Inside KA &25HEE,
ChSsORARNBIZNAT Z2RETHDHBENf HVYET,

ASDM Z A L T NAT $IfZERET 2 (CIk. ASDM Home 7 4 > R™IH 5 Configuration X 7' %
BIRL, #EX"Z1—H5 NAT ZBIRLF T,

Enable traffic through the firewall without translation: O 77> 3 > & PIX/N\—>3> 7.01) T
BAEhFLE, COFFT2IAVICFIVIOR—=INFFVTVWDE, I T74F1L—>3>T
& nat-control INX > RERITEhELBA, COOANVREFE, F77A4T7IA4A—)LZ2BIBITHDDHIC
THMAVETEBEVCEZERLET, BE, COF72aVICFIvION—I9MFVTVSD
&, REBERANCNTVY T IPFTRLAN®HZDEHE, TEERY ND—2 NRODTRHEKRA
RAIP 7 RLAICEBRENDHENBVEEEITTT,

RNEBRANCTTAR=RKNIPTRLAN®HBHRE. COAT3a>0FIvIR—0%ZHALT
. ABRARNENT VYO IPTRLACERTE, ABRARNNI AV E—FYNITIVEATE
BROICTIHLENHBYEXT,
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NAT &l ZERALTT7IORNND R T ORAZHUN TR EHICHER 2 DORV—HHY)E
T, BHIOR)S—RFEBRARTT, TERAERE static IV REFEALERART 14 v O T,
£/ natiglobal L—ILZ2FERALEFA A FIVIOTBRODESSHICKRYET, NAT HfIHNF1 &
—7NIZBE2TVWT, Inside RARANT VYO FPRLAZFE>TVWBEE, COEBRARIEH
EHYEEA,

( NAT HEA A Z—TINICHE2TVEIAT A E—TILICE2TVR A ICERESERAENhS )7
IRNDURTIELADES 1 DOEHE. Access Control List (ACL; 77+t A d> ~O—=)L

JDAN) DA BEETIHESHNTT, ACLHFFETHES. ACLEBFENZ7ORNINER—NZRE
ALT, BREXAFRARBERANITIEATE2OEZFATRIHLEN HYET, T74ILKT
&, PXBHOTIRNNTY RERICHTEDTIVELAFHRESH ) ELEA, ChiF, BETSA R

— 7 IAAICACLAREENATVWEWVWES, F7ZFIMTRE. BEB-ARXNSBREENATOVNET D
NN REEANTEICKEDCEZEKRLET,

NAT ZfEA L I inside "A BMA S outside TY RD—I9ADQDTF IV EADETA

NDERETIE, Y7V 510.1.6.024 LOITXTOFRANMIABANOT VAN FEEhET,
«._hiﬁo(,._ti FIETRIEISIC, nat ANV R& global AN RZFEALET,

1.NATICE®H D Inside FI—T2EHBLEXT,

nat (inside) 1 10.1.6.0 255.255.255.0

2.NATX TERENTLRARNNERENDARLA 2 E—TIAADT RLAT - ZEEL K
ERD

global (outside) 1 172.16.1.5-172.16.1.10 netmask 255.255.255.0

3. 0—NIFRLAT—ILZERKTSICIE. ASDM 2#HL £, Configuration >
Features > NAT O JEIZi#IR L . Enable traffic through the firewall without address translation
DFIVIN—V2ALET, itV TAdd &2 1Y 2L T, NATRule Z8%ELE T,
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4.[Manage Pools] 207 1) Y LT, NAT /=)L PRLAZEZLEY,



g% Edit Address Translation Rule

= ze NAT 0l

5. Outside > Add D JEIZERL T, EEZBIRL., TRLAOGT—IILZEELET,



]
Global Address Pools
Global Address Pools are used to configure Dynamic Metwark Address Translation (NAT)
addresses,
Interface Fool 1Dy IF Address(as)
insie ¢ Add
outside :
i
Pele
(8] Cancel Help
P RLAEEZAHDL, Pool DZAALTOKEDZUY Y bﬁ?‘o
E% Add Global Pool Item x|

Interface: ||:|L|t5i|:|e j Fool 1D: |1

* Range
" Port Address Translation (PAT)
" Port Address Translation (PAT) using the IP address ofthe interface

IF Address:  |[172.16.1.5 — 17216110

Metwork Mask (optionaly; |255.255.255.n

] | Cancel | Help




7. Configuration > Features > NAT > Translation Rules M JE(ZiZIRL T, Z#)L—)L&ZERL
£,

8.RETXTAE—TIAAELTlinside ZF#IRL, NAT ZEATBT7 RLAZANLET,

9. Translate Address on Interface Tld. Outside ZiEIRL . Dynamic ZiEIRL T, REL LT
RLRA 7—ILZERLET,

10.[OK] 22U Y S LET,

/

ﬁ Edit Address Translation Rule

'y !'|'I._' [ :r"_i

Source Hostiketwork

Interface: finside ~]
IP Address: 10160
Mask: Fﬁf.zéﬁ.zﬁh_n 3

MAT Options._..
Translate Address on Interface:  |outside =
Translate Address Ta
~ v ot Phitress | ~]
[ Bediractport
l:._ ; N0 ] | = =) L |- !n. AP
R 41 Dynamic  Address Pool: |1 :] Manage Foaols... ‘

Pool D ‘ Address

Ok Cancel Help

X

11. Configuration > Features > NAT > Translation Rules ®JE(Z:#iR ¥ % &, Translation Rules

ICEBRIRTENETT,
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[wl, e2F DA SERERS
Fterfaces
G ™ Enable rafc hrougH ihe frewall wifouladdress ranstaiion
B
=
Securly Policy * Tranzlalion Rules " Translalion Exampbion Rulas
wh Shiw Rules for Interface: [&] Intertaces = showan |
HAT
Rula Qriginal Translalad A
G
RN Twae Irterfacs Sourse Metwork Destinabon Metwark Irterfane Apdrass Edi
4;2 [irizictes o iy B1EiE 172161.5172161.10 Dalata |
Poubirg
o
Giohal Obj=cls
Progeaities
1] I I
i1 Slafle BAT il Comarnic MAT  Ju Slalic Palicy BT 451 Crmamic Policy AT Managa Fools..
Apiply I Resal |
Desice confguration naded sueces s, =admin=  FA[15) il B4 7D T:44:00 PM LTS

T, ALORARNIAZIRY NDO—=DIZT OV ATEET, AEOFRABNEIIEAEE
frEBBmITB e, JO—NIL T7=ILOF RLACEREIhET, P RLARK, £&IE, %
ICEBENDIEIC, JO-NIL 7=ILAO—FBREVT RLAALSE)HTSshFET, k&
ZE. FRAMOAB25H BRACABNOERZRKRTEHE. 7 RLRA172.16.1.5Z2%F
LET, ROKRANN172.16.16ZZELET. ChFRAEZT 1Y IEBRTEEL,
timeout xlate hh:mm:ss AN RTEZBENTWRFETIVT 1 JHENBED &, A1 LT
DRNLET, 7—ILAOT RLAKYEZL D Inside RANNEETZHE., 7—ILOK
#BDOT RL AD Port Address Translation ( PAT; R— K 7 RL AL ) ICFEAEhET,

PAT ZffB L = Inside " A R A S Outside XY RD—OAQF I ADEA

ZHAIZ inside RARNT 1 2ONT VYO FRLAZHETZHEE PAT Z2FRALE T,
global AZ7—R XU NMZ 1 DOF7 RLANABEETIATVEEE, TOT RLAGR—KE#REHh
F9, PXTRAVEA—TIAAZEIWL 1 DOR—NEBRNTRETHY), COZTBRTR, BE—0
JO—NIL T RLAANDTIT AT xlate 77 T RN HAKT 65535 I R—REhExd,
PAT ZfERH L T Inside R A M Outside XY RD—DICTF7 0 EATH0ZHFATHICIE. XOF
JEZEITLET,

1.PAT ICE®H S Inside TN —T7ZEFEHXLET (00 ZFEATDE, INTD Inside RAK%E
BRTDEICHEYET ),

nat (inside) 1 10.1.6.0 255.255.255.0

2.PAT THEAITZJO0-NIL PRLAZEELET, COTRLAICE, /1 22—T7I(4R
T RLAZERATEXT,



global (outside) 1 172.16.1.4 netmask 255.255.255.0

3. ASDM T Configuration > Features > NAT DO JEIZi#IR L . Enable traffic through the firewall
without address translation DF T v ON—0Z AL E T,

4.Add 20 YyOLT, NAT L= ZERELFT,

5.Manage Pools 20 Y LT, PATZ7RLAZEBELET,

6. Outside > Add M JEIZEIRL . Port Address Translation (PAT) 22 ') Y 2 LT, PAT D 1
D2OT RLAZBRELET,

7. PRLAZAHL, PoolIDZAXILT, OKZEODY '7 LET,

= Add Global Pool Item - x|
Interface: ||:|L|t5i|:|e j Fool 1D |1
" Range

* Port Address Translation (PAT)
i Port Address Translation (PAT) using the IP address ofthe interface

IF Address: (172161 .4 ey

Metwork Mask (optional): 255255 2850

2k Cancel Help

8. Configuration > Features > NAT > Translation Rules O JEIZiZRL T, Z#IIL—IILZERL
9,
9. RETXAEZ—T7 T4 AELTinside ZiEIRL ., NAT ZERAIAHT7 RLAZASILET,
10. Translate Address on Interface Tld. Outside Zi#IRL . Dynamic Zi#IRL T, FREL &
TRLAZ7=ILZERLET, [OK|ZIUYILET,



% Edit Address Translation Rule
= Use NAT " Use Policy AT

Source HostMetwork

Interface: ||:'*i':r j

IP Address: 01,60

Maslkc JES 2E5 255 1) TI

HE TSR |

MAT Options..

Translate Address on Interface:  [outsice |

Translate Address Ta

" 1 Shatic IF Address | LI

0 TiF

{ LLF AU L I_ [ransiated port I—

o 'iﬂ Crynamic  Address Pool; |1 j Manage Pools.,

Foal ID Address

] o Cancel Help

11. Configuration > Features > NAT > Translation Rules @ JE(Z:#iR 9 % &, Translation Rules

ICEBARRENET,
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Ed
Progearties
| | Il
i1 Slafle BAT il Comarnic MAT 4 Slalic Palicy BT 451 Crmamic Policy AT Managa Fools..
Apiply I Resal |
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PAT 2l T2 ELEE. ROBEEZEZREITHIHLEN HYET,

S BoIdO=NIL T RLAZ7=ILAICHS IP 7 RL A PAT TRIEETEREV,

CPAT R H323 77U —>a>r, £+ v 29 X—A H—/\, KV Point-to-Point
Tunneling Protocol ( PPTP; R4 RY— R4 N RV T 7O ) EE#HEL TH
BEE BB EWETEEXRH AL, PAT [&. Domain Name Service (DNS ), FTP &= &) FTP,
HTTP. X—JL. Remote-Procedure Call (RPC; UE—Kk Z7’O>—>+ 1—)J)L ). rshell,
Telnet, URL 74 ILRUYT, B LVHESE traceroute & (FEELE T,

T TATIA—=LBHTINFXFAT TTIT—23 0 2RTITRIHEN HDEEE,
PAT ZEALBV. NIWFXTFAT F7UT—232 @, PAT &> TRMHAE D KR—K
RYEVTERETHHEENIHYET,

CPIXVYT7RDIT7 UU—RA422) Tk, BIETERFITD IPT—X NTY MIXL TR PAT
BEEABAEL, PXYTZRIIT UU—Z423) TROOEENBEEATVET,
.global X RTEEEAEZIO—NIL FRLAOT—=ILAHDO IP 7 RLARK, IXTOH
HEYRND—D PRLAZPIX TT I LATAREICLTSHIC, EDNSIV N ZXELT
%, EDNSNYYEVITZERTBICKK, PRLAERARBOIVEV T 774ILICHD
L &JO-NIL 7 RLAIZXIET S DNS Pointer (PTR) L—RZFEALET, PTRI>
RUANBWEE, A RTRAEZ—Y NERFMBERERRZEERNICED AREEN B Y.,
FTIPERTREICIZ—HARELET, LExE, JO0-NILIPF7RLAN 192.168.1.3 T
PXtEF1VFTa FTIZATADRXAEN pix.caguana.com DF/E, PTR LI—KRiIF

RDRSIZBEYNET,
3.1.1.175.in-addr.arpa. IN PTR
pi x3. caguana. com

4.1.1.175.in-addr.arpa. IN PTR
pi x4. caguana. com & so on.



inside KA R D S outside FY RD—OADQFT 7 EAQEIR

BMBEBRBANRETFANITHUTERENTEY ., ACLARETPIXAEZ—T7 I 4RI
MUTERBENTVEWEES, F7FILRNTTIORNNTY REFENFFTENET, EELULRRIC
&2T, BEm. kL. ORI, R—FOWVWTIAFERLEFINTICESIWVWETIRNNDY
RTZ7OCAFBNIBETT, TOLEHICIE, access-list 1¥ > KT ACL 25&EL . access-
group IN > RTED ACL ZEHEREFELDOPIX AV EA—TIA AIZERTIXLENHYET,
PIX7TO0ACLIE, 1NV RETFTONNIDREFOFEICERATEER T, RICTTFIERK, 1
D2OHTZYNCELTRETZIRNNIRHTTIP 7oA ZHTTH—AT, tHOITXTDOKRA
NIZ& P Outside ND HTTP 7Vt AZEBRL., ThUAODIXNTODIP NTF T4V I%ZTNT
DAL THATTHHTT,

1.ACL ZE&RL &Y,

access-list acl_outbound permit tcp 10.1.6.0 255.255.255.0 any eq www
access-list acl_outbound deny tcp any any eq www
access-list acl_outbound permit ip any any

3 : PIXACLIXCisco IOS®IL—Z DACLE IEE% V), PIXIECisco IOSDHKRSBED A )L RH—
RYRVEFALELEA. TORDYIZ, EROYTZY N YAI%Z ACL EEXTHEALE
¥, CiscolOS JL—R EREHEIZ, PIX ® ACL I[CIFEEEM % Tdeny ally & ACL DHREICEE
LET. . HLOWFIOEAVARNRIVRNIUE, BEOACEORRICEMENET, KA
BEDACEZMNEBITHMEN HBHEE. 7VEAUAline¥F—J—REZFHTEEFT, X
I, AN ROEHNOHIZRLET,

access-list acl_outbound line 1 extended pernmit tcp host 10.1.10.225 any

2.ACLZARA>R2—TTAAICHEALET,

access-group acl_outbound in interface inside

3.ASDMEFEAL T, ATYTMORADOTIVELAJARNI NI EREL, 10.1.6.0/24H 5
DOHTTPRS 7 14 v U ZFFAILE J, [Configuration] > [Features] > [Security Policy] >
[Access Rules]ZiBIR U £ 7,

4. AdZT7)YOL, COTAYRIICKTENDEHRZADL, OKZIUYILET,



—

5.3 DM access-list T c1J&Z AN L =5, Configuration > Feature > Security Policy >
Access Rules ®JEIZERL, chsDIL—ILEZXRRLET,
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EETERVARAN SEBTEDXY RD—V LOKANAD
7O b ADHT

FEAEDHEBTIE, TOHEBOEFTESDIRYND)—IRNICHDI VY —AICHLTEETER
WERARDT OV EAZHATIHENHYVET, TO—MROEHE, AN Web ¥—/NTT, 7
72 RTRE, PX BABRARND SHIBRAMMOELEZEEFLET, NATHEE—RTZD
BEfZzFra 9% IC1k, static OV > K% access-list 1Y > K& KU access-group Y > REFA A
BETHERALET, NATHEN T =T ILICBE>TVWBRHEE, BRETHLEVOTHNE,
access-list 1Y > R & access-group AN RO AN HLETT,

access-group AN RTACLZA VR —T7 IAAIZEALET, COONY RICKY) ACL A1
VE—TIAACEENTSNh, BEODAMICHAND RT 74V INREENET,

Inside RARNDAZBADT UV AZHFT TS nat 5K global AV REEHBYIZ, static
Y RTR, BYEACLUTIL—7THNEMENTVREE, MAGOETBRNERE 1, Inside KA
NCKBDAEADT VAL Outside RARNICKDABADT VAN FIAEThET,

CORFIXNTRLUE PAT OFREHITIEE., Outside RARMA SO O—/NIL 7 RL ANDIE
MNEASNDE, TOT RLANZHOD Inside RANCHEHAETNTUES AN HY ET,
static N> RTRE 11 ONYEITHFERENET, access-list 1Y > KRTF Inside IRA
CHAENBELEDRATHIEREA, ChidEF21)T 4 LRILODEVRARNDEVRANIC
BRI 258ICEEICHETT, access-list AN RiIFAR—MEFTORIIOBAICEDIE, &
EOATLABEEOBEICESWTITIVEAZERPHICHARLEY), FICBELLLHRELEY TE
x£9,



CORFIXVNAD "RY ND—D BATITZ L TR, chsOINY REEALT, IX
TOFEETEZRVKRARNS Inside Web H—/NICEHETE, FETEZVARAN 192.168.1.1 A'F
UNS2EDFTPH—EARAILT IV EATERDLRSICPIX ZRETAHZEZRLTVET,

PIX/N\—>3> 7.0 A\ TDH ACL OfEH

PXYZ7RIDTF7 N=232 70T, ACLZHERAL TROFIEZERTLET,

1.

NAT $IMHA A4 Z—7IICE > TVWBIEE. Inside Web H—/NICx L T, Outside 7 RL A
FEEIO-NILTRLANDAZTAY O PRLAZEHREEERELET,

static (inside, outside) 172.16.1.16 10.16.1.16

EDRARNFEDR—BNZEAL T Web/FTP U —NICEKETEDIHN EZERLET,

access-list 101 permit tcp any host 172.16.1.16 eq www
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10. ASDM #* 5., Configuration > Features > NAT > Translation Rules D JEIZZEIRL £ 7,
11. Translation Rules Z2#RL., Add 22V Y JLLET, REXLT RLABHREANL,

Static Z:8IRLET, IPAddress 71 —J)LRICEIUZ RLAZAHDLET,



g% Add Address Translation Rule

" )

inside -
D —
]

ouside =]

CEE—

12. Configuration > Features > NAT > Translation Rules ®JE(Zi#iR3 % &, Translation Rules
ICEBMARTENET,



B Cisco ASDM 5.1 For PIX - 10.1.1.1 : = O] x|
Fila Rules Besarch Oplions Tools 'Wizards  Halp
L ) =3 f - g & Cisco Svsnnus
& 5 U O v QW &6 Jd 7
Home: Configuration  Mondoring Back Forovard Smarch Relresn Save Help
Confipuration = MAT = Translalion Rules
W, |27 @fd sReREQ
Iierfeces
i [ Enabls Faffic lrough e frewsll withou! addiess ranslaton:
|k
—ia
Securky Policy i+ Tranzlaton Rules " Translation Exernplion Rules
E’,]:; Show Rulas for Interface: |,=.|| IntasTaces :I Shiow &l
NAT Add
Fus Griginal Translated
r}j L L] ranslaie
L}
M Inbertace Baource Mekwark Desfinalion Natwork | Imteface Adirass Edd
a‘% 101ESAE DEIEbﬂl
Foutine
&
Glokeal Thiacts
Progearties
| | 1|
11 Stafic KAT i1 [wnamic MAT W3 B8l Pollcy HAT J21 Dynamic Folicy MAT Wanage Pocls,
| Reset !
Devce corfiguration loaded successTull sadmin= | HALIE) v ool 34| 71106 T:44.00 PM LTS

13.ACL 2RI 2BAE. XOON REFEHALET,
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R—TIAAEHBEEEDRENTEXRT, COMEERK, PIX7.0 TRIATEEY,

FEAR—ADFRICKY, OV REF2TTRREIET,
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static [(internal_ if name, external_ if name)] {tcp|udp} {global_ ip|interface} global_port
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ALET,

CORYRNT=TDOBITOR—KN VEALI>32 (T7ATD—FA2T )RBRODLSIZBYIET
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AEBIL—HE Telnet EBXRZ—ZD IP 7 RL A 172.18.124.99 (ZixV), PIX %z 10.1.1.6
CUAALIONT B,
A —HEFTPERZ—ZEDIP 7 RL A 172.18.124.99 (ZiEV) . PIX 2 h%E 10.1.1.3
CURALIRNT B,
- HE I —HE Telnet E3R%Z PAT 7 RL A 172.18.124.208 IZikV), PIX % 10.1.1.4 (Z
DRALIKNT B,
- AAE I —H & Telnet R % PIX Outside IP 7 RL X 172.18.124.216 (ZiXV), PIX ECh %
10115 ICURAL O NT B,
HAEI—HE HTTP ER%Z PIX AEZB IP 7 RL A 172.18.124.216 IZiEY), PIX ik h%
10115 ICUAAL I RNT B,
BB —HE HTTP 7R— b 8080 R % PAT 7 RL A 172.18.124.208 |IZix}V) . PIX [ h
Z 10117 DAR—K 80 ICUAAML I NT S,
ZOFITIE, ACL100ZEAL T, AEASHAIBAO—LOI—HFOTFT IV AZ7OYILET
o COFIEEFAT>a2TT, ACLEZRELBITAIEFE, IXTORNT 71V JRIRENFTEL
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XYND—O BATFPIZL : R=NVEAL O3 (T27)—F12T)

10.1.1.2 | 172.18.124.216
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i Outside
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Inside Addresses: | \ Qutside Addresses:

10.1.1.6/23

10.1.1.3/21 PAT address - 172.18.124.208 15 10-123.93/23
10.1.1.4/23 - 172.18.124.99/21
10.1.1.5/23 | 172.18.124.208/23
10.1.1.5/80 | 172.18.124.216/23
10.1.1.7/80 i 172.18.124.216/80

172.18.124.208/8080
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fixup protocol ftp 21

!--- Use of an outbound ACL is optional. access-list 100
permit tcp 10.1.1.0 255.255.255.128 any eq wwww access-
list 100 deny tcp any any eq www access-list 100 permt
tcp 10.0.0.0 255.0.0.0 any access-list 100 permit udp
10.0.0.0 255.0.0.0 host 172.18.124.100 eq dommi n access-
list 101 permit tcp any host 172.18.124.99 eq tel net
access-list 101 permit tcp any host 172.18.124.99 eq ftp
access-list 101 permit tcp any host 172.18.124.208 eq
tel net access-list 101 pernit tcp any host
172.18.124. 216 eq tel net access-list 101 pernmit tcp any
host 172.18.124.216 eq ww access-list 101 permt tcp
any host 172.18.124.208 eq 8080 interface EthernetO
nanei f outside security-level 0 ip address
172.18.124. 216 255.255.255.0 ! interface Ethernetl
nanei f inside security-level 100 ip address 10.1.1.2
255.255.255.0 ! global (outside) 1 172.18.124.208 nat
(inside) 1 0.0.0.0 0.0.0.0 0 O static (inside,outside)
tcp 172.18.124.99 telnet 10.1.1.6 tel net netmask

255. 255.255.255 0 0 static (inside,outside) tcp
172.18.124.99 ftp 10.1.1.3 ftp netmask 255.255. 255. 255 0
0 static (inside,outside) tcp 172.18.124.208 tel net
10.1.1.4 tel net netmask 255.255.255.255 0 0 static
(inside,outside) tcp interface telnet 10.1.1.5 tel net

net mask 255. 255.255.255 0 0 static (inside,outside) tcp
interface www 10.1.1.5 ww net mask 255. 255. 255.255 0 0
static (inside,outside) tcp 172.18.124.208 8080 10.1.1.7
www net mask 255.255.255.255 0 0 !--- Use of an outbound
ACL is optional. access-group 100 in interface inside
access-group 101 in interface outside
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. Translate Address To Tld, Static Zi#iRL . Outside IP 7 RL AZ AH L T, Redirect

5. EMAB RVOEMBDR—MNEHMZADLET ( ZDBITEAR—N 23 HRFEIhET ),
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static ZH L /= TCP/UDP v < 3> Q4lIB

TCPEEIFE UDP Y>3 % PIXIASA AICEEENTVARAY—NICHIRIZIHEN H D5
&lE. static X REFEAHALET,

H7ZY NEEOER TCP BKU UDP EHNDBRABZEELET, T74IILNE 0 T, B
BEPRTHZICEZERLET (71 RIVREDESE, timeoutconn IX > RIZK Y IEEE h
ETARILZALTIRBEBLERBICEALSNET ), COAT> 3k, Outside NAT (ZiE
BHAehFEFtA, EF1VT4 TTSAT AR, EF21UFT4 LRILOBVA 2 EZ—TIAAND
SEFX1V)T4 LRILODEVA D EZ—T I A ANDEHFOHKZEBIFLFT,

VNGB ZHR TS E, DS HELSORBICAVET, EFXF1UT1 FTSA4TVARAR. 1
HHEREFEALTTICP A E—t7 N2 NUHALET, ChIZKVY, TCPSYNNXT Y RTA >
B—TIARETZVTATIBEILR)THhND DoS WEA S Inside AT LN REE

nEY, YHERE. REXEEEOBTYREL/NY R I VERTLTVWEVERERTY
o AT A, Outside NAT ICERAEhELA, TCPA U 2—E7 MNEERK., X1 UF
1 LRILOBWRANKERY—NICOKBERAENE T, Outside NAT ICHIHAFIRZREL 1235
B, HEREERENET,

BRI, W22 0FZRLET,
ASA(confi g)#static (inside,outside) tcp 10.1.1.1 www 10.2.2.2 www tcp 500 100

! -—- The maximum number of simultaneous tcp connections the local IP !--- hosts are to allow is
500, default is O which neans unlimted !--- connections. Idle connections are closed after the



tinme specified !--- by the timeout conn command !--- The maxi num nunmber of enbryonic connections
per host is 100.

%PI1X-3-201002:{static|xlate} global_addressD#E#HEHNF ZF &£ | ens nconns

ChIFELGICEEBELEXYE—2TT, CcOXYE—IANOTICEBRENDIDIE., BEEODART
1Y FTRLANODEBRESGEHZHB X EHEETT,. econns BT W HIZLE DK AT, nconns
(& static £/ & xlate ICFFAIENTVRELEORABTY,

ARTAYVYI FRLAANDELGICEESNTVSHIEEMHERTSIZ(E. showstatic IV R&E(E
A2 %2 #HRBVELET, COFIRIIERERRETT,

%ASA-3-201011: 1€ > & —7 I 4 AOutside®10.1.26.51/2393%* 5 10.0.86.155/135\ D E{E/\ T
Y N OEHHIRA 1000/10002BAEL 1=

COIT—XYvtE—2 &, CiscoBug ID CSCsg52106(B T I1I—HEA)ICERLET., FHHll.
CONTZZRLUTLEEV,

RREX—ADTFIOEA VAL

REASEEZERL TEFNAANOT VARG HBRENEE A, time-range IN > RTERS 1
2ORKEERLITTT, FEAEEZEZELTHS, ChERNT T4V I=IXToaviC
BATEEXRTD,

BFREIAR—A ACL 2% 9 5I(CIk, time-range N> RZFEAL T, BB ITEAOEBENEKE %
EELET, £\ T with the access-list extended time-range 1Y > RZFEAL T, T OREEHE
ZACLICNAZRLZET,

BREEREEF1IVT A FTSATVAOIATLA IOV VICETERT, £IEL. COBBER
NTP A LEICERATDEREMRHITT,

RS Z/ER L . RRESEHNRETE—RZAS L, absolute $ KT periodic IV REFEAL

THEHSBAOD/NSX—2EERXRTEET, time-range 1Y > R®M absolute F¥—"— R & periodic
F—D—REFT7FIRNZEICERTTDICE, BESEEAREE— R Tdefault IV REFEHALE
¥,

RN —A ACL ZRETBICIE, time-range N> RZFEAL T, BERUVEAOBENKE%E
EELETT, %L\ T with the access-list extended INY > RZFHAL T, KEEMA%Z ACL IZ/NA
RUET, XOHITIE, MSaless EVSEBID ACL Z "New York Minutes &L S BET DB
REFIC/N1> RLTWET,

CDHITIE. "New York Minutes EWSBRINREEEEZ/ER L. RESEEREET— RICAY
x99,

host nane(confi g) #time-range New_York Minute

host nane(confi g-ti ne-range) #periodic weekdays 07:00 to 19:00

host nane(confi g) #access-1list Sales line 1 extended deny ip any any time-range New_York Minute
host nane(confi g) #access-group Sales in interface inside
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- show tech-support 1< > RMOH 5
- logging buffered debugging 1< > RE1T#% D show
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PRELETF—REFE, ERELEVTL—2 TFAMER
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