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E il

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
RELE

B8

"

axX ;&
XY RNID—OK
IKE & IPSec 8%

PIX-01 show Y > R

PIX-02 show_ 1Y~ R

N Sl
NSFNZA—TFT420DEHDODIAI R
B E B R

B=

CDEREICKY), 2 DO Cisco Secure PIX Firewall &, 1> —%Y NELEEF IP

Security (IPsec ) ZFEAT2EENO/NT VYU XY ND—VRHETPIXBOFREEN—F VI
TS5AR—N XY RT—4 (VPN) RV ZLEBBTEET, IPSec £, IPSec EFHTF—
ROEEM, T—2DELMH, BRETF—XORETORIAEEZRHIZ AT AXA—R%E
HABDEEEDTT,

V7RI IT N=232 7xHBEITS Ciscotx¥Fa1 VT4 FITSATATOY A4 NE IPSec
VPN OERERZEOFMICOVTIE, FPIXIASA7.X: CiscotF* 1 UTATITSATATY TN
DITFN=237xDBELTVWBELUSF) A0 MIE. TPIX-to-PIXVPNR > R OEE
REH. ESBLTLSEETL,

LI Sua

B
CORFIXDNCHBNDEHESY EHA,

FATRIR—Fb
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CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

NI RNIJIFTIN—2326.30 BT S Cisco Secure PIX 515E Firewall
VT NI TIN—2326.30 @83 B Cisco Secure PIX 515E Firewall

RECE
REIXY NEROBMEE, TYRITIZNL T4y TAOKRE) EBBLTLLEE W,
BRI

IPSecxd>I—>3 ik, 2204V E—RY RF—TIVAFIVI(KE) 7T —XEEL5DOD
ATYTICDFBENTEERT,

1. R{RRNT T AV IIZKI2TIPSec N RIILHFBEBRENET, IPsec ET OB ZEIEE NS b
S74Vv 0k, WRRZ TV IERBENET,
2.IKE 7x—X1 Tl&, IPSec EFE =LA, IKE Security Association ( SA; ¥ 1T 1 #&
YRS —IZOWTRDSI—MLET, ET7HARIE 1B &, Internet Security
Association and Key Management Protocol ( ISAKMP ) 2R L TRE£B M RILHIERE
nE9,
3B.IKE7I—X2Tl, IPSec EFPRLHNRIAEZHANDEZLBE N XIZFEAL T, IPSec SA
NSVAT7#—LEZZXIDI—MNLET, HERVD—0OXOI I -3 2UIC&2 T,
IPsec N> RILOILFENREVET,
4.1PSec R RILHFERE N, IPSec NZUAT7#—L Y MIEREE iz IPSec /AT X—
RICETVT, IPSec BTTHF—RNFiEEhET,
5.1Psec SANHIBRE B D, TOZAT7 A LOBMHRNYIND &, IPsec NRILIFHKT
LET,
E EPTHEDIKEZ T—XDOSAHN —H LB WEE, 2D0OPIXEOIPSeckI>I—> 3
KBMUET,

BRIE

COtEI2aTTR, CORFIXVNTHATIREZRETDLHICHEZBTRERMEL T
W&Ed,

F CORFIXNTHEAENZIAN ROFMIC DWW T, Command Lookup Tool ( &#&1
—UER ) ZFEALTEZL,

XY BND—UK

CORFIXVRNTR, RORY ND—OFATIZLZEALET,
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10.1.1.% 172.16.1.%

PIX-01 PIX-02
"f'liﬂlh{fizéﬂﬂ mmwmt'“ﬁéiﬁj?'liilhi_
10111 192.168.1.52 1722211212 4751611

X CORETHEAECNZDIPPRLYSIFRE, A F2—FY NETERICIL—FT 1207
EBEREODTEHYEBA, CNSIFE RFC1918 TOHOT7 RLATHY) ., SZARBETEHAETNEED
T9,

IKE & IPSec &%

FZPIXDIPSeciElk. ET7RERE, BEIXYTERNS VAT —LtY NCHUTERE W ES

BHRAUZFBALLBEICOKERYET, REK. writeterminal IY > RE zldshowIY > R%&

FRLUTHRETEET, ZHT507 > RiK, showisakmp, show isakmp policy, show access-

list, show crypto ipsec transform-set, & & T show cryptomap T9., ChS5 NN ROFMIE
FCisco Secure PIX Firewall IN> RUT7 7LV A5 Z5RLTLSEE L,

IPSecZRETDICIE. XOFIEZETLET,

1. BRI HEX—DIKEDHRE

2.|PSec MEEE

3. XY RNT—IOFT RLAZB(INAT)DERE
4. PIXSATLAZATS 2> DFRE

BIHEF—DIKEDRE

IPSeci&ii 4 > Z—T7 I 4 ATIKEZEMIC TSI, isakmpenable IV REHTLET,
NFVATE., APIXDOAEA >R —T T4 AN IPSec A VR —T I A ARICKYET,
IKEIEHEDPIXTEREETNET, ChSNDINY RiE, PIX-01O&ERRLET,

isakmp enable outside

Fh, KEXD>I—2a HIERENBIKERV D —E2ERITDHLENHYET, ChZETS
IZik, isakmp policy AN RZERITLET, cOIANY RERTIZDHEEF. RUS—HF—FIC
BRENDRSIZTTAAFAVTALRILZE) HTBDRBENFHYVET, COT—ATR., &7
FAFDTAOEW1 ZRUD—ICEINETET, RUD—R&, BEHEF—, F—XFHAAD
MD5/\v = 2 F7)LJ') XA, Encapsulating Security Payload(ESP)FH ®DES. # & U*Diffie-
Hellman group1Z2 AT AL DICREETNE T, & SATA T RALZFERATAIRSICHREE
nEI,

isakmp policy 1 authentication pre-share
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isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

IKE Q> 7 4F¥1L—>3 &, showisakmp policy AN RTHRTEEXT,

Pl X- O1#show isakmp policy

Protection suite of priority 1

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Message Digest 5

aut hentication nethod: Pre-sShared Key

Diffie-Hellman group: #1 (768 bit)

lifetine: 1000 seconds, no volune limt

Default protection suite

encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard

aut henti cati on nmet hod: Rivest-Shamr-Adl enman Si gnhature
Diffie-Hell man group: #1 (768 bit)

lifetine: 86400 seconds, no volune limt

R#&IC, isakmp keydN > RZFKITL T, BRHAEF—ZR/EL. E7PF7RLAZEVNETET
- BRHEREFERTZHEER. IPSecETICRULERZRETHIHLENf HYET. PRLA
k. VE—RNETDIP7RLAICK>TELBZWET,

isakmp key ********** gddress 172.22.112.12 netmask 255.255.255.255
Pl X- 01#

RS —I&, write terminal N> RE & showisakmp AN RZFEHAL THERETE X,

Pl X- 01#show isakmp

i saknp enabl e out si de

i saknp key ******x**x gddress 172.22.112.12 net mask 255. 255. 255. 255
isaknp identity address

i saknmp policy 1 authentication pre-share

i saknmp policy 1 encryption des
i sakmp policy 1 hash nmd5

i sakmp policy 1 group 1

isakmp policy 1 lifetime 1000
IPSec DEYTE

IPSecld, —FH DPIXA A DOPIXAZFERY NDO—DVRBRETDINT T4V IO EZETSHERA
ENET, CcORNT T4V, IPSec ICRBDRENIUBEBB/RNT T4V IERBEIETT,
TFOERBAVARNZERATADZEICKY, IKE & IPsec DR T—>a>a@BEsBE3d 8T 74
VORBETEEXT, COTFTIEAVARNE, IPSechZFILZNLTI1011XxRY RD—=0h 5
172161 XKY RD—=DICRT T4V I RZEETRHEZHTLET. RFEDPIXERENDT VA
DARNE, COTOEAVARNZZS—D)2TJLTVET, ChEFPIX-01ICEBLTVWET,

access-list 101 permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0

IPSec NS RAT7F3—AL Y NE, F—R JO—2REIHDLEHICETTERAE NS F2UT
ARV —ZEELET, IPsec NFUVAT7F—L%ZEET S, crypto ipsec transform-set
NORZEALVLEY. RSOAT7A—LEYRNIRFE—ENRBZRITAIHBEN HV), IPSec F



A)FT4 JORINZERZTZIEDICRRIDORNSI VAT A—LEBIRTEE T, COHRER
C2O0EBRETEMEALE T, esp-hmac-md5 & esp-des.

crypto IPSec transform-set chevelle esp-des esp-md5-hmac

EEXY . BEBILRNTS 74 Y ORDIPSecSA 2R ELET, BENY T Z2ERTSICIE.
RYTRBRED—TOABTREN)HTHDVENHYET, RIC, BEIXYTNSIAXA—Z2E2EEL
F£9, RRENBBEEIY Jtransamik, IKEZEHAL TIPSec SAZREIL, FI7EAUADN
1MVUC—RTBDINTORNT T 1Y U ZBEELL, Y RET &S, chevelle transform-set f£
ALTRNZ 74y 00tF1)T4R)—EEILET,

crypto map transam
crypto map transam
crypto map transam
crypto map transam

IPSec-isakmp

match address 101

set peer 172.22.112.12

set transform-set chevelle

1
1
1
1
EENY T EERLES, BEX Y 2A 23— I/ RICERALEYT, BRTB2/1/2—TT
141 A, IPSeciisA >V Z—T IA ATHIHVENHYET,

crypto map transam interface outside

show crypto mapd¥ > RZRHITL T, VUTRKNIVITOBEHZRRBLET,

Pl X- 01#show crypto map
Crypto Map: "transam interfaces: { outside }

Crypto Map "transaml 1 |PSec-isaknp

Peer = 172.22.112.12

access-list 101 permt ip 10.1.1.0 255.255.255.0 172.16.1. 0 255. 255. 255
Current peer: 172.22.112.12

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

Transform sets={ chevelle, }

NAT QOEETE

CODIANV RIE, IPSeCcORRERBENDRNT T 1Y JZNATRELBVRSIZPIXIZERLF
T, LN DT, access-list AN RXIC—HTH2INXNTORNZT 714V, NATH—ERALS
BRINENET,

access-list NONAT permit ip 10.1.1.0 255.255.255.0
172.16.1.0 255.255.255.0
nat (inside) 0 access-list NONAT

PXATALAFZS a2 ORE




BEEY>IEINT, POCRRA VARNEEFEIAVDY MK > THRHVICHTE D HEN
&% =%, sysopt connection permit-ipsec AN RZEFEAL T, IXTDEIE IPSec FRAEF & AE
Ftty>a aFALES, IPSecTHRES NN 714y OTR, EHAVIDDYRNF
IVIONTRICEY, FORILOERNF KR THATEEN HYET, sysoptIN > RiK, EEE
EBPIXTT7AT A= )IOEF 1) T B REMEEZRARLET,

sysopt connection permit-IPSec

CERAOY AT 7/INA AD write terminal XY RO DIF—E2HFH2BFER, 7ORTY RN A
VR—=7)ER(BREI—YER ) ZFEALT, SBEFEECINIBEEXBEEZRRTEET, 77V
R7YRAR—=TVR (BEI-YEA)ZFEATHICE. AT 1> LT, JavaScriptZE3
CTBRVENHYET ,

P1X-01(192.68.1.52)

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane PI X-01

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--—- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0

!--— Do not perform NAT for traffic to other PIX
Firewall. access-list NONAT permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0

pager lines 24

ntu outside 1500

nmu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 192.168.1.52 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip
address inside 10.1.1.1 255.255.255.0
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ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa-server RADI US protocol radius

aaa-server RADI US nmex-failed-attenpts 3

aaa-server RADI US deadtinme 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

!--- IKE Phase 2. !--- The | PSec transformset
"chevel | " uses esp-nd5-hmac to provide !--- data

aut henti cati on.

crypto IPSec transform-set chevelle esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map transam 1 IPSec-isakmp

!--- Assigns interesting traffic to peer 172.22.112.12.
crypto map transam 1 match address 101

! --- Sets the IPSec peer. crypto map transam 1 set peer
172.22.112.12

!--- Sets the IPSec transform set "chevelle" !--- to be
used with the crypto map entry "transam". crypto map
transam 1 set transform-set chevelle

!--- Assigns the crypto map transam to the interface.
crypto map transam interface outside

/--- IKE Phase 1. !--- Enables |KE on the interface used
to term nate the | PSec tunnel

isakmp enable outside

!--—- Sets the ISAKMP identity of the peer and !--- sets
the pre-shared key between the IPSec peers. !--- The
same preshared key must be configured on the !--- IPSec

peers for IKE authentication. isakmp key *****k**
address 172.22.112.12 netmask 255.255.255.255
!--- The PIX uses the IP address method by default !---




for the IKE identity in the IKE negotiations.

identity addres

isakmp
s

!--— The ISAKMP policy defines the set of parameters

- that are used

parameters are
!--- The show i

isakmp policy
isakmp policy
isakmp policy

differences in !--- the default and configured policy.
authentication pre-share
encryption des
hash md5
group 1

isakmp policy

for IKE negotiations. !--- If these
not set,

sakmp policy conmand shows the

J

the default parameters are used.

1
1
1
1

isakmp policy 1 lifetime 1000

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

: end

PIX-02(172.22.112.12)

Pl X Version 6. 3(5)

interface ethernet0 auto

interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane PI X- 02

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--- Defines interesting traffic that is protected by
the IPSec tunnel. access-list 101 permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0

!--— Do not perform NAT for traffic to other PIX

Firewall. access-list NoNAT permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0

pager lines 24

ntu outsi de 1500

ntu inside 1500

mu intf2 1500

mu intf3 1500

mu intf4 1500

mu intf5 1500

!--- Sets the outside address on the PIX Firewall. ip
address outside 172.22.112.12 255.255.255.0

!--- Sets the inside address on the PIX Firewall. ip

address inside 172.16.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm




no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

!--- This command tells the PIX not to NAT any traffic
!--- deemed interesting for IPSec. nat (inside) 0
access-list NONAT

I--- Sets the default route to the default gateway.
route outside 0.0.0.0 0.0.0.0 172.22.112.1 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout sip-disconnect 0:02:00 sip-invite 0:03:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa-server RADI US protocol radius

aaa-server RADI US nmex-failed-attenpts 3

aaa-server RADI US deadtinme 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- Allows IPSec traffic to pass through the PIX
Firewall !--- and does not require an additional conduit
!--—- or access-1list statements to permit IPSec traffic.
sysopt connection permit-IPSec

!--- IKE Phase 2: !--- The |IPSec transform set defines
the negotiated security policy !--- that the peers use
to protect the data flow. !--- The |PSec transform set
"toyota" uses hmac-nd5 authentication header !--- and
encapsul ates the payload with des

crypto IPSec transform-set toyota esp-des esp-md5-hmac
!--- Crypto maps set up the SAs for IPSec traffic. !---
Indicates that IKE is used to establish IPSec SAs.
crypto map bmw 1 IPSec-isakmp

!--- Assigns interesting traffic to peer 192.168.1.52.
crypto map bmw 1 match address 101

I --- Sets IPSec peer. crypto map bmw 1 set peer
192.168.1.52

! --- Sets the IPSec transform set "toyota" !--- to be
used with the crypto map entry "bmw". crypto map bmw 1
set transform-set toyota

!--- Assigns the crypto map bmw to the interface. crypto
map bmw interface outside

/--- IKE Phase 1: !--- Enables |KE on the interface used
to term nate | PSec tunnel

isakmp enable outside

!--—- Sets the ISAKMP identity of the peer and !--- sets
the preshared key between the IPSec peers. !--- The same
preshared key must be configured on the !--- IPSec peers

for IKE authentication. isakmp key *******x* address
192.168.1.52 netmask 255.255.255.255
!--- The PIX uses the IP address method by default !---




for the IKE identity in the IKE negotiations. isakmp

identity address

!--- The ISAKMP policy defines the set of parameters !--

- that are used for IKE negotiations. !--- If these

parameters are not set, the default parameters are used.

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5
1
1

isakmp policy group 1

isakmp policy lifetime 1000

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

end

j 2

CCTR, BENELKHELTVWA L ZRABIDLHICEATIERERLET,

— D show XY KRZIRTY b (VBT YR YL LI THR—PENTOET (¥
B1—YEA ). COY—LEEMTHEL LT, show ANV KENOSTERERRT
EES

. show crypto IPSecsa : DY~ Rk, IPSec SANDRENAT—RA%ZXRRL, NTT 4
YIONBEBENTVRIAESHZHEITEIDICKILIEET,
- show cryptoisakmpsa : COON > RiF, IKESADBREOREZRRLET,

PIX-01 showdY¥ > R

PIX-01 show3dY > R

Pl X- 01#show crypto IPSec sa
interface: outside
Crypto map tag: transam, |ocal addr. 192.168.1.52

| ocal ident (addr/mask/prot/port):
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

renote ident (addr/nask/prot/port):
(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)

current _peer: 172.22.112.12

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are being sent
!--- and received without any errors. #pkts encaps: 3,
#pkts encrypt: 3, #pkts digest 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: 0

#send errors 2, #recv errors O

local crypto endpt.: 192.168.1.52, renpte crypto endpt.
172.22.112.12

path mtu 1500, |PSec overhead 56, nedia ntu 1500

current outbound spi: 6f09cbhfl

!--- Shows inbound SAs that are established. inbound esp
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sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: transam
sa tinmng: remaining key lifetime (k/sec):
(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound pcp sas:

!--- Shows outbound SAs that are established. outbound
ESP sas:

spi: 0x6f 09cbf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: transam
sa timng: remaining key lifetime (k/sec):
(4607999/ 28430)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM _IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-0l#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _IDLE 0

1Maui-PIX-01#

PIX-02 showd <Y > R

PIX-02 show <> K

Pl X- 02#show crypto IPSec sa

interface: outside
Crypto map tag: bmw, |ocal addr. 172.22.112.12

| ocal ident (addr/mask/prot/port):
(172.16.1.0/ 255. 255. 255. 0/ 0/ 0)

renote ident (addr/mask/prot/port):
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

current_peer: 192.168.1.52

PERM T, flags={origin_is_acl,}

!--- This verifies that encrypted packets are !--- being
sent and recede without any errors. #pkts encaps: 3,
#pkts encrypt: 3, #pkts digest 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts
deconpress failed: 0O

#send errors 0, #recv errors O




| ocal crypto endpt.: 172.22.112.12, renote crypto
endpt.: 192.168.1.52

path mu 1500, |PSec overhead 56, nedia ntu 1500
current outbound spi: 70beOc04

!--- Shows inbound SAs that are established. Inbound ESP
sas:

spi: 0x6f09chf1(1862913009)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto nap: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound PCP sas:

!--- Shows outbhound SAs that are established. Outbound
ESP sas:

spi: 0x70be0c04(1891503108)

transform esp-des esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: bmw

sa timng: remaining key lifetime (k/sec):
(4607999/ 28097)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:
out bound PCP sas:

!--- The ISAKMP SA is 1in the quiescent state (QM_IDLE)
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-02#show
crypto isakmp sa

dst src state pendi ng
created
172.22.112.12 192.168.1.52 QM _TIDLE 0
PIX-02#

JO—-N)IL3aA>714F¥ 1L —>3>2F— R Tmanagement-accessTN > RZEERELBZWVRY ,

PXOREAL > R—T I A ApingZRBITLTB U RILEERITDEETEEEA,

Pl X- 02( conf i g) #management-access i nsi de
Pl X-02( confi g) #show management-access
managenent - access i nsi de

hZ70231—b

CoTH. BEORNS TNV 1—FA VI ERATEDBRERLET.

NSTILNSaA—F1429QEHOOAIVR

¥ :cleardX > REBRET—RTERITITDIHENHYET,



. clearcrypto IPSecsa : cOX > RiE, VPNRURILOZXO T —RNICKBLU R T,
IPSecSAZ )Y RLET,
. clearcryptoisakmpsa: cOIN > Rik, VPNR U RIIOZRIS T —MCKBLEET
ISAKMP SAZ )ty NUET,
X :debugdN > RZRITITSHEIIC, TdebugdNV ROBEHXFEHR 2RLTLKEETV,

- debug crypto IPSec : V54 7> RAVPNERHDIPSecHnZX AT —KLTVWBAESH
ZRRLET,
- debug crypto isakmp : E7 AVPNEFHDISAKMPE 22X I T —RLTVR A ESH ZEX
RLET,
BHENFTETLES, showdN Y REFRHL THRRTEET,

BYE 15 $§

.PIX ICB8g D HR—pK R—=D

PXOXRRVZPL2A

- Request for Comments ( RFC )

-IPSec XA IT—>aV/IKEZOMINLCBETEZHR—K R=T
- TOZHhIL BHR—bE RFI XN - Cisco Systems



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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