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PIX DEXTE
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RADlUS B KV TACACS+ FBEEIE. FTP, Telnet, KT HTTP D#ELICK L TEITTEET,
WAl — MU TRERAMEOZORINTE, BERFTSENTEXRT, TACACS+ FRIEHN Y
71' I\éh'(\,\ﬁ?o RADIUS iz HR—RhEhELA, UBION—23 BT LE,
PIX5.1 OFREE. &Fd. FHIOT 1427 (AAA) . HLIREREE ( xauth ) ( Cisco Secure VPN
Client 1.1 b‘bd) IPSec I\‘/?)Lﬂ) SEf ) "EEENTVET, --

1EE S

EH

CORFIXVNIBEIZERTODEHREHEEA,

FATRIIAR—F>b

CORFIXNE, BEDYTIRNITITXN—RIITON—IaVIZIREENDEDOTRSD
EBA

E‘E

KEF1XY NERORME. TYADFUNL T4 YTAQORER, ESRLTI L,
BREA
PRl L R A O

. F33E ( Authentication ) &l&, I—HHNMEBEHI ERIETDETT,

. 27 (Authorization ) &, 1—HYHFMAZTERH ZHFATSHETT,

cREEE. RANFBLTEBHTY,

CRAE, BN BVEEMTRES Y EE A

RFTE 1IN LECETT,
ABBEAOI—HHFHY, GLLEHICChSOI—FD6 D2RY RT—TOAZD FTP,
Telnet, FEEFE HTTP ZEhBRELVERRELTTEW, PIXZEE NZ7 1Y U%ZFRIL
L INXNTO 6 ADI—HIZ TACACS+HRADIUS EF 1T A4 H—NXOIDZEZXADELS5ICEVE
o YUTIAREILE2T, CO6ANI—FRI—FEBLT /NAT—RIZK>TREATE
FITETLTHLPTET, O M ANDI—HREHEA TR EN TEFEEATLE, PXEI—Y
BENAT—ROAIZI—HICRYD, TOI1—HFHE/NAT—R%Z TACACS+RADIUS £+ 1
)74 H—=/NIZEL, TOREBICRLUTERZBE<D, EELET, cO6 ADI1—HF
FTP, Telnet, £k IlE HTTP 232 AN BV FT,

LALZD 6 ADI—D 1 A%, "Festusy ., TREVTIFHMEINDIERELTTFE W,
TBELSIC Festus AZBIZ FTP &, W HTTP £k Telnet A EAET, <DIFJFE. 1—HH
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HHL)ZERITBREEICMA T, BEY ( DFEYW II—HYHNRITTEIRIEZFIITHHEE ) ZEMT
DUENDHYVET, Nl TACACS+ EEFEMTT, PXICERIZEMTSHEE, PXIEEF
AFAH=NICBAIC "IV Rl N Festus RATWVWBEND%E Festus DI1—HE KT /N

ATD—REZEELELEY, EF21V)TFTAH—=NICTBDEZRNTVRRIAERZEE LET
o EBAEH—NEYRTYFICKDT, Festus l& Ttp 1.2.34, ICRFRAITBDCENTEEL L
A, ECTEHTTP £ Telnet \DBELEBEEThET,

3?.5'

AEZEMCLELECI—YERTENIAE

?

[RBANFBWEHZBEIC. AL SHIIC (FLBZOFEHF@EIC ) BELELSETHE !

. Telnet : 1— 'U“%"ciﬂ?&)%TEl DTRIFRRENTHAS, NAT—RABERENET,
PIX/H—/NTRREE ( B RUERA ) ICHIN TR E, ABBOBWERANNDSI—HEE/NADT—
ROAHDERHSNET,

FTP: 1—9%g&ZRHZ 7OV M I1I—HICRRENET, 1—FBEDLEHD
local_username@remote_username 8 K T/NAT— RO =H D
local_password@remote_password Z A N2 a2 1—H—N_—X, PXEO—AHIL*E
F 1 1)F 4% —/NIC local_username & & U local_password, & KUFREE ( B RTEHFH )
PIX/server TIEE S, remote_username Zi%f§ L, remote_password (& 358 5EFTPH—/NIC
McSBLUERT,

“HTTP: DAYV RVRBI—HE SR NRATD—REZERTBZTZVHFTRRTD, Ril
(BRTRT) ICKIITHE, I—FRAKLDELE Web A MNIRELET, TFVYIC
KO2TCIA—HRBENAD—RAFYYSI1EThDEITFRELTLKEETY, PIX FEEZE
PUENfHBDCEHTTPERZRODNEY ES LEWES, BRIANFRIET—/NICChzix
EITBPXICFY Y21 hEI—HYEBSRONAD—REEDTSOHERBICERI LT
WRAEEMAEBVEWVWAET, PliXsyslog ®H—NFNYTROBEKRERLET, Telnet
BRUOFTP A EREICB<S LS THIN HTITP ERAEE. CS5VWSDEHT,

- NRIL-VPN OTSA T RBRT Xauth DFY KDO—JIC IPSechZ 71 v U KN X)L
FEIETRDLSICHADEE "THLVERO LY OLOOKERY U AR
username/password M= HICKRRT D, 3 Z DOFREEWE Cisco Secure VPN Client 1.1 (2l U
FOTHR—RNENFET, Help>About X — 1 —7 show version 2.1.x £l T hLBEREE
e lEsEEEAS

IXTDFVACBEBRATER EFIVT 1 H—\BE

Cisco Secure UNIX TACACSH—/\ B8 &

Ot aA>TREFIVFTAH—NE, REITDEHOBEBIKRTENET,

PXDIPT7RLAFLEFTELBHRX A BEF—HCSUClg 77MIILICEENRTVWA LR
BmIELET,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "telnetonly"
service = shell {



cmd = tel net {
permt .*

}

}

}

user = can_only_do _ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}

}

}

user = httponly {

password = cl ear "httponly"
service = shell {

cmd = http {

permt .*

}

}

}

Cisco Secure UNIXRADIUS 4—N>74Fa1L—>3>

VPDN HZAYIA 2 DFRY RD—0 FTOEAH—/V (NAS ) EMTSDIC GUI & (NAS) UR
NZPIXIP7ZRLABLRTFF—EFEHLTTEL,

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

}

Cisco Secure ACS for Windows 2.x RADIUS

Cisco Secure ACS for Windows 2.x RADIUS ZERETADICCNSOATY T Z#FEALTTE W

o

1. UserSetup GUI 923> ONAT—RZAFLTTE,

2.Group Setup GUI 9> a>rhs, QAU FBDEHICFRIELI—KNG (H—ERA XA
T)YEFELEFEBERE LTTFEL,

3. NAS Configuration 223> GUI O PIXIP 7 RL RAZEML TTFE L,

EasyACS TACACS+

EasyACS D RFIAXVRNT, Y RTYTIZOVTEHHAETATVET,

1.9NV—7t0>3>T, ETEEEEZZ7-IZ TShellexeca #9JY T LTT&EL,

2.3 Z PIX ICEBMT B LI, TIL—T1EY N7 Y T7OTEDT TDeny unmatched I10S
commandsy Z7 YO LTT&EL,

3. VBN ROEHIC, EEAWEF, Telnet 2557 L TAdd/Edit new commands %Zi&IR L



TTE L,

4. BEDOH A A Telnet TEHRITDZEANFAETNZHFE, BX "8IS T #4444 O5|H
BHOIPTRLAZZALTTEY, TEXTAE, Telnet TEHRITDEZEIEHTS
=& (Z TAllow all unlisted argumentsa Z2 1Y 2 LTT&EL\,

5. [Finish editing command] Z2 Y 2 L& 9,

6. HAENDIAY R (Telnet, HTTP £ FTP) S &, ThZTNATY T 1 ~ 5 &L
9,

7. [NAS Configuration GUI] 923> T PIXIP ZEMLE T,

Cisco Secure 2.x TACACS+

J1—%E UserSetup GUI 20> 3> O/INAT—RZAFLET,
1.9N—=T"1t0>3a> Tk, RT3 EEEZXDLEHIC TShellexeca 22y 2 LTTF&EW

22.9N—TtEYRTYTOTEDOTPIXAFRILZ, BMFTSB_&lF. TDeny unmatched 10S
commandsy Z27UY Y LET,

3. EYYTAEVWEIANY ROE®HIZ FAdJ/Edit new commanda ZiBIR LTTEV (kHExE
. Telnet) o

4. BEDT AN Telnet TERITAHEZEVIETHEHICER "TEWSTHA4H OS5
HBHTIPTRLAZADLTTEY, H502H A N Telnet TEFEITD & ZEFYHT
% =% (Z TAllow all unlisted argumentss 22 Y 2 LTT&E L,

5. [Finish editing command] 22 U Y 2 L& T,

6. FAIECNEOAN ROFNEFNDLEODARATY 1 —-5Z2RTLTTEV (L&A,
Telnet, HTTP, ¥ FTP ),

7.PIXIP 7 RL AZEME 1L E T NAS Configuration GUI 29> 3 VICHERLTTE L,

Livingston RADIUS H—/ND & E

PIXIP 7 RLAZEML, V54T RNIT7ANEF—ADLTTEL,

adm nuser Password="al|" User-Service-Type = Shell-User

Merit RADIUS H—/XDE&E

PIXIP7RLAZEML, 94T FAINEF—ADLTTEW,

adm nuser Password="all" Service-Type = Shell-User

TACACS+ 7Z)—IF HY—)\DEE

key = "cisco"

user = admi nuser {

login = cleartext "all"
default service = permt

}

user = can_only_do_tel net {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}



user = httponly {

login = cleartext "httponly"
cmd = http {

permt .*

}

}

user = can_only_do _ftp {
login = cleartext "ftponly"
cmd = ftp {

permt .*

}

}

TNV U DFIR

X BFED show Y Ri&, Output Interpreter Tool ( B I—HER ) IC&>THR—KENT
WET, COY—ILZFEATHE, show DX REIOSHZERTTEEXT,

CPIXEREN AMA ZCEZBMTDRIICKAEL TVWAZEEBADTTE, R BRY 1E
BREEETDHICKNT 74V IV ZBBTERVEEETSTODEEINEEA,

-PIX#OY A>3 %4 %—7 )L, Logging console debugging &k TO— R&Eh i AT AEL
FRHTZINETREOYELA,. AOF I NV T77 FNYTZFEBLTH S, show logging
NRERITTEET, OF T syslog T—NICHEFLT, TECTRETSDEETER
E

. TACACS+ A RADIUSH—/N ( TXTOH—=NIZCOATSaUFHBIET ) DFNY T %
BILTTHEL,

XY BND—OK
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PC

999999 2
_i =
9999995
9999991

outsid

TACACS+ or RADIUS

Server

1031175
Inside
171681 ’18.’1i
103111
10311450

PIX OEEE

Pl X Version 5.1(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi x3

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | ogging tinestanp

no | oggi ng standby

| oggi ng consol e debuggi ng no | oggi ng nonitor no | oggi ng
buffered no |l ogging trap no | ogging history |ogging
facility 20 | oggi ng queue 512 interface ethernet0 auto
interface ethernetl auto interface ethernet2 auto

shut down ntu outside 1500 ntu inside 1500 ntu pix/intf2
1500 i p address outside 99.99.99.1 255.255.255.0 ip
address inside 10.31.1.75 255.255.255.0 i p address
pix/intf2 127.0.0.1 255. 255. 255. 255 no failover failover
timeout 0:00:00 failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0 failover ip address
pix/intf2 0.0.0.0 arp tineout 14400 gl obal (outside) 1

17168115101



99. 99. 99. 7-99. 99. 99. 10 net mask 255. 255. 255. 0 nat
(inside) 1 10.31.1.0 255.255.255.0 0 O static

(i nside,outside) 99.99.99.99 10.31.1.50 netnask

255. 255.255.255 0 0 conduit pernit icnp any any conduit
pernit tcp any any conduit permt udp any any route
outside 0.0.0.0 0.0.0.0 99.99.99.2 1 route inside
171.68.118.0 255.255.255.0 10.31.1.1 1 route inside
171.68.120.0 255.255.255.0 10.31.1.1 1 timeout xlate
3:00: 00 conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00
timeout rpc 0:10:00 h323 0:05:00 tinmeout uauth 0:05:00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server
RADI US protocol radius aaa-server Authlnbound protoco
tacacs+ aaa-server Authlnbound (inside) host
171.68.118. 101 cisco tinmeout 5 aaa-server AuthQutbound
protocol radius aaa-server AuthQutbound (inside) host
171.68.118.101 cisco timeout 5 aaa authentication

i nclude tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Aut hQut bound aaa aut hentication include tel net inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound aaa

aut hentication include http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include
http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
aaa authentication include ftp outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include
ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
no snnp-server |ocation no snnp-server contact snnp-
server conmunity public no snnp-server enable traps

fl oodguard enable telnet timeout 5 ternminal wdth 80
Crypt ochecksum b26b560b20e625c9e23743082484caca : end

[ K]

PIX & 5 OFRBEET/VY T Hi

COEIIAVRBEFRETERBIFTIFOLEOORIATNY ITOF TN ERLET,

®{E

99.99.99.2 OAFMI—HEFAFL 1031150 ICNF 71 v O =2{HLLET (ThabB5,
99.99.99.99 ) TACACS [C& > TFAEEe ., ( TACACSH—/\# 171.68.118.101) EEhTVS
BfE NZ74v Ul Server U AN TAuthlnbounds ZERAL £,

PIX /XY & - R#F /& 585E - TACACS+

TROPGERERIEMALS PX F/NY IERLET:

109001: Auth start for user '???" from
99.99.99.2/11008 to 10.31.1.50/23

109011: Authen Session Start: user 'cse', sid 4

109005: Authentication succeeded for user 'cse
from10.31.1.50/23 to 99.99.99.¢

302001: Built inbound TCP connection 10 for
faddr 99.99.99.2/11008 gaddr 99.99.)

PIX 7N T - KB Z-8BEE (1—HEXREBF/NADT—R ) - TACACS+

TRHROBIGFIAFREZAVWD PX FNYITZRLET (1I—HFEIPNAT—R), I—HRFEZD
XV E—JIC%ITLTVWE 3 D01 —HZR—AL/INAT—REYNZERET  error:



109001: Auth start for user '???" from
99.99.99.2/11010 to 10.31.1.50/23
109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11010 on
i nterface outside

PIX 5/Vy -4 —/\% ping T& ¥ M52 TACACS+

TRROHIEY—/\A ping ATRETH S, LAL PIX ICFEEBWVWIERZRLET PX FNYY, 1
—FRI—FEBE—EREFITH, PXENAT—RORLULTADZRDELA ( ZhiE Telnet IC
5 b) i? ) o l_ﬁ‘ﬁﬁi? o

109001: Auth start for user '???" from 99.99.99.2/11011
to 10.31.1.50/23
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109006: Authentication failed for user '' from 10.31.1.50/23
to 99.99.99.2/11011 on interface outside

PIX 7/YY J-%4—)\ ping ¥% c & F T #E- TACACS+

TROBIGS —/14 ping TEE L TRBEVA PX F/NY JLRLET, 1—FE1—FE%
—ERETH, PXE/NRAT—KORLTANERDELA (ShiF Tenet CHYET ). K
O XY E—IBERT B mcacs: BT (BY—NERERBENELL ),

111005: console end configuration: OK

109001: Auth start for user '???" from
99.99.99. 2/11012 to 10.31.1.50/23

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11012 on interface
out si de

PIX /¥ ¥ - B#73528E - RADIUS

TROFREFERIEAVS PX FNY T ERLET:

109001: Auth start for user '???" from
10. 31. 1. 50/ 11008 to 99.99.99. 2/ 23
109011: Authen Session Start: user 'pixuser', sid 8
109005: Authenticati on succeeded for user
" pi xuser' from 10.31.1.50/11008 to
99.99.99.2/23 on interface inside
302001: Built outbound TCP connection 16 for faddr
99. 99. 99. 2/ 23 gaddr 99. 99. 99. 99/ 11008
| addr 10.31.1.50/11008 (pixuser)

PIXF/NY T - KU ERBEE (1 —YHEFLEB/NAD—R ) - RADIUS

TROFIBIAFTRZAVD PX FNYITZRLET (I—YELNAT—R), I—HRFEI1—
HEBLTNAD—RIEDVTRERZR, ChSZANTE 32O BYET, I b



UNFREIBEE, RO XYV E—DFRRIT D Error: o

109001: Auth start for user '???" from 10.31.1.50/11010
to 99.99.99.2/23
109006: Authentication failed for user '
from 10.31.1.50/11010 to 99.99.99. 2/23
on interface inside

PIX ZINY T-H4—)Y&, T—F> B ping TE EJ-RADIUS

TROFIEH—/NH ping AIRGEE CICTH DN, F—E AT L, PIX EBELEEAD PIX
FNYTIZRLET, I—HREI1I-—HYE%E, TLTNAT—R, raDus BRFRET: . &L
STIZ— XYV tE—IHNRRENET,

109001: Auth start for user '???" from 10.31.1.50/11011

to 99.99.99.2/23

| CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

11 CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

09002: Auth from 10.31.1.50/11011 to 99.99. 99. 2/ 23
failed (server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/11011
to 99.99.99.2/23 on interface inside

PIX F/XY -4 =B £ =954 F> M SAR Y F ping 35 Z & FAAE- RADIUS

TREOBIET—NANFEZIZ ping ATETRBEWVWD, ELEFITFATUONF—IAIVFHFHDH
PIX FNYJICRLET, 1I—HRFrDus XYE—SI—HE, NATD—R, . BLTRET:
XV tE—IJBY—/NNREXRBENELE )

109001: Auth start for user '???" from 10.31.1.50/11012

to 99.99.99.2/23

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/11012
to 99.99.99.2/23 on interface inside

7o Al DB N

AL ZEMTDCEICTRERHF AN RAB L TENTHZIOT, GURGETHEE LT ks
BOLDICFHAZRODBENHYET,

aaa aut horization tel net inbound O.
http i nbound 0.0.0.0 0.0.0.0 0.0.0.
0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
TFORNd—A2TIRNZT7 4 9hH RADIUS £EFBSEE 1, RADIUSTRIINEMTHZD2 D TRED -
HORIAEZEMLBEVWCEITEFBELTTEL,

0.0 0.0.0.0 0.0.0.0 Authlnbound aaa aut hori zation
t

0.0.0 0.0.
0 0.0.0.0 Authlnbound aaa authorization ftp inbound 0.0.0.0

PIX A S DORS KROCEADT/NY F 6




PIX 7)Yy J-BIF RIS & FFERED K Zh- TACACS+

TROBIE RIFERIES LOBIEDRYD PIX F/NY T2 RLET:

109001: Auth start for user '???" from 99.99.99.2/11016
to 10.31.1.50/23

109011: Authen Session Start: user 'cse', Sid 11

109005: Aut hentication succeeded for user 'cse
from 10.31.1.50/23 to 99.99.99.2/11016 on interface outside

109011: Authen Session Start: user 'cse', Sid 11

109007: Authorization permtted for user 'cse' from
99.99.99.2/11016 to 10.31.1.50/23 on interface outside

302001: Built inbound TCP connection 19 for faddr 99.99.99.2/11016
gaddr 99.99.99.99/23 | addr 10.31.1.50/23 (cse)

PIXF/\Y T - RiFZZFREE, RBAlC XM - TACACS+

TROHE RIFEFEEL FBEERMD PIX FNY T ZRLET, CICI—HEEE Message TS
_Eﬁrﬁj o

109001: Auth start for user '???" from
99.99.99.2/11017 to 10.31.1.50/23
109011: Authen Session Start: user 'httponly',
Sid 12
109005: Authentication succeeded for user 'httponly
from 10.31.1.50/23 to 99.99.99.2/11017 on
interface outside
109008: Authorization denied for user 'httponly' from
10.31.1.50/23 to 99.99.99.2/11017 on interface outside

FHhOUT 1427 DEM

TACACS+

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
HAhEhd TACACS+ 71— 1 7:

Tue Feb 22 08:52:20 2000 10.31.1.75 cse PIX
99.99.99.2 start task_i d=0x14
foreign_ip=99.99.99.2 |ocal _ip=10.31.1.50
cnd=t el net

Tue Feb 22 08:52:25 2000 10.31.1.75 cse PIX
99.99.99.2 stop task_i d=0x14
foreign_ip=99.99.99.2 |ocal _ip=10.31.1.50
cnd=t el net el apsed_ti nme=5
bytes_i n=39 bytes_out =126

RADIUS

aaa accounting include any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthCut bound
H h& 3 Merit RADIUS:

Tue Feb 22 08:56:17 2000
Acct - St at us- Type = Start
NAS- | P- Address = 10.31.1.75
Logi n-I1 P-Host = 10.31.1.50
Logi n- TCP- Port = 23



Acct - Sessi on-1d = 0x00000015
User - Nane = pi xuser

Tue Feb 22 08:56:24 2000
Acct - St at us- Type = St op

NAS- | P- Address = 10.31.1.75
Logi n-I P-Host = 10.31.1.50
Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015
User name = pi xuser

Acct - Session-Tine = 6

Acct -l nput-Cctets = 139
Acct-Qut put-Cctets = 36

exclude N> ROEH

NFMANEBIDORANAZ (99.99.99.100) THRY RT—UIZ, COFRANFEEEh, XD
ONYV RTRA BLVT RIS TS ZBRS CENTEFRT:

aaa aut hentication exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99. 100 255. 255. 255. 255
Aut hl nbound aaa aut horization exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100
255. 255. 255. 255 Aut hl nbound

BAtvSa>eOJd4> A—YORR

—#B®D TACACS+ LT RADIUS H—NIZIk, "®&AEY> 3>, &k "TO074> 1—H0
i%?]‘u BN HYVET, BREYZIVZERTLEYOATAY I—HYZFI VYUY T B HEE

&, PHO>T42J L— I\L.Jl?'(%fb")ﬁ?o ThHOoUT4200 "Htg, LO—RIFE
BEhTWBA T, LO—RAFBWVWEES, TACACS+ £/21F RADIUS ¥ — N\, Ehb A&
EOJA42LTVS (2FY, IR PXZEZNLEEYZIVZEHFLTVD ) ERBLET

o

Chid Telnet X FTP 5 TR ESKOME LS T<HEELET., HTTP TREFOMEL, +5
ICHEEELEEA, XOHBITIE, BIORY RDO—OBERAERAEATOVETY, BI2EELUTT,

J—YH PIX ZBL T Telnet ZR1TL, BRTRAZT2TVERT,

171. 68.118. 100/ 1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user
‘cse', Sid 3

(pix) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/23 gaddr 9.9.9.10/12 00
| addr 171.68.118. 100/ 1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp- pi necone. rtp.ci sco.comcse

Pl X 171.68.118.100 start task_i d=0x3 foreign_i p=9.9.9. 25
| ocal _i p=171. 68. 118. 100 cnd=t el net

B—NHFRBLIO-RELLI—RZE, CORKTREDL 212, OT, ¥—/Vi& Telnet 1—¥
AOQTFAVENDEZRLET, I—HHAREAZEREY 32BN oI-—HFEFos—N
D1 (RELTVRH—NAEREYZIVHERE ShhE ) (ZSDFDOPCHS ) HE
ETB, BROYR—bFThERloEGEZRANF, BEET—NICL>TEBEIET,

J—4(F Telnet & FTPED R AILEZ—T'Y RFRAKN, TUTKRTORYELIYET (100%Z2%F
CICFEVWET )



pi x) 302002: Teardown TCP connection 5 faddr

9.9.9.25/80 gaddr 9.9.9.10/128

1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp- pi necone.rtp.ci sco.comcse

Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100

cmd=t el net el apsed_tinme=5 bytes_i n=98 bytes_out =36

uauth A" 0 ( DEV), BERRITS ) DHEETE, 0 LENDFETE (FRi%Z 1 BT\ vauth H
BREBETOLEV), PHIOT42T0 LO—RETIEAEAEITXNTOY A NTHIBRE h
¥,

HTTP &, TOZ7ORIJIOMEICK 2T, BMENEAKVYET, HTTPOBIETREICHY FT:

J—H7#H171.68.118.100 /5 PIX ZHAL T 9.9925 L7 T VALET :

(pix) 109001: Auth start for user '???" from

171.68.118. 100/ 1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pi x) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 | addr
171.68.118. 100/ 1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rt p-pi necone.rtp.cisco.comcse

Pl X 171.68.118. 100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128

1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rt p- pi necone.rtp.cisco .comcse

Pl X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=http el apsed_ti me=0
bytes_ i n=1907 bytes_out =223

A—HYik, F7O0—RENT- Web R—T ZFHE T,

MRLI— R 16:35:34 ICARARE N, FIELI—RIEF 16:35:35 ICRARNENET, DXV
O—RIZE1TEAAVERLE (2FY, AREFLEOLI-—RER1®RETLE ). &T,
DA—FH Web R—TJZFHATWADEE, I—HFRE Web B4 MIOT A2 L TEBRELERVT
WBTL&SA? WWAR, BAEYZA2FREROTA2 I—HFORTEHETZITLLSH?
ZEZREVWWR, TY, HTTP OEGRRE ( "BKE. & "TRT, OBEOKE ) A"EIED D, #
BETEEREA, HABLIO-R EFLELI-REFARTT, LO-RABEDRFICHKETDIO
THHELIO—REFLLO-RELTEHY)EEA, I—YFTEAF K KREV O RLRFAHDE
DICEE TNBILESHEESGNTZ T OISO —NIZEF Tz BHBLIO—R &
FUELO—RABYET, £EL. &RKEYZ 3> eOJ42 A—HF0OEKRTE., HTTP EH D%
HBICRWUHBBELEREA

PIX BT ORIAS LT EMEL

PIX Ik 2T Telnet ( BKTHTTP, FTP) RS 74 v V& RBIA T HHOFHBEE, BIAL T
PIX fEZ(Z Telnet ZFEFEL TT & L\




tel net 10.31.1.5 255. 255. 255. 255 passwd ww

FThAS PIXIC Telnet TEEHEL TWBR I —H %2R THHICON RZEML THREL:

aaa aut hentication tel net consol e Aut hl nbound

I—HA PIXIC Telnet TEHETDEE, Telnet/NAT—R (WW) OEHICTOVT RRREQ
F9, PIXIEEL TACACS+ » RADIUST—HEBLTFNRAD—RERLET, ZOEFE
Authlnbound Server J A RAERE N3 DT, PIX & TACACS+ 1—H'E 8LV NAT—R%
ERLET,

RICH—=NHARE I LTVBRHE, I—HBOEHOPIXDAHIZE2TPIX, BXRTAZ—T
JLINA— R ( enable password whatever ) IC7 VEATEET, XROONV RZEFERATDE

aaa aut hentication enabl e consol e Aut hl nbound

J—%& TACACS A RADIUSH—NIZIEE chd 1—HE 8L NAD—RoLHlc77OY
TRRRENET, ZDHA Authinbound Server U A RN FERHE DD T, PIX I TACACS+
I—HEBRENAT—RZERLET,

4?\_7‘)110)7— wunIE/\’]-‘/ |\7§‘|:|’77J'/0)7"" wunIE/\’]-‘/ I\tl_.lb-caéa)-c d—H7
TACACS £k RADIUS @ PIX ICOYJ A4 > TE3FE, ThSEEREU 1—HYE/NAD—RT
TACACS A RADIUS ICK 2 THRIIC BB ENTE ﬁ?o — DL Cisco /NT ID
CSCdm47044 ( ZBI1—HDdk ) #EWSTShEL I,

H—N\HFE 2L TVWBIESE, PIX (enable password whatever ) /'S5 1—H &S LV EEE A
Z=TINAD—ROEDHDPIXDABICE2>TPIXAZ—TI E—RICFTIVEATEET,
enable password whatever & PIX B&EICEFNTVWAWVWE S, 1—HB& L TpixZAHLT
Enter ¥F—&Z#HLET. 1 X—TINAD—RHIBRE chDH. IshBHEVBEENRAD—REZE
ABEHIC, NAT—REE O F1ARVGBRENDZENHYVET,

A—YERRENDTOCTNOEE

OX Y RS I

aut h-pronmpt PI X_PI X_PI X

PIX 2BBLTWAI—HRAD—T2A%ZRET:

PI X_PI X_PI X [at which point one would enter the usernane]
Password: [at which point one would enter the password]

BRTFATAZR—3A2OHET, I—YREI—HYWEZRET TLTINAT—R BERY VA
ICK2TRRISD7OV7N. COTAOVTRNEPXZREHATRZI—FICOXKTEL., PIXIZE
FELFEEA

EPXADTIECATTADYTA42T LIA—RABIBRE B ERHY) T A,

BRIBEBFICIA—FERRENDAXAYE—JOHAEIAKX

youh ICON > RFHNIE:

aut h- pronpt accept "GOOD_AUTH' aut h-prompt reject "BAD _AUTH'


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

ETNAASTI—HREPIX I >TERBLE/MRILEOATAVDROD—T 2 AZRET:

Pl X_PI X_PI X
User nane: asjdkl Password: "BAD AUTH' "PI X _PI X PI X* Usernanme: cse Password: "GOOD_AUTH"

A—HZEDT A RILAERZA LTI B

COBEERFBERFLESH LT, BEE Cisco /N ID CSCdp93492 (BT I—HDHk ) ZElV)
HTshELLE,

{R#8 HTTP

SRELA PIX AZOH A REREPIX TOENDTEMXREERDIEES, 75UHREERERHEERE
BIENBYETH, ChFTSIOYNFI—HYEBENAD—REFYYII1TBLEHTT,

CheBT2LHICRIEHTTP ZRETEXRT, TS5I2ICEF. XROOX RZHEAL T, REC
1918 FRLA (DEWAVEZ—RYNETRIL—FTAVITET, LAEPIXABRY hD—
JTREBBHDO—EOTRLA) Z PIXREICEMLET,

virtual http #. # #. # [warn]

I—YAPIXASBICBEBILELSETDE, RANVEIZBYNET, wanm NTX—ZN’"HBEE
A—HFRUEALIN XV E—DZZFELET, RELE. vauth OFROEBICIThhET,
REFIXRNIRLTWVWRESIZ, {R*E HTTP Tl timeout uauth Y > ROHIE % 0 WIZERE
LBVWTLSEEW, HTTP A"EBEDO Web H—/NICERTELBLLBZYET,

NN—F ¥ JLHTTPEE O f


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp93492
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

09 99 99 2
[outside)

99 99 99 1

PIX

‘ 1037175 (Virtual IF 10.317.1.99)

’1[]3’]11
—

Inside

171651181

10.31.1.143

TACACS+
Server
17168118 101

I8 HTTP E{E® PIX 8&E :

ip address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255.255.0 gl oba
(outside) 1 99.99.99.7-99.99.99.10 netnask 255.255.255.0 tineout uauth 01: 00: 00 aaa

aut hentication include http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound aaa-server
RADI US protocol radius aaa-server AuthCutbound protocol radius aaa-server AuthQutbound (inside)
host 171.68.118.101 cisco tineout 5 virtual http 10.31.1.99

{R#8 Telnet

PXZTXTODZEBRVEERATILEHICHRETDCLERFTEEOHZTIHNVS2HhDT
AR, X=ILOkr5%, BRICFBEEIABZVOTIVEETREEVTT, PIXICKDIN
TORZTAVINRBIEAEENTVBREEX—IN H—NBRTEITZAT M PIXIZK>THEET
PitzEBABDEE, BEATERZVSORNIILOEZDD PIXsyslog XY E—JZRRALET
(UATZZR):

109013: User mnust authenticate before using
this service

109009: Aut horization denied from 171. 68.118. 106/ 49
to 9.9.9.10/ 11094 (not aut henti cat ed)



EEL, EBRICHZDEO—MRNUTREVWH—EAZRATH2HEMEN S NE Z niE virtual telnet T
NORZFEALTIZCENTEET, OO REFIFBIENRETelnet PP RLAICKETS
EDICLET, COFAENDET, — N THEVH—FERADLEODORNT T 1Y OREY—/NICTL
ENTEET,

COPITIE, TCPIR—BN49 RZ 714 Y JICHERRAN 99.99.99.2 b‘bmiﬁﬂ'xh
171.68.118.106 IC7O0—L TELWTYT, CORT T 1Y ONERICER BETEELVDT, 1R
#Telnet ZFREL TTE LV, R4 Telnet (CEEL TIE, Bﬂﬁ@'%l'}??"f 1775‘356,14\275‘5)‘)*
T CCTlE, 99.99.9920 BT 171.68.118.20 M HFIRET7 RL AT,

{R*8 Telnet 2E
99.99.99 2
(Cutside)
99.99 99 1
E !mnum P 99.99.99 30)
104111 ‘ 1031.1.75
| id
171681181 nelee
TACACS+ Server 17168118106

17165 118101

REPXO714¥21L—> 32 {R*ETelnet

i p address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255.255.0 static

(i nside, outside) 99.99.99.20 171.68.118.20 netmask 255.255.255.255 0 0 static (inside,outside)
99.99.99.30 171.68.118. 106 netmask 255.255.255.255 0 0 conduit permt tcp host 99.99.99.20 eq
telnet any conduit pernmit tcp host 99.99.99.30 eq tacacs any aaa-server TACACS+ protocol tacacs+
aaa-server |ncoming protocol tacacs+ aaa-server Incoming (inside) host 171.68.118.101 cisco
timeout 5 aaa authentication include telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Inconing aaa
authentication include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Inconming virtual telnet



99. 99. 99. 20

PIX 72/ J R4 Telnet 1§

99.99.99.2 M1 —H(E PIX M 99.99.99.20 7 RL AN Telnet TH#EHL T2 Z & IC &k 2 THRANICFER
ZRTILENHYNET:

109001: Auth start for user '???" from

99. 99. 99. 2/22530 to 171.68.118.20/23
109011: Authen Session Start: user 'cse', Sid 13
109005: Aut hentication succeeded for user

'cse' from 171.68.118.20/23 to

99. 99. 99. 2/ 22530 on interface outside

EREEA R IIL =%, showuauth Y RICK2 T, I—HOEMEBRARTRENET

pi xfirewal | # show uauth Current Most Seen Authenticated Users 1 2 Authen In Progress O 1 user
‘cse' at 99.99.99.2, authenticated absolute tinmeout: 0:05:00 inactivity tineout: 0:00:00

LT 99.99.99.2 OF/NA AN 171.68.118.106 TT /XA AIC TCP/A9 RZ 7 1 v U &IXfE LIz
WEeBSHE:

302001: Built inbound TCP connection 16
for faddr 99.99.99.2/11054 gaddr
99.99.99. 30/49 | addr 171.68.118.106/49 (cse)

ALFEMT D ENTEERT:

aaa aut horization include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
TCPIAO RS T AV INPIXICK2»THASNDIE, PIXAEEH—NICHATIIVEED LD

(=:

109007: Authorization permtted for user 'cse'
from 99.99.99.2/11057 to 171. 68.118. 106/ 49
on interface outside

TACACS+ H—/NT, ChiIFELTRSNZET:

servi ce=shel |,
crmd=t cp/ 49
cmd-arg=171. 68. 118. 106

{R#8 Telnet 3518

RENTTAVINFTFT7AILRNTHATATVNS 2O, RE Tenet EEOERATREART AV D
FAETT., XOFITE, 10.31.1.50 DRI —HF R 4% 99.99.99.30 (C Telnet THEHEL |
AL ZZTRT; TelnetEftF I <ICHEES N E T, FBREEN T, TCPRZ 714 v Ul
10.31.1.50 25 99.99.99.2 OH—N\NDOFAETIhET:



99 99992
[utside)

99 99 99 1

Yirtual IFP 99.99 99 .30)
PIX

103111 1031175

171651181 Inside

TACACS+ Server

171.63.118.101 1031150

{R#8 Telnet EF D PIX §RE :

i p address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255. 255. 0 gl obal
(outside) 1 99.99.99.7-99.99.99.10 netnmask 255.255.255.0 tinmeout uauth 0:05: 00 absol ute aaa-
server RADI US protocol radius aaa-server AuthQutbound protocol radius aaa-server AuthCQutbound
(inside) host 171.68.118.101 cisco tinmeout 5 aaa authentication include telnet outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include tcp/49 outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound virtual telnet 99.99.99.30

F: ChA RADIUS THADTEHAN B ELB A,

{R#8 Telnet EFED PIX /Xy ¥ :

109001: Auth start for user '???" from 10.31.1.50/11034
to 99.99.99. 30/ 23

109011: Authen Session Start: user 'pixuser', Sid 16

109005: Authentication succeeded for user 'pixuser'
from 10. 31.1.50/11034 to 99.99.99.30/23 on interface
i nsi de

302001: Built outbound TCP connection 18 for faddr
99. 99. 99. 2/ 49 gaddr 99.99.99.8/11036 | addr
10. 31. 1. 50/ 11036 (pi xuser)

302002: Teardown TCP connection 18 faddr 99.99.99. 2/49



gaddr 99.99.99.8/11036 | addr 10.31.1.50/11036
duration 0:00: 02 bytes 0 (pixuser)

{R#8 Telnet A7 I b

I—%AR*Telnet IP7 RL Al Telnet T T3 & Z, showuauth IV RFI1—HRE%
RTLET, I—HFAICELDTVBEBEI SR EEEY I VNN KRTUERI—YARST T4y
JRIKCEEZBELVERZFREBTenet IP7 RL AICEE Telnet TIEZTIHEN HYFT
o KRV Y IAVEAFTZICH)EDYET,

BAIEBRED #:

pi x3# show uauth Current Mdst Seen Authenticated Users 1 2 Authen In Progress O 1 user
' pi xuser' at 10.31.1.50, authenticated absolute tineout: 0:05:00 inactivity tineout: 0:00:00
pi x3# 109001: Auth start for user 'pixuser' from 10.31.1.50/11038 to 99.99.99. 30/ 23 109005:
Aut henti cati on succeeded for user 'pixuser' from 10.31.1.50/11038 to 99.99.99.30/23 on interface
i nsi de

H2FAID& (IBhSE, AL EDET):

pi x3# show uauth Current Most Seen Authenticated Users 0 2 Authen In Progress 0 1
(-] -
"— b OFRRH

AR AR— NEEOESICHTENET (TCP/30-100 DESIZ ), {RETelnet AX7R— NEED
EODOPIXBREHFTTHETNBBE, —ER—ILIFRETelnet &, PIX BEHFT D10
TACACS+ % —/YA® tcp/30-100 IX > REZ %3

static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0 conduit permt tcp
host 99.99.99.75 host 99.99.99.2 static (inside,outside) 99.99.99.75 10.31.1.50 net mask
255.255.255.255 0 0 virtual telnet 99.99.99.75 aaa authentication include any inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound aaa authorization include tcp/30-100 inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Authlnbound virtual telnet 99.99.99. 30

TACACS+ 7V)—0 Iz FPHY—N>714F¥21L—>32:

user = anyone {
I ogin = cleartext "anyone"
cnd = tcp/ 30-100 {
permt 10.31.1.50

}
}

HTTP, FTP, 8T Telnet AADBNT 7 1Y O DFEHD AAA
FhooT42T

XYRID—DODHRDRANITCPIAI RZ T 1Y VZFAATDHICE LSV iz{RIETelnet 2
b‘&)f"éc_hd)f"&)d)én‘i'?ﬁ‘lib\,\tﬁ.ﬂv7‘:\ OTHRHITMA LS EZRELEL 2

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
Cch@ETHIOT420 LOA—RZY>TESSCEEVSHERIC tep/d9 T T7 1Y OHT< L
ERVET (ZOPIE TACACS+ 7U—JITHASHWET ):

Sun Feb 27 05:24:44 2000 10.31.1.75 cse PI X



99.99.99.2 start task_id=0x14 foreign_ip=99.99.99.2 |ocal _ip=171. 68.118. 106
cmd=t cp/ 49

3k K BREE(Xauth)

E B

ﬂ'&lll

. Xauth ZfEH 9 28D Cisco Secure PIX Firewall f > Z2—7 I A AT IPSec M RILZ#K
TEE2dHEE
. JLEREDEr % AL\ % Cisco Secure PIX Firewall & VPN 254 7> KE® IPSec

DMZ T Q) F2RE

12ODMZ A2V EZ—TIA AN SHDEDICT>TVWARI—HZFATHILEHIC PIX ZIEEE
NIEAVE—TIAADEODRT 74V J%FATADIRSICE2TTEV, PIXTERERXD
EHBYTT:

| east secure

Pl X outside (security0) =1.1.1.1

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2
pix/intf5 (DMZ - security25) = 5.5.5.5 & device 5.5.5.8
(static to 4.4.4.15)

Pl X i nside (securityl00) = 10.31.1.47

nost secure

XY RDO—OR

DM
Cutside
1111 4444 44
Inside
1031147
5558

PIX OEEE



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094cea.shtml

pix/intf4 & pix/intf5 B D TelnethZ 7 4 v UV ZFIAL IV EBVET:

nanei f ethernet0 outside securityO naneif ethernetl inside securityl00 (naneif ethernet2
pix/intf2 securityl0 naneif ethernet3 pix/intf3 securityl5) naneif ethernet4 pix/intf4
security20 nanmeif ethernet5 pix/intf5 security25 ip address outside 1.1.1.1 255.255.255.0 ip
address inside 10.31.1.47 255.255.255.0 (ip address pix/intf2 127.0.0.1 255.255.255.255 ip
address pix/intf3 127.0.0.1 255. 255. 255.255) ip address pix/intf4 4.4.4.4 255.255.255.0 ip
address pix/intf5 5.5.5.5 255.255.255.0 static (pix/intf5,pix/intfd4) 4.4.4.15 5.5.5.8 netnask
255. 255. 255. 255 0 0 aaa authentication telnet pix/intf4 5.5.5.0 255.255.255.0 4.4.4.0

255. 255. 255. 0 Aut hl nbound aaa authentication telnet pix/intf5 5.5.5.0 255.255.255.0 4.4.4.0
255. 255. 255. 0 Aut hl nbound aaa-server TACACS+ protocol tacacs+ aaa-server Authlnbound protocol
tacacs+ aaa-server Authlnbound (inside) host 171.68.118.101 cisco tinmeout 5

xauth PhO 74>

sysopt connection permit-ipsec AN > RA, &\ sysopt ipsec pl-compatible VY > K, Xauth T
PIX TRREEhhlE, HHEARE TCP R, LALKB W ICMP £/21d UDP O =HICBMTT,

BEE 1T ]

Gl
AT

-PXB®ROYR—N R=D

PXAOAXRZRVU77L2A

- RADIUS B892 HR—K R—=D

- Requests for Comments ( RFC )

. Cisco Secure UNIX ICB8¥ B HR—K R—T

. Cisco Secure ACS for Windows (CB§ 92 HR—h R—D
- TOZHINYER—Db - Cisco Systems
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