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XY RND—IR

CORFIXVRNTRE, ROZXY D=0 Y NTYTZFEALET,

PPPoE rver
PPPoE Client oFE Serve
Cloud )
\_’\—‘f Cisco 1721
PIX 501 172.21.48.30

BRE
CORFIXNTRROEREZFEALET,

. PPPoEHY—/V& L T®MCisco 1721)L—&
. PPPOEOZAT7 > MELTOPIX (501F 506 )

CDOZRTANTIE, Cisco 1721)L—RA'PPPoEY —/NE L TEMEL &3 ISPAPPPoEH —/\
ZRARLTVWD S, BE/VE-MAT7AATCIEEATILEEHETEA,

PPPoEH—/Y& L T MCisco 1721)L—&

! -—-—- Username matches that on the PIX. username cisco
password cisco

!--—- Enable virtual private dial-up network (VPDN). vpdn
enable
|

!--- Define the VPDN group that you use for PPPoE. vpdn-
group pppoex
accept-dialin
protocol pppoe
virtual-template 1
!
interface EthernetO
ip address 172.21.48.30 255.255.255.224
! --—- Enable PPPOE sessions on the interface. pppoe

enable
1

interface Virtual-Templatel

mtu 1492

!--- Do not use a static IP assignment within a virtual
template since !--- routing problems can occur. Instead,
use the ip unnumbered command !--- when you configure a
virtual template.

ip unnumbered Ethernet0

peer default ip address pool pixpool

!--- Define authentication protocol. ppp authentication
pap

ip local pool pixpool 11.11.11.1 11.11.11.100




PPPOEZ S 1 7> R& L TOPIX ( 501% 713506 )

pix501l#write terminal
Building configuration...
Saved

PIX Version 6.3(4)

interface ethernet0 1l0baset
interface ethernetl 100full

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pix501

domain-name cisco.com

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

pager lines 24

mtu outside 1500

mtu inside 1500

!--- Enable PPPoOE client functionality on the interface.
!--- It is off by default. The setroute option creates a
default !--- route if no default route exists.

ip address outside pppoe setroute

ip address inside 192.168.1.1 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 192.168.1.0 255.255.255.0 0 0
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+
aaa-server TACACS+ max-failed-attempts 3
aaa-server TACACS+ deadtime 10

aaa-server RADIUS protocol radius

aaa-server RADIUS max-failed-attempts 3
aaa-server RADIUS deadtime 10

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps




floodguard enable
telnet timeout 5
ssh timeout 5
console timeout 0

!--- Define the VPDN group that you use for PPPoOE. !---
Configure this first. vpdn group pppoex request dialout
pppoe

!--- Associate the username that the ISP assigns to the
VPDN group. vpdn group pppoex localname cisco

!--- Define authentication protocol. vpdn group pppoex
ppp authentication pap

!--- Create a username and password pair for the PPPOE
! --—- connection (which your ISP provides). vpdn username
cisco password *****ikkk

terminal width 80
Cryptochecksum:e136533e23231c5bbbbf4088cee75aba
: end

[OK]

pix501#

2

cOEV>a>TR, RENELKEELTWR L Z2HRIDLHOICHEATEDEWRERMEL
TVEY,

—HB®D show ANV RETF7IRTY RN AV BR=T VR V—)ICLI2THR—RENTVWET (B
BRI—YEH), cOYV—IZFERATDEICLD2T, show ANV RH I DO HERZERIRT
XY,

. show ip address outside pppoe : BEDPPPoEV A4 7> hRERHRERTLE T,

- show vpdn tunnel pppoe : HED R RILZATO RN RIIIEHRZRRLET,

- show vpdn session pppoe:PPPoEtLY 23 D AT—RAZXRRLET,

. show vpdn pppinterface:PPPOERN > XL DA > B2 —T7 T 4 AIDfEZXRRLET., PPPoEN >
KN EZPPPRIEA > E—T T4 ANERENET,

. show vpdn group:PPPoE Rk RIILICEZRE N T IIL—TEZRRLET,
. show vpdn username : O—AJ)I1—HEBEHRERRLE T,

R\, show ip address outside pppoe X ROMHERL E£7,

501 (config) #show ip address outside pppoe

PPPOE Assigned IP addr: 11.11.11.1 255.255.255.255 on Interface: outside
Remote IP addr: 172.21.48.30

show vpdn tunnel pppoe N> ROEHHRFRDEB Y T,

501 (config) #show vpdn tunnel pppoe
PPPoE Tunnel Information (Total tunnels=1 sessions=1)

Tunnel id 0, 1 active sessions
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time since change 20239 secs
Remote MAC Address 00:08:E3:9C:4C:71
3328 packets sent, 3325 received, 41492 bytes sent, 0 received

JRIZ. show vpdn session pppoe N> ROHDZERLE T,

501 (config) #show vpdn session pppoe
PPPOE Session Information (Total tunnels=1 sessions=1)

Remote MAC is 00:08:E3:9C:4C:71
Session state is SESSION_UP
Time since event change 20294 secs, interface outside
PPP interface id is 1
3337 packets sent, 3334 received, 41606 bytes sent, 0 received

show vpdn pppinterface Y > ROEHHBEFRDEH ) TT,

501 (config) #show vpdn pppinterface

PPP virtual interface id =1

PPP authentication protocol is PAP

Server ip address is 172.21.48.30

Our ip address is 11.11.11.1

Transmitted Pkts: 3348, Received Pkts: 3345, Error Pkts: O

MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seqg MPPE_Pkts: 0

show vpdn groupAN > ROEHRARDEH V) TT,

501 (config) #show vpdn group

vpdn group pppoex request dialout pppoe
vpdn group pppoex localname cisco

vpdn group pppoex ppp authentication pap

show vpdn usernameJ~N > RO H D ZRICRLUET,

501 (config) #show vpdn username
vpdn username CisSco password ***x&kkkx

hZ7L0231—b

CoTH. BEORSTAYI-F AT RATEBBBERLET,

hSTLNA—F12 T CRTR1EH

PIXD — N B REREICRDTNY Tl RICRLET ROTFNYTEFICLET,

pix#show debug

debug ppp negotiation
debug pppoe packet
debug pppoe error
debug pppoe event



BRI KRBT D (A—HR/INAD—RFFEBFZERE ),
Rcvd Link Control Protocol pkt, Action code is: Echo Reply,
len is: 4 Pkt dump: d0c3305c

PPP pap recv authen nak: 41757468656e7469636174696£6e206661696c757265
PPP PAP authentication failed

Rcvd Link Control Protocol pkt, Action code is: Termination Request,
len is: 0

WA ZONIILNEMNTT (XK, PAPICHAPDEREICERY A HD ) o

Xmit Link Control Protocol pkt, Action code is:
Config Request, len is: 6

Pkt dump: 05064a53ael2a

LCP Option: MAGIC_NUMBER, len: 6, data: 4ab53aela

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14
Pkt dump: 010405d40304c0230506d40c88668

LCP Option: Max Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: d0c88668

Xmit Link Control Protocol pkt, Action code is: Config NAK, len is: 5
Pkt dump: 0305c22305
LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22305

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 05064a53ael2a
LCP Option: MAGIC_NUMBER, len: 6, data: 4ab53aela

PPPoEH — NN ISER T, 30 EICBRATLET,
send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e T
ype:0x8863=PPPoE-Discovery

Ver:1l Type:1 Code:09=PADI Sess:0 Len:12
Type:0101: SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e
Type:0x8863=PPPoE-Discovery

Ver:1l Type:1 Code:09=PADI Sess:0 Len:12
Type:0101: SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

send_padi: (Snd) Dest:ffff.ffff.ffff Src:0007.5057.e27e
Type:0x8863=PPPoE-Discovery

Ver:1l Type:1 Code:09=PADI Sess:0 Len:12
Type:0101: SVCNAME-Service Name Len:0
Type:0103:HOSTUNIQ-Host Unique Tag Len:4 00000001

padi timer expired

TN A—F4A2TDEHDIIT K

—E® show ANV RETZIRTYRN A BZ—FT VR I—=)ICLI2THR—RENTVET (&
BI1—HEH), COY—I)IEFATDEICEL2T, show AX REHDOMERERRT
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XY,

X :debug N> RERITITSHEIC, "debug ANV ROBEXEHRL 2SBLTLIEEV,

- debug pppoe packet : /N7 v NMERZERRLET,

- debug pppoeerror : T — XY t—TJZRRLET,

. debug pppoe event : 7O KRN A R NEHRERTLET,

- debug ppp negotiation : 754 7> MA'PPPX I I—>a v BHEELTVBRIAESHE

BWERTEET,

. debug ppp i0:PPTP PPP{RE A > Z—T7 T A ADNT Y MEERZRRLET,

- debug ppp upap:PAPFREEZ X ~L £,

- debug ppp error:PPTP PPP{RE A > Z—T7 I A AT T7— XV t—TJZKRRLET,

.debugpppchap : V547 MRIAZEITHESHICEITZEHRERTLET,
PPPOEV ZA T ROFNY T 2EBMZTSICE, XOIX REFEALET,

!--- Displays packet information. 501 (config)#debug pppoe packet
!--- Displays error messages. 501 (config) #debug pppoe error
!--- Displays protocol event information. 501 (config) #debug pppoe event
send_padi: (Snd) Dest:ffff.ffff.ffff Src:0008.a37f.be88 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1 Code:09=PADI Sess:0 Len:12
Type:0101: SVCNAME-Service Name Len:0
Type:0103 :HOSTUNIQ-Host Unique Tag Len:4 00000001
padi timer expired
PPPOE: (Rcv) Dest:0008.a37f.be88 Src:0008.e39c.4c71 Type:0x8863=PPPoE-Discovery
Ver:1 Type:1l Code:07=PADO Sess:0 Len:45
Type:0101: SVCNAME-Service Name Len:0
Type:0103 :HOSTUNIQ-Host Unique Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640
Type:0104:ACCOOKIE-AC Cookie Len:16 D69BOAAF ODEBC789 FF8EL1A75 2E6A3F1B
PPPOE: PADO
send_padr: (Snd) Dest:0008.e39c.4c71 Src:0008.a37f.be88 Type:0x8863=PPPoE-Discovery
Ver:1l Type:1l Code:19=PADR Sess:0 Len:45
Type:0101: SVCNAME-Service Name Len:0
Type:0103 :HOSTUNIQ-Host Unique Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640

Type:0104 : ACCOOKIE-AC Cookie Len:16 D69BOAAF 0DEBC789 FF8ELA75 2E6A3F1B
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PPPOE: (Rcv) Dest:0008.a37f.be88 Src:0008.e39c.4c71 Type:0x8863=PPPoE-Discovery
Ver:1 Type:1l Code:65=PADS Sess:1 Len:45
Type:0101: SVCNAME-Service Name Len:0
Type:0103 :HOSTUNIQ-Host Unique Tag Len:4 00000001
Type:0102:ACNAME-AC Name Len:9 3640

Type:0104 : ACCOOKIE-AC Cookie Len:16 D69BOAAF 0DEBC789 FF8ELA75 2E6A3F1B

PPPOE: PADS
IN PADS from PPPoOE tunnel

PPPoOE: Virtual Access interface obtained.PPPoE: Got ethertype=800
on PPPoE interface=outside

PPPOE: Got ethertype=800 on PPPoE interface=outside

PPPOE: Got ethertype=800 on PPPoE interface=outside

RDOEAE, PPPOEOZA T MNADGEMT/NY VAR RZRLTVET,

501
501
501
501

config) #debug ppp negotiation
#debug ppp io

#debug ppp upap

config) #debug ppp error

config
config

)
)
)
)

PPP virtual access open, ifc = 0

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

PPP xmit, ifc = 0, len: 14 data: ££03c0210101000a0506609b39£5

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c02101010012010405d40304c023050659d9£f6360000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14
Pkt dump: 010405d40304c023050659d9f636

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 14
Pkt dump: 010405d40304c023050659d9f636

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

PPP xmit, ifc = 0, len: 22 data:
££03c02102010012010405d40304c023050659d9f636

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c02101020012010405d40304c023050659d9£6360000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 14



Pkt dump: 010405d40304c023050659d9£636

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023
LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 14
Pkt dump: 010405d40304c023050659d9£636

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 4, data: c023

LCP Option: MAGIC_NUMBER, len: 6, data: 59d9f636

PPP xmit, ifc = 0, len: 22 data:
££03c02102020012010405d40304c023050659d9f636

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

PPP xmit, ifc = 0, len: 14 data: ££03c0210101000a0506609b39£f5

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210201000a0506609H39£500000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 0506609b39f5
LCP Option: MAGIC_NUMBER, len: 6, data: 609b39f5

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 609b39f5

PPP xmit, ifc = 0, len: 12 data: ££03c02109000008609b39£f5

PPP xmit, ifc = 0, len: 20 data: ££03c0230101001005636973636£05636973636f

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210a00000859d9£636000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59d9f636

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0230201000500000000000000000000000000000000000000000000
000000000000000000000000

PPP upap rcvd authen ack:
££03¢02302010005000000000000000000000000000000000000000000000000000000000000000
00000

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210101000a0306ac15301e00000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 0306acl5301le

IPCP Option: Config IP, IP = 172.21.48.30

Xmit IP Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 030600000000

IPCP Option: Config IP, IP = 0.0.0.0

PPP xmit, ifc = 0, len: 14 data: ££0380210101000a030600000000

Xmit IP Control Protocol pkt, Action code is: Config ACK, len is: 6



Pkt dump: 0306acl5301e
IPCP Option: Config IP, IP = 172.21.48.30

PPP xmit, ifc = 0, len: 14 data: ££0380210201000a0306acl5301le

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210301000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config NAK, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

Xmit IP Control Protocol pkt, Action code is: Config Request, len is:
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP xmit, ifc 0, len: 14 data: ££0380210102000a03060b0b0b02
PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210901000¢c59d9£636015995a10000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request, len is:
Pkt dump: 59d9f636015995al

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is: 8
Pkt dump: 609b39f5015995al

PPP xmit, ifc = 0, len: 16 data: ££03c0210a01000c609b39£5015995al

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210202000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210902000¢c59d9£6360159937b0000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request, len is:
Pkt dump: 59d9f6360159937b

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is: 8
Pkt dump: 609b39f50159937b

PPP xmit, ifc = 0, len: 16 data: ££03c0210a02000c609b39£50159937b

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is:
Pkt dump: 609b39f5

PPP xmit, ifc = 0, len: 12 data: ££03c02109010008609b39£f5

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210a01000859d9£636000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59d9f636

BBEECppp ms-chap ¥ > REFERATHBEBENT/IV YT

8

4



PPP MS-CHAPRRRIZ R E T 25 E. PXTHELRZEERFXDITLEITYT (BRYEEIXTEALTT
) o

vpdn group pppoex ppp authentication papd~ > Ri&, vpdn group pppoex ppp authentication
mschaplcZEENET,

FLVWERERROTNY T ZBMICLET,

501 (config) #debug ppp negotiation
#debug ppp io

(

501 (config

501 (config) #debug ppp upap
(
(

)
)
)
501 (config) #debug ppp error

501 (config) #debug ppp chap

PPP virtual access open, ifc = 0

Xmit Link Control Protocol pkt, Action code is: Config Request, len is: 6
Pkt dump: 05063ff50el8
LCP Option: MAGIC_NUMBER, len: 6, data: 3ff50el8

PPP xmit, ifc = 0, len: 14 data: ££f03c0210101000a05063£ff50el8

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c02101010013010405d40305¢c22380050659f4cf2500000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config Request, len is: 15
Pkt dump: 010405d40305c22380050659f4cf25

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22380

LCP Option: MAGIC_NUMBER, len: 6, data: 59f4cf25

Xmit Link Control Protocol pkt, Action code is: Config ACK, len is: 15
Pkt dump: 010405d40305c22380050659f4cf25

LCP Option: Max_Rcv_Units, len: 4, data: 05d4

LCP Option: AUTHENTICATION_TYPES, len: 5, data: c22380

LCP Option: MAGIC_NUMBER, len: 6, data: 59f4cf25

PPP xmit, ifc = 0, len: 23 data:
££03c02102010013010405d40305¢c22380050659f4cf25

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210201000a05063£f£f50e1800000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Config ACK, len is: 6
Pkt dump: 05063ff50el8
LCP Option: MAGIC_NUMBER, len: 6, data: 3ff50el8

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 3ff50el8

PPP xmit, ifc

0, len: 12 data: ££f03c021090000083££f50el8

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03¢c2230103001508bfelldf6d8fb524333363430202020200000000000
000000000000000000000000

PPP chap receive challenge: rcvd a type MS-CHAP-V1 pkt

PPP xmit, ifc = 0, len: 63 data:
££03c2230203003b31488506adb9%9ael0fdcac35866242b2bac2863870291e4a88e1458£0
12526048734778a210325619092d3£831c3bcf3eb7201636973636fF



PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210a00000859£4c£f25000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is:

Pkt dump: 59f4cf25

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03¢c2230303000400000000000000000000000000000000000000000000
000000000000000000000000

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210101000a0306ac15301e00000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config Request,
Pkt dump: 0306acl5301le
IPCP Option: Config IP, IP = 172.21.48.30

Xmit IP Control Protocol pkt, Action code is: Config Request,
Pkt dump: 030600000000
IPCP Option: Config IP, IP = 0.0.0.0

PPP xmit, ifc = 0, len: 14 data: ££0380210101000a030600000000

len is:

len is:

Xmit IP Control Protocol pkt, Action code is: Config ACK, len is: 6

Pkt dump: 0306acl5301le
IPCP Option: Config IP, IP = 172.21.48.30

PPP xmit, ifc = 0, len: 14 data: ££0380210201000a0306acl5301le

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210301000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

Rcvd IP Control Protocol pkt, Action code is: Config NAK, len is: 6

Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

Xmit IP Control Protocol pkt, Action code is: Config Request,
Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP xmit, ifc

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££0380210202000a03060b0b0b0200000000000000000000000000000000
000000000000000000000000

0, len: 14 data: ££0380210102000a03060b0b0b02

len is:

Rcvd IP Control Protocol pkt, Action code is: Config ACK, len is: 6

Pkt dump: 03060b0b0b02
IPCP Option: Config IP, IP = 11.11.11.1

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210901000¢c59£4cf2501592b7e0000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Request,
Pkt dump: 59f4cf2501592b7e

Xmit Link Control Protocol pkt, Action code is: Echo Reply, len is:

Pkt dump: 3££f50e1801592b7e

len is:

4

8

6

6
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PPP xmit, ifc = 0, len: 16 data: ££03c0210a01000c3££50e1801592b7e

Xmit Link Control Protocol pkt, Action code is: Echo Request, len is: 4
Pkt dump: 3ff50el8

PPP xmit, ifc = 0, len: 12 data: ££03c021090100083£f£f50el8

PPP rcvd, ifc = 0, pppdev: 1, len: 42, data:
££03c0210a01000859£f4c£f25000000000000000000000000000000000000
000000000000000000000000

Rcvd Link Control Protocol pkt, Action code is: Echo Reply, len is: 4
Pkt dump: 59f4cf25

PIXOS/A\—232/6.28 KR U6.3NBEADEXEIR

cTT7AILBNL—RAFITIEREENTVRIHEE, PIXEBIFEOT 7 # )L KN)L— ~ ZPPPoEA
RBHTDZTT7AINNIL—RNTLEEETELRVWLESD, PPPoEZBILEEA, H—N\HS5DTF
7#)BNIL—bZERTZ5EetrouteF 7> 3), I—HREREDT 7 # ) NIL—KZH
BRIDBENHYET,

A=Y EE1DDPPPoEY —/NDAZERL T,

PIXOS /S—>326.3 OEEAOES

- IP7 RL AMDEUE# ICPPPoE#® & 'Open Shortest Path First(OSPF)ZEMICLTXEU N E
ZBAXZNRITENDHBEK., PPPOEELFDHCPEN L EZA Uy O—REnEFT7 2N
—KMARREICICREESNE T, BEBKRE, 7 RLANPPPoEH—/NNASEAIO—REhD
B, ETAXXTEVERERITITDETT,

CTFT7ALNRNIL—NOERICER T BPPPOE setroute 7> 3>k, PIX77AT70#—IL®
OSPFAA TV OIN—T42J7O0RIJNEEEBRENF BV ERA, OSPF7OEAT T
networky XA RESTNTWBIHEE, PPPOEN AR T DT 7 FIRNIL—NFI—FT12TF
—TIDSHIBRENET, BBEKE, AZTIYII—NEFERATZIETT,

B 18 #§

-PX CBAEg R HR—K R—=D
PXONZRVUZ77L2RA

- Requests for Comments (RFCs)

- TO_HAIL HYR—PE RFI X2 B -Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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